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MO DAU

1. Ly do chon dé tai

Trong nhirng nim gan day, Cloud Computing (viét tat 1a
CC) da co6 nhiing budc tién vuot bac. Nhu ching ta biét, CC
khong phai 1a mdt cong nghé gi mdi, ma 1a su sy két hop nhiéu
cong ngh¢ trudc day. Nhitng cong ngh¢ nay da hoan thién ¢ cac
muc d§ khac nhau trong nhitng ngt canh khic nhau, chung
khong duoc thiét ké nhu mot thé théng nhat. Tuy nhién, ching
d3 tao ra mot hé thong ky thuat cho CC. Nhiing tién bo méi
trong bd vi xir 1y, cong nghé ao hoa, dia luu trit, két ndi internet
bing thong rong, cac may chu ré, manh va nhanh di két hop
vO1 nhau tao ra CC.

Cac loi ich CC dem lai cho nguoi dung rat 16n, trén thuc té
CC da that sy dugc quan tam va st dung hiéu qua & nhiéu nudc
phat trién trén thé gidi. Kha ning giai quyét va dap tng tét cac
nhu cau bire thiét trong nhiéu linh vuc. Vi vay, CC ngay cang
dugc céc t6 chirc, doanh nghiép va ca nhan st dung va CC sé& 1a
xu hudng phat trién trong tuong lai.

Tuy nhién, diéu ma cac to chirc, cac doanh nghiép, hodc ca
nhéan e dé khi mudn chuyén d6i cac tmg dung quan trong trong
kinh doanh sang moéi1 truong ddm may la do nhitng thach thirc
c6 thé gap phai nhu d6 tin cdy, tinh bao mat, kha ning sin sang
cta dich vu va hiéu suét hoat dong. Trong do, van dé bao mat
cia CC 1a diéu ma nhiéu ngudi quan tim nhat. Dir liéu cua
khéach hang duoc nha cung cap CC bao mat nhu thé nao? Nguoi
st dung tu bao mat dir li¢u ra lam sao?
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Vi thé t6i chon dé tai luan van 13 “Nghién citu ddnh gid mét sé
gidi phdp bdo mat trong Cloud Computing” dé trinh bay va
giai quyét nhirg van dé trén.

2. Muc dich nghién citru

Giup nguoi st dung CC hiéu vé cau tric hoat dong cia
CC, tim hiéu cac giai phap bao mat trong CC, dong thoi xay
dung tht nghiém giai phap bao mat xac thuc nguoi dung trong
CC.

3. Poi twong va pham vi nghién ciru

Déi twong nghién ctru bao gdm: cloud computing, cac tai
liéu viét vé bao mat trong CC, céc chuin bao mat, xac thuc,
moi trudng phat trién va trién khai hé thong xac thuc nguoi
dung.

Pham vi nghién ctru gdm: Tong quan vé CC, cac giai phap
bao mat trong CC va xay dung thur nghiém giai phap bao mat
xac thuc nguol dung CC.

4. Phwong phap nghién curu

Phuong phéap chinh 13 nghién ctru qua ngudn tu liéu da
xudt ban, cac bai bdo, cic bao cao khoa hoc vé CC va bao mat
trong CC. Xay dung giai phdp bdo mat xac thuc nguol dung
CC, kiém thir va danh gia két qua hé thong xac thuc trong moi
truong CC.

5. Y nghia khoa hoc va thue tién ciia luin vin

Viéc nghién ctru va trién khai thanh cong luan van sé& déap
tmg nhu cau tim hiéu giai phap bao mat trong CC cho céc ca
nhan, doanh nghiép trudc khi quyét dinh dang ki str dung céc
dich vu cia CC. Giai phap bdo mat xac thuc nguoi dung giup
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cac khach hang CC tu bao vé cac tmg dung ctia minh khi trién
khai trén CC.
6. BO cuc ciia ludn viin

Bb cuc cua luan van duoc to chic thanh ba chuong véi noi
dung cu thé nhu sau:

Chuong 1- Tong quan vé Cloud Computing, trinh bay
cac van dé chung vé CC nhu dinh nghia, lich st hinh thanh,
tinh chét, kién tric cua CC, 4o hoa, ...

Chuong 2 — Nhirng van dé vé bao mat dir liéu, phan tich
va danh gia vé ha ting bao mat & ba cip do: cip do mang, cip
d6 may chu va cap do tmg dung. Panh gia vé hé thong xac thuc
mot yéu t6 va xac thuc da yéu to.

Chuong 3 — Xay dung giii phap biao mat xac thuc nguoi
dung trong Cloud Computing, trinh bay giai phap xdc thuc
CC dua trén mid nguén md Mobile-One Time Password
(mOTP) phia client, xdy dung chuong trinh, trién khai thtr
nghiém va danh gia hé thong xac thuc trén CC.



Chwong 1: TONG QUAN VE CLOUD COMPUTING
1.1 PINH NGHIA CLOUD CONGPUTING

C6 rat nhiéu dinh nghia vé Dién toan dam may (Cloud
Computing- viét tat la CC). Mot s6 nguoi dé xuat rang CC chi
don gian 1a mot tén khac cho cic phan mém nhu 1 mot mo
hinh Dich vu (SaaS) trong xu hudng Web 2.0. Nhitng nguoi
khéc thi néi ring CC 13 su quang bé tiép thi mot dién mao méi
trén cong nghé ci, chéng han nhu dién toan tién ich, su ao hoa
hodc dién toan ludi. Suy nghi nay lam giam thuc té 1a CC c6
mot pham vi rong hon bt ky trong céc cong nghé dic biét ndy.
Pé chiac chan, cic giai phap dam may thuong bao gdm céc
cong nghé nay (va nhitng céng nghé khac), nhung do 1a chién
lugc toan dién dat CC tach khoi cac cong nghé trudce day.

Theo tu dién bach khoa toan thu s6 Wikipedia: “Dién todn
dam may (cloud computing) la mot mo hinh dién toan co kha
nang co gian (scalable) linh dong va cac tai nguyén thuong
duoc ao hoa duoc cung cd'p nhw mot dich vu trén mang
Internet”.

Theo Ian Foster: “Pién todn dam mady la mot mé hinh dién
todn phdn tan cé tinh co gidn 1én ma hudng theo co gidn vé
mat kinh 16, 1o noi chita cdc sirc manh tinh toan, kho luu tri,
cdc nén tang (platform) va cdc dich vu dwoc triee quan, do héa
va co gian linh déng, sé dwoc phdn phdi theo nhu cdu cho cdc
khdach hang bén ngoai thong qua Internet”.

Noi chung, dién toan dam may 1a mot giai phap bao gom tat
c4 cac tai nguyén dién doan (phan cung, phan mém, mang, luu
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trit,...) duoc cung cap cho ngudi dung theo yéu cau. Cac ngudn
tai nguyén hodc cac dich vu dugc phan phat dam bao kha nang
sin sang cao, an ninh va chat luong. Ngudi dung s hitu kha
nang diéu chinh ting hodc giam dé c6 duoc nhing tai nguyén
ma ho can, khong nhiéu hon va ciing khéng it hon.

Ong Steve Chang - Chu tich Ho1 déng quan tri tap doan
Trend Micro néi vé CC theo cach don gian va dé hiéu hon:
“Quan niém vé CC c6 thé hiéu don gian nhu dung dién, dung
bao nhiéu tra tién bay nhiéu va don gian khong phai dau tu gi
cd, chi viéc mua phich di¢én”. Nghia 1a, vd1 mo1 truong CC,
nguoi st dung ¢ thé truy cip dén bat ky tai nguyén nao ton tai
trong “dam mAy” tai bat ky thoi diém nao va tir bat cir dau,
thong qua Internet. Ngoai ra, nguoi dung chi phai tra chi phi
cho nhitng gi minh sir dung khi minh can. Nhu vay, ¢6 thé thay
CC dem lai cho moi nguoi su thuan tién hon trong viéc tiép can
thong tin, dic biét 1a hé thong thong tin qua mang Internet. [16]
1.2 NHUNG LQI ICH VA NHUQC PIEM CUA CC
1.2.1 Nhirng lgi ich cua CC
1.2.2 Nhirng nhuge diém ciia CC
1.3 LICH SU HINH THANH CC

Lich st hinh thanh CC theo 6 giai doan:

Giai doan 1: Nhiéu nguoi dung chia sé mainframes cong
suit cao thong qua céc terminal gia (dummy terminals).

Giai doan 2: Chi mot PC ciing d3 du sirc manh dé dap tmg
nhu cau tinh todn cta ngudi dung.

Giai doan 3: Cac PC, laptop, va cac server dugc két ndi

vao mang cuc bo deé chia sé tai nguyén va nang cao hi¢u nang.
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Giai doan 4: Mang cuc b nay duogc két ndi véi mang cuc
bo khac tao thanh mot mang toan cau nhu Internet dé su dung
cac ung dung va tai nguyén tu xa.

Giai doan 5: Tinh toan ludi (Grid Computing) cung cap
nang luc tinh toan va nang luc luu trit dung chung thong qua
mot hé thong tinh toan phan tan.

Giai doan 6: CC cung cip céc tai nguyén dung chung trén
Internet theo mot cach don gian va can bang.

1.4 TINH CHAT CO BAN CUA CC

Cloud Computing c6 nam tinh chét n6i bat so véi mé hinh
truyén thong:

1.4.1 Tuw phuc vu theo nhu cau (On-demand self-service)
1.4.2 Truy xuat dién rong (Broad network access)

1.4.3 Dung chung tai nguyén (Resource pooling)

1.4.4 Kha nang co gidn (Rapid elasticity)

1.4.5 PDiéu tiét dich vu (Measured service)

1.5 KIEN TRUC CUA CC

Phan nay trinh bay moé hinh kién tric cua CC. CC huéng
dén cac cép d6 khéac nhau cua dich vu nham dap ung tdi da nhu
cau cta nguoi st dung nhu Saa$S, IaaS va PaaS.

Dich vu ha tz‘ing (IaaS):

Dich vu nén tang (PaaS):

Dich vu phan mém (SaaS):

1.6 CAC MO HINH TRIEN KHAI CC
1.6.1 Dam may chung (Public Cloud):
1.6.2 Dam may riéng (Private Cloud)
1.6.3 Dam may lai (Hybrid Cloud)
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1.7 AO HOA (Virtualization)

1.7.1
1.7.2

Kién tric Host-based
Hypervisor-based

1.8 CLOUD, GRID VA DISTRIBUTED SYSTEM
1.9 MOQT SO NHA CUNG CAP CC

1.9.1
1.9.2
1.9.3
1.94
1.9.5
1.10

1.11

Chuong nay tim hiéu mot cach tong quat vé CC, mot khai
niém con rat méi & Viét Nam. Cac dinh nghia, kién truc, nhiing
dac diém cua CC, ciing nhu 40 hda may chii, nhing loi ich va
bat loi khi st dung CC, giup tim hiéu duoc mét cach téng quan
vé “dién mao” cua CC. Trong chuong 2 sé& tap trung phan tich
va danh gia chuyén sdu vé ha tang bao mat cia CC, tim hiéu
cac chuan quan 1y bao mat va cudi cung 1a xac thuc da yéu to

EC2 cua Amazon

Blue Cloud cua IBM

Azure cua Microsoft

App Engine cua Google

Salesforce

XU HUONG PHAT TRIEN CUA CC
KET LUAN CHUONG

trén CC.
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Chuong 2: NHUNG VAN PE VE BAO MAT DU LIEU

2.1 HA TANG BAO MAT

Trong phan ndy s& tap trung vao phan tich va danh gia vé
ha tang bao mat cua CC ¢ cap d6 mang, may chu va tng dung
theo ba mo6 hinh cung cép dich vu SaaS, Paa$S, va [aaS. Phan
nay ciing s& n6i dén dau la trach nhiém bao mat ciia nha cung
cap dich vu CSP (Cloud Service Provider) va dau 1a trach
nhiém bao mat cua khach hang CC (la mot t6 chirc, doanh
nghiép hay ca nhan st dung dich vu CC do CSP cung cap).
2.1.1 Cap 46 mang (Netwok Level)
2.1.1.1 Tinh bdo mdt va toan ven dit liéu
2.1.1.2 Bio dam kiém sodt truy cip
2.1.1.3 Bdo dim tinh sdn cé ciia cdc nguén tai nguyén
2.1.1.4 Thay thé cdc ting va cdc viing mang da thiét Igp bang

cdc tén mién

2.1.2 Cap @6 may chi (Host Level)
2.1.2.1 Bao mat mdy chu SaaS va PaaS
2.1.2.2 Bdo mat mday chu laaS
2.1.2.3 Bdo mdt phdn mém do héa
2.1.2.4 Bao mat Server ao
2.1.2.5 An toan cdc Server do
2.1.3 Cap d¢ ung dung (Application Level)
2.1.3.1 DoS and EDoS
2.1.3.2 Bdo mt ngwoi diing cuoi
2.1.3.3 Bao mat wng dung Saa$S
2.1.3.4 Bao mat wng dung PaaS
2.1.3.5 Bio mdt cdc ieng dung trién khai ciia khdch hang
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2.1.3.6 Bao mat wng dung laaS
2.2 CAC CHUAN QUAN LY BAO MAT

Céc chuan thuc hién quan ly bao mat trén CC thuong duogc
st dung la ITIL (Information Technology Infrastructure
Library) va ISO/IEC 27001/27002.

2.2.1 ITIL
2.2.2 IS0 27001/27002
2.3 XAC THUC TRONG CLOUD COMPUTING

Vi su phén tich va danh gia trong phan ha tang bao mat ¢
trén, chiing ta thiy riang khach hang ciing ¢ trach nhiém bao
mat CC & tat ca cac cap d6 mang, cap do may chii va nhiéu nhat
la o cép do tmg dung. Viéc xac thuc véi mot mat khau manh 13
diéu rat can thiét doi véi khach hang CC, cling nhu dua vao céac
chuan quan 1y bao mat dé khach hang CC c6 su hiéu biét va
thuc hién dung trach nhiém bao mat cua minh.

2.3.1 Xac thue mdt yéu t6 (mat khau tinh)

Thong thuong cac dich vu ddm may ciing nhu nhiéu dich
vu khac trén Internet thuong st dung mat khau tinh (static
password) dé xac thuc nguoi dung khi ho mudn dang nhéap vao.
Mat khau tinh thuong 1a mot tir hodc mot cum tir bi mat duoc
chon boi nguoi s dung va né dugc diung két hop véi tén
(username) cua nguoi st dung.

Piém yéu chinh ctua cac mat khau tinh 13 khi nguoi sir
dung lua chon cdc cum tur bi mat. Néu mat khau nay la don
gian, nd sé rat dé dang b1 cac hacker doan dung. Nguoc lai, néu
mét khau 1a mot cum tir dai véi céc ki ty ddc biét thi mat khau
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s& rat kho nhd, dan dén phai viét mat khau vao mot manh gidy
va day chinh 1a mot nguy co bi ddnh cap mat khau.

Hon nita, méat khau khi guri dén server dé xac thuc duoc gui
qua Internet dudi dang plain text khong dugc ma héa rat dé bi
tom trén duong truyén. Cac hacker cé thé lay cip mat khau
nguoi dung bang nhiéu cach nhu dung Phishing (hacker gui
mot bire thu gia mao nha cung cép dé lira nguoi dung truy cip
vao mot Web site va tir 6 nguoi dung s€ bi 10 mat khéu). Hoac
stt dung cac dang tan cong khac nhu Brute force, Keylogger
(Hacker ghi lai tit ca nhitng gi ngudi dung gd 1én ban phim) dé
tir d6 1an ra mat khau cua ho.

2.3.2  Xac thue da yéu to

Céac yéu to xéac thuc (authentication factors) néi chung duoc
phan loai theo ba truong hop sau:

e Nhimng cai ma nguoi dung sé hitu bam sinh (Something
the user 1s): chéng han, diu van tay hoic mau hinh véng mac
mét, chudi DNA, mau hinh vé giong nodi, sy xac minh chit ky,
tin hiéu sinh dién dic hitu do co thé séng tao sinh (unique bio-
electric signals), hodc nhiing biét danh sinh tric (biometric
identifier)...

e Nhiing cai gi nguot dung c6 (something the user has):
chang han, ching minh thu (ID card), ching chi an
ninh (security token), chimg chi phan mém (software token)
hoac di¢én thoai di dong (mobile phone).

e Nhilng gi ngudi dungbiét (something the user
knows): chéng han, mat khau, mat khau ngir (pass phrase)
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hodc sé dinh danh ¢4 nhén (personal identification number -
PIN).

Mot giai phap duoc dua ra 13 két hop nhiéu yéu td xac thuc
lai dé tao ra mot hé théng an toan hon, bao mat hon. Mot hé
théng nhu vay goi 14 xac thue manh da yéu to.

2.4 KET LUAN CHUONG

Nhu vay viéc bao mat cling nhu trach nhi€ém bao mat da
duoc phan tich qua ha tﬁng bao mat vo1 ba cép do mang, may
chu va ung dung. RS rang & cap do tng dung khach hang co
trach nhiém chinh trong viéc bao mat trong CC, tu bdo mat cac
ung dung cua chinh minh. Xdc thuc nguoi dung la mot giai
phap bao mat d& nhat, va it ton kém vé chi phi, nén dugc khach
hang quan tam st dung nhiéu. Xac thuc da yéu t6 1a giai phap
xac thuc an toan cho khach hang CC. Trong chuong 3 sé& trinh
bay chi tiét giai phap xac thuc ngudi dung hai yéu t6. Trién
khai cai dat thir nghiém va danh gia hé thdng xac thuc trén CC.
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Chuwong 3: XAY DUNG GIAI PHAP BAO MAT XAC
THU'C NGUOI DUNG TRONG CLOUD COMPUTING

3.1 CAU TRUC CUA HE THONG
3.1.1 Thiét ké dir liéu

Chuong trinh duoc thiét ké v6i hé quan tri co s dir lidu
MySQL, phia server c6 ba bang:

Bang registration chtta cac thong tin dang ky cua nguoi
dung gom: Pia chi email, tén nguoi dung user va sé pin.

. 1/SELECT * FROM registration r:
rad LiSe pen
) BT hootn 1204
abc@yahoo.com longho 2345

Hinh 3.1: Bang registration
Béang users chira thong tin nguoi dung gom tén nguoi dung
user, sO pin va ma so bi mat init.

. 1/SELECT * FROM users u;
uger pin init
b 1234 9666a73f1dcd0acd

Hinh 3.2: Bang users
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Bang usedotp chtra cac OTP nguoi dung da login thanh

cong vao hé thong.

. 1 SELECT * FROM usedotp u:

otp time
5%a: 132334675

Hinh 3.3 Bang usedotp

3.1.2 Cai dit cong cu va thw vién hé tro 1ap trinh
3.1.2.1 Cai dat PHP 5.0

St dung ngdn ngit lap trinh PHP, 1a ngbébn ngt 1ap trinh
manh mé phé bién nhat hién nay duoc st dung dé tao céac céc
tmg dung web. Day 1a céng cu duoc cap phép st dung hoan
toan mién phi, dé st dung.
3.1.2.2 Cai dat web server Apache 2.2

St dung web server Apache, day la mot web server hoan
toan mién phi, ho trg PHP va MySQL.
3.1.2.3 Cai dat MySQL 5.1

St sung h¢ quan tri co s¢ dir ligu MySQL, day la mot he
quan tri co s& dit liéu rat phd bién va hoan toan mién phi.
3.1.3 Giai phap xac thyc nguoi dung CC MOTP:

Lu4n vin nay dé xuét giai phap xac thuc nguoi dung CC
Mobile One Time Password (mOTP). Giai phap nay st dung
m3 nguén md mOTP [14] duoc cai dit trén dién thoai di dong
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c6 hd trg Java nhu mot thiét bi xac thuc, mot thiét bi ma moi
nguoi déu c6 thé c¢d duoc va luén mang theo bén minh. Sau
moi 1an nguoi dung nhip vao ma PIN gom 4 chit s§, phan mém
mOTP s& tao mot mat khau mot 1an su dung (One Time
Password - OTP) cho nguoi dung. Mat khau nay chi co gia tri
trong mot thoi gian nhat dinh (3 phut). Nguoi dung st dung
mat khau nay két hop véi tén nguoi dung di duoc ding ky dé
dang nhap. Mat khau nay chi dugc sir dung dang nhap mot lan
duy nhat.

Mait khau mét lan (One Time Password - OTP)

Mat khau dung mot lan hay con dugc goi la mat khau dong
voi dac diém khong lap lai va chi c6 gid tri cho mdt lan dang
nhap. Phuong phép ndy an toan hon khi st dung mat khau tinh
dé xac thuc nguoi dung. Muc dich 1lam cho mat khau luc nao
cling thay doi, cho du cac Hacker hodc ai d6 danh cép duoc mat
khau thi né cling khong c6 gia trj st dung. Mdi ngudi dung can
phai co thiét bi “Token” dé sinh ra mat khau co gia tri mot lan.
Giai phap nay st dung dién thoai di ddéng thay cho thiét bi
Token.

Hai yéu to xac thue voi mOTP

Giai phap dua ra st dung k¥ thuat xac thuc dua trén hai
yéu to:

- Thiét bi mobile phone cai tmg dung mOTP luu gitt ma

bi mat Init-Secret (cai nguoi dung c9).

- Mai PIN (cai nguoi dung biét).
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Sau khi nguoi dung nhap mi PIN (4 sd) vao tmg dung
mOTP trén mobile phone, mot mat khau mot 1an st dung OTP
s€ duoc tao.

OTP dugc tao trén mobile phone dya trén ba thanh phan:

- B6n s6 PIN nguoi dung nhap vao.

- M4 s6 bi mat Init-Secret (16 hex-digit) dugce tao khi khoi
tao phﬁn mém trén thiét bi dién thoai di dong, ma bi mat nay
duoc luu giit trong thiét bi dién thoai di dong.

- Thoi gian hién hanh (phai thiét 1ap mui gio' (time zone)

trén dién thoai di dong cung mui gio vdi server)

Ba thanh phan nay duoc két hop voi nhau va duoc bam
(hash) bang giai thuat ma héa MD5. Sau khi bam, tng dung
hién thi OTP bang 6 chir s6 dau tién cua diy da dugc bam. OTP
chi c6 gia tri st dung trong ba phut.

3.1.4 So d06 biéu dién quy trinh hoat dong ciia hé thong

DANG MOEBILE
NHAP PHONE
ke
Nhip ma PIN
v
OTP
h 4
XACTHUC | N USER
OTP b "| DATABASE
XAC THUC
THANH
CONG

Hinh 3.4: Quy trinh hoat dong ciia hé thong xdc thwe mOTP
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3.1.5 Céc trang web ciia hé thong
Hé théng xac thue mOTP duoc thiét ké bao g@)m sau
trang web ma php cai dat trén server.
(1) Trang login.php
(2) Trang logout.php
(3) Trang connect.php
(4) Trang check.php
(5) Trang app.php
(6) Trang register.php
3.1.6 Qua trinh dang ki:
3.1.7 Quy trinh hoat ddng ciia hé thong xac thuc

Qua trinh xac thuc cua hé théng duogc thuc hién theo cac
budc sau:

(1) Trudc tién, nguoi dung chay ung dung mOTP trong
dién thoai di ddng cua nguot dung. Nhap vao ma PIN da dang
ki. Ung dung s& két hop thoi gian hién hanh (mui gio trén dién
thoai di dong phai dong bo véi mii gid trén server chay hé
théng x4c thuc) cung véi ma bi mat Init-Secret (duoc luu giit
trén dién thoai trong qua trinh khéi tao ng dung mOTP) va ma
PIN tao thanh mét tap céc ki ty. Ung dung mOTP s& bam tap
cac ki tu nay bﬁng gidi thuat MDS5. OTP duoc tao ra chinh la 6
ki tu dau tién cua diy cac ki tu d3 dugc bam. Dé giir dong bo
vé thoi gian gitra server va client, bién do thoi gian s& dugc
cong tru 3 phut ¢ phia server.

(2) Nguoi dung dang nhip vao hé thong xac thuc voi
username va OTP ¢ trang login.php.
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(3) Hé théng dya vao username ngudi dung nhap vao dé
tim ma PIN va ma bi mat Init-Scret ciia nguoi dung do trong
bang users trong co so dit li€u trén server.

(4) He théng thuc hién d@)ng b0 thoi gian trén server va
dién thoai di dong bé“lng cach st dung mdt vong lap véi bién
thoi gian $i chay trong bién do thoi gian hién hanh trén server
+3 phat. Két hop bién thoi gian $i cing véi ma bi mat Init-
Scret va ma PIN tao nén mét chudi cac ki tu. Sau d6 bam chudi
cac ki tu nay bang thudt toan MD5 va 14y 6 ki tu dau tién 1am
thanh mot OTP.

(5) So sanh OTP trén server va OTP do nguo1 dung nhap
vao trang ding nhdp. Néu chung trung khép véi nhau thi qua
trinh xac thuc thanh cong. Nguoi dung s& dugc chuyén vao
trang ing dung app.php.

(6) Nguoc lai, tiép tuc thuc hién vong lap cho dén khi két
thuc.

3.1.8 Thuat toan thyc hi¢n
Ham kiém tra username va password dugc cung cap boi
nguoi dung:

CheckOTP (Susername, $password)

Input: $username va $password.

Output: True (login thanh cong), nguoc lai 1a False.

Bit dau:
1. Nguoi dung nhap vao $username va $password.
2. M& két ndi co sé dit liéu.
3. Kiém tra co ton tai $username trong bang users,

Néu co:
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- Gén init vao bién $secret.
- Gén pin vao bién $pin.
4. Pong két ndi co so dit lidu.
5. Convert thdi gian hién tai sang dang chudi va
gan vao bién $time.
6. For ($1 = $time -3; §i <= $time + 3; $i++)
- Két hop 3 bién $i.$secret.$pin, hash
bang md5, 1dy sau ki ty ddu va gan vao
bién $serverotp.
- If ($serverotp==3$password)

Return True
End for
7. Return False
Két thic.

3.2 TRIEN KHAI CAI PAT THU NGHIEM TREN CC
VA DANH GIA
3.2.1 Caidat
Chon nha cung cap dich vu nén tang (PaaS) 1a PHPFog,
véi mo hinh trién khai 1a Public Cloud (d4m may chung).
PHPFog tich hop day du cac cong nghé phd bién hién nay dé
phat trién mot tng dung web trén CC, bao gém web server
Apache 2.0, ho trg PHP v5.3.2 va MySQL 5.1.41. Nguoi dung
khi dang ki mét tai khoan free dugc cung cip: shared RAM,
shared CPU, 100MB Storage, Scalable MySQL Database, 15
GB Bandwidth, chay 1 irng dung, st dung trong vong 6 thang.
Thuc hién dang ki mdt account trén phpfog.com. Tao
ung dung tén la: motp.phpfogapp.com, diy ciling chinh la
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domain (mot subdomain) phpfog cung cap cho khach hang.
Tién hanh trién khai hé théng xac thuc trén domain nay.
3.2.2 Run wrng dung:

Mé trinh duyét web, g0 dia chi:
mortp.phpfogapp.com/login.php

i b= B (|
O Authentication Cloud Soluf N
¢ C @ motp.phpfogapp.com/login.php w A

Login to the application in Cloud!

Sat, 19 Nov 11 141130 +0000

| Uszernams
oTD
[ Login

| Eaeister

4 Motz: OTE iz only valid for 3 minutes.

- S —_—

Hinh 3.16: Trang Login ciia hé thong xdc thuc

Click vao Register dé dang ky mot account.
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3 IS
O Registration Page A
& = C @ motp.phpfogapp.com/register.php 18 X

.

Register

E-mail phunghoa_dn@yahoo.con

1

Username: hoaphan
PIN-code: =e==

| Register |

Hinh 3.17: Trang ding ki ciia hé théong xdc thuc

Khi ding ki thanh cong, hé thong glri mot email dén dia
chi email cua nguot1 dung dang ki thanh cong. Trong email nay
cung cap mot link dé nguoi dung tai tmg dung phia client
mOTP vé cai dat trén dién thoai di dong. Sau khi cai xong, chay
tmg dung va tién hanh khéi tao cho ung dung bang cach nhan
0000, nhap vao 25 ki tu ngau nhién. Qua trinh khéi tao hoan
thanh, m0t ma bi mat Init dugc tao ra (gém 16 ki tu), luu gitr
m3 bi mat Init nay dé nhdp truc tiép vao co sé dir liéu (bang
users) trén server.

Budc tiép theo, nguodi quan tri hé thong (Administrator)
s€ insert dir li€u gé)m username, PIN va ma bi mat Init béng tay
truc tiép vao bang users trong database (Hinh 3.20):
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1 dbl-share [ ] motp-phpfogapp-com: B ===

! Browse [ Structure | L] 50L L Search | ¥¢ Insert | |= Export | k=) Import

Column Type Fanciion !f}ull Value
username varchar{43) | El ih =
[ | hoaphan
pin varchar(45) E” | e i
i [=]] iEa?EBEQEfSEaEEEEI |
Go

Hinh 3.20: Nhdp gid tri cdc trwong cho mot account
M¢ tng dung mOTP trén dién thoai di dong, nhap vao
ma PIN da dang ki (vi du 1234), ing dung s€ tao nén mot OTP.
Trén trang dang nhdp cta hé thong xac thuc, nhap
Username va OTP vao, nhép nut Login. HE théng xac thuc sé
so sanh v6i OTP dugc tao phia server. Néu bang nhau, nguoi

dung dang nhap thanh cong.

@ motp.phpfogapp.com/app )

& c motp.phpfogapp.com/anon.nho w A

Login successful!

Welcome hoaphan
Logout

Hinh 3.22: Login thanh cong
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3.2.3 K&ét qua thir nghiém hé thong xic thwe mOTP
Sau khi cai dat hé théng xac thuc mOTP thanh cong

trén dam may dugc cung cép theo kiéu Dich vu nén tang PaaS
tai dia chi motp.phpfogapp.com toi da tién hanh kiém thir hé
théng xdc thuc vdi cac trinh duyét web phé) bién nhu IE,
Google Chrome, Firefox va vao nhiéu thoi diém khac nhau
trong nhiéu ngay. Hé thong chay nhanh, email duogc giri dén tat
ca nguoi dung dang ki thanh cong, xac thuc nguoi dung chinh
X4c trén tat ca cac trinh duyét ndy vao moi thoi diém, moi noi
trong nhiéu ngay thir nghiém.
3.3 KET LUAN CHUONG

Trong chuong ba nay, luan van da gidi thi¢u giai phap xac
thue dua trén phan mém ma nguon mé phia client mOTP dugc
cai dat trén dién thoai di dong. Giai phap duoc 1ap trinh bang
ngon ngir php phia server vdi sau trang web, cung véi cac budce
dé dang ki va trién khai thir nghiém hé thong trén CC, day la
budc tmg dung thuc té cho luan van.
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KET LUAN

Sau thoi gian nd lyc nghién ctru, phan tich va xay dung dé

tai “Nghién cieu ddnh gid mot so gidi phdp bio mdt trong

Cloud Computing” t6i d3 hoan thanh céc yéu cau dit ra cua dé

tai.

1. KET QUA PAT PUQC CUA LUAN VAN

v

Pép tng nhu cau tim hiéu mot cach tong quan vé CC,
tim hiéu vé ha ting bao mat ciia CC trong ba cap do
mang, may chu va img dung.

Dung hai yéu t6 dé xac thuc: yéu to thtr nhat 13 thiét bi
mobile phone cai tng dung mOTP luu gitt ma bi mat
Init-Secret (cai ngudi dung cd), va yéu to thir hai 1a ma
PIN (céi nguoi dung biét), day la mot hé théng xac thuc
tuong d6i manh duoc ap dung trong thuc té.

Xay dung hoan chinh thuat toan xdc thuc st dung hai
yéu td két hop va1 thot gian hién tai, dugc ma hoa béng
thudt todan ma hoa mot chiéu MD5.

Trién khai cai dat thir nghiém hé thong thanh cong trén
CC.

St dung dién thoai di dong dé xac thuc dem lai sy dé
dang cho nguoi dung nhung hé théng van dugc bao mat
vO1 do an toan cao.

Hé thong xé4c thuc ngudi dung duge xay dung dua trén
ma ngué)n mo, s dung cac cong cu web server Apache,
ngdn ngit 1ap trinh php, co s& dir lisu MySQL tat ca 1a
free nén chi phi dau tu cho du 4n nay rat thap.
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2. HAN CHE CUA LUAN VAN

3.

v
v

v

Giao dién hé théng con don gian.

Viéc luu ma bi mat Init- Secret vao co so dir licu duoc
thuc hién truc tiép bang tay.

Thong tin ca nhan dugc luu trén co s¢ dir licu chua
duoc ma hoa.

HUONG PHAT TRIEN

v
v

Tiép tuc xay dung giao dién hé théng.

Nghién ctru tim cich dé luu ma bi mat Init- Secret vao
co s¢ dir liéu tu dong nhung khong truyén qua Internet
ma luu ty dong truc tiép tir phia server.

Ap dung m3 hoa hai chiéu cho dit liéu thong tin ca nhan
cua nguoi dung.



