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MO PAU
1. Ly do chon dé tai

Cung i su phat trén khéng ngng aia Internet, & luong
website va cacidh w di kém ding ting 1én nhanh chong. Khi kh
nang quin ly va truy niap théng tin éa cac website cang phatéti
thi cang c6 nguyc mit an toan @ liéu cho cac website trong qua
trinh hait dong. PRAN 16n nhiing nguy © nay xuit phat & cac cléc
tan céng c6 mc dich dé truy cip trai phép vao &ithéng ntam khai
thac hac thayddi théng tin, plac vu y d6 caa ca nhan ha t6 chic
nhat dinh (gi chung 1a tin ic). Tuy nhién, bénamh d6 ding con c6
cac nguy o khach quan khac nhé théng gip ar ¢, ngroi quan tri
thiéu kién thirc V& bao mat,... P& dam bao cho ®& van hanh @a
website dng nhr bao vé nhirng théng tin ca nhania ngroi dung
trang web, rit vin dé dit ra la édn c6 gai phap o v an toan cho
cac website ki cac nguy o ndi trén.

Pugc ar dong y va hwéng din cia PGS. TS. Lé ¥h Son, toi
chon thuc hién d tai “Nghién aru xay dimg gizi phap phong & nguy
co trénung dung web” véi mong mn déng gép mt giai phap gilp
bao vé toan dén cho website ki cac nguy o khach quaning nhr
cha quan trong qua trinham hanhing dung web.

2. Muc dich nghién aru

Luan van dugc thuc hién véi muc dich nghién ¢u cac nguy ¢
khach quaniing nhr chi quan trénrng duing web. Qual6 xay drng
giai phap phong & nguy @, kiém tra va klic phic cac nguy e.

3. Péi twgng va pham vi nghién airu

Péi tuong nghién ¢u cia dé tai 1a cac nguy € phd bién lién

quandén viéc khai thac chic naing aiatung ding web.
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Pham vi nghién ¢u cia dé tai la xay dng gii phap phong &
nguy @ trénang ding web, bao @n cac gii phapo mac hé théng
va cac gii phapé mic van hanhang ding, tép dén la dé xuat giai
phéap trong vic két hop sr dung cac cong ¢ kiém tra bi bao mat
web.
4. Phwong phap nghién @&u

Vé ly thuyét, tim héu ung ding web, g van hanh éa ung
dung web va cac nguyoclién quandén tng ding web. Tén hanh
phan lai nguy @, saudd phan tich cac nguyocphd bién tréning
dung web @m nhing b hdng kao mat nguy hii lién quandén viéc
khai thac clic ning aiating ding. Quadé dé xuét giai phap kém tra
va phong tranh cho éhnguy .

Vé thuc tién, nghién ¢u dé xuit giai phap phong & nguy ©
trén ang ding web, §m cac gii phapd mic hé thdng va cac g
phaps mac van hanhang dung. Tiép dén 1a tim héu cac cong ¢ da
dugc phat trén dé phuc wu cho vic danh gia, km tra céac di bao
mat web. Qua \ic phan tich caau/khuyét diém aia nbi cong a, dé
XUt mot giai phap bng thé nham phat huy i da mpi vu diém aia
cac cdng g, han cké thiéu sot trong kt qua danh gia ma @i cong
déc lap mang ai.
5. Y nghia khoa hoc va thec tién cia dé tai

Cac Kt qua nghién @u s gilp ngroi 1ap trinhang ding web
va ngroi van hanh trang web théng qdé thuc hién quy trinh phong
vé nguy @ chotng ding web nét cach éng tré, bao gm viéc chi
dong phong tranh nguyog kiém tra sr xuat hién cia cac nguy € va
giai phap ktic phuc réu da gip phii cac nguy o do.
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6. Céu tric caa luan vin
B6 cuc cia luan van duoc t6 chic thanh ba ofong, c6 i
dung nhr sau:

Chrong 1: Khai ném \é tng ding web va cac nguyodrén
ng ding web. Nghién iu kién tric @ ban va hat dong aia mbt
ing ding web, cac an dé lién quandén haat dong aia ing ding
web. Tép dén, giéi thiéu tong quan ¢ bao mat web: $ liéu thing ké
vé tinh hinh Bo mat, cac nguy ¢ anh hrong dén bao mat tng ding
web va cac piong phap Km tra Bi bao mit web.

Chrong 2: Phong & nguy @ trénting dung web. Trinh bay
cac nguy o phb bién lién quandén viéc khai thac chic nang aiaing
dung web,dé xuit cac ghi phap kém tra va phongéacho tring nguy
co. Bén anh d6 gisi thiéu giai phap phong & nguy & theo mé hinh
Defense-In-Depth, quadd trinh bay kéng tiép can va phat tén cua
dé tai trong véc xay drng gii phap phong & nguy @ tréntng ding
web.

Chrong 3: Trén khai ghi phap phong & nguy @ tréning
dung web. Ni dung chrong nay trinh bay chiédt viéc trién khai xay
dung gii phap phong & nguy @ choung ding webd mac b théng
va mrc van hanhang ding web.O mac hé thong, trién khai xay
dung mé hinh web an toad. mac van hanhing ding, trién khai quy
trinh kiém soét &i bao mat ung ding web. Cdi cung la minh bha
viéc 4p ding céc gii phap phong & nguy @ trén ndt trang web @
thé qua véc kiém tra mé hinh web va cadilbao mat trén trang web,
saudo dua ra ghi phap phong & nguy @ cho trang web.

-5-

CHUONG 1:
KHAI NI EM VE UNG DUNG WEB VA CAC NGUY CO
TREN UNG DUNG WEB

Noi dung chrong nay trinh bay cac khaiam & wng ding
web va cac an dé lien quandén bao mit ang dung web. N dung
khai nigm vé ing ding web trinh bay kn trdc @ ban cia mt ung
dung web, cac thanh ph nhr 16p trinh dén, 16p tng dung, bp oo &
dir liéu, va & giao tép aia cac thanh gim nay trong hat dong aia
tng ding web. Cac an dé lién quandén ang dung web trinh bay cac
khai ném lién quandén sr van hanh éa ung ding web nlr giao
thuc trU)én dir lieu HTTP/HTTPS, giao tic bao mat SSL/TLS, cac
phuong thrc truyén dir liéu GET/POST vawsquan ly phién (session)
trong qué trinh giaodp gira may khach va may shNoi dung ko
mat tng dung web trinh baydliéu thong ké \é tinh hinh ko mit,
cac nguy o anh hrong dén bao mat ang ding web va céc plong
phapduoc sr dung dé kiém tra bi bao mat web.
1.1KHAI NI EM VE UNG DUNG WEB

Mot iing ding web throng bao §m mot tap hop cac kch kin
(script) ar trd 6 may chi web (webserver) vardbng tac Wi co so dir
liéu (database) hay cac rigundi dungdong khéc (dynamic content).
Ung ding nay nhanh chénduoc ar dung ong radi vi nd cho phép
nha cung p dich w va khach hang chia ghong tin theo cacém
doc lap thdng qua € s ha tang aia Internet. Mt vai vi di V& ing
dung web (web application) mh cong @ tim kiém, trang muasn
va dng théng tindién tir hay may ch thu dién tr (webmail).
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1.1.1Kién tric co ban
Mot tng ding web khi trén khai $ c6 ba &p nhr sau: ép
trinh dién, 16p ing ding va bp oo so dir liéu. Trongdo:

- Lop trinh dén tic 1a bp noi ma may cli duoc caidat co tac
dung phic wu cac yéu au vé web, hay noi cach khaép trinh dén
chinh & may ci phuc wu web.

- Lép ung ding la ri cac Kch in hay ma ngbn (co tié 1a
ASP.NET, PHP, JSP, Perl, Python, ...) phéntraang ding webdo.

- Lép oo s dir liéu (co thé 1a MySQL, SQL Server, Oracle, ... )

l& noi maung dung lueu trir va thao tac & di liéu aiaung ding.
1.1.2Hoat dong aia mét wng dung web

Dau tién trinh khach (hay comigla trinh duyt nhr Internet
Explorer, Netscap Navigator,...F $iii mot yéu @u dén trinh chi
web (Apache, Tomcat, IIS,...) théng qua c&ohl o ban GET,
POST,... @a giao ttic HTTP/HTTPS. Trinh anldGc nay co th cho
thuc thi mbt chuong trinh dugc xay drng tir nhiéu ngdn ng nhu
Perl, C/C++,... hac trinh chi yéu @u bo dién dich thrc thi cac trang
ASP, JSP,... theo yéuie cia trinh khach va tit hién cac yéu au
nhu cap nhit, truy Van théng tin trong ¢ s dir liéu,... Saudo ang
dung web @i théng tin hi cho naroi dung qua trinh dudt.
1.2CAC VAN PE LIEN QUAN PEN UNG DUNG WEB
1.2.1Ngudn goc phat trién
1.2.2Giao thirc truyén dik liéu (HTTP/HTTPS)
1.2.3Giao thic bao mat (SSL/TLS)
1.2.4Phwong thirc truyén dir liéu (GET/POST)
1.2.5Sw quan ly phién (session)
1.2.5.1 Session
1.2.5.2 Cookie
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1.3 BAO MAT UNG DUNG WEB
1.3.1 Téng quan tinh hinh bio mat &ng dung web
1.3.1.1 Théngtin tr Zone-H.org
1.3.1.2 Théng tin tr sach ting WHID (Web Hacking Incident
Database - @ s& di# ligu Vé s ¢ tdn cong web)
1.3.1.3 Thong tin tr VNCERT
1.3.2 CAac nguy @ trén wng dung web
1.3.2.1 Phan lagi nguy o

Khi nghi ¢én phong ¢ nguy @ choung ding web, ngoi quan
tri thuong thrc hién cac bén phap chng li su tin cong @a tin .
Tuy nhién, niting nguy © de chadén an ninh éa mdt tng ding web
dén tir nhiéu nguyén nhan khach quanpajuan khac nhau:

- Nhiing thim hoa it ngd: bao @m nhiing tacdong dén tir bén
ngoai, anh hréng dén bao v& & mac vat ly caa trang web nin hoa
hoan, bao i, dong dat, khang 15, tai ran laodong, ...

- Nhitng sr ¢ may tinh: bao @m nhing tuc tric vat ly anh
huong dén haat dong aia trang web nin sy ¢b ngubn dién, hong phin
ctng, thét bi ndi mang hbng, mdi twong van hanh thit bi hong, ...

- Nhiing sr ¢d v tinh: bao §m nhiing anh hrong dén hé théng
do yéu t6 con ngroi nhu nhan vién thu hiéu biét vé bao mat, nhan
vién lo dénh ciu tha khi quan ly hé thong, ...

- Nhiing sr ¢6 ¢6 chi y: bao @m nhiing hait dong phéa hai,
khai thac 4n cdng lamanh hrong dén an ninh da trang web nin toi
pham may tinh, tinh bao céng ngltao, khing kb cdng ngk cao,
nhan vién Bt man \6i té chic, nhan vién giadiép ban thong tirdé
nhan héi 16, nhan vién bdanh kra dé lay cac tai khan hé thong (hay
con @i la ky thuat xa i — sociable engineer),...
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Loai bo cac ndi de cha naydoi hoi phai tén nhidu thoi gian va
cobng sic. Van dé trude tién 1a én xay ding y thic rd rang vatay da
vé nhitng hém hoa nay, va sadé Ién K hoach thrc hién quan Iy va
phong tranhii ro thich kyp traéc mbi loai nguy .
1.3.2.2 Céc nguy @ phé bién anh huéng d@én iing dung web

Nhu da trinh bay trén, cac rdi de dyaanh hrong dén an ninh
ciawng ding webdén tir nhiéu nguy&n nhan khac nhaudhvhguy e
can c6 nhing bién phap phong tranhucthé. Trong khuén kb caa
luan van nay, téidi sAu tim héu vadé xuit giai phap phong & cho
cac nguy o tan cdng c6 ch y, hay noi cach khac chinh lainig
nguy @ tin coéng tr phia tin #c, tin céng nBm muc tiéu dra vao
viéc khai thac cadiém yéu trong & van hanh éa ang ding web.
Cac nguy o nayduoc phan lai theo trng nhdm clic naing aia ung
dung web nlor sau:

- Lo thdng tin nlay cam.

- Quan ly xac thrc khéng an toan.

- Quan ly phién khéng an toan.

- Diéu khién truy déip khoéng an toan.

- Chen dr lisu khdng an toan @ dén 16i XSS, SQLi,...).
- Tén cong tr chdi dich wi (DOS).

Trén day |a cac nguy « rit phd bién vaanh heong tuec tiép
dén an toan &a ung ding, doi hoi phai c6 ar nghién @u, tim ra gai
phapdé kiém tra va cla dong phong ¢ choung ding trge cac nguy
co.

1.3.3 Céc phwong phap kiém tra

Céc plwong phap km tra Bi bao mat trénting dung webdugc
dung plé bién 1a phrong phap Km tra fop tring va plrong phap
kiém tra top den.
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- Kiém tra Wop tring: 1a qua trinh Kim tra tuc tiép ma ngon
ciawng ding webdé tim ra cacdi bao mit.

- Kiém tra Iop den: 1a plwrong phap Km tratng ding tr bén
ngoai, trc 14 quan sat caaidiéu dugc dé trinh dén wng ding va céac
dir liéu tr ang cing xuét ra ma khéng an hiéu dén haat dong bén
trong a@iaung ding.

Céc plwong phap Km tra Hop tring va fp den co té duoc
thuc hién mjt cach thi cong hac véi su hd tro cia cac cong e tu
dong. Phrong phap kKm tra thi cong tuydoi hoi dau tu nhiéu thoi
gian va cong & nhing gitp kém soéat cht che moi 15i bao mat khi
van hanhing ding. Bé tang arong hiéu st caa viéc kiém tra co ti
st dung thém cac congucty dong. Tuy nhién, én két hop V6i su
hiéu biét caa ngroi kiém tra trong qua trinhasdung dé gidp cac cong
cu ty dong mang di két qua chinh xac ¢ay la khai ném lién quan
dén kiém tra fop xam).
1.3.3.1 Kiém tra thi cong

Kiém tra thi cdng la qua trinh Em tra ing chic ning aia
ng ding, quad6 xacdinh duoc cacdiém yéu bao mat ciaing ding
dé c6 ghi phap ktic phuc phu lyp. Cac congehd tro cho vic kiém
tra thi cong bi bao mat: BURP, PAROS, WEBSCARAB,... #g
viéc sr dung cac congc nay dé quan sat ha dong aia ang ding
trong viéc thuc hién cac request/responseudigkiém tra co th phat
hién I6i cuatng ding dé quadé co6 bén phap kic phuc 16i cho ting
dung.
1.3.3.2 Kiém tra hing c6ng @ tw déng

Céc cong ¢ ty dong dugc phat trén dé hd tro cho vic kiém
tra thi cong cacdi bao mat tréning ding web. Cac congucnay ét
da cang, c6 tié 1a ma ngdn mo hoic tinh phi i cacuu/khuyét diém
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khac nhau. Niing céng @ nay € tu dong quétirng ding va phat
hién 16i, saudo tra vé cac bao caodl. Nguoi kiém tra Gc nay &n

phdi hop ar dung nhéu céng @ dé kiém tra xac nhn lai nhitng i tri

13i, tranh tinh tang cdng @ canh bao i sai hdic thiéu. Cac conge

kiém tra Bi tiéu biéu nhr Acunetix, w3af, ...

1.4 TONG KET CHUONG 1

Trong toan b chuong 1, téida giéi thiéu tong quan cacan dé
lién quandén tng ding web va nguy « anh hrong dén ung ding
web.

Trinh bay chi #t vé kién tric @ ban cia mot tng dung web
nhu 16p trinh dén, l6p ung ding, bp o sv dir liéu, va s giao tép
cta c&c thanh gim nay trong hat dong aia tng ding web. Cac khai
niém lién quandén ar van hanh éa tng ding web nlr giao thic
truyén dir lisu HTTP/HTTPS, giao tic o mat SSL/TLS, cac
phuong thic truyén dir liéu GET/POST vasquan ly phién (session)
trong qué trinh giaodp gita may khach va may gh

Trinh bay éng quan @ tinh hinh o mit web qua & liéu duoc
téng hpp tir nhiéu ngubn thng ké uy tin ntt Zone-H hay saching
WHID (Web Hacking Incident Database) V& lgu & cac céc tin
cbng vao cac websitedia phrong, & cac @ quan ban nganhitViét
Nam do VNCERT cungip. Bén anh dé, trinh bay cac nguyocanh
huéng dén ung ding web va cac ptong phapduoc s dung dé kiém
tra 16i bao mat web.

Van dé dat ra la cac nguycphd bién trénang ding webdén
tir sy tin céng co ch y caa tin ic, tin cdng nAm muc tiéu dra vao
viéc khai thac cadiém yéu trong in hanh éa tng ding web, én
c6 gar nghién ¢u tim ra gii phapdé kiém tra va ch dong phong ¢
choung ding web trrgc cac nguy 6.
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CHUONG 2:
PHONG VE NGUY CO TREN UNG DUNG WEB

Trong chrong nay, nghiénieu viéc phong ¢ cac nguy ¢ phb
bién trénting ding web, véc phong ¢ toan dén cho & thong, dong
thoi gidi thiéu hrdng tiép cin cia luan van trong véc xay ding gai
phap phong & nguy @ trénung ding web. Ni dung phong § céac
nguy @ phd bién trinh bay ¢ cac b hong o mat lién quandén viéc
khai thac clic ning aia atng ding web, nir nguy @ 16 théng tin
nhay cam hay nguy ¢ bi chén cac théng tin khén#ing chién dé
khai thactung ding,... quad6 dé xuat cac gii phap kém tra va
phong ¥ cho trng nguy ©. Noi dung phong & toan dén cho &
thong giéi thiéu giai phap phong & nguy @ theo mé hinh Defense-
In-Depth. Nvi dung ci cua chrong trinh bay ¥ viéc xay drng gai
phap phong & nguy @ trénung ding web, cac gi phap nayduoc
phan tich & cac vin dé lién quandén md hinhang ding web va céac
16i bao mat trénang ding web.
2.1 PHONG VE CAC NGUY CO PHO BIEN
2.1.1 L§ théng tin nhay cam
2.1.1.1 Lg mangwn
2.1.1.2 L¢ cdu trac thee muc
2.1.1.3 L¢ tdp tin ci va @p tin sao leu
« Bién phap phong trdnh

Kiém tra sau vao cadp tin nhay cam, saud6 cé bén phap ko
vé cho cacdp tin nhay cam nay.
2.1.2 Vwot qua xac thuc

Mot vai truong hop, chrong trinh xac thc co thé bi bo qua
bang cach gi truc tiép dén mot trang i bo, twong rng ch dugc
truy cap sau khidd x&c thrc thanh coéng, h@ gia mao yéu du va
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danh Ira tng ding ring xac thrc da thanh cénging cach ga doi
cac tham & URL cho tuéc.
< Bién phap phong tranh

C6 bén phép xac tirc phu lop cho trng trang éaung ding.
2.1.3 Tan cong Brute Force

CAc tai khan ngroi ding khac nhaugscoé nhing quyén truy
cap vao & thdng khac nhau. Tinat tim cach Kt ké céc
User/Passworddp I¢ va saudd thuc hién tin cong Brute Forceé
tim cap User/Passwordolp l€.
« Bién phap phong trdnh

User/Passwordaa dugc dit kho doan vadam bao yéu éu bao
mat nhu d6 dai trén 7 ky, sr dung cac ky i dac biét,...
2.1.4 Vwot qua Xac quyén

Trang web c6 cac phan dmytruy dp khac nhau cho cac tai
khaan ngroi dung khac nhau. &i mot thanh vién bén ngoai coéth
doc duoc nhiing théng tindugc bao v khdngdang quyn truy dép
truy cip (vrot quadiéu khién truy cp) thi trang wehia khéngdam
bao an ninh théng tin.
< Bién phap phong tranh

C6 bin phap Bo v cacddi tugng dugc truy @p bdi nguoi
dung hac nhiing tham chu déi tuong gian tép. Piéu nay ngn chin
tin tac truc tiép truy ép nhing tai nguyén khénduoc phép.
2.1.5 Leo thangdic quyen

Leo thangdic quyén xay ra khi mot nguoi ding duoc quyén
truy cip vao nét chirc ning hdic tai nguyén nkéu hon mic dugc cho
phép.biéu nay throng gay ra bi mot 16 hong trongtng ding. Két
qua la tng ding cho phép cadiac quyén ngoai @ dinh aia nha phét
trién haic quan tri vién rg thng.
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< Bién phap phong tranh

Kiém tra truy @p mdi ddi tuong sr dung tir ngwn chra tin
tuong phii c6 @ ché kiém tra diéu khién truy cip. Pam bao ring
nguoi sir dung da ching thre dbi véi nhitng déi tugng dugc yéu du.
2.1.6 L¢ giatri phién

CAc gia tr cia mbt phién lam wc goi 1a cac token gm cé
cookie,dinh danh phién (sessionID) vardng an (hidden field). Nu
cac gia tr caa phién 16 thi tin tic co tié déng gi 1a ngroi dung va
truy cip duoc vao & thbng wi quyén aia ngroi sir dung. Do \dy,
can phai ludn bao mat cac gia tr token nay trong s qua trinh lién
lac gita ngroi dung va trinhrng ding web.

« Bién phap phong trdnh

Co6 bén phap ko vé cacdinh danh phién nhsir dung giao
thirc bao mat SSL/TLS.

2.1.7 Chén yéu éu gia mao (CSRF)

Tan céng CSRF (Cross Site Request Forgery — Cheérciiéu
gia mao) la kiéu tin cong ma ngoi dung ki loi dung dé thuc thi
nhitng hanhdong khéng mong min ngay trén phiédang nhip cia
ho. Khi khai thac thanh céngil CSRF, tin &c co ti lay duoc cac
thdng tin \& tai khain ngroi dung, thre hién cac hankiong lam nguy
hai dén co s dir liéu trén trang webdu ngroi dingdo 1a ngroi quan
tri trang web...

« Bién phap phong trdnh

CO the gop token duy nft trong nét truong an. N6 € duoc
gui théng qua pin than @a yéu au HTTP, tranhdugc viéc gop nd
trong URL $ phoi bay cho tin ic biét.
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2.1.8 Chen kich ban thuc thi (XSS)

Chén kch an thuc thi (Cross Site Scripting — XSS) layaing
phap thao tacdi cac théng & dau vaodé tim ra b héng aia tng
dung. XSS cho phép tirid thuc thi kich kan trén trinh du§t cia ran
nhan va cé th cuép doat phién ngoi st dung, thayddi giao dén
website hac chuyén hréng ngroi sir dung dén nhiing trangdoc hai.
< Bién phap phong tranh

C6 bin phéap bc dir liéu hop ly dé tranh tinh tang tin tic chén
ma Enh thec thi.

2.1.9 Cheén cau truy van SQL

Chén cau truyan SQL (SQL Injection) la Ku tin cdngduoc
thuc hién bing cach chén céac cau truynvSQL vao @ liéu twong tac
gita may khach va trinking ding. Qua trinh khai thadil SQL
Injection thanh cdng c6 &hgitp tin &ic ldy duoc cac d liéu nhay
cam trong @ so dir liéu, thre thi cac hankiong Wi quyén cia ngroi
quan tri va cao bn c6 tte didu khién duoc hé diéu hanh may ol
% Bién phap phong trdnh

Kiém tra dr liéu diu vao troc khi xir ly; Ma héa d lisu trong
co so dir liéu va khéng cho it trang baodi noi dung ci phap SQL
dé tin tac khdng i thu thip thong tin o s dit liéu; Gioi han quyén
truy cip oo so dir liéu cia ngroi dung va ap dng cac cbng ngh
phong tranhdi SQL Injection, ...

2.1.10 Tén cong tir chdi dich vu

Tan cong tr chbi dich w 1a kiéu tin cdng lam cho 6t trang
web khéng th duoc truy dp boi nguoi ding binh tong. Tin #ic st
dung mdt luong lon bang thdngdé lam it hé théng may cl, lam
cho may ch khéngdua kha niang gii quyét tat ca cac yéu au nhin
dugc. Nhiing kiéu tin cdng nay wot xa &im kiém soat éa cac nha
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phat trén ung ding, vadé giam thiéu nguy o tir cac céc tin cong
nay, ch co th tang arong kién trGc mang. Tuy nhién, @t vai 1o
héng trongung dung c6 tié bi loi dung dé tin cong tr chdi dich wu.
Nhiing van dé nay throng rim trong Bi cac trinhung ding va
thuong xuat phéat fr diém yéu trong véc kiém tra cac @ liéu nhay
cam do ngroi dung nlap vao.
< Bién phap phong tranh
C6 bién phap kém tra di liéu dau vao toéc khi xi ly.

2.2 PHONG VE TOAN DIEN HE THONG

Phong ¢ toan dén ¢ thbng (Defense-In-Depth) la ¢h chién
lugc dam bao théng tin (IA — Information Assurance) trodg cac
lop duoc phong ¢ duoc dit xuyén sit trong K thong thong tin éa
mot t6 chac. Mo hinh nay baodn viéc phong ¢ nguy © cho &
théng & ca mac con ngdi, cong ngkd va \vin hanhPay 1a chén lugc
dugc hinh thanh & Co quan An ninh géc gia (My) — National
Security Agency (NSA}é dam bao an ninh théng tin.

M6 hinh Defense-In-Deptiuoc trinh bay nhr sau:

Defense in Depth Layers

D:-}Ea

_{ Application

"“ ) -[‘_‘ 7%51 '.::
Ll —{_ Internal Network |

....,{5 Physical

Hinh 2.1. Cacdp trong mod hinh Defense-In-Depth
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Theo md hinh Defense-In-Depthy déu (Data) 1a thanh gim
quan tong nhit trong mdt hé théng web.Dé bao vé 1op dir liéu, cac
|6p bén ngoaduoc t chic nhr sau:

- Policies, Procedures, Awareness: bamgiéc xay drng cac
chinh séch, tirtuc bao mat, gido dic y thic v& bao mit.

- Physical: o v& mic vat Iy (vi du nhu sir dung 6 khéa d@ra).

- Perimeter: bo v vanhdai nhr tuong lra, du hinh router,
VPN,....

- Internal Network: Bo v mang trong nlxr cac doan mang,
Network Based IDS,....

- Host: ko v host nlr quan ly may chi, Host-Based Firewall,
cac phn mém bao vé, h¢ thdng phong th tan cong, qén ly viéc cp
nhat cac bi bao miat,....

- Application: bao gm viéc bao V& ¢ mac van hanh éa ung
dung nhr tao mit khau manh, sr dung cac giao tiic bao mat nhu
SSL/TLS, IPSec,...

2.3 DE XUAT Gl Al PHAP
2.3.1 Van dé vé mé hinhéng dung web

Mot ang dung web khiduoc trién khai trén mng Internet én
c6 sr tham gia @éa nhéu yéu t5. Bé dam bao choung ding d6 haat
dong an toan thi cac thanhishciu thanh nlr ma ngén ang ding
web phii duoc lap trinh an toan, cac thanhashbd tro nhe may chi
phuc web va B quan tri co s dit liéu,... ding éin dugc quan ly tt.
Tuy rang khéng c6 Bt mé hinh nao ladi uu vadam biao an toan
tuyét doi cho mot tng ding web kidi nhitng nguy ©, nhrng viéc xay
dung mdt mé hinh web bp 1y, ciu hinh cac thanh gh trong mo
hinh web phi bp voi su van hanh éaung ding & vin dé truge tién
can quan tandé quan ly tdt hé thong va gidp ngoi quan tri chi dong
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trong viéc phong chng choung ding trée cac nguy 6 tan cong tr
tin tac.
2.3.2  VAn dé vé 16i bao mat trén ng dung web

Theo céac & qua théng ké da dugc cong 16, nghién éu tn
cong va phong thing ding web 1 mt linh wc phéat trén manh,
trongdé cac khai im moi va phrong phap 4n céng ndi dugc hinh
thanh i tc do nhanh lon so Wi cac plrong phap @ da co. Mit
khac, véc phat trén khdng ngng aia cong ngh dé ap ding xay
dung caciing ding webda duoc day xa hon rén taing bandau rat
nhiéu. Chinhdiéu nayda din dén viéc xuit hién nhiéu nguy © moéi,
ké ca nhirng 16 héng o mat khéng lrong tréc dugc.

Tuy nhién, cac plong phap 4n céng hay nguy o moi xuat
hién xét cho cungimg xuat phat & viéc khai thac chc ning aia k¢
théng. Chinh vi gy dé giai quyét vin dé phong ¢ nguy @ trénung
dung web, véc thuong xuy@n kém tra sr van hanh éa ang ding,
qué trinh % ly t5t théng tin vao/ra va du ly théng tin trén & théng
S8 dap iing duoc yéu du dat ra. NOi cach khac, ¢t xay ding mbt
quy trinh kém soat clic nang dia e thong ding chinh ladé giai
quyét van dé phong ¥ nguy @ cho I thong.

2.3.3 Huwéng tiép can va phat trién cia dé tai

Nhu d& trinh bayo trén,dé han ché cac nguy o tin cong 1én
ng ding web, @n phii c6 mot giai phap dng thé vadugc trién khai
trén trén toan & cac tnh wrc. Bit dau tir viéc tuyén trugn y thic,
trach nhém V@ bao mat; viéc dao o doi ngi quan tri, van hanh &
théng du trinh do ky thuat; viéc dau tr hé théng mang, K¢ théng phin
cirng, ptin mém dam bao yéu du an ninh; Wc xay ding md hinh
web hp ly, dam bao yéu éu an toan cho dthdng; dén viéc kiém
soat bt 16i bao mat tréning ding web;...
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Loai bo CAc yu to vé tuyén trugn, dao ho vadau tr cho \in
dé bao mat, trong khuén kb cua luan van, quandiém “Xay dung gii
phap phong & nguy @ trénting ding web”dugc trién khaio mac do
xay drng mé hinhing ding web an toan va in soét ét cac bi bao
mat trén trang web.

- Vin @ xay ding mé hinhing ding web an toan lién quan

dén viéc phong ¢ nguy @ & mirc hé thbng aiating dung.

- Van d& kiém soéat cacdi bao mit tréntng dung web lién
quandén viéc phong ¢ nguy @ & miac van hanhang ding.

Cac gai phap phong & nguy @ naydugc xay drng drdi goc
nhin dia ngroi lap trinhing ding web trong qua trinh phaténitng
dung va ngoi quan tri (admin) trang web trong qué trinrvhanh
ung ding.

2.4 TONGKET CHUONG 2

Trong toan B chuong 2, tdida nghién ¢u viéc phong ¢ cac
nguy @ phd bién trénting ding web, phong & toan dén cho 1§
thong, quado trinh bay krong tiép cin cia luan van trong véc xay
dung gii phap phong & nguy @ trénang ding web.

Pé phong ¥ cac nguy ¢ phd bién tréning ding web én hiéu
rd v sy van hanh éa tng ding web, qualé tim héu cac & hong
bao mat lién quandén viéc khai thac ctic ning aiaang ding, sauio
la nghién ¢u vé cac gii phap kém tra va phong & cho tring nguy
co.

Bén anh d6 d chi dong phong tranh chang ding khoi cac
nguy @ can co ndt giai phapdam bao an toan trén nbii phrong
dién. Toida givi thieu md hinh Defense-In-Depth, qdé dat van dé
vé viéc xay drng gii phap phong & nguy © trénang ding webd
mirc he thong va mirc van hanhing ding web.
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CHUONG 3:
TRIEN KHAI GI Al PHAP PHONG VE NGUY CO
TREN UNG DUNG WEB

Qua vic tim hiéu cac nguy ¢ phd bién lién quandén viec
khai thac clic ning aia ung dung web, gii phap phong & nguy @
choiing ding web § duoc trién khai xay @ng ¢ hai mrc, mic hé
théng va mirc van hanhang ding web.0G mac hé thong, trién khai
xay drng md hinh web an toan quawiciu hinh cac thanh gh web
hop ly va véc cai dit cacung ding ko vé cho trang web (nh
Firewall, Anti-vius,...).0 mac van hanhang ding web, trén khai
quy trinh kém soéat i bao mat trén tng ding web. Cdi cung la
minh hpa viéc ap ding cac gii phap phong & nguy @ trén website
Bau ar Quic hoi khoa 13 baucukhoal3.quochoi.yncu thé bing
viéc kiém tra mo hinh web va c&dilbao mat trén trang web. Tréroc
s6 do, t6i bao céo & cac nguy 6 va gai phap phong & cho ting
nguy .
3.1 PHONG VE NGUY CO O MUC HE THONG

Dé phong ¢ nguy @ ¢ mac kg thdng, mdt md hinh wehiam
bao an toardugc dé xuit nhr sau:

Xay dung mé hinh web
dim bio an toan
'\
|

Cau hinh web Cai dat ting dung
hop Iy bao vé

¥ v v v v

Hinh 3.1. Xay gng mé hinh webdam kio an toan
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3.1.1 Céu hinh web hyp ly

Mot ang ding web khi trén khai $ c6 ba ép: 16p trinh dén,
lop ung ding va bp oo s dit liéu. Viéc haach dinh céc ép trong éu
tric web ét khéng nhing gidp cho ngoi quan tri d& dang wn hanh
ma con ch dong trong véc phong cBng cac nguy e tan cong tr tin
tac. Mot sb cach 1d tri I6p thuong gip trong thrc t& nhu sau:

Mo hinh 116p Mo hinh 2 1&p MG hinh 3 lop M6 hink N 16p

Hinh 3.2. Cac mé hinhia tric web

Qua cac mé hinh trén chaithnéu nhr trién khai giia cac &p
khéng co6 s tach bét ré rang thi mt 16p bi tin tac tin cdng c6 th
dan dén cac 6p khac éing ki anh hiong theo. Do #y, cac bp khi
trién khai nén tach Bi doc lap thanh mé hinh bap, dé tranh tinh
trang ot 16p bi tin cong dn dén cac bp khac b anh hrong. Ngoai
ra, viec phan lai doc lap ba bp < tao diéu kién thuan loi cho viéc
van hanh, ko tri k¢ thong ding nhr dé dang &p dng cac bin phap
bao vé d6i vai mdi |6p chuyén kit.
3.1.2 Caidat &wng dung bao &
3.1.2.1 Firewall
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3.1.2.2 Anti-Virus
3.1.2.3 Coché sao ku
3.1.2.4 Co ché phuc héi
3.2 PHONG VE NGUY CO O MUC VAN HANH UNG
DUNG

Dé phong ¥ nguy @ ¢ mic van hanhang ding, én co ot
giai phap kém tra moi [6i bao mat lién quandén hat dong aia ing
dung web. Quy trinh Kim soat &i bao mat trénung ding webdugc
tién hanh & viéc thu thip théng tin ¢ ung duing web va #n hanh
phan tich,dén viéc kiém tra cac &u hinh va chic nang tréntng
dung. Noi dung @ thé nhu sau:

Thu thap théng tin va phan tich

1. Thu thap théng tin

2. Phan tich

r/*"”///::;77§;§::\\\\\\\\ﬁ

Thiét dat
web

Piédu khién
truy cap

Kiém tra dir
liéu ddu vao

Thiét dat may
chi

3. Kiém tra
cac thiet dat

web

4. Kiém tra
xac thuc

7. Kiém tra
15i chén dr
liéu

8. Kiém tra
thiét dat may
chu

5. Kiém tra

quan ly phién 13i phia may
chu
6. Ki¢m tra
dieu khien
truy céap

9. Kiém tra

Hinh 3.3. Quy trinh Kim soat 6i bao mit ing dung web



-22 -

3.2.1 Thu thip théng tin
3.2.2 Phan tichdiém yéu #ng dung
3.2.3 Kiém tra thiét dat web
3.2.4 Kiém tra xac thuc
3.2.5 Kiém tra quan ly phién
3.2.6 Kiém tra diéu khién truy cap
3.2.7 Kiém tral8i chén di liéu
3.2.8 Kiém tra thiét dat may cha
3.2.9 Kiém tra |8i phia may chi
3.3 TRIEN KHAI GI Al PHAP PHONG VE NGUY CO TREN
WEBSITE BAUCUKHOA13.QUOCHOI.VN
3.3.1 Caidatcbng a
3.3.2 B&o céo bng quan
3.3.3 Béo c4o chi tét I5i
3.3.3.1L¢ thong tin e hé diéu hanh may chi va may chi web
3.3.3.2C4c giao thic dwgc cho phép trén may ah
3.3.3.3Tén tgi tdp tin sao keu trén website
3.3.3.4Thuw muc o ¢ die liéu ton tai trén website
3.3.3.5FTP hé tre truy aip khdng ma héa
3.3.3.6Trang didng nhdp quyén quan tri khéng gisi han sé lan
ding nhdp
3.3.3.7L4i SQL Injection
3.3.3.8L4i XPath Injection
3.3.3.9L4i Cross Site Scripting (XSS)
3.3.4 Bién phap phong £ nguy o
- Chi nén cho phép truyap cdng 3389 ir mang mi bo haic
déng &ng nay Bu khéng én dungdé tranh cacti ro 16 thdng tin &
may chi.
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- Céc fip tin saotu va #ip tin o so dir liéu cn ¢ bén phap ko
vé hop ly, thiét 1ap cac quen truy @p voi cac ip tin nay.

- Pé dam bao an toan trong qué trinh trugcFTP, nén® dung
giao thrc SFTP hac FTPS.

- Nén c6 ch do khoa tai khan haic dia ch IP réu c6 $ lan
dang nhip sai nhéu, haic ar dung captchaai noi dang nHip.

- Nén sr dung ot bo loc dé kiém tra tinh kyp phap éa cac siéu
ky tu do ngroi dung ntip vaoing ding webdé tranh cac nguycveé
I6i chén dr liéu nhr SQL Injectiontion, XPath Injection hay Cross
Site Scripting (XSS).

3.4 TONG KET CHUONG 3

Trong toan B chuong 3, gii phap phong & nguy @ choung
dung webda dugc trién khai xay @ing ¢ hai mrc, mic hé théng va
mac van hanhang ding web.O mac hé thdng, da trién khai xay
dung mé hinh web an toan quawiciu hinh cac thanh gh web top
ly va viéc caidat cacang ding bio V€ cho trang web (nhFirewall,
Anti-vius,...). O mirc van hanhing ding web,d trién khai quy trinh
kiém soat di bao mat trénng ding web. Quy trinh naguoc xay
dung chi tét tr mac thu thip thdng tin, phan tickén mac kiém tra
cac hat dong chic ning aiatng cung web nix kiém tra cac thét dat
web, diéu khién truy @p, kiém soat &i nhap liéu dau vao va ci
clng 1a kém tra céc thit dat cia may chi dé dam bao an toan cho
hoat d6ng aiatng duing web. Toi dngda minh lva viéc ap ding céc
giai phap phong & nguy @ trén vao wc kiém tra website Bu air
qudc hoi khda 13 i sy hd trg cia cac congc duoc tap hop trong
BackTrack 5, quad dé& xuat bién phap phongéd/nguy @ cho trang
web.
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KET LUAN VA HUONG PHAT TRI EN

Tur két qua nghién @u cac tr liéu va thrc nghém cho thy cac
nguy @ tréntng ding webduoc khai thac thanh congrd trén not
nguyén ic co ban 1a tin &ic & ging tim kém cac sai sét trong hb
dong aia ang ding web va théng qua fihg sai s6t nagé tan céng
nguoc vaoung ding. Nhing sai sét (haydl hong bio mat) nay xuit
hién c6 thé c6 nhéu nguyén nhan: doah thanung ding trong quéa
trinh phat trén d& dé lai nhiéu 16 hong nhing chra dugc kiém tra k
ludng trrge khi dua vao ¥n hanh, dorng ding chay trén cac én
tang cong ngh chua hoan cmh dugc cung ép boi cAc nha &n xuat
va hi tin tac théng quadd khai thacdé tan céng vaoang ding, do
ngudi quan tri hé thbng chra hiéu rd cac nguyérit dam bao an toan
cho tng ding hdic vo tinh 40 ra cac 6 ché quan ly long ko, to
diéu kién cho tin c tan cong, ...

Két qua thuc hién luan van “Nghién aiu xay dmng gidi phap
phong ¥ nguy @ tréning dung web”toi d& nghién ¢u vé bao mat
ung ding web, cac nguyoctrén tng ding web va xay @hg hoan
thién giai phap phong & nguy @ trénatng duing web. Céac nghiénia
tong quan ¢ bao mat ung ding webda trinh bay ¢ hoat dong aia
ung ding web, cac nguyoctrénirng ding web @ng nhr cac phrong
phap tlrong dugc ar dung dé kiém tra nguy o nhu kiém tra thi
cong hay Km tra ting céng @ tu dong. Noi dung phong & nguy ©
trén tng duing webda @p trung trinh bay vic phong ¢ cho nhiing
nguy @ phd bién lién quandén viéc khai thac chc ning aia ung
dung web, ndi nguy @ déu trinh bay ¥ng gii phap phong & riéng
va cbi cung la trinh bay & viéc phong ¢ toan dén cho k& théng
theo mé hinh Defense-In-Depth.r Viéc nghién ¢u phong tranh
cho tg nguy © anh hrong dén g ding web, t6ida dé xuat huong
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phat trén [a én phii c6 mot giai phap dam bao an toan cho h
déng aiaung ding, quadd € tranhdugc cac nguy ¢ tur viéc tin tic
khai thac nitng sai sét trongdm than clirc nang khiung ding van
hanh. Gai phap phong & nguy @ trénang ding webda duoc trién
khai xay drng & hai mic: mic h¢ théng va mirc van hanhing ding.
O mic hé théng da trién khai xay dng md hinh web an toan va
muc van hanhing ding da trién khai quy trinh Kim soét &i bao mat
trénang dung web.

Pé dam bao an toan chang ding web trée cac hinh the tin
cong ngay cangdihg ¢ vé sb luong va cht luong, khdng th chi phu
thuoc vao ndt cong ngk hay ndt quy trinh @ thé vi cdng ngh web
dang phat tdn nhanh chéng, kéo thetd 1a nhéu khuyét diém moi
phat sinh. § tin cdng khong #m trong khudn kb vai ky thuat da
phat hén, ma linhdong va ting I1én tuy vao ning sai sét €a nha én
Xuat, cia ngroi quan tri hé thdng ding nhr caa ngroi 1ap trinhang
dung web. \An dé thiét yéu cin quan tam lan than ngoi lap trinh
tng ding web hay ngoi quan tri trang web &n ¢ s hiéu biét nén
tang W haat dong aia iing ding web, quaié < c6 nhing bién phap
thich hop dé cai tién quy trinh hay cdng nghrkiém soét &i bao mat
web mét cach phu bp. Cac lwéng phéat tén nghién ¢u cia luan
van nhr sau:

- Tiép tuc nghién @¢u nhing nguy © moi xuat hién tréning
dung web va cach phong eho cac nguyetrén nim nang cao ki
qua trong véc dam bao an toan chowsvan hanh éatng ding web.

- Tim hiéu thém @ céc cong ¢ kiém tra Bi bao mat méi duogc
phat trén haic tr xay drng mdt vai céng a dic thu 1 tro cho vic
do tim Bi bao mat dé phat huy éi da hiéu qua caa viéc phong ¢
nguy @ trénang ding web.



