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MO DAU

1. LY DO CHON PE TAI

Vi nhitng nghién éu sinh theadudi quéa trinh ke tp 1én
cao nira, viéc khoi dau lya chon mot dé tai thac § 1a rat quan tong.
NG phii 1a dé tai mi, c6 hréng my rong chuyén sau hayép cin
mot van dé da co theo @t husng khac 6t hon céaidéa cé,dic biét 1a
kha nang ap ang thrc ¥ vadem hi thiét thuc trong céc $Hng.

Chinh nling Iy do trén ma tdi emh chn chpn & tai:
“Nghién aru kiém thir bao mat website”.

2. MUC TIEU VA NHI EM VU NGHIEN CUU

Nghién diu cac vin dé chung ¢ cac bi bao mat, tiép dén la
cac bi bao mat lién quandén cacung duing web. Trén ¢ b d6, xay
dung bt quy trinh kém thir bao mat nhim muc dich ang ding kiém
tra cac di bao mat trén caarng ding web.
3.POI TUQNG VA PHAM VI NGHIEN C UU
3.1.Déi twong nghién aru

- Tim hiéu chung ¢ bao mat, gigi thigu mot sb kiéu tin cong
phd bién hién nay nle DDos, SQLinjection, XSS.

- Gi6i thieu mpt sd cdng @ hd tro trong vic tim ra cacdi
bao mit nhu: Acunetix Web Vulnerability Scanner, Snort, NetCap
Power Injector 1.2.

- Tim hiéu chung ¢ cac plrong phap Km thir bao mat.

- Bé ra quy trinh Kim thr bao mat nham ung ding vao cac
website.

- C4c luan van 5t nghigp caohoc.



3.2. Phum vi nghién aru

Kiém thir cac bi bao mat web, tr ¢6 dé xuat xay drng quy
trinh kiém thir bao mat nham tng dung kiém thir cac bi bao mat web
déi véi cacung ding webda hoan thin.
4. PHUONG PHAP NGHIEN CUU

- Nghién au thng quan @ cac bi bao mat.

- Nghién &u nhitng 16i bao mat anh hrong dén wng ding
web hén nay.

- Nghién @u cac quy trinh, cénguckiém tra bi bao mat
webda phat trén vadé xuat quy trinh nai.
5. KET QUA DU KIEN

- Tim hiéu dugc mot cach Hng quan @ kiém thir bao mat.

- bua ra danh sach cacying phap 4n coéng pb bién hien
nay va cac gi phap ntim han ché sr pha hai caa ndi phuong phap
tan céng.

- Xay ding thanh céng quy trinh Kim thir bao mit website
ung ding vao website www.lat.com.vn.

- La mot tai lieu co chit lugng déong gép vao quy trinktam
bao chit lugng cho &n pHim., gilp cac nha phat &ri website hoan
thién hon sin prim cia minh.

6. Y NGHIA KHOA HQC VA Y NGHIA THUC TIEN CUA
LUAN VAN
6.1. Y nglia khoa hvc

Luan van khong ch trinh bay ngn gon nhing day di cac
van dé chung ¢ cac bi bao mat, ma condi sau vao xay gng quy
trinh kiém thir bao mat nham tng dung kiém thir cac bi bao mat web
dbi voi cacing ding webda hoan thin.



6.2. Y nghia thec tién

Sau khi thrc hién nghién @u kiém thir cac bi bao mat trén
tng ding web, & gép phn gidp ngoi phat trén ang dung web c6
thé kiém tratung cding aia minh c6 bméc phai nhiing 16i bao mat
nao hay khong. if 6, gilp ngoi phét trén ang ding € ¢6 nhing
bién phéap a thé dé giai quyét 15i kip thoi.
7. BO CUC CUA LU AN VAN
B&o céo lan vin duoc t6 chic thanh 3 chong

CHUONG 1 - TONG QUAN VE BAO MAT WEBSITE
1.1.TONG QUAN VE BAO MAT

Bao mit la ar théa hiép gita kio mat va chic ning / kha
nang sr dung. Néu bao mat caa ke théng qua cht chg, N6 € tro nén
rat khé sr dung haic kho hat dong mbt cach héu qua. Néu bao mat
quadon gian, hé théng & bi tin cdng va xam rip.

Kiém thir bao mat Web, trong ngta truyén thong, la kém
thir hiéu qua sy bao vé toan B hé thbng Web. N6 yéu au két hop
nhiéu kién thac vé cac cong ngh bao mat, céng ngh mang, kAp
trinh, va kinh nghlim thuec 8 vé tham nlap cac 18 thong mang. Hiu
hét cac kém thir vién ptin mém khéng c6 lai kién thrc nay. Tuy
nhién, ching ta nénéi cac vn dé vé bao mat sao cho ching taéi
dugc cédc cdng Véc ching ta nén lam va cac céngovnénduoc thuc
hién boi cac chuyén gia khac.
1.2.MUC PICH CUA BAO MAT

Phu thuoc vao cac yéuau oia nmdi hé thong, ndi hé thong
c6 nhing muc dich khac nhau, nimg chingdéu codiém chung la:
Pam bao sr an toan @ liéu cho I thong va o vé cac tai nguyén
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trén mang trréc 9r tan cdng nBm pha w hé thdng hdic sr dung trai
phép cac tai nguyénia mdt sb nguodi c6 chi y xau.

1.3. THONG KE TINH TR ANG BAO MAT HIEN NAY

1.3.1. Téng hep thdng tin & cac trangdién ti Vigt Nam

1.3.2. Théng tin tr Zone-H.org

1.3.3. Théng tin tr WebAppSec.org

1.3.4. Théng tin tr Osvdb.org

1.4.MQT SO PHUONG PHAP TAN CONG PHO BIEN HIEN
NAY

1.4.1. Tdn cdng Sqlinjection

1.4.2. Tdn codng Cross Site Scripting

1.4.3. Tdn cdong DOS

1.5.MQT SO PHUONG PHAP TAN CONG PHO BIEN HIEN
NAY

1.5.1. Cong ar Acunetix Web Vulnerability Scanner

1.5.2. Cobng @t Snort

1.5.3. Cbng at Netcat

1.5.4. Cong aa SQL Power Injection 1.2

CHUONG 2 — KIEM THU BAO MAT

2.1.GIOI THI EU VE KIEM TH U PHAN MEM

Kiém thir phin mém dugc dinh nghia theo nkiu ngwn khac
nhau, ar6i day mbt sb dinh nghia ptd bién hien nay

Kiém thir phan mém 1a qua trinh kio séat nét hé théng hay
thanh pln dudi nhitng diéu kién xacdinh, quan séat va ghiilcac Kt
qua, vadanh gia mt khia anh naodoé aia k¢ thong hay thanh pin
do
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Kiém thir pran mém 1a qua trinh tic thi mjt chuong trinh
Vi muc dich tim Bi.

Kiém thir prin mém 1a hat dong khio séat thrc tién sin
pham hay dch w phin mém trongding mai taong ching ¢ dinh
s8 duoc trién khai nlim cung ép cho ngoi c6 loi ich lién quan
nhitng thong tin ¢ chit lugng dia sin pim hay dch wis pHin mém
ay. Muc dich aia kiém thir phan mém 1a tim ra cacdi hay khém
khuyét phan mém nhim dam bao hiéu qua hoat dong i vu caa pHn
mém trong nhéu nganh khac nhau.
2.2.KIEM THU BAO MAT
2.2.1. Mucdich

Vi tu cach 1a kbm thir vién, 14 p trung kém thir bao mat
cia Website vaing ding Webd mirc tng ding. Piéu d6 ¢ nghia 1a
chang ta tim K¥m céac & hong va ro t théng tin gay nén ehyéu do
lap trinh va do &u hinh sai cac trinh éhwWeb va céc trinh ¢hing
dung khac.

2.2.2. Tréach nhigm cia kiém thiz bao mét

Kiém thi bao mat lién quandén trach nhém aia nhéu
ngwn khac nhau saday:

- Nha dinh ngha chinh sach (policymakerdinh ngha céc
yéu @u bao mat nham tang do tin ciy cua ngroi si dung va nha n
Xuit vé& bao mat hé thong.

- Nguoi quan tri mang, thét ké va caidat cac bén phap Bo
mat nham cung dp bao mit & mirc haat dong.

- Lap trinh vién pAn mém, chiu trdch nhm kiém thir hé
théng nfam phat hén céac &i chic rang, trong tac du hinh va kh
nang trong thich khi b lién quandén caidat bao mat (cha yéu &
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muc tng ding va co th & mac haat dong), phéat hin cac n dé do
15i thiét ké bao mat.

- Cac chuyén gia va nha van bao mat, giap kém thir va
duy tri cac chong trinh o mat ciing nhr xir Iy cac b hong o
mat. Théng throng, nhdm ngoi nay \6n trude day la nhing ké tin
cong. Nhing ké tin cdng @, |a nHing ngroi ¢6 nhiu kinh nghém,
chiu tradch nhém diéu khién cac kém thi xam nhp truéc khi trién
khai mdt hé théng. Tnr khi t6 chic cia chang téi khéng c6 éh
chuyén giadé thuc hién kiém thir xam nhip, khéng nérité mot kiém
thir vién va &p trinh vién cliu trach nhém nay.
2.2.3. Nhing wu diém trong kiém thi bao myt

- Kiém thir bao mat 1a kiém thir chi dong, khéng bdong.

- Céc bi khongduoc xir ly 1a cac kho badé xacdinh cac &
hong bio miat.

- CAc giao din di liéu vao 1a cac kho badé chén bi vao
nham xacdinh cac &i bao mit.

+ Hay xem xét i dir liéu vao khong bp I¢ co thé
xay ra phia trinh khach.
+ Hay xem xét mi dir liéu vao khong bip 18 co thé

xay ra phia trinh ci

- Tap trung trén cadiéu kién di liéu vao mao d6 di liéu
dugc chuyén tir mién khong tin dy vao mén tin ciy.

- Thiét ké cac ca Km thr v6i sy nhin manh trén cac bién
giita cAc mén tin ciy va khéng tin gy.

- Tim kiém céc bi cho phép ngoi st dung thyc thi chrong
trinh trén may ci.

- Tim kiém céc bi cho phép ngoi sir dung @i chuong trinh
trén may ch.
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- Tim kiém céc bi cho phép ngoi sir dung thayddéi nang
cao quygn truy @p.

- Luén y thic ring tng ding throng xir ly sai ndt sb dir liéu
xau dén tir phia trinh khach khong tiriy.

- Tim kiém di liéu vao ma cé thtrd nén thrc thi duoc (vi
du: khi dir liéu vao ttr nén dkr liéu ra).
2.3.CAC LOAI KI EM THU BAO MAT
2.3.1. Kiém thiz yéu d@u va thiét ké

Bat ky hé thdng nao éng duoc xay drng tr mot tap hop cac
yéu du. béi khi nhiing yéu au nay dugc viét mot cach ré rang,
nhung throng ching 1a niing phat bdu map my khéng duoc dinh
nghia rd rang. Vi d, co thé c6 phat kdu “Ung ding phii an toan”.
Nhung “an toan” ngta la gi va nén g danh bao nhiéu congrs va
thoi giandé lam cho &n phim an toan.
2.3.2. Kiém thir ma ngwn

Phrong phap km trado bao mit cua ung ding théng qua
ma ngwn ciaing ding. Plrong phap km thir nay chi yéu dingdé
xéacdinh sr an toan ga thiuit toandugc dung trongrng dung, xacdo
nguy @ ré ri théng tin, nguy ¢ bi tan céng chdm quyén kiém soét
théng qua ma ngun. Phrong phap nay tiong tng ding ky thuat
kiém thir hop tring.
2.3.3. Kiém thiz cac thiét ldp aia trinh duyet

Ca4c thét lap aia trinh dugt co thé duoc caidat trong cac
trinh duyét nhue Mozilla FireFox va Microsoft Internet Explorer@h
phép gbi han truy dp dén cac Bi dung internet cé thgay hi.
Nguoi sir dung € thuong cé cac cimh gia cac thit 1ap nay. kbn
nira, co ndt sy thayddi 1on phia ngoi sir dung @ kha nang lam cli
céc thét lap nay. Nhing ngroi sir dung Web ngay canduoc dao to
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nhiéu hon cach & dung cac thit lap dé bao vé chinh k. Véi tu cach
la mot doi phat trén Website haying ding Web, ching ta khéngéh
bat budc ngroi sir dung cHip nhan cac thét 1ap mic dinh. Vi \ay,
chiing ta &n phai kiém thir nhiéu ar két hop aia céc thit lap.
2.3.4. Kiém thi birc twrong lira

Can nhic lai rang nhom kém thr phan mém khéng chu
trach nhém kiém thir sy hiéu qua cua céc trong lra va s ciu hinh
ching. Kém thr tuong lra nkim nhan biét cac héu tng W chic
nang duoc tao ra i sy chuyén di liéu qua cac mng khac nhau.
Mot sb mang riéng va rit sd khac céng éng.
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2.4.QUY TRINH KI EM THU BAO MAT WEBSITE
2.4.1. Quy trinh kiém thi thit cong

Danh sach
yéu ciu

Thiét . -
ké & —_—

Kiém !

thae ¥

e

Thye -
thi Két qui kié
T S = e
w W
ol

Ung dyng web duge
kiém thu

Hinh 2.4: Quy trinh kém thz thi céng
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2.4.2. Quy trinh kiém thir bdo myt d@é xut

Bit diu
Yéu cin phﬁn mém
Lap ké hoach kiém thi
|
¥
Kibm thi phin tich, thiét ké
hé thing
T — Kiém thi i (i quy)
Kiém thir mi nguén tw déng i :
: : Téng hop két qua kiém th
E Kiérm thi cdc thiét 13p trinh s
duyét
R Xemn xét, dénh gia két qua
Kiém thir tromg lira . - Gam gl q
| Thuethiva dvara Két qui Xily ton dong sau khi kiem
Kiém thi thi
IZI Xic nhin ddm bio chit hromg
Kemxét, phan trdekhi chay thircho khachhang

b sira ot

Hinh 2.5: Quy trinh kém thz bao mit dé xuat



2.4.2.1.M6 hinh kém thi bdo mit phan tich va thit ké

Bitdiu

13

Siza 161

Xuit danh sachl4i

41
49 Yéu chu phian mém
o Lap ca kiém this
14 Thire thi 'fa kigm
thi
r
E Phin tich két qua
kiém thir
Bling
4.6
5ai l
47 Eét thile

Hinh 2.6: M6 hinh kém thr bdo myit phan tich va thit ké
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2.4.2.2.Md hinh kém thi ma ngun t dong

Bit diu
Phanloai yéu ciu
52 N

Lip cakiém thirbio mat

53

Xiy dumg cac scrpt bao _—
54 mit Sira loi

Thie thi kiém thi bing Xuit danh sich 1i
cong cu Acunetix Web

Vulnerability Scanner

l

i Phan tich két qua bing
] céng cu Acunetix Web
Vulnerabilitv Scanner
Bung
57

Hinh 2.7: M6 hinh kém th: bdo mgt ma ngwn te dong

572

571
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CHUONG 3 -UNG DUNG KIEM THU'BAO MAT

3.1. GIOI THI EU WEBSITE WWW.LAT.COM.VN

Website LATdugc thanh dp nam 2009 i doi ngi sdng 40
va ring dong, website LAT radoi mong m@én € mang hi cho
khach hang ning gi 6t dep nhit, nhing dch w hoan ko nhit.
LAT gdm c6 nhiing dich wi co ban sau:

1. Thiét ké va xay ding website cho doanh ngbi

2. Tu vin xay dng ke théng théng tin, tin bc hoa cho
doanh ngtép.

3. Tu van xay drng va thét ké hé thong.

4. Xay drng cac 8n phim phan mém nhr: Hé théng quan ly
nhan s, chim cdng, t#n luong, ghi phap gan ly ban hang, gi
phap qgén ly khach sn, nha hang,..

5. bao wo ngwn nhan irc cong ngh thdng tin, ch yéu 1a
phét trén phan mém.

6. bao uo chuyén vién céng nghthéng tin, san giao trinh
dién tr... cho céac rong dai hoc va caadang.



3.2.
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YEU CAU CHUC NANG CUA WEBSITE
WWW.LAT.COM.VN

Bdng 3.1: Bang nyi dung yéu gu chic ning website www.lat.com.vn

Tén chikc nang

Trang chi

Gidi thiéu

Daotao

Tu vin web va tng dung

Duén di lim
Tai ligu
Théngtin lién hé
H{ tro e tuyén

Théngké legt truy cip

Quin i hé théng

Mo ti chike nang

Buoc thiét ké 4n trong, hién dai, cac chite ning néi bt
dwgc hién thi ngay tai trang chi nhr: gidi thigu so heot vé
LAT, cic dich vu thiét ké website, phinmém, ...

Gidi thigu thong tin tong quan vé LAT, lich sithinh
thanh.

Chir ning niy cung cip cho ngudi quan i mét rinh som
thao d€ nguoi quan tri ¢6 thé cip nhit cac chuong trinh
d3o tao cia nhom.

Chirc ning cho phépngudi quan tri viét cac bai viét t vin
vé congnghé thong tin hoic 13 bai svu tim chuyén vé web
hoic tng dung.

Gidi thidu cic dwan d3 lam dén khich hangciaLAT.

Cung cip nhimg the vién tii liéu lién quan dén liptrinh
hé tronguai ding.

Théng tin lién lac cia LAT.

H6 o khich muy cipthéng qua cic phin mém chat
théng dung trén internet nhuw YM, Skype. .

Théng tin vé 56 luot truy cip website.
Quan tri Taikhoin/Phin quyén .

Céng cu quin tri toin bé théng tin va sin phim ciia cic
chitc ning,
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3.3. BIEU PO CA SU DUNG
3.3.1. Béu dé ca 3¢ dung triréc khi ding nhdp vao 1# thang

D

‘),,,77 1.Tao tai khoan nguoi su dung

%

Myguoi su dung

D

2.Dang nhap he thong

Hinh 3.1: Biéu dé ca s dung trwéc khidang nhip vao 1 thong
3.3.2. Béu db ca sF dung sau khiding nhdp vao I# thong
2.1.Dang xuat he thong
4

_.772.2.Cap nhat gioi thieu

-

--=F2.3.Cap nhat dao tao nguon nhan
luc

2.4.Cap nhat tu van giai phap

Nguai sudung e T >©
-_"‘*»k,n2.5.Capnhatwebvaungdung

O

““Q\.‘E.Quan Iy du an da lam

[

\\*\2.?.Quan Iy tai lieu

[

2.8.Guan ly nguoi dung

Hinh 3.2: Biéu do ca s¢ dung sau khiZang nhip vao ¥ thing



18

- Biéu dd ca s dung 2.6. Qén ly du anda lam

- -

e Bangkuathelihong 262 ¥em danh sach du an da lam

LT
: 2.6.3.Them maoi

% ____________ O

26.4.Cap nhat
2.6.Cuan ly du an da lam Tl S

265 Xoa O
Tl <<include== . -3
- includer .7
Q 26.6.1.Kich hoat

2.6.6.Tinh trang kich hnat"-.\

<<incmde>>3©

2.6.6.2. Huy kich hoat

Mguoi su dung

Hinh 3.3: Biéu do ca sr dung quin ly dr &nda lam
- Biéudd ca s dung 2.7. Qan ly tai liéu

-

2.7.1.Dang =xuat he thong

’__72.?'.2.><em danh séch tai lieu

| D
% ”””””” O 2.7.3.Them mai

2.7.4.Cap nhat

2.7.5.X0a

Hinh 3.4: Biéu do ca st dung quin ly tai ligu
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- Biéu dd ca s dung 2.8. Qén ly ngroi ding

-

2.8.1.Dang xuat he thang

U

_?_75 2.3¥em danh sach nguoi dung

E ",.' _____ i
""""""" O 2.8.3. Thern moi

2.8.Cuan Iy nguoi dung et

§

Mguaoi su dung el

U

2.8.4.Cap nhat

2.8.5.Xoa

Hinh 3.5: Biéu do ca sr dung quin ly ngeoi ding

3.4. THUC HIEN CACCAKIEM THU

Sau khi caluge danh sach cac yéawcva béu db ca s dung, chiang
t6i 5 tién hanh tixc thi kiém thir website LAT. Trong pin thuc thi
kiém thir nay ching t6i &n hanh thrc thi kiém thir theo hai phong
phap kém thi. Phrong phap tir nhat 1a thyc hién tha cdng, plrong
phap nay ch yéu & kiém thr cac clic ning aia website LAT.
Phrong phép tir hai la thrc thi kiém thir bao mat bang céng a
“Acunetix Web Vulnerability Scanner”, phrong phap nay &tap
trung vao kém thir cac Bi bao mat cia website LAT.
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3.4.1. Thec hign kiém thi thii cong
3.4.2. Thec hign kiém thi bang cong @ Acunetix Web
Vulnerability Scanner
3.5. PANH GIA VE MUC PQ BAO MAT WEBSITE
WWW.LAT.COM.VN
3.5.1. Kt qud kiém thie thii cong ’

Bdng 3.6: Bangdanh gia kt qua thi cong

T | Teén chic Sbca | Sbcakiém Sb ca kiém Ty & thanh céng
T nang kiém thir thanh thir chwa
thuc cong thanh céng
thi
1 | bang nhip 4 3 1 75%
2 Dy &nda 23 13 10 57%
lam
3 Tai liu 15 10 5 67%
4 | Nguoi dung 14 7 7 50%

- Tbng trudang hop kiém thir thuc thi : 56

- Téng & truwong hop thanh cong  : 33

- Téng & trwong hgp thét bai 123

4 Két luan chung Két qua kiém thir thia cong

- Qua 9 liéu cac ca Kim thr thanh cong va th bai ¢ trén ta c6 th
thiy duoc ty 1& cac ca Km thr thanh cong cléim 59 %, ¢ Ié cac
kiém thi that bai 12 41 %.

- Ty lé ca kiém thir tht bai 14 41% ding ddng nghia Wi viéc ty 18 13
sau khi quét ing tay 1a 41%,day 1a ¥ 1¢ 13i lon.
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3.5.2. Kt qua kiém thi tr déng

Bing 3.7: Bang danh gia Kt qua tw dong

Loai 15i bao S6 canh M6 ta 15i M ¢ dd
mat bao nghiém
trong
Dung phién bn 1 Day la bi st dung ngén ng Cao
PHP ai 1ap trinh @& hon so i hién
tai. Vi la phién lin ci nén con
tdn tai mot sb 13i va diéu nay
din dn website d bi tin
cong.
Dung phién bn 1 Day la bi sir dung may cli | Trung binh
may chi web web apche phién an ai.
Apache phién Phién tan oi con Hn tai nhiéu
ban o 16i bao mat, din dén website
d? bi tin cong
PHP 1 LSi cho phép thém cadoan Cao
allow_url_fope ma trén trinh duit, gay nguy
n enabled co bi tin céng king xss hac
sqllnjection
PHP errors 1 LGi nay cho phép Kn thi cac| Trung binh
enabled 18i 1én trinh dugt. L&i nay &
bi cac K tin cong bi dung
cau théng baodl dé biét
website vét bing ngén ng gi,
may chi la gi, phién bn bao
nhiéu... va r d6 khai thac cag
15i bao mt.
MySQL 1 Day la bi mat khiu cia he Cao
Server weak quan tri co so dir ligu MySQL
password c6 mic do bao mit yéu. Dan
dén mat khiu B bi doan va @
bi tan céng chém quyén kiém
soat © so dix liéu
File inputs 12 Lbi nay cho phép ngyi dung Thép
accepted c6 thé thuc hién ti tit ca cac

tap tin 1&n may ch. biéu nay
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T | Loaildibao Sb canh M0 ta I5i M tc d
T mat bao nghiém
trong

dé bj cac k tin lgi dung dé tai
cac #p tin chra nhing doan

madoc hai.
7 TRACE L3i nay cho phép &tin cong Thap
Method co tht thay doi cac thong tin
Enabled vé session, cookies, va cat d

lieu V& quyn truy cp. Lai
nay throng dungdé tin cong
XSS.

4+ Két luan chung két qua kiém thir ty dong

- Qua$ lieu thing ké bi bao mit cling ntiing céinh béo lién quadén
céac bi bao mat d6, ching ta @dang nin thayduoc website Lat corn
méc nhiéu 13i bao mit nghiém tong.

- Nhirng 16i bao mit nay én dugc khic phic kip thoi, néu khong
website Lat it d bj tan cong.
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KET LUAN VA HUONG PHAT TRI EN

Kiém thir bao mat néi chung va Kim thir bao mit website
néi riéng ludn l1a én d& cap thiét va dn duoc giai quyét triet dé.
Ngay nay, khi nganh coéng nglthdng tin phat tén véi mot téc do
chong nat thi van dé vé kiém thir bao mat cang té nén d@p thiét hon
va khé kHin hon. Diéu nay tké hién rd rang qua condsthdng ké é
sb luong website thong mai dién tir ké tin céng én cong ndi ngay
mot ting I&n, quy mo cac ée tin cong va nmic do thiét hai ngay
cang bn hon. Truéc tinh hinh tirc % d6, dé tai “Nghién ciu kiém
thar bao mat website”da dugc chdng t6i chn va trinh bay lam kn
vin thac §, v6i hy vong déng gop mt phan vao véc giai quyét van
dé vé bao mat.

Sau khi hoan thanh, 4o van da dat duoc mot 6 két qua nhu
sau: Xét ¢ mat ly thuyét, luan van da dua raduoc tinh hinh @ bao
mat hién nay dra trén tibng ké @ia cac trang &b mat ndi tiéng c
cia Viét Nam va é cia nréc ngoai. Bén anh d6 luan van ding da
gidi thiéu dugc phrong thic tin céng, néc d6 nguy hém ding nhr
mot s giai phap nlim han cké s thiét hai cua cac kéu tan céng o
mat phd bién hién nay. Luin van ding dua raduoc mot sb cong @
hd trg trong viéc do tim cacdi bao mat, d& néu ra quy trinh &m thir
thi cong. Xét ¢ mat thyc tién, luan van da dua radugc quy trinh
kiém thir cai tién va chuyén ding choad kiém thir bao mat website.
Gilp cho cac nha phatérn web an tam dn V& chit luong aia sin
phim sau khidugc kiém tra. Va not y nghia thrc tién khac 1ada ap
dung thanh céng quy trinh &n thr bao mat cai tién két hop voi
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céng @ Acunetix Web Vulnerability Scanner vacéki thir bao mat
website lat.com.vn.

Tuy nhién bén anh nhing diéu dat duoc, luan van con 6n
tai mot vai diém han ché sau: Hn ck dau tién @a luan vn I,
nhiing 16i bao mat madé tai néu ra chla nhiing 16i bao mat phd bién
cha chra bao ph dugc hét toan [ cac bi bao mat hién nay. Hin
ché thir hai aia luan van chinh la ¢ phuong phap Km thir ma Iuin
van. Luan vian nghién éu kiém thir bao mat web dra trén mé hinh
kiém thar hop den la cla yéu, chra vn dung cacdiém manh aia cac
ky thuat kiém thir khac nlr ky thuat kiém thir hop tring, ky thuat
kiém thar hop xam vao lan van.

Trén @ s5 nghién &u cac tr lieu va Kt qua thuc nghém
cho tHiy kiém thir bao mit website 14 4 quan tong, viéc thuc hién
kiém thir som < 1am gam thoi gian kiém thir cho cac giadoan sau
va ting chit lugng aia @in pham. Viéc thec hién kiém tha bao mat
(kiém thir ngay fr giai doan phan tich tidit ké hé théng) la ét tét.
Tuy nhién,dé van dung va thrc hién mot cach héu qua cac qui trinh,
phuong phap va conguckiém thir bao mat vin con nhéu van dé dat
ra cn tiép tuc giai quyét. T nhitng han ché con Bn dong aia dé tai
duoc trinh bay trén. Chang ta céétidé xuat nhirng hréng nghién
ciru va trén khai tép theo @a luan van la:

- Nghién au thém nat sb phuong phéap 4n cong va cach
phong cléng mbi nham nang cao ku qua trong vic
kiém ther bao mat website.

- Duya trén gn tang kién thirc kiém thir hop denda co tén
hanh xay ang b hd so kiém thir hop tring d6 bao mat
cua webiste.
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Nghién gru thém ¥ cac \in dé bao mat, cac cong ¢ ma
ngwn mo vé do tim bi bao mat. Tir d6 xay drng mot
cong @ hd tro viéc do tim bi bao mat mai, hoan thén
hon, dé c6 thé hd tro tét hon vao quy trinh Km thi bao

mat.



