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DANH MUC CAC KY HIEU, CAC CHU VIET TAT
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Base Station, tram gbc. Piém gan két giita hé thong camera
giam sat v6i nguoi dung. Tai ddy, tac to di dong giao tiép voi
ngudi ding va chuyén yéu cau nguoi dung thanh nhiém vu
giam sat twong ung va trao ddi thong tin v6i hé thdng. Thuat
ngit trong duwong OCU (Operator/ Control Unit)

Smart Camera, camera thong minh. Ngoai bd phan cam bién
ghi hinh khung canh va bién doi thanh dit liéu s6, SC con ¢6
cac khéi chirc niang khac nhu luu trit, truyén thong, xu 1y,
diéu khién PTZ ...

Smart Camera Network, mang lién két cac camera thong
minh. La mang lién két cac SC, khong hudng cau tric ma
huéng cac su kién hé thong phuc vu cho muc dich giam sét an
ninh. SCN la mot dai dién cua hé théng xur 1y hinh toan nang,
hé théng da phuong tién nhiing phén tan.

Surveillance Cluster, nhdém cac camera giam sat. Mot nhém
duoc tao boi cac SC c6 quan hé trong su ki€n, nhiém vu.
Trong SCN, khai niém nay dung dé chi nhiing SC hoat dong
& ché do trung gian giao tiép giita tmg dung tra ctru, BS voi

cac SC khac. Tén goi khac: AGM (Archive/ Gateway Module)
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CHUONG 1 : MO PAU

1.1 DAN NHAP

Viéc tmg dung mang camera dé giam sat an ninh khu vuc da duoc dua
vao thuc té tir rat lau. Theo dong phat trién khoa hoc cong nghé, cac mang
camera giam sat phat trién khong ngimg, dén nay da trai qua ba thé hé cong
nghé¢

Thé hé dau tién, 1a giai doan sir dung cac camera tuong tu CCTV, tin
hiéu hinh 4nh dugc truyén tir vé trung tim, noi c6 dat thiét bi xut hinh hay
luu trir ra bang tur.

Thé hé tht hai, d c6 su tién chuyén 13 xudt hién cac thiét bi s dat tai
trung tam, cac dong dir liéu hinh truyén tai vé day dugc phan tich va xu 1y tu
dong theo thoi gian thue. Hé théng c6 kha ning dua ra canh béo duwa trén

phan tich ty dong dit liéu nhan duogc do cac camera cung cép.
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Hinh 1. Cac hé théng camera giam sat thé hé thir nhit va thi hai
Thé hé thtr ba, 1a thé hé mang giam sat ngdy nay, dd c6 sy thay thé
hoan toan cic camera twong tu boi cac camera sd nén dong dit liéu hinh
truyén vé trung tdm 1a dong video dd qua nén dé tbi uu bang thong cling nhu
str dung tryc tiép ha ting mang /P nhu Ethernet hay Wireless LAN. Tai trung

tam cac thiét bi cling c6 hiéu nang cao hon nhiéu so voi thé h¢ trude.
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Hinh 2. H¢ thong camera giam sat thé h¢ thir ba

Khai niém camera thong minh intelligent camera bat dau duoc dua ra
vao thoi diém nay, véi dinh nghia don gian 13 camera c6 thé tién xir 1y cac
hinh anh thu nhén duoc'.

Tuy nhién hé théng thé hé thr ba chua that sy dap ung dugc nhu cau
nguoi dung trong nhiéu truong hop. Nguyén nhin siu xa nam tai kién trac
cua hé théng. Kién trtc nay co nhiéu nhuoc diém, cu thé nhu:

- Tinh chiu 16i thdp Khi c6 sy cb tai trung tam diéu khién dé dan dén
diéu khién hé thong, cac phan tich va xur 1y dit liéu hinh bi dinh tré dén
khi su ¢b nay duoc khéc phuc.

- Théng tin chwa nhw mong muén Dé c6 cac két qua phan tich dir ligu
hinh chét luong cao, cac dit liéu hinh truyén tai vé trung tdm phai chon
phuong phap nén khong mat thong tin lossless va toc d6 dong bit cao.
Bai toan dit ra ¢ day 1a can nhic giita bang thong va ty sd nén. Nhimng
phuong phap nén hién nay nhu JPEG, MPEG hay MJPEG cho ty s6
nén t6t nhung thudc loai nén mat thong tin. Nhu vay co thé xay ra
truong hop 1a c¢6 dit liéu truyén vé trung tdm nhung chét luong dir liu

d6 khong dap tmg dugc nhu cau ctia tng dung.

! Céc tac vu nhu trich chon dic trung, phat hién chuyén dong va thong tin canh bao truyén vé trung tam trudc
song song voi viée truyén dong dit liéu hinh vé & cac toc do khung va chat lugng anh khac nhau.



sau:

AN

Thiéu tinh tw chii Thong tin diéu khién ludn theo hudng tir trung tdm
dén camera, giita cac camera khong c6 kha ning trao d6i thong tin truc
tiép.

Khéng cé kha ndng tdi cdu triic kién tric phan ting va phéan chia chirc
nang cua timg ving trong hé thong dan dén kha ning thich nghi cta hé
thong 13 khong cao. Diéu nay dan dén viéc lai ghép hay phan tach hé
thong rat kho khan. Hé thong 1a hau nhu khong phén tach tiy ¥ duge
do ton tai trung tAm diéu khién.

Vé tong quan, mot hé thong giam sat an ninh gdm c6 nhing thanh phan

Kién triic cam bién.

Céc thuat toan phat hién va xtr Iy cip thap.

Kién triic xir Iy tinh toan phan cung.

Kién triic xir Iy tinh toan phan mém.

Giao dién nguoi dung.

Cac thuat toan cdp cao dé hop nhat dit liéu va loai bo nhing su kién
khong mong mudn.

Trong nhitng nim gan day, nguoi ta di tip trung nghién ciru thay do6i

kién trac hé thong trong cac thanh phan 3, 4 tir xir 1y tap trung sang phén tan.

Tat nhién nhitng thay doi vé kién tric d6 s& din dén nhing thay doi tuong

ung & nhitng thanh phﬁn con lai. Hé théng moi duoc Xép loai 1a thé hé thir 3+.

Luan van nay duoc xay dung nham muc dich nghién ctru va xay dung

m&i mot san pham 13 hé théng trong nhom thé hé 3+ nay. San pham nay duoc
dat tén 1a HE THONG CAMERA THONG MINH - Smart Camera Networks
(SCN).



1.2 GIOT HAN HE THONG VA CAC HE THONG TUONG TV

Céc hé théng xur Iy hinh toan ning ubiquitous vision system (UVS)?, 13
mong mudn dat duoc ciia cac nha khoa hoc may tinh trén thé gidi. Trén mot
linh vuc cu thé 13 giam st an ninh khu vuc thi SCN c6 thé coi 1a dai dién tiéu
biéu caa UVS, do vay to1 chon lya va xay dung SCN trong pham vi cac rang
budc vé cong nghé va tmg dung nhat dinh.

SCN tong quat duoc dinh nghia 13 mang cua cac camera phan tan thyc
su va phén tai phan tan xt Iy tinh toan’.

Trén thé gidi, cac hé théng gan tuong tw nhu SCN ciing di duoc nhiéu
nha khoa hoc nghién ctru hodc di dugc tng dung trong an ninh qudc phong.
Muc ti€u xay dung h¢ théng SCN cho thi truong dan sy va an ninh khu vuc,
nén toi tap trung xay dung va giai quyét hai bai toan co ban nhat ciia mot
mang giam sat an ninh phén tan, cu thé 1a:

1. Bai toan CB1: Panh gia tac dong va co ché diéu chinh phan tan nhiém
vu giam sat cho mdi SC trong SCN.
2. Bai toan CB2: Tim kiém thong tin, dir liéu hinh da luu trit trong SCN.

Céc tng dung phat hi¢n va trich chon dac trung cuc bd cod thé xtr 1y boi
mot camera don nhat duoc coi 14 don gian va khong trinh bay trong luan vin
nay.

Tuy phan tich hanh vi d6i twong, phan tich tinh hudng phat hién chuyén
dong bat thuong 1a nhimg Gng dung phirc tap nhung c6 thé giai quyét boi viee
phat trién bai toan CB1, va ciing nim ngoai pham vi nghién ctru cta luan van
nay nén cling khong trinh bay tai ddy ma danh cho céc nghién clru mé rong

tiép theo.

? Capture and maintain an awareness of dynamic events of variable spatiotemporal resolution and of multiple
levels of abstraction.
3 Physically distributed cameras and distributed computing.
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Do diéu kién k¥ thuét chua c6 diéu kién trién khai thuc té tai Viét Nam
nén hai bai toan co ban néu trén dugc xay dung va giai quyét trén co s phin

tich, danh gia va thtr nghiém trén mo6 hinh mé phdng va phong thi nghiém.

1.3 Y NGHIA KHOA HOC VA THUC TIEN

Luén van nay la mdt g dung nho cua nganh khoa hoc may tinh vao
trong linh vuc giam sat an ninh khu vuc va 1a co s& dé xay dung cac hé thong
thuong mai méi, pht hop véi mit bang khoa hoc va cong nghé tai Viét Nam
hién nay. Nhing dong gop chinh vé mit khoa hoc cua luan van la:
- Pé xuat chuyén dbi nhitng thuét toan xir Iy anh va thong tin hinh tap
trung thanh nhitng lién két nhiém vu phan tan trong mot mang phén tan
thue sy cua cac thiét bi nhung dap ung thoi gian thuc.
- Pé xuat sir dung framework mém déo cho phian mém va st dung céac
tac tr thong minh di dong khi lién két nhiém vu 1a nhitng huéng di
dung khi phat trién ing dung cho céc thiét bi nhung.
- Pé xuat str dung cau tric luu trit trong hé thiét bi nhing phéan tan voi
hai 16p trong sudt dbi v6i tmg dung va ngudi dung cho bai toan luu trix
va tra ctiru dir li€u hinh.
- Pé xuat str dung phuong phap truyén théng vo tuyén phi cau tric cho
hé thong giam sat an ninh trong cac trudng hop khan cip va dic biét.
Tir bai toan CB1 c6 thé dé dang phat trién thanh cac bai toan twong tu
giai quyét duoc nhitng van dé phirc tap hon. Bai toan CB2 1a khudén miu va vi
du cho viéc xay dung cac hé thong luu trir nhiing phan tan khac.

Céc tung dung, nghién ctru trong SCN c¢6 thé tai sir dung va phat trién
cho cac hé théng da phuong tién phan tin khac vi du nhu Smart Audio

Network, hay tong quat hon vi du nhu Smart Sensor Network.
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Bb cuc

Chuong 2 néu Gidi han hé théng; cac van dé va dinh hudng chon lwra
kién triic phan ctmg va phan mém cho cac SC 1a cic phan tir co ban ciia hé
théng SCN.

Chuong 3,4,5,6 1a cac chu dé co ban nhit trong hé théng SCN la van dé
danh dia chi SC, van d¢ dong bo bo dém, van dé dinh tuyén, van dé an ninh
truyén thong trong SCN. Nhiing cht dé nay 1a co s& va cé tac dong dén mo
hinh va giai phap cho hai bai toan CB1 va CB2 dugc giai quyét trong chuong
7 va 8.

Phan cudi cung 1a két luan va nhitng hudng nghién ctu tiép theo khi

phat trién hé théng twong tu va ké thira SCN.
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Chwong 2 : MO HINH THIET KE SC & SCN

Hé thong SCN duoc xay dung dya trén nén tang 1a cac SmartCamera

(SC) phan tan va truyén thong khong day ngang hang (ad-hoc) giita ching.
- MBJi SC 1a mot hé théng nhing c6 dap tmg thoi gian thye RTES®.
- Truyén thong trong SCN sir dung chuan 802.11°.

Trong nhiing tng dung, hoan canh cy thé, mot SC binh thuong c6 thé
hoat dong & cac ché do khac nhau va hién dién trong hé thong nhu 1a mot thiét
bi khac.

- BS biém gin két v6i nguoi dung, twong tac v6i hé théng khac hodc tir
d6 12 ngudn phat sinh diéu khién, dich vu thu thap sé liéu.
- Proxy DPiém trung gian gitta BS va cic SC khac hoat dong nhu mot

Router, Data Proxy, RBS ...

- active SC Hoat dong & ché d6 binh thuong, ¢ xu 1y ca hinh anh va
truyén thong.
- sleep SC Hoat dong & ché d6 tiét kiém ning luong, giam tai xir 1y va

truyén thong.

2.1 DINH HPONG THIET KE SCN
Khi lira chon kién trac phan ctmg va phan mém cho SC trong SCN can
tuan thu cac dinh hudéng thiét ké sau: huéng md, theo nhu cau, hudéng dong va

manh mé.

* Cac SC duge chon phai di nho; t&i wu ning lugng dé c6 thé hoat dong ma khong can thiét bi cip ngudn
ngoai trong mot khoang thoi gian nhét dinh; khong bit budc phai cb dinh va khung nhin giim sat c¢6 thé thay
ddi PTZ tuy y hodc theo tmg dung.

* Trong trudng hop mét nhom cac SC duge két ndi béi mot phwong thire truyén théng tbe do cao, hudng ciu
tric thi nhom SC d6 dugc coi nhu 1a mot SC déc biét trong hé théng va cac SC khac giao tiép v61 nhém SC
d6 nhu mot SC doc 1ap, phan biét vai s_clu, microcluster.

Trong hé théng c6 thé tai mot thoi diém hay mét pham vi nhéit dinh hodc mét ung dung nhét dinh c6 tdn tai
diém truy nhap tép trung AP vi du nhu vé€ tinh dia tinh, cluster AP tuy nhién cac ing dung dugc xay dung
nhdm dam bao phu thudc it nhét vao cac AP trén khi hoat dong.
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Hinh 3. Dinh huéng thibt ké SCN 8 o

Phuc vu theo nhu ciu - on demand

Khac voi hudng tiép can cua cac hé thdng trude, cac thong tin va dir
liéu hinh dugc tap trung vé trung tam, va s€ phan phéi thong tin, tham chiéy 'Q
dén nhitng ngudi dung quan tim. @) ¢
Trong SCN v6i mdi ngudi dung, mdi ngit canh, hé théng s& co dap tmg
thich hop. Dinh huéng nay con gép phan dam bao dap tng thoi gian thuckua @
hé thong. Viéc chia cac nhiém vu giam sat theo cac mirc QoS khé&ﬁhau, va
diéu chinh muc QoS cua ung dung tuy theo nhu cau, su kién s& dkn bao hé 8 O
thong ludn trong tam kiém soat ctia tai xu 1y, tai truyén thong.
Khai niém on-demand s& xuét hién trong nhiéu van dé cta hé théng O
SCN, vi du nhu: O
- Routing on-demand Dinh tuyén theo nhu cau.
- TimeSync on-demand Dong bd thdi gian theo nhu cau.
- Video on-demand Phat hinh theo nhu cau.

Hudng dong - dynamic

bay 1a mdt dac tinh chung thuong gap ¢ cac hé phan tan. Pac tinh nay
gitip SCN ¢6 kha ning tai cdu trac khi c6 su ¢d hodc nham thich nghi véi ing

dung, mo1 truong.
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Tinh huéng dong can dugc dé cao trong tat ca cac van dé trong SCN, vi
du nhu:

- Dynamic Routing. dam bao viéc truyén thong tét trong cac diéu kién
hoat dong khac nhau cua hé thong, thich nghi t6t véi mo hinh mang
khong hudng cau triac nhur SCN.

- Address-Free Naming Architecture. dam bao dia chi don nhat cho
thiét bi trong pham vi ung dung nhung vin hd tro ting téc tim kiém
thiét bi du khong ton tai mot diém tap trung va phan phdi thong tin
trong SCN.

- Dynamic Task Distribution. ddm bao cic nhi€ém vu giam sat dugc
truyén tai va chuyén giao ty dong gitta cac SC trong SCN ma khong
can diém tap trung va phan phdi thong tin diéu khién.

Hudng moé - openness

Hé théng SCN phai 1a hé thdng hudéng mé hoan toan. Di nhién, khi
thiét ké SCN va tudn thu dinh huéng on-demand va dynamic thi hé thong da
dam bao duogc tinh thich nghi va kha mo. Tuy nhién dinh huéng mé can duge
tach riéng dé luu y ngudi thiét ké ring SCN can dam bao hd tro kha ning lai
ghép véi cac hé théng khac. Cac hé thong d6 khong bat budc phai 1a SCN ma
c6 thé 1a nhiing hé multimedia hodc nhimng hé thu thap sd liéu khac.

Manh mé - robustness

Piém yéu cia cac hé théng cii 1a nang luc tinh toan cua hé thong tap
trung hoan toan tai trung tdm diéu khién va hau nhu 13 ¢6 dinh néu nhu khong
cO su nang cép vé thiét bi. Mot hé théng da duoc thiét ké cho 100 camera sé&
gdp van dé vé xtr 1y khi ¢6 bd sung thém 1000, 10000 camera.

Hé théng SCN duoc xay dung trén co sé phan tai tinh toan, luu trir s&

gidi quyét van dé nay chon ven, dam bao néu c6 gia tang veé s6 lugng di€m
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tham gia hé thong, s luong nhiém vu gidm sat thi van kiém soat dugc tai
nguyén va hi€u nang chung cua hé.
Sau day la céc kién triic dién hinh cua phan cing va phan mém cta mdot

SC trong SCN.

2.2 KIEN TRUC PHAN CUNG VA KHOI CHU'C NANG CUA MOT SC
Tai nhitng hé thong tuong ty SCN, ngudi ta thuong chia SC thanh ba
khéi 1a cam bién, xtr Iy va truyén thong.
- Sensor Unit Thu thap cac dir li€u hinh
- Processing Unit Thuc thi cac tac vy va Xuét 1énh diéu khién camera
- Communication Unit Trao doi thong tin gitta cac SC voi nhau, v6i hé

thdng khac bao gom ca dit liéu va thong tin diéu khién.

@H@

@@
=

]

Hinh 4. So dd khdi chirc niing phén cirng trong SC
Hinh 5 1a so d6 khoi kién truc phan cung mot SC voi hat nhan 1a DSP

TMS320C6415T va danh gia muc ti€u thu nang luong trung binh ctia SC do6.

KHOI CAM BIEN
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Qty [ Part [ Power [ Overall
Sensing unit
1 | Image sensor (KAC-9618) 21W [ 21W

s ) 1 | FIFO memory (IDT-72V3664) 02W | 02W

Lm” q’ mro_| censr | & mg m Overall power consumption 23W
o NMCTF0%| g
i E
7 Ere.ce
PO

Processing block
) h e T | DSP (TMS320C6415T @ 1 GHz) T4W | 1AW
) iy 1 | DSP (TMS320C6415T @ 600 MHz) LOW | LOW
— 4 | RAM (32 MB) 048 W | 1.92W
i PP = | 1 | FPGA (XC2550e) 18W | 18W
Y tirace ) Overall power consumption @ 1 GHz 512W
Wi ) Overall power consumption @ 600 MHz 4.72W
Communication unit
Addin
\ad Carmactor \ad 1 Network processor (IXP422 @533 MHz) [ L2W [ 12W
g 8 | RAM (32 MB) 048W | 336 W
1 Ethernet PHY (LXT971) 0.33W | 033 W
Overall power consumption 489 W

Hinh 5. Kién tric phin cirng va danh gia mirc tiéu thu ning lwgng mét SC
Dud1 day la cac khoi chire nang ciia SC nhu trong hinh 5.

Khoi cam bién

Trung tim cua khéi cam bién 1a cam bién hinh CMOS véi giao tiép
FPGA 1a giao dién chung v&i khéi xir 1y. Tuy phan 16n cam bién hinh ¢6 phan
giai 1én dén 12 bit diém, nhung khi qua FPGA giam xudng con 8 bit. FPGA
truyén dir liéu dén khéi xir 1y thong qua ving nhé dém FIFO. Ngoai ra con c6
cac thong s khac duoce quyét dinh boi khdi cam bién 1a:

- dynamic range ving dong, trong cac tmg dung doi hoi chit lugng anh
cao, khir m¢ cung voi su thich nghi vai su thay ddi cua diéu kién chiéu
sang thi can ¢6 cac cam bién hinh anh xir 1y chat lugng cao.

- resolution & frame rate 36 phan giai va téc d6 truyén khung hinh,
nhiéu cam bién hinh chi xuat nhiing khung hinh nhé chét lugng thap
CIF hay QCIF. Nhiing dinh dang nay chi phu hop véi thiét bi monitor
1a dién thoai hodc PDA. C6 nhiéu tmg dung doi hoi d6 phan giai cao
hon vi du nhu PAL (720x576 diém). Phan 16n cac thuét toan xu 1y
thuong gap dung anh dau vao 13 anh da mic xam tuy nhién v6i BS thi
anh mau van 1a wu tién hon trong trudng hop xuit trinh dién cho ngudi
giam sat. Toc do truyén khung t6i da ciing 1a mot thong sd rat quan
trong, thuong thi 2 fps 1a c6 thé dap tmg duoc cho viéc theo ddi giam

sat an ninh.
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- digital interface giao tiép sd, trong cac cam bién hinh c6 bao gom bo

khuéch dai twong tu va cac bién d6i ADC.
Khéi xir ly

Do dic thu cong viée xir Iy dong dir liéu hinh cing véi yéu cau tbi uu
ning luong nén DSP 13 chon lya hop 1y cho hat nhan cia hé théng®. Mot vai
tac vu ddc thi co thé xir 1y truc tiép trong khéi xtr Iy don 1é trén nhu nén hinh,
phan tich hinh, tinh toan don, diéu khién camera va céc ing dung.

Khéi xir Iy giao tiép voi khdi truyén théng qua bus, vi du bus PCI chay
¢ xung nhip 133MHz.

Khbi truyén thong

Khéi truyén thong dam nhan viéc trao ddi thong tin gitra SC voi thé
gidi ngoai. Tong quat thi viéc truyén thong trong SC gdm c6 hai phan.
- Npi truyén théng giao tiép véi khoi xir Iy thong qua bus PCI, giao tiép
v6i khéi luu trir qua cac kénh DMA truc tiép va ving dém.
- Ngoai truyén théng thiét 1ap cac kénh giao tiép nhu Ethernet, wireless
LAN hay GPRS.
Dé tang hiéu ning va phan tach chirc ning, trong SC ¢6 str dung bd xir
Iy mang chuyén dung’. Pay 1a bo xtr 1y hiéu nang cao dang System on Chip
(SoC) cung cip dugc tit ca cac giao dién can thiét nhu Ethernet, USB va cong
tudn tu. GSM/GPRS duoc dap Gmg béi md dun WaveCom két ndi véi cong
tuan ty ciia bo xir 1y trén. Cac giao dién khac nhu UMTS, IDE, WLAN duoc
tich hop chung boi bus PCI, USB hoic cong tuan tu.

2.3 KIEN TRUC PHAN MEM TRONG SC
Kién tric phan mém trong SC dugc xay dung dua trén kién trac phan

ctng, tuy nhién nham phuc vu cho cac tmg dung khac nhau, tranh dé ngudi

$ DSP TMS320-C6415T c¢6 1 Mb bd nhé va dat dén SOOO MIPS v6i xung nhip 1GHz.
" Intel XScale IXP422 c6 bd nhé 256 Mb va chay ¢ toc do 533 MHz.
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phat trién can thiép qua siu vao phan ctng hé théng nén cac dic ta phan mém
déu cb gang phat huy kha ning triru twong hoa cac giao tiép tmg dung APL.
API gitip nguoi phat trién tap trung vao nhiém vu chinh ma khong mét nhiéu
thot gian cho nhitng van dé hién thuc cu thé. Vi du nhu phat trién ham
GetVideo() toan nang giup nguoi 1ap trinh truy nhap nhidu ngudn video khac
nhau (c6 khac biét vé cach thuc hién) ma khong phai thay doi bat ky dong
1énh chuong trinh nao.

Trong mdt SC cu thé, kién trac phﬁn mém duge thiét ké nham dam bao
tinh mém déo, linh dong va hiéu ning cao [DESC_06]. Ciing nhu kién trac
phan cing, twong tng kién tric phadn mém gdm co 2 phan.

- DSP Framework (DSP-FW): hd trg cho cac DSP va cung cip mdi
truong g dung cho cac tac vy thudt toan ciing nhu dic ta phan cing
va quan ly tai nguyén dé tai cau hinh va kha chuyén.

- SmartCam Framework (SC-FW): hd tro bo xtr Iy mang va dong vai tro
cau ndi gitra cac DSP va cung cap truy nhap thé gidi ngoai. Thém vao
do6, SC-FW con thu thap cac thong tin trang thai cia DSP dugc cung
cap boi DSP-FW.
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SmariCam framework Processor boundary DSP framework =
User mode (application layer) | DSP algorithms !
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Hinh 6. Kién tric phan mém trong SC dién hinh

DSP-FW dugc xay dung dua trén DSP/BIOS, mot hé diéu hanh thoi
gian thuc dugc cung cép boi Texas Instruments (TI), nd cung cap cac tic vu
bit tay tinh, dong bo va ddi twong truyén thong, 16p giao tiép phan cing co
ban nhu 1a mot phan ca chip-support library (CSL). DSP-FW cung cAp moi
truong hoat dong cho cic chic ning cua hé diéu hanh va céc chic ning
chuyén tiép muc thap.

Trong trudng hop kich hoat hodc tai cdu hinh phan mém DSP, chi cac
trinh diéu khién va cac chirc ning can thiét dé bat dau DSP dugc luu trong 16p
trinh diéu khién thiét bi co sé. Cac trinh diéu khién nay lién két v6i hat nhan
ctia hé diéu hanh DSP/BIOS. Do viy, khong can nang cap hay thay thé mo
dun nay khi stir dung.

Tuy nhién, hé truyén thong diép va tai hudng dong tao nén murc thap
nhit cta hé théng va 1 phan chinh cuia 16p trinh diéu khién co so.

Basic Driver
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0 Messaging 13 trai tim cua hé thong truyén thong cac DSP. Nhim
tiép can cac kénh truyén thong, viéc trao d6i dir liéu va ludng
diéu khién gifra cac tac vu dugc dam nhan bdi hé truyén thong
diép. Phu thudc vao dich dén, thong diép c6 thé chuyén dén cing
DSP hay theo PCI dén DSP khac hoic B¢ xur Iy mang. Khi thiét
ké hé théng truyén thong diép can bam sat kénh truyén thong va
dat hi€éu ndng cao nham tranh sut giam hi¢u nang boi tbc do
truyén dit liéu thap.

0 Dynamic Loading Nham viéc chuyén d6i qua lai giita cac tng
dung hién chua sin sang, hé théng can tam dimg, tai vé ma
chuong trinh moi va hé théng méi duoc bit dau. Tuy nhién viéc
nay thira huong sy mém déo ctia hé thong boi viée tai va gd bo
mg dung, trinh diéu khién ngay khi dang hoat dong. Do vay mo
dun tai dong duoc tich hop vao trong DSP-FW. Dynamic loader
nam trong 16p 16i va lién két voi hé truyén thong diép dén PCI va
tich hop truc tuyén v6i phan mém Gng dung dang hoat dong. Dé
tang cuong kha ning tai cau hinh, moi mé dun trir mé dun cip
thip duoc tai dong khi bat dau, hodc theo yéu cau. Boi cach nay
dich vu hodc tmg dung c6 thé tai vé, g& bé hoic thay thé ngay
khi dang hoat dong.

- Optional Driver Cic trinh diéu khién phan cing khong can thiét trong
qua trinh khoi dong dugc tai dong khi c6 nhu cau. Nhitng trinh nay
gdm c6 trinh diéu khién cam bién hinh, trinh diéu khién 4m thanh, trinh
diéu khién video tuong tu phéi tuan theo giao dién chuong trinh DSP-
Fw.
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- Services Layer Bao gdbm mdt vai mé dun (dich vu) nham dap tng céc
muc dich theo doi va dinh vi tai nguyén, dit li¢u phan tan va cac thuat
toan tich hop theo chuan thuét toan do 77 dé xuat.

O Resource Management: viéc quan ly cic tai nguyén mirc thap
nhu cic kénh DMA, ngit DMA va ngit phan ctimg béi CSL nhu
la mot phﬁn cua DSP/BIOS. Tinh toan thoi gian thuc dit liéu hinh
yéu cau khdi lwong 16n dit liéu truyén nhan do d6 muc sir dung
DMA 14 cao. Vi thé mét trong nhimg tic vu cuia quan 1y tai
nghién 13 giam sat luu thong cua cac kénh va ngit DMA.

0 Data Services: khbi dich vu dich vu cung cip cac dich vu
publisher/ subscriber cho cac trinh diéu khién thiét bi phan cimg
va ing dung. Pay 1a cach mot client c6 thé xuét trinh dit liéu
hogc chinh ban than né nhu la dit liéu 4n ddu mot cach tach biét.
Do cac dich vu dit liéu nim ngay trong mdi DSP nén dir liéu ban
bd ¢ thé dugce yéu cau tir moi DSP trong SC. Do d6, cac tng
dung yéu cau dir liéu nhap hodc cung cip dir liéu cho vung dir
lidu tir cac dich vu dir liéu thay vi trinh diéu khién thiét bi phan
ctmg. Ung dung dang ky nhu 13 mot dich vu thanh phan va céac
dich vu dir lidu thiét 1ap két n6i v6i ngudn dir liéu va cung cap
cho thué bao dir liéu dugc yéu cau.

0 Extended RF-5: nham chuan hoa giao dién cac (mg dung Texas
Instruments cung cip Reference Framework 5 (RF5), & d6 dinh
nghia cach ma cac tmg dung cho phép truy van tai nguyén nhu
thé ndo va cac tung dung c6 thé str dung bd nhé nhu thé nao. Do
d6, DSP-FW cung cip giao dién va phuong thirc dé hd trg cac
ung dung tuong thich RF5. Tuy nhién RF5 chi dinh nghia nhiing
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cau hinh tinh. Vi vay nhiing Gng dung nay can dugc gan ndi vao
khung tng dung DSP-FW dé c6 thé tai dong.

- Application Layer cac Gimg dung thuc thi trén dinh cta céc 16p dugc mo
ta. Cac img dung c6 thé thuc thi trén cac ma twong thich SC bai viéc
dung k¥ thuat triru twong hoa phan cing. Nham hd trg viée chuyén d6i
cac ung dung gitta cac DSP va SC, moi tmg dung phai hd tro viéc tuan
tu hoa dir liéu tirc thoi. Vi cach niy cac ing dung co thé tai thyc thi
trén DSP khac bai viée tai dit liéu tuan tu hoa trude d6 va tiép tuc qua
trinh tinh toan.

Cac ung dung c6 thé don thuan duoc xay dung tir cac thuit toan, vi du
nhu trong hinh 6 1a cac doan thuat todn motion detection, mpeg-4 encoder,
vehicle detection.

Khi phat trién tng dung cac thuat toan trén tuong ung véi cac ché do
hoat dong khac nhau dé dam bao QoS chung cta hé théng do tdm quan trong
ctia cac img dung nay tai cac thoi diém 1a khac nhau.

SC-FW

SC-FW la thanh phan quan trong th{r hai trong kién trac phan mém cua
SC. SC-FW chay trén b xtr Iy mang, dugc diéu hanh boi Linux. SC-FW dap
tmg cho viéc quan tri va dong bd cac DSP ciing nhu truyén thong diép giita
cac DSP va gitra by xtr ly mang vdi DSP. Mot SC-FW duoc coi 1a ¢ 3 16p
gom:

- DSP kernel module theo kién trac Linux, md dun hat nhan DSP chi
cung cip cac chlic ning co ban nham giit cho hat nhan cia hé diéu
hanh nhé va hoat dong nhanh. Tuy nhién dé cung cép cac chilic ning
yéu cau cho DSP-FW va céac tmg dung, thi mé dun hat nhan DSP duoc

chia thanh ba khéi chirc nang.
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0 DSP Services trong hé thong da xtr 1y, nd thudng dam bao céc
truy nhap qua lai d&én cac bd xir Iy. Do d6 mé dun hat nhan DSP
cung cAp mot giao dién truyén théng diép cho cac DSP nham bat
ché do khoa hay mo khoa cac bo xtr Iy dé gan truy nhap dén bo
xt Iy d6. Dé dap tmg tdc d6 truyén dit liéu cao, mod dun hat nhan
DSP con quan ly truy nhap tai nguyén DMA cua cac DSP.

0 Low-Level Routines qua trinh truyén thong véi cac DSP don gian
duoc nhin nhan nhu 14 trao doi vung nhd. Do d6 moé dun hat
nhan cung cip phuong thirc doc va ghi ving nhé trong cac DSP.
Thém vao d6, mdé dun hat nhan cung cip thong tin dén cac DSP
va tmg dung vé s6 luong DSP, cac dic trung va cac chirc ning dé
khéi tao hoac reset DSP.

O Message Pre-Dispatch Nham truyén thong diép hiéu qua giita
cac Gmg dung va DSP, mé dun hat nhén truyén thong diép dén tur
cac DSP dén nhom cac tmg dung, noi ma cudi cung s& truyén
dén tmg dung dang ky can nhan.

- DSP Access Library (DSPlib) bd sung cac dic ta phan cimg va chuc
ning truyén thong cho 16p kernel-mode. DSPlib cung cap giao dién
mirc cao cho cac tmg dung dé twong tac voi DSP. Cac chirc ning cia
DSPlib bao gdm hé thdng xuit ban/ding ky thong diép, diéu nay cho
phép cac ung dung dang ky cac thong di€p dugc nhan va gui di tu thu
vién truy nhap DSP. Thém vao d6, viéc quan ly cac ing dung tai dong
bao gdm viéc giam sat va diéu khién (bat dau/ dimg) cac tac vu ciing 1a
mdt phan cua thu vién nay.

- Applications cic tng dung tuong tac voi cac DSP bang cach sir dung

thu vién truy nhap DSP. SC-FW bao gdm tip cac ing dung nhim hd
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trg DSP-FW, diéu khién va giam sat cac DSP va mé dun hat nhan DSP.
Gom co
0 Dich vu ciu ndi: nghe ngdng cac thong bao dich vu tir quan 1y
dich vu va chuyén tiép yéu cau nhan dugc dén diing quan 1y dich
vu can thiét.
0 Thanh phan giam sat hiéu ning: thu thap cac thong tin hién trang
cua cac DSP va bo xir Iy mang.

0 Cong cu quan tri cac mo dun tai dong.

2.4 TONG KET VA BAN LUAN

Chuong 2 néu nhitng giéi han va dinh hudng thiét ké SCN, phan tich
cac khéi chirc ning phan cimg va phan mém trong mot SC dién hinh.

Chi v6i 4 dinh hudng thiét ké da néu, gdm on-demand, dynamic,
openness, robustness da dam bao hé théng SCN s& ¢6 nhiéu diém wu viét hon
cac hé thong trude, tuy nhién viéc tuan thi cic dinh hudng nay 1a khong dé
dang do céc rao can vé cong nghé va 1op bai toan cac nhiém vy giam sat 13 rat
da dang va phuc tap.

Trong kién tric phan ctmg ctia SC phan 2.3 chwa d& cip dén mot bd
sung quan trong va hitu dung 1a khéi luu trit. Viéc bd sung nhimng thiét bi luu
trit Flash dung luong rat 1on ¢ 1 Gb, 4 Gb, tham chi 16 Gb cho cac SC 1a
hoan toan kha thi va trong mirc kinh phi chdp nhan dwoc ma lai mang dén rat
nhiéu loi ich cho hé théng SCN. Néu nhu trong khéi xir Iy xuat hién nhiéu
DSP thi tai khdi cam bién dd c6 nhitng dé xuat st dung hai cam bién hinh
phuc vu cho nhirng tng dung chuyén biét hoic nhitng hé éng kinh khac nhau.

Tuy nhién nhiing thay d6i thuan tiy vé s6 lugng nay khong anh huong
dén khuon mau framework khi xay dung phan mém tng dung. Hién nay, kién

trac phan mém di néu véi DSP-FW va SC-FW vén dang 1a khuon miu khi
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thiét ké cac SC. Cung véi su phat trién cua cac vi xt 1y, cac firmware va
framework méi ciing khong ngimg duoc cac nha san xuat dua ra theo huéng
da nhan, da ing dung va tang cuong hiéu nang trén cung muc ti€u thu nang
luong (dinh luat Moore mé rong). Tai thoi diém hién nay, kién trac mai nhat
la cong ngh¢ DaVinci cung voi OS MontaVista do TexasInstrument phat
trién®. DaVinci Framework mang dén nhiéu cai thién cho nguoi lap trinh tng
dung béi kha nang triru tuong hoa thong qua cac giao tiép ung dung API
[PCW_06].

¥ TMS320DM6443 ding cho ting dung giai ma video va TMS320DM6446 nham dén cac img dung chuyén
ma video.
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CHUONG 3 : KIEN TRUC DANH PIA CHi TU DO TRONG
SCN

Nhu 12 mot tin dd cua mang [P, viéc danh dia chi cac SC dua trén dai
dia chi I/Pv4 hay IPv6 1a diéu duoc nghi dén dau tién khi tiép cin van dé nay.
Nguyén do 13 sy xudt hién cua BS trong SCN c6 thé coi nhu 13 gbc cua dai dia
chi IP trong 16p. Bén canh d6 kién tric str dung TCP/IP con cho phép co thé
tac dong truc tiép dén timg SC théng qua dia chi toan cuc. [TCP_04]
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Hinh 7. Céch d4nh dia chi IP theo vi tri SC

Hinh 7 13 mét vi du vé viéc gan dia chi IP cho mang dua vao vi tri
khong gian cua nut. Pia chi cua mdi SC duge ciu thanh tir toa do (x,y) cua nd
va coi nhur 13 2 octet thap cia dia chi IP.

SC C(2,3) c¢6 dia chi 1a 10.0.2.3. Nhu vay c6 nghia la thong tin vi tri
ciia SC di duwoc mi hoa vao trong dia chi IP. Do vdy viéc phan mién con
trong mang ciing dé dang thong qua viéc subneting dai dia chi 10.0.0.0/8.

Nhu trong hinh thi A(0,2) va C(2,3) duoc xép vao cung subnet
10.0.0.0/255.255.252.252. Subnet nay dé& dang cho viéc kiém soat cac géi tin
quang ba trong mién trén.

Céac giao dién mang cta khéi truyén thong trong SC da duoc dinh sin
dia chi MAC tir nha san xuét. K thuat ndy cho phép anh xa qua lai gitra dja
chi MAC va dia chi IP.
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Thoat nhin, k¥ thuit nay tao cam giac 1a c6 thé dé dang danh dja chi
cac nut SC dua trén dja chi IP va tan dung dugc nhitng wu diém cua truyén
thong gobi tin c6 IP header. Tuy nhién ky thudt nay khong hi¢u qua trong
SCN.

Tht nhét, SCN 1a hé théng cua cac SC c6 quan h¢ khong gian thuc 3D,
trong khi Iuéi IP 14 2D. do vy khi phang héa khong dam bao tai mot vi tri
trong ludi chi c6 mot SC.

Thir hai, cac SC trong SCN khong bat budc phai cé thiét vi ¢ dinh.
Trong trudng hop SC dich chuyén giita cac ving thi dia chi IP cta né ciling
thay doi theo dan dén kha ning xung dot dia chi hodc phai cap nhat lai dia chi
SC @6 cho cac SC ¢6 lién quan.

Thir ba, néu chon thang chia khong tot s& din dén du thira dai dia chi
hodc c6 qua nhiéu SC trong cung subnet.

Thur tu, hé théng SCN 1a dynamic va on-demand do vay mot dia chi
toan cuc trong toan hé thong 1a khong can thiét trong nhiéu truong hop. Viée
truyén thong gitta hai SC ¢ tuwong d6i xa nhau 13 khong thudng xuyén nén
khong can chung phai biét duoc dia chi toan cuc va subnet cia nhau dé lam
gl

Cubi cuing, voi mo hinh trén, hé thong coi nhu 13 chi c6 mot BS quéan 1y
10.0.0.0. Viéc bd sung hay chuyén bién SC thanh BS gy anh huéng dén toan
hé théng.

Do vy toi dé xuét giai phap cho nhiém vu danh dia chi SC trong SCN
1a chon lya mét trong hai phuong phap la:

- Sir dung phuong phap céu hinh Zeroconf cho cac mang quy mo nho va
it bién dong.
- Phuong phép st dung dia chi cuc by va danh dia chi tu do kién trac

AFA. Nén tang cua k¥ thuat nay 1a thay vi cac dia chi tuyét ddi va toan



28

cuc dugc cung cap truc tiép cho tng dung thi s& qua mot bude trung

gian 13 bién d6i thanh dia chi tu do.

3.1 ZEROCONF

Zeroconf dugc dé xuit ap dung nham ting tinh dé sir dung cho céc thiét
bi mang dua trén cong nghé IP.

Céc san pham c6 hd tro Zeroconf hién nay van con trong giai doan phat
trién. Tuy nhién, c6 hai loi diém cta giai phap nay 1a c6 thé st dung ma
ngudn mo dé phat trién thém tinh niang Zeroconf cho cac san pham hién tai va
cac chip nhiing ngay nay ciing c6 thé bd sung thém chirc niang Zeroconf bang
cach cap nhat lai firmware.

Trién khai Zeroconf trong SCN

Nhin nhan SC nhu mét thiét bi mang [P thong thuong, viéc trién khai
Zeroconf khong phai 1a mot cong nghé méi ma 13 mot ky thuat lién két ba
cong nghé hién c6 dé tao nén. Zeroconf bao gdm cong nghé danh dia chi lién
két cuc bd, multicast DNS (mDNS) va phét hién dich vu thong qua DNS
[ZERO 01].

Zeroconf stt dung phuong phéap dit dia chi lién két cuc bo dé thiét 1ap
dia chi’. Tuy nhién con c6 mét rang budc khac 1a SCN sir dung truyén thong
ad-hoc nhu 13 giai phap chinh dé trao d6i thong tin, nén viéc goi tin ARP
cham c6 phan hoi do phai di qua nhiéu hop 14 c6 thé xay ra. Vi vay giéi han

s6 luong SC 1a dudi 100 13 hop 1y trong SCN khi sir dung giai phap nay.

? Theo RFC3927 thi link-local address 1a: "Cap IP trong khoang 169.254.1.0 dén 169.254.254.255. No dugc
dung dé gan dia chi IP cho thiét bj trong mang IP ma khong c6 mét phirong thirc gan nao dugce sir dung trudce
d6, vi du nhuw DHCP server. Sau khi chon ngau nhién mét dia chi, mot goi tin ARP véi IP d6 s& duoc truyén
di trong mang dé kiém tra xem no6 da ton tai chwa. Néu khong c6 phan héi thi IP d6 dwoc gan cho thiét bi,
bz"mg khong mot IP khac dugc lya chon va lap lai qua trinh gui ARP".

Ciing theo RFC 3927 thi Khong gian dia chi nay dung tdt cho cac mang c¢6 s6 lwong dén 100, Khi quy mé 1én
dén 1000 thiét bj thi phuong thirc nay van lam viéc tot. Nguyén nhén 1a do néu trong mang c6 dén 1000 thiét
bi thi may ctia chiing ta van c6 98% co hdi chon duoc dia chi tréng trong l4n d4u tién, va co dén 99,96% co
hoi cho lan thr hai. Va x4c sudt kha nang chon 10 1an ma khong tim dugc dia chi 14 1 trong 10"
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Zeroconf stt dung mDNS thay thé cho DNS khi dich vu nay khong ton
tai trong manglo. Dé phan biét cac tén mién cuc bd so voi cac tén mién da ton
tai khac, Zeroconf cung cip mot tén mién cip cao gia c6 tén 1a .local"’. Quy
tac dat tén dé nghi 1a chon mot tén sao cho do6 co thé 1a ma téng hop hoac goi
nh& dén chirc ning cua cac SC d6 trong mang (vi du tén nhiém vy giam sat cé
QoS cao nhat trong tai SC d6 hodc goc hudng, sb hop truyén dén BS).

Co ché tim kiém céc tén trong nhom .local ludn 1a multicast. Cac SC c6
thé chon co ché multicast dé truy van truc tiép dén cac thiét bi co tén tuong
tmg. Cac thiét bi giao tiép ngang hang véi nhau va diém dic biét 1a vin co thé
truy cap dén mot thiét bi dua trén tén da diat ngdm dinh cho né trude d6'?

Ho giao thuc DNS c6 dinh nghia mot $6 dang cau truy van dé danh
cung cép thong tin cho cac dich vu chay trén do6 co tén goi la SRV. Viée bod
sung thong tin nay cho phép chung ta tim kiém nhanh vé cac dich vu hién co
trén mang.

Vi du thong tin vé dich vu web ¢o dang nhu sau
_http._tcp.example.com thay vi st dung mot t€n gia cho dich vu nay nhu la

www.example.com. Phan _tcp trong tén chi ra d6 1a dich vu nay chay trén giao

thire TCP, khong phai UDP. Viéc thém giao thitrc van chuyén vao tén gitp
cho ching ta xac dinh dugc luu lugng yéu cAu va va cac chinh sach vé can

bang tai thich hop.

10 Cac thiét bi c6 hd tro mDNS s& lién lac v&i nhau thong qua tén tham chiéu cua chung. V& co ban, trién khai
mDNS giéng nhu co ché thiét 1ap dia chi lién két cuc bo, dau tién mDNS s& chon mot tén va truy van trong
mang cho dén khi khong con sy xung dot thi 1iy tén nay lam tén thiét bi.

1 Giéng nhu gia tri dia chi 769.254. 1a céac dia chi cuc bd va khong phai 1a dia chi duy nhét, tén mién thudc
mién .local cling chi mang y nghia cuc bg. Diém thuan loi ciia cac tén mién ndy la khong cin phai c6 host
dung ra phan phéi. Tuy nhién, ciing chinh vi didu nay ma mot SC khong ¢6 quyén chiém giir mot tén nao tiy
thich va khong cho SC khac st dung n6, nhung no cling bao gdbm mot vai quy tic cho phép céc thiét bi phat
hién ra su xung dot khi ma c6 hai thiét bi trung tén tai cung mot thoi diém.

12 B4t ctr truy van nao két thiic bang .Jocal déu guri dén dia chi 224.0.0.251 14 dia chi IPv4 danh riéng cho
mDNS. Cac yéu cau dugc giri dén dia chi nay va néu thiét bi nao trang tén véi tén yéu cau thi s& tra 1o thong
tin phan héi cho phia gui.Céc truy van mDNS gom ¢6 ba loai 1a: mét ciu truy van c6 mot ciu tra 16i, mot cau
truy van c6 nhiéu cau tra 10i va ciu truy van lién tuc.
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Tom lai, Zeroconf cung cap cho cac thiét bi phan cimg va phan mém
cac chuc nang sau:
- Chic chin c6 duge mot dia chi IP dé lién lac trong mang IP.
- Khé nang phat hién cac dich vu ton tai trong mang.
- Quang ba rong rai dich vu hién co cua thiét bi voi cac thiét bi khéc.
Zeroconf khong yéu cau nguoi 1ap trinh hay cac nha san xuat phan
ctng phai tuan theo mot chuan céc giao thirc dinh trudc hay la sir dung céac
kiéu dir liéu dinh trudc ndo. Do Zeroconf 1a mét giao thirc & mirc tong quat,
cung cip co so cho cac ung dung dua trén mang IP hoat dong, nén khi ap
dung cach danh dia chi nay trong SCN thi cac van dé c6 lién quan nhu dong
b0, dinh myén, an ninh ... ¢6 thé ap dung céc thuat toadn va ing dung tuong tu

nhu ctia moi truong PC.

3.2 KIEN TRUC BANH DJA CHI TU DO AFA

Trong nghién ctru va coéng nghiép, ngudi ta da phat trién nhiéu 16p hé
thdng st dung cach dit tén theo thudc tinh. Cac kiéu dat tén nay thuong la dé
phuc vu dinh tuyén end-to-end, nén khong hiéu qua va khong tuan thu voi
dinh hudng thiét ké SCN. Do véy k¥ thuat AFA" duoc dé xuét sir dung cho
nhing hé thong phan tan nhu SCN.
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Hinh 8. Mé hinh h¢ théng huéng sy kién [CG_06]

" An Address Free Naming Architecture
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Ciing twong tu nhu viée st dung dich vu tén mién DNS, ki thuat AFA
SCN duoc dé xuét dua trén hai co sé 1a:

- Attribute-based naming 13 mot bién héa phu hop voi timg ngit canh.
N6 duge sir dung trong SCN nhu goi nhd mot dé xuét giai quyét bai
toan'. Loai tén dit liéu nay dugc dat theo dic ta cua ung dung. Mot
dinh nghia hiéu qua chuyén tén, dia chi tham chi ca dinh tuyén tir 16p
mang dén ung dung. Diéu nay 1a khac vdi cac md hinh dich vu dang co
s& Internet khi ma & d6 chuyén tiép goi end-to-end. Tuy thé ndé mé ta
gan tiép can véi ngir canh trong SCN.

- Randomized transaction identifiers n6i dung y tuong dugc phat trién
rat don gian 1a khi mdt nhan dang dam bao don nhat 1a can thiét, tai
mot thdi diém chon lua nge:lu nhién c6 kha ndng mot nhan dang don
nhét duoc st dung. Di nhién s& c6 kha ndng hai SC c¢6 cung mot nhan
dang tai cung mot thoi diém tuy nhién nguoi ta s& khong cb gang giai
quyét nhimg xung dot loai ndy ma thay vao d6 1a chon mot nhan dang
ngau nhién méi cho giao dich. Mdi tmg dung hay dich vu mang sé& c6
kiéu dinh nghia riéng cia nd cho mdi loai giao dich. Xung dot nhan
dang s¢€ din dén mat giao dich va dugc coi nhu 1a mot ton that binh
thuong khac. Viéc phat hién xung dot s€ do img dung dam nhéan hodc
c6 thé don thuan chi 13 so sanh s tudn ty trong cac goi dir liéu".

Nguoi ta da chi ra 1a viéc ap dung AFA mang lai rat nhiéu hiéu qua
trong SCN [BEWS 01] va phat trién ky thuat tuy bién tén theo tng dung
trong hé théng SCN nhu sau:

Chon xdc thuc trong AFA

' Thay vi dit cau hoi dang nhu: "C6 chuyén dong dugc phat hién & SC s6 #27.201.3.97" thi cau hoi co thé
dugc dat ra 1a "Co dbi twong chuyén dong dugc phat hién & goc dong bac?' hay "O dau c6 dbi twong chuyén
dong maéi duge phat hién".

' Tuong tu voi cau lénh "#27.201.3.97 hay truyén dit li¢u" thi img dung dua ra cau Iénh 1a "SC nao vira
truyén c6 xac thuc 1a A thi hay tiép tuc".
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Trong thuc té, phan 16n cac truyén théng trong SCN thudng chi xay ra
trong nhoém cuc bd, véi sy tham gia cua s6 it SC. Cac tuong tac thuong cé xu
huéng 1an can va chi ¢o sé it ludng dit liéu truyén qua nhiéu hop.

Viéc st dung AFA co loi diém 13 cic SC & xa nhau c6 thé st dung
trung xac thyc tai cung thoi diém va cac SC & 1an can c6 thé st dung trung
xéac thuc tai thoi diém khac nhau. Nghia la xac thyc dia chi AFA chi 1a don
nhét tai mot vung lan can hodc mdt khoang thoi gian. Chinh nho diéu nay ma
xac thuc dia chi AFA ngén hon rat nhiéu so véi dia chi don nhét toan cuc.

Mbét heuristic c6 thé duoc sit dung dé lam tang hi¢u nang do 1a k¥ thuat
listening. Co nghia 13 thay vi chon ngdu nhién xac thuc, SC c¢6 thé st dung
xac thuc vira dugc sir dung bdi viéc nghe ngéng goi tin vira truyén qua. Diéu
nay thi khong ddm bao s& lam viéc hoan hdo, di nhién do hai SC khong cung
quing cach c6 thé cing chon mot xac thuc dia chi do mot SC thir ba giita
chung truyén di. Viéc mat géi cling c6 thé gdy nén can tré listening. Thém
vao d6 mot vai SC c6 thé chon tbi thiéu thoi gian nghe ngong do yéu cau tin
hiéu ning luong cua song vo tuyén. Vi nhitng han ché nay, viéc nghe ngong
khong gitp 1am giam bang luu s xac thuc nhung giup sir dung hiéu qua hon
ngudn tai nguyén han ché nay.

Co nhitng tinh huéng ma mot SC chi dinh can duoc xac thue, vi du nhu
muc dich go 161 hodc bao tri. Khi d6 mét dia chi don nhat toan cuc can duge
sir dung vi du nhu dia chi MAC. Trong AFA nguoi ta ciing khong phan d6i
viéc gan dia chi toan cuc cho SC, ma thay vao d6 ngudi ta dé xuat 1 nén st
dia chi don nhat mot cach tiét kiém [AFA_00]. Mot nit c6 xac thue don nhat
c6 thé guri dir liéu theo yéu cau, thay vi phai doc header ctia moi goi tin.

Hiéu ning truyén E duoc tinh theo cong thirc:

E = (86 bit truyén hitu dung) | (Tong s6 bit truyén) (3.2.1)
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Trong m6 hinh & day bit truyén 1a goi tin bao gdm phan header va data.
Chi phi cta truyén goi tin 14 gia truyén ca header va data.

Moi géi 1a mot phan cua giao dich, ching ta gia dinh mat d6 giao dich
T1a s trung binh cua cac giao dich déng tho1 thu nhan duogc tai mot diém don
1¢ trong mang. Mot gidi han cia mo hinh & day 1a tham sb don 1¢ T khong du
dé mo ta moi trang thai - hai giao dich dai c6 dic diém xung dot khac mot
giao dich dai vé1 mot loai cac giao dich ngén, tham chi ca truong hop 7' = 2
trong ca hai trudng hop. Dé don gian héa phan tich, va phai chip nhan 13 mé
hinh ¢ day thiéu tinh tong quat, ta gia dinh moi giao dich phét sinh tai cing
thoi diém.

Header cta goi chi c6 xac thuc giao dich. Cét 15 trong mo hinh ¢ day
1a gia dinh giao dich thanh cong (hitu dung) khi va chi khi nguén sir dung mot
xac thuc 1a don nhat ddi voi moi giao dich khac tai cung diém trong mang
trong subt qua trinh giao dich. Giao dich that bai dua vao xung dot xac thuc

gdy giam hiéu niang boi vi gia cua bit truyén phai st dung ma co but hiru

dung.
Evtatic = L (3.2.2)
‘ D+H
Cong thiic trén chi ra ty 1& ciia s6 bit data trén toan giao dich cht khong
phai goi don 1é.

Trong kién tric AFA, cac giao dich khéng dugc dam bao ludn thanh
cong. Giao dich chi c6 co may thanh cong nhit dinh do con phu thudc vao cac
xung ddt xac thuc. Gia dinh rﬁng toan bg giao dich du thanh cong hay that bai
cling chi phu thudc vao viéc mat goi va coi cac giao dich ¢ cuing do dai thi

_Dx P(Success)

. 2.

Trong d6 co may thanh cong P dugc tinh theo cong thurc:
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2(T-1)
P(Success)= (1 - Lj (3.2.4)

2H

Su tac dong cua heuristic nghe ngbng dong vai trd quyét dinh gia tri
cua P.

Nhu vy, thay vi st dung xac thue co do dai bit ¢d dinh 32 bit (IPv4)
hay 48 bit (MAC), véi kién truc danh dia chi tu do d6 dai bit xac thuc co thé
ngan hon nhiéu. Tuong tmg v&i mdi d6 dai bit d6 13 co may thanh cong cua

giao dich.

3.3 TONG KET VA BAN LUAN

Chuong 3 tip trung ban luan vé van dé danh dia chi cho cac SC trong
mang SCN. Tuan thu dinh hudng thiét ké da dé ra trong chuong 2, hai hudng
tiép can giai quyét 1a Zeroconfva AFA di dugc néu ra tai day.

Zeroconf da dugc chuan hoa trong RFC3927 va phu hop v6i nhiing
SCN quy md nhd va co it bién dong vé thiét vi. Loi diém cua phuong phap
nay la tan dung duogc cac uu thé cta g61 tin va cac dich vu co san cua IPv4.

Céch tiép can AFA la giai phap cho bai toan tong quat, rat hiéu qua
trong cac SCN quy mo 16n va trai rong. AFA 1a hudng tiép can danh dia chi
dua trén su ki¢n, thay vi thiét vi. Nén tang cua AFA 1a direct-diffusion va
local-address.

Tir cac nhan dinh trén, hudng nghién ctru dé xuét 1a kha ning phéi hop
cd hai cach danh dia chi nay trong SCN. Van dé tuong tu cling duoc dat ra khi
giai quyét cac bai toan vé dong b, dinh tuyén ... trong SCN.
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CHUONG 4 : PONG BO BO PEM TRONG SCN

Vén dé dong bo bd dém ludn dugc dit ra trong cac hé théng phan tan.
Trong nhitng hé théng nhu SCN, qua trinh truyén thong cé nhing diém khac
biét so voi hé thdng phan tan ¢ dién [OGS_03]:

- Céc truyén thong trong SCN c¢6 xu hudng quang ba gan, thay vi truyén
thong diém - diém. Piéu ndy c6 nghia 1a mdi truyén thong co thé c6 vai
nat nhan. Pay 1a mot dic diém cua truyén thong khong dy, can duge
Iwu y khi phat trién tmg dung.

- Vung phu séng v6 tuyén ctia mdi SC 1a nho so v6i quy md khong gian
SCN.

- Tré gitta nhan thoi gian va viée giri mot goi mang nhiéu y nghia hon tré
gitta nhan va nhan thoi gian cua né. Piéu nay c6 nghia 1a goi c6 xu
huéng duoc giri xa nhat ¢ thé hon 1a mong mudn né duge nhan chinh
thirc.

Piéu nay c6 anh huong khong nho khi chon lua giai phap thiét ké, giai
phap ddng bo cac SC trong SCN. Pic diém truyén thong dan dén nhing rao
can sau:

- Nhitng rao cdin vé ning lwong do dic thu cua dit liéu hinh va bai toan
giam sat, trong nhiéu trudng hop sé lugng it active SC, cac SC con lai
can chuyén trang thai sang ché do sleep SC tiét kiém nang luong dé kéo
dai thoi gian hoat dong cia hé théng. Viéc lién tuc déng bd bd dém cho
nhitng SC nay la lang phi.

- Dic tinh djng cia hé théng c6 nhiéu su kién xay dén véi diém nut
camera vi du nhu: thém, bét, 16i ... nén chon phuong phép déng bo bd
dém trong hay ngoai; chii dong hay bi dong; dé thich nghi vdi cac su

kién dong cling 1a mét van dé duoc dat ra.
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- Dic diém truyén thong ciia hé thong do di chon lya truyén thong
khong day kiéu ad-hoc 1a ché @6 truyén thong chinh trong hé thong,
nén cac sy thay doi ciia méi truong cd tic dong manh dén tuong tac
giita cac nat'’,

Dau vay nhung dong bo bd dém giita cac SC trong SCN 1a khong thé
bo qua[RTS 02], vi cac nguyén nhan sau:

- Nhiém vu ciia s_clu chia sé¢ dé xir 1y thong tin hinh theo thoi gian thuc.

0 Object tracking theo ddi ddi tuong dua trén cac yéu t kich
thudc, hinh dang, géc hudng, vi tri, van tde va gia tdc cua d6i
tuong dugc xac dinh bdi cac SC dat tai nhiing vi tri khac nhau.

0 Consistent state updates trang thai gan ddy nhit cua ddi tuong s&
thu nhan duoc tai SC bat hinh gﬁn hién tai nhat.

O Duplicate detection thoi gian xdy ra su kién gitp cac SC phat
hién dugc 1a chung quan sat dugc hai goc hudng cua cung mdt
d6i twong hay hai ddi tugng khac nhau.

- An ninh truyén théng Pong bd bd dém 1a diéu kién tién quyét dé ap
dung uTESLA trong xac thuc cac goi tin truyén quang ba.

- Hop nhit dir li¢u véi viéc khai pha va hop nhét dit liéu trong hé thong
thi viéc déng bo thoi gian dé xac dinh chinh xac cc dit liéu ndo can
lién két khi c6 yéu cau tham sat mirc cao.

Cac giai phap dong bd thdi gian trong mang truyén thong va hé phan
tan da dugc nghién curu va xay ung dung tir [au. Vi du nhu NTP duoc st dung
rong rii trong moi truong Internet. Tuy nhién ap dung truc tiép cac phuong

phap d6 vao mang SCN la van dé khong don gian.

1% Theo s liéu thuc nghiém, nguoi ta da chira la co dén hon 20% thong diép trong mang khong day mat do
cao bi miss ¢6 bao gom ca tin hi¢u truyeén dong bd thoi gian.



37

4.1 CAC GIAI PHAP TRUYEN THONG

Sau nhiéu nim, da c6 nhiéu giao thic dugc thiét ké cho déng bd bo
dém vat 1y trong mang may tinh. Céc giao thic nay cé diém chung la: giao
thic truyén thong diép don gian khong huéng két ndi dang nhu truyén thong
tin thoi gian gitra client va mot vai server va st dung thuat todn phia client dé
cap nhat thong tin thoi gian nhan duoc tir phia server. Server duoc dé cap dén
& day c6 thé nam trong hodc ndm ngoai hé thong.

Giao thirc NTP 1a kha mo, tu cdu hinh dé tao nén mot thang thoi gian
toan cuc trong mang multi-hop, chiu 15i, an ninh va da ning. Trong hang thap
ky NTP 13 phuong thtc chinh dé duy tri nhip thoi gian cua Internet. Do vy
xay dung mot giao thirc tra nhu NTP dung cho SCN 14 diéu ma nhiéu nguoi
hay dit ra dau tién. Tuy nhién trén thyc té thi Internet va SCN la khong giong
nhau nén c6 thé NTP 1 hoan hdo trén Internet nhung khong thuc sy tdi wu
trong SCN do gap phdi cac rao can da néu ¢ trén. Vi du nhu:

- Vin dé tiéu thu nang lwong NTP gia dinh 12 CPU ludn san sang va
ludn nghe ngoéng thong tin dong bo.

- Sw khdc biét giiva Single-Hop va Multi-Hop Truyén thong trong SCN
qua nhiéu zop nén tré end-to-end 1a 16n hon rat nhiéu so véi single-hop.
Diéu nay gy nén khé khin khi 4p dung phuong phap ma gia dinh ban
dau 1a két n6i toan bo hodc topo tré it nhu NTP.

- Vin dé hwéng cdu tricc va phi cdu triic NTP cho phép thiét 1ap cay
ddng bo thoi gian c6 cu tric véi gde cuia cac va nat ¢ thé & ngoai hé
thong mang. Tuy nhién SCN can ddng bd bo dém khi co tuong tac
truyén thong gilta cac nat chir khong bat budc phai lién tuc dong bod
thoi gian cho toan hé thong.

- Vién dé két néi va khéng két noi niit chuyén vi, nut 16i 1a nhitng dic

tinh dong trong SCN. Piéu ndy c6 nghia 1 so d6 mang ciing bién dong.
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Dir liéu c6 thé chuyén dich theo cach nim trong SC va di chuyén vt Iy
dén gan hoic xa diém can nhan hon, diéu nay c6 nghia 1a kho kiém soat
tré truyén thong tmg véi dong bo thoi gian.

Do vay néu bat budc phai sir dung NTP can phai can nhic chién lugc

phu hop.

4.2 THIET KE GIAI PHAP DONG BO BO BEM TRONG SCN

Giai phap t6i wu cho dap tmg moi trudng hop trong mang SCN hién
nay van chua dugc tim ra, tuy nhién c6 mot vai phuong phap cho két qua kha
quan trong nhimg nhém trudng hop riéng. Mdi phuong phap déu co uu va

nhuoc di€ém riéng.

K§ thuat Global clock syncronization: ddng bo nhém [GCS_04]

Céc SC ¢6 nhu cau truyén thong duoc se‘ip Xép thanh mdt chu trinh. Mot
g6i tin tham chiéu s& duoc truyén di trén chu trinh d6 (1an tht nhat), qua mdi
SC s& cap nhat thém gia tri bo dém tai d6 va khi quay tro lai SC xuat phat thi
s& dugc tinh toan va thong béo lai theo chu trinh d6 (lan thir hai). Cac SC cap
nhat bé dém phu thudc vao vi tri trong chu trinh va tong thoi gian xoay vong.

Mot cai tién duge dé nghi 13 chia nho SCN thanh cac nhom s _clu, mdi
s_clu chon mot SC dai dién va déng bo theo cach trén va cac SC khac trong
s _clu dong bd véi SC dai dién d6 bang mot vai ki thuat bo tro khac.

K¥ thuat No global timescale: khong luu bd dém toan cuc

Nhu di dé cap, viéc luu gitt thoi gian toan cuc trong mot mang 16n chi
c6 gia tri khi c6 nhiéu ngudn sinh thoi gian va phan tan trong toan mang.
Trong nhitg mang phi cdu trac dang SCN, khong tir chdi viéc c6 mot vai
nhiing ngudn sinh thoi gian trong mang dé str dung nhing thuat toan co dién.

Tuy nhién giai phap tot nhat 1a mdi nat tu giit timescale.
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Moi nat khéng dit ddng hd cudng birc hodc diéu chinh tan sé cua nd
ma dé né chay & toc do tu nhién, Pong b thoi gian boi viée xdy dung bang
tham sb quan h¢ gilta pha va tan s6 ctia bo dém cuc bd va bo dém khac trong
mang.

K¥ thudt nay c6 mot sd lgi diém. Thtr nhat: 15i dong bo giira hai nuat
lién quan dén khoang cach giita chung chir khéng phai dung bd dém khach
cht. Thi hai, mdi nit c¢6 bo dém riéng dugc tan dung cho nhiéu thuat toan xur
Iy tin hiéu ndi tai. Cudi cung, khong can lién tyuc hiéu chinh bo dém boi CPU
hoic kernel va khi hiéu chinh c6 thé sir dung NTP.

K§ thuat post facto syncronization: ddng bd mudn [TS 01]

K¥ thuat dong bd truyén thong dong bd bd dém tai nit theo priori: cac
b dém duoc déng bo trude khi ¢b su kién xdy ra va xuét hién nhan thoi gian.
Diéu nay din dén viéc tré truyén do chd doi dong bo thoi gian. Nguoi ta xay
dung phuong phap "dong bo sau" tirc 1a bd dém chay khong dong bo ¢ toe do
tu nhién cua chung. Khi c6 nhin thoi gian tir bd dém khac can so sanh chung
méi duge dong nhat sau su kién. Hudng tiép can nay co thé hd tro cho viée
truyén thong diép chuyén tiép, noi ma khong can c6 két ndi mang lién tuc véi
diém phat sinh su kién.

K¥ thuat da giao tiép

Trong SCN khong han ché viéc ton tai mot vai SC duoc déng bo thoi
gian ngoai, vi du st dung NTPv3 dé lay thoi gian tir Internet, thu tin hi¢u
pps'’ tir vé tinh GPS. Cac SC nhu thé nay c6 thé dung 1a diém tham chiéu
phuc vu dong bo thoi gian theo phuong thirc RBS, mic du khéng can st dung
dén gia tri thoi gian toan cuc do.

K¥ thuat RBS

7 pulse per second
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Pay 1a k¥ thuat duoc tip trung ban luan trong SCN vi nhitng vu diém
khi 4p dung trong hé thong nay.

Céac ngudn gay 161 dong bo thoi gian thuong 14 ngdu nhién. Do cac du
doan bi tré boi nhing su kién ngau nhién din toi viéc bat ddi xtimg cua vong
truyén thong diép. Kopetz va Schwabl phén tich va chia ra 4 khéi thoi gian
x4y ra trong qua trinh truyén thong [RBS_02]:

- Send Time thoi gian can thiét dé nut giri hoan thanh thong diép.

- Access Time tr& xay ra do viéc cho doi truy nhap kénh truyén.

- Propagation Time khoang thoi gian can thiét dé truyén tir nat gui dén
nat nhan khi chia sé cing mot mdi trudng truyén dan.

- Receive Time qua trinh xr Iy yéu cau giao tiép mang cua nat nhan nhan
thong diép tir kénh va thong bao dén host.

Trong ca bon khéi thoi gian trén déu c6 kha nang phat sinh 16i gy mat
d6ng bo bo dém. Phuong phap RBS dua ra mot hudng tiép cin van dé khac 1a
thay vi ¢ ging du doan 18i, nguoi ta sir dung cac kénh truyén quang bé c6 thé
trong nhiéu 16p vat 1y mang khac nhau dé loai bo cac dudng ging do nhan
thdy thong diép duoc quang ba & 16p vat 1y s& dén mot tip cac nat nhan ma tré
chénh 1éch giira chiing 13 rit nho. Nén tang cua ky thuat RBS 1a thong diép
quang ba chi dugc sir dung dé déng bd mot tap cac nut nhan vdi mat nit khac,
thay vi cac phuong phap truyén thong 1a dong b truc tiép gitta nt nhan va
nut gui.

Trong quang ba RBS ludn sir dung khai niém "quan hé tham chiéu thoi
gian" chtr khong st dung "gia tri thoi gian tuyét ddi", tai d6 cac nat nhan duoc

dong bo boi goi "tham chiéu"
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Hinh 9. Puong ging trong ddng b thoi gian truyén thong va RBS

Trong nhiing giao thic truyén théng lam viéc trong mang LAN, thoi
gian tré khong du doan duoc phan 16n ndm & Send Time (khi doc bo dém giri
dé chuyén goi dén NIC) va Access Time (tré tai NIC chd dén khi kénh truyén
10i). Receive Time 13 kha nho so v6i Send Time do chi can doc ngat thoi gian.
Trong RBS, duong gang dugc thu hep lai 1a do chi tinh thoi gian tir khi ¢ goi
trong kénh truyén so véi 1an doc b dém trude.

Céc ban luan trén chi bao gdm cac dong bd trong nodi bo hé théng. Tuy
nhién, c6 nhiéu tng dung doc 1ap doi hoi thoi gian tuyét d6i duoc tham chiéu
tir nhitng ngudn bén ngoai vi du nhu UTC, nhitng tram phat song ngan
WWVB hay tir vé tinh GPS. Bo thu tin hiéu vé tinh c6 thé tiép nhan nhiing
xung pps tr nhitng hé thong nay tai thoi diém bat dau mdi giay.

RBS cung cap kha ning dong bd mang ludi chinh xac voi nhitng ngudn
thoi gian ngoai loai nay. Viéc gan bo tiép nhan tin hiéu GPS két ndi voi mot
trong cac nut ctia mang multi-hop thi pps xuét phat tir nat d6 c6 thé coi thanh

tham chiéu quang ba cho cac nut khéc.

4.3 TONG KET VA BAN LUAN
Chuong 4 ban luan vé van dé déng bo bd dém trong hé théng SCN.
Pay 1a mot trong nhiing van dé co ban nhat trong cac hé thong phéan tan

khong riéng gi SCN.
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Hién nay, giai phap dong bo toan ning va hiéu qua cho SCN van chua
duoc tim thay do nhitng dic diém dong cta hé thong nay.

Y tudng dong bd RTS 1a khong méi (duoc dé xuat tir nam 1992) nhung
tuong minh, don gian va dé dang trién khai ing dung. Phuong phap nay thudc
loai chip nhan déng bo mudn. Tuy nhién RTS khong cung cip duoc giai phap
dong bo toan hé théng va kho trién khai dugc trong cac mang trai rong. Didu
nay gy mot sb tré ngai cho cac ung dung c6 tra ctru thong tin qua khir duoc
luu trir cuc bo tai cac SC.

Giai phap dong b theo nhom 1a mét huéng tiép can tong hop. Tuy
nhién day hoan toan 13 y tudng va viéc trién khai trong mot hé thong cé bién
dong vé thiét vi va thiét bi nhu SCN thi viéc dam bao chu trinh truyén tham
chiéu déng bd di hai luot 1a nhu nhau la diéu khong chic chan. D& xuat sir
dung bd dém cuc bd trong nhom SC lién két cling chua khéng dinh duoc su
uu viét hon so véi st dung NTP (NTPv3 con dugc hd tro tur trong kernel cua
Linux OS).

Do vay, viéc phan chia chirc nang cho SC thanh BS, proxy cling 1a mot
goi v cho viéc ddng bd bo dém trong SCN. Cac BS c6 thé 1a diém tiép nhan
tin hiéu dong bd ngoai (nhu tir UTC, GPS, Internet ...) va cic proxy dong vai
trd phat tham chiéu quang ba cho cac SC. Viéc phdi hop dong bdo RBS cho
murc gitta SC va proxy, da ddng bd cho cac muc con lai va toan hé thdng dan
dén nhiéu vu diém va kha hiéu qua trong cac img dung tra ciru.

Ngoai ra ciing xu huéng phét trién cong nghé nhu da ban trong chuong
2, kha nang co nhiéu hon mot bd dém trong mot SC da dugc dat ra. Trong céc
mo hinh thi nghiém md phéng nhu Em-Star, Stargate [EM_04] c6 chia ra céac
loai déng bo gitra nt voi nat, va trong ndi bd nat. Giai phap duoc chon 1a
RBS do viéc phat tin hiéu déng bo la doc 1ap véi tng dung va hd tro tir 16p
MAC, sir dung duoc khoi truyén thong 802.11.
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CHUONG 5 : BINH TUYEN VA LICH TRUYEN THONG

TRONG SCN

Dinh tuyén 1a van dé ludn dugc quan tam trong cic mang da budc

truyén. Cac phuong phéap dinh tuyén duoc ap dung trong SCN c¢6 nhitng khac

biét véi nhitng phuong phap truyén thong hién dang duoc ap dung cho mang

¢O cau truc.

C6 nhiéu dy an nghién ctru va xay dung co ché dinh tuyén trong mang

ad-hoc [AHN_00], trong d6 ludn vin ndy toi tap trung ban luan vé AODV va

ZRP vi ching c6 nhitng diém phu hop véi cac bai toan cu thé duoc dit ra

trong SCN.

Béng 1. Cac du an nghién ciru dinh tuyén trong mang ad-hoc

DSR (Dave Johnson, CMU)
WINGS (JJ Garcia/UCSC)
ROAM (JJ Garcia/UCSC)
WAMIS (Gerla/UCLA)
ODMREP (Gerla et.al/UCLA)
TRAVLR (Kleinrock/UCLA)
Tora/IMEP (Park, Corson/UMD)
Link Quality (Rohit Dube/ UMD)
LAR (Texas A&M)

TBRPF (SRI)

OLSR (Inria: Clausen./Jacket)
DSDV (Dest. Sequence #'s)

AODYV (refinement of DSDV)
AOMDYV (Multipath - Das/Marina)
Hiearachical (Akyildiz/ Georgia Tech)
GPSR (Karp/Harvard)

CBRP (singapore)

Terminodes (EPFL)

MMWN (Steenstrup/BBN)

ABR (C.K.Toh)

STAR (JJ Garcia/UCSC)

ZRP (Zygmunt Haas/Cornell)
Fisheye/Hiararchical (UCLA)
CEDAR (Urbana-Champaign)

Cac kiéu dinh tuyén trong mang ngang hang c6 thé chia vao hai nhom

chinh 1a:
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- Nhém pro-active hudng tiép can gan giébng voi mang truyén thong,
trong d6 lién tyc tinh toan va phat hién dinh tuyén méi dé cip nhat topo
mang. Diéu nay cho phép c6 thé chuyén tiép goi, nhu 1a tuyén da dugc
du doan trudc tai thoi diém nhan goéi. Giao thirc pro-active hoic 1a giao
thirc table-driven cap nhat su thay ddi cua topo mang bdi viéc thém,
chuyén, x6a niit doi héi phai cap nhat lién tuc dan dén chiém dung bang
thong von da khong duoc rong trong mang khong day.

- Nhém re-active xay dung dinh tuyén chi khi c6 nhu cau, tirc 1a khi géi
tin ¢6 nhu cau truyén. Khi d6 bang dinh tuyén theo nhu cau s& dugc xay
dung dua vao phan hoi cua diém can dén. Ky thuét ndy cho phép khong
can biang thong quang ba va tham truyén ¢ dinh nhung c6 bat loi 1a c6
tré truyén do dén thoi diém can truyén méi xay dung dinh tuyén. Cac

thuat toan loang c6 dién c6 thé ap dung tai day.

5.1 BDINH TUYEN AODV

Ngay tir tén goi "Ad-hoc on demand distance vertor" da cho biét day 1a
phuong phap tim dudng dong dua theo nhu ciu véi nhimg loi diém do duoc
xay dung riéng cho dic thu cia mang ad-hoc gdm cé:

- Téi thiéu héa truyén quang ba bai ky thuat phat hién dinh tuyén quang
ba DSR.

- Tach biét viéc quan tri két ndi nhom cuc bd vai bao tri topo toan hé
théng v&i bang dinh tuyén dong duoc. Ttc 1a chi giit lai thong sd next-
hop chir khong gitr lai thong tin toan bd tuyén.

- Céc thong tin dinh tuyén maoi dugc sur dung s€ dugc danh sb tuan tu.
Céc loai thong diép quang ba trong AODV gém c6 RREQ, RREP,

RERR va RREP-Ack.
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Trong AODV thi viéc phat hién dudng duoc khoi tao khi c6 nhu cau
truyén thong. Nut ngudn quang ba thong tin tim dudng RREQ cho cac nit lan
can. Trong goi tin RREQ s& bao gdm nhitng thong tin sau [AODV_97]:
<source_addr, source_sequence #, broadcast id, dest addr,
dest_sequence #, hop cnt>

Cip <source_addr, broadcast_id> xac thuc duy nhat théng tin RREQ.

Mdi nut s& bao gom 2 thong sb 1a S6 tuan ty va id-quang ba. Nt lan
can d6 s& quang ba RREQ cho lan cin cua n6 hodc néu théa man RREQ bai
gti RREP nguoc lai ngudn. Cac ban sao ciia cing RREQ sé& bi loai bo.

Cung voi viée dinh tuyén thuan thi duong truyén nguoc ciing dugc xay
dung tu dong boi viée thiét 14p ban ghi nat truyén RREQ. Thuc thé nay s&
dugc xda ty dong sau khoang thoi gian nhét dinh.

Nut thiét 1ap tuyén hoi géi tin RREP dén cac lan cdn ma né nhan duoc
RREQ theo tuyén da duogc thiét 1ap boi dudng truyén nguoc.

Mdi nat trong hanh trinh RREP s& ddt con tré xuoi, cap nhat thoi gian
tré, ghi s6 dich tuan tu cua yéu cau dich.

Nhim danh s6 thir tu nguén va dich, cac thong tin hitu dung dugc luu
trit trong bang dinh tuyén tam thoi, cting vdi tuyén nguoc lai do khong co gi
dam bao 1a tuyén nguoc cling s& qua dung sd hop va trung voi tuyén xudi.
Béang dinh tuyén tam thoi nay dugc bao tri boi nhiéu tham s6 hd trg vi du nhu
route caching timeout, active route timeout, route request expiration timer va
ma hoéa céac thong tin nhu:

- Dich dén.

- Budc truyén tiép theo.

- S budc truyén (metric).
- S6 tuan ty hudng dich.

- Céc lan can tham gia tuyén.
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- Thoi gian hét han st dung cua tuyén trong bang dinh tuyén tam thoi.
Viéc trién khai dinh tuyén AODV c6 nhitng diém giéng véi EIGRP do
vay ta co thé xay dung giai thuat twong ty giai thuat DUAL ctia EIGRP dé
tang toc hoi tu cho dinh tuyén nay khi 4p dung vao SCN'®.

5.2 DINH TUYEN ZRP

Trén thyc té thi dinh tuyén AODV 1a rat tong quat, do vy hoan toan co
thé thu hep pham vi dé c6 nhirng hudng tiép can van dé t6t hon trong SCN.
Nguoi ta loi dung su khac biét giita Link State va Distance Vector dé phat
trién giao thic dinh tuyén ZRP" [ZRP_02].

Link state va distance vector khac nhau co ban vé cach chung quang ba
thong tin dinh tuyén. Link state quang ba thong tin vé trang thai cua céc lién
két, trong khi d6 distance vector quang ba thong tin vé cac tuyén duong. Diéu
nay din dén viéc cip nhat routing table ciing khac nhau. Link state router tu
tinh route tur link state database trong khi d6 distance vector router tinh route
béng cach so sanh céc route ma n6 nhan dugc tur 1an can quang ba.

Viéc nam hét cac thong tin trang thai cua cac tuyén dudng trong mang
phan tan dién rong nhu SCN, néu khong giam quy mé dé thu hep khong gian
101 giai 1a khong kha thi. Tuy nhién khi trién khai thi Link state khong bi loop
trong khi viéc nay c6 thé xay ra véi distance vector.

Vi vdy, ¥ tuéng nay sinh 13 Gng dung cac phuong thirc dinh tuyén
gibng link state cho cac nit gan 1an can va gidng distance vector cho cac nut
xa nhau. Mot cach hinh dung don gian 1a st dung phuong phap dinh tuyén
truyén thong cho nhitng nit 1an can nhau va st dung phuong phap dinh tuyén

theo nhu cau cho nhirng nat thuoc cac nhém khac nhau.

'8 Xem phu luc 2.
1% Zone Routing Protocol
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Viéc gia thiét 1a phan 16n cac truyén thong dién ra gitta cac nut 1an cin
1a hop 1y. Cac thay d6i, chuyén vi néu c6 chi co tac dong 16n dén cac nut 1an
can tic l1a c6 anh hudng cuc bd nhiéu hon so véi tac dong dén toan hé théng.
Béng viéc tach bi€t cac 1an can cuc bd cua mot nut khéi topo chung cia toan
mang cho phép ngudi dung ap dung hudng tiép cén khac tién tién hon. Lan
can cuc bd nay dugc goi 1a zone. Theo nhu tén goi cua no thi mdi nit c6 thé 1a
giao két ctia nhiéu zone va kich ¢& cla cac zone khong nhat thiét phai nhu
nhau. Thudng thi kich ¢& ndy dugce do bing ban kinh dai p, tinh bang sb hop
theo duong chu vi cia zone.

Boi viée chia mang ra thanh cac zone chdng chat, khong ap dit nhimg
gia tri kich ¢, phuong phap ZRP tranh dugc viéc mo ta mang theo cau tric
chit, dé dang cho viéc bao tri hé thong, rat phit hgp v&i mé hinh SCN. Vi trén
thuc té thi hé théng mang c6 thé phing vé miat hinh hoc nhung cac tuyén

khong di theo hudng 1an can vi tri ma phu thudc vao cac zone chong chat.

Hinh 10. Tuyén zone dbi véi nit A trong truong hop o =2
Trong hinh minh hoa trén thi tir nit A ¢ nhiéu tuyén dé di dén nat F,
bao gdm ca nhiing tuyén c6 hop-count > p. Tuy nhién do ton tai tuyén co

hop-count <= p (tuyén AIF) nén F van 1a nit nam trong zone. Nhitng nat
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nam trén dudng chu vi ctia zone ¢ hop-count = p va nhitng nat ndm trong
zone hoan toan c6 hop-count < p.

Pé xac dinh 1an can truc tiép cua nat trude khi xay dung dinh tuyén
zone va phat hién déc tinh cua zone thi ntt c6 sir dung giao thurc phat hién dia
chi MAC hay giao thic NDP. Mot lan nita khiang dinh lai 1a ZRP la
framework, trén co s& d6 cac ki thuat, giao thirc c6 thé xay dung theo dic thu

riéng dé tan dung loi diém cua vi¢c quy hoach cuc bo nut.

Bang 2. Cac loai giao thirc trong ZRP

Intrazone Routing IARP giao thirc dinh tuyén trong zone, thudc
Protocol loai proactive, table-driven do cac tac
dong thay doi co anh huong rat 1on dén
cac nut lan can.

Do ¢6 gi6i han bdi ban kinh pnén co thé
dua vao st dung thong sé TTL va ap

dung giéng nhu mang IP c¢6 cdu tric

Interzone Routing IERP giao thirc dinh tuyén giita cac zone, thudc
Protocol loai reactive, chép nhan tré

Bordercast BRP giao thic quyét dinh bién truyén, xac
Resolution Protocol dinh nat bién s& truyén quang ba phuc vu

IERP
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Hinh 11. T4i cAu tric zone khi cac nat chuyén vi

Cac huéng miii tén chi hudng chuyén dich cua nut va dai dién cho van
tbc. Piém giam sat dat tai nat A. Nat D va B dich chuyén theo xu hudng xa
nhau, con nit E dich chuyén theo huéng lai gan va xuat hién kha nang ndi ké
truc tiép vi A va D. Nut F tir & ngoai zone bat dau tham gia zone véi truyén
thong truc tiép véi A va E. Tir hinhl sang hinh 2 13 zone da tu cdu hinh va
thich nghi véi diéu kién méi. Ciing theo hinh trén thi nit D van con quan hé
v6i nit A mic du dinh tuyén da c6 thay d6i. Diéu nay chi ra rang su can thiét
ctia pro-active IERP: su thay doi topo mang phai c6 diéu chinh trong mot thoi
gian nhat dinh.

Trong cac bai toan giam sat thuc, viéc thay doi thiét vi cta cac SC
trong qué trinh hoat dong 1a c6 xdy ra (vi du nhu SC dat trén xe tuan tra, di
dong trong khu vuc giam sat). Diéu nay din dén céc zone trong ZRP co bién
dong. Trong trudng hop c6 nhiéu SC di chuyén thi viéc tai 1ap zone 13 khong
dé dang va c6 thé vi pham dap ung thoi gian thyc chung ciia hé thong. Dé cai
thién van dé nay khi trién khai SCN can han ché cac SC di chuyén va trong
truong hop c6 nhiéu SC chuyén vi thi can phan biét 1a SC d6 c6 dong vai trd
BS hay khong dé thiét 1ap cac proxy phu hop hodc st dung mot giai phap
truyén thong hd trg khic vi du nhu phét truyén hinh sé dinh huéng DVB-T

hay wimax.
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Khi ap dung vao SCN thi ngoai cach xay dung zone boi ban kinh dai
p, zone thuong dugc hiéu nhu 13 mot s_clu c6 quan hé trong nhi¢m vy gidm
sat.

Cai thién hiéu ndng mang

Do SCN la mang trai rong nén viéc danh gid hi€u nang chung toan
mang dé cai thién 1a kho khin nén viéc cai thién tip trung & truyén thong
trong ndi bd zone hodc s _clu. Ba tham sb chinh anh huong téi viée toi wu hoa
zone la thong lugng, do tré va do tin cay. Tu goc dd phat trién ung dung thi dé
cai thién hiéu nang ta phai luu y cic van dé sau:

- Tbi vu phan tan nhiém vy, giam thiéu truyén thong. Thudc 16p bai toan

CSP sé& duoc dé cap trong chuong 7.

- Trong trudng hop truyén thong xay ra la tién doan duoc hodc theo chu
ky ung dung thi dé& xuat 1ap lich truyén thong multi-hop nham giam
thiéu xung d6t va chiém hiru kénh truyén. Van dé nay dugc trinh bay

trong phan tiép theo.

5.3 LICH TRUYEN THONG CUA THONG DIEP PHAT SINH THEO
CHU KY

Cac thong diép phat sinh theo chu ky dong vai tro rat quan trong trong
hé thdng SCN. Khi da xac dinh dugc tuyén thich hop giwa source va sink con
can dam bao han muc tré cta thong diép truyén trong tuyén dé ting hiéu ning
chung, QoS dich vu bang phwong phép lap lich.

Do chon Iwra phuong thirc truyén thong ad-hoc 1a phuong thirc truyén
thong chinh trong SCN, nén ngoai viéc theo doi va bao tri tuyén boi cac giao
thire nhue AODV, ZRP can phai dé ¥ dén dic diém cua kiéu truyén thong nay.
St dung AODV hay ZRP déu chip nhan phai c¢6 tré truyén, nhung tré truyén

phai tién doan dugc. Truyén thong ad-hoc co dic diém 1a chiém hiru kénh
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truyén khi SC déng vai tro tram phat, tirc 1a nhat thoi gy nghén truyén thong
cho céac SC lan can®.

Nguoi ta d3 ching minh dugc rang viéc thoéa min dugc tré han dinh
cua thong diép du trong don budc truyén 1a bai toan NP kho*'. Do vay, cach
tiép cén tai ddy 13 phat hién hudng sip lich truyén thong diép truc tiép véi
rang budc thoi gian giéi han [SMD_05]. Cu thé k¥ thuat gom:

- Dit lich truyén thong diép dya trén dung thoi diém tai mdi budc truyén
cua thong dié€p do.

- Phat hién viéc kha ning tai sir dung kénh truyén tai cac budc truyén va
cac thoi diém bang cach truyén dong thoi nhimng tram phat khong anh
huong 13n nhau khi truy xuét duong truyén.

Truyén ndi dung thong diép va tai sit dung kénh truyén

Hinh 12. Truyén théng diép qua mdt bwéc truyén.
Vi tri va quang cach dén noi giri da dugc xac dinh. Ching ta gid dinh
khoang truyén thong trung védi quang cac truyén thong. Trong hinh 12 thi ba

thong diép m;, m,, m; truyén mot bude can duge sip lich truyén thong.

20 Thye té cho thdy viéc tai sir dung kénh truyén c6 hiéu qua véi kiéu truyén thong CSMA/CA dic biét 1a khi
kénh truyén duoc tan dung nhiéu, khoang nhidu rong va kha ning xung dot cao. Mang khong day trong ho
802.11 sir dung phuwong thire CSMA/CA & 16p MAC. Thir nhit, do ddc diém cua k¥ thuat tranh xung dot nén
mang CSMA/CA khong loai trir hoan toan kha niang xung dot. Thir hai, noi guri ¢6 thé tang truyén lai theo
ham sé mii khi ching nghe ngéng trén dudng truyén. Thir ba CSMA/CA st dung giao thuc CTS/RTS dé
tranh xung dot. Trong nhitg mang nhu thé nay, niit phai x4c nhin quyén duoc truyén béi giri RTS va nhan
ddng ¥ CTS trude khi truyén dit lidu. Tai thoi diém do6 cac nut khac 14n cn, c6 kha ning tiép nhan thong diép
phai ngimg truyén thong, hay goi 1a tam khoa.

1 Pidu nay co thé duge chimg minh boi viée don gian dd thi k-color, trong d6 b thi ndi dung G = (V, E)
biéu thi xung dot gilra cac truyén thong. Mbi canh ¥ dai dién cho viéc truyén thong, ton tai dinh E gitta 2
canh néu truyén thong d6 co thé dién ra dong thoi. Néu do thi d6 14 k-color thi moi truyén thong co thé hoan
thanh véi k don vi thoi gian.
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Coi thoi gian dén 12 AT, thdi gian truyén 1a TT. ED 1a gi6i han tré cho

mdi thong diép va LST 1a thoi gian bat dau truyén mudn nhat co thé.

Message AT TT ED LST @ Wmam3, - p,

arrives arrive

iy 0 2 6 4 finishes finishes m? finishes
Mo 1 5 8 3 A A 14
Mg 1 2 6 = = Tim
1 E 1 -
0 1 2 3 4 5 & 7 g
Message AT TT ED LST m 7 deadline
m] mpmj . | m - finishes
LELS 0 2 6 4 amives amive 2] fujjl’l;}:ﬁ i( d?a:i:j‘:j: EL‘_.;__,I
™y 1 6 8 2 l flaes g Y
g 1 2 10 8 :
g %] : .
L e 1 | (e
] 1 2 3 4 3 & 7 8 9

Hinh 13. Hai kiéu siip lich truyén thong.

Coi m; dén tai mbc thoi gian 0, ddy 1a thong diép trong hé thong tai thoi
diém d6, nat 1 truyén RTS va nhan xac nhan RTS tir nat 0. K& tir khi nat 2
nhan duoc RTS né bi khoa trong thoi diém truyén m;. Khi théng diép m,
truyén dén tai thoi diém 2, nat 3 gii RTS vé nat 2 nhung khong nhan duoc
phan hdi. Nt 4 ciing nhan thong diép RTS va ciing bi khéa truyén, khi nat 5
truyén dén nat 4 mot RTS cho thong di¢p m;, nhung ndé khong nhan dugc
CTS nén chua thé truyén m;. Qua quan sat trong hinh thi m; va m; khong c6
quan hé v6i nhau nén chung c6 thé truyén doc 1ap. Pay 1a két qua cua viée
truyén tudn tw my, m, mj; dan dén viéc tai st dung duong truyén thap. Mot
diéu quan trong nita 13 m; bi tré qué han.

Tuy nhién néu dt lich truyén thong theo hudng tan dung kénh truyén
bang céc truyén m; dong thoi v6i m; sau d6 1a m, thi moi thong diép déu dén
dich trong han tuong ung.

Mic du trong cach dat lich trén véi viée tai st dung kénh truyén nham
thoa man han thoi gian, truyén song song tuy nhién cling ¢ truong hop lai

gay tré qua han. Ciing trong hinh 13, m; dugc truyén tai thoi diém r=0. Khi m;,
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va m, truyén m; s& bi block. Khi m; tai thoi diém =1, n6 ¢6 thé truyén dong
thoi voi my. Gia st tinh hudng nay xay ra m, phai doi dén khi m; két thac tai
t=3 r6i bat dau truyén. Khi m, yéu cau 6 don vi thoi gian dé truyén thi n6 s&
két thic tai r=9 va tré qua han nhu hinh dudi. Trong truong hop niy truyén
tudn tu m;, m,, roi dén m; lai giai quyét duoc bai toan.

Piéu nay chimg té viéc tai sir dung khong gian truyén thuan tay khong
dam bao moi thong di¢p ludn téi han. Do vay chién thuat dit lich phai tinh téi
kha ning tac dong cua lich d6 voi nhiing thong diép tiép theo. Do ban chit tur
nhién cuia bai toan, chung ta phai chon lya giai phap dé dit lich truyén thong
di€p da budc trong mang. Dudi day 1a 2 heuristic thuong dung.

Per-Hop Smallest LST First (PH-SLF)

PH-SLF la k¥ thuat dat lich phan tan trong dé mdi nit tao lich truyén
cuc bo doc 1ap véi cac nat khac. Trong cach tiép can nay, mot tip cac thong
diép duoc sép doi tai nat. Nut dat lich chon ra thong di€p nao ¢c6 LST nho
nhit dé truyén.Véi giao thitc MAC loai CSMA/CA thi viéc xung dot va back-
off. false blocking c6 thé dugc loai bo. Loi diém cta phuong phap nay 1a nd
6 thé duoc su dung nhu 1a mdt bod sung cho mang 802.11 vi PH-LSF c6 thé
dugc xay dung bang phan mém trong OS. Piéu can 13 cac hudng tiép can bd
sung khac nham tranh xung dot va ting hiéu qua tai sir dung kénh truyén.

Channel Reuse-based Smallest LST First (CR-SLF)

Muc dich ciia CR-SLF 1am tiép can nham nam bat téi han cua thong
diép tai mdi budc truyén, dé tranh xung dot va tai str dung kénh.
Gia dinh ban dau:
my thong diép m, tai hop thir i
T(m,) truyén thong cta m,’
a(m,) thoi gian dén cua m, tai hop thir i

d(m,) tré toi han cua m,’
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I(my)  thoi diém bat dau mudn nhat (LST) cta T(m,)

s(my’) thoi diém bat dau truyén cua T(m,)
fimy)  thoi diém két thuc cta m,’. thoi diém m, dén dugc hop tiép theo
e(my) thoi gian sinh ra m, (giéng nhau trong moi zop truyén cta m,)

Khi cic SC cdp nhét dit liéu hinh theo chu ky, thoi gian dén cua thong
di€p tai source la thoi gian ma dir li¢u dugc khdéi tao. Thoi gian dén cua nat
trung gian 1a thoi gian ma bit cudi cung ciia thong diép qua bude truyén trén
duong dén dich. Theo di thoi gian dén tai nhitng nut trung gian phu thudc
vao thong diép dugc dat lich tai budc truyén trudc. Thot gian bat dau tinh tr
khi thong diép duoc dit lich truyén va két thuc khi thong diép duoc nhan toan
b béi bude truyén tiép theo (tic 1a lic d6 kénh truyén lai duoc giai phong).
Thoi gian thuc thi 12 thoi gian ma kénh truyén bi chiém hiru va tré (su khac
biét giita thoi gian tic thoi cia bit dau tién dugc truyén di va bit cudi cing
dugc nhan boi budc truyén tiép theo). Theo d6 thi:

alm )= £l )= s(m )+ elom) (5:3.1)

Viéc xép lich can tuan thu nhitng dinh hudng sau khi sinh lich truyén
thong:

- Can tdi da tai st dung khong gian boi dit lich cho nhiing thong diép
khong lién quan duogc truyén song song.

- Can giam sat viéc truyén thong boi LST cta chung. LST 14 tré han cuc
bo cla truyén thong tai mdi budc truyén, ké tir khi thoi gian cudi cung
trong moi thong di€p phai dugc dit lich dé dam bao diéu kién t6i han
end-to-end.

Y tudng dé xuét 1a chia tip cac thong diép can truyén thanh cac tap hop
con phan tach ma viéc truyén thong chi xay ra trong ndi bd chung khong co

lién quan dén bén ngoai. Do vdy chung c6 thé truyén song song. Nhiing tap
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hop nay duogc sap xép thir tw va moi truyén thong trong tap phai két thuc trude
khi truyén tap hop tiép theo.
pé xdy dung nhirng tap hop nay, viéc 1ap lich dya trén cac LST cua
chung. Tai mdi budc, truyén thong c6 LST nhé nhét duge chon va chuong
trinh kiém tra xem c6 thé gan truyén thong nay cho tip nao sdn cé khong.
Bang cach kiém tra truyén thong nay c6 anh hudng gi dén viéc truyén céc
thong diép trong tap d6 hay khong. Thong diép c6 thé duoc xép lich truyén
thong néu thoi gian két thuc caa nod khoéng vi pham tré t6i han. Va viéc bd
sung thong diép ndy vao tp hop d6 khong giy vi pham tré t&i han cia viéc
truyén thong hién thoi. Néu khong c6 mot tap hop nao thoa man thi mot tap
hop méi dugce xay dung. Khi thong di¢p duoc 1ap lich ¢ budc truyén thtr 7, no
6 thé duoc 1ap lich tai budc truyén i+1. Theo doi thong di€p can duoc truyén
hop-by-hop, do thoi gian dén tai budc truyén tiép theo 1a chua biét cho dén
khi n6 da duoc sép lich & budc truyén trude. Qua trinh trén tiép tuc cho moi
thong diép trong hang doi dén khi chung duoc sap lich trong moi budc truyén
tir ngudn dén dich. Cac tap hop xay dung duoc dinh nghia lich truyén thong
cho nhing thong diép nhiéu budc truyén nay.
Thuét toan dugc xay dung nhu sau
1. S=¢
//Khéi tao. Muc dich 1a xay dung tap hop S={s,,5,,...S,} trong do
cac phan tir 1a tach biét va cac thong diép duoc truyén giira ching 1a
khong c6 quan hé (truc giao).
2. Budc 1: Chon truyén thong dua vao lich. Tt danh sach hién thoi cua
cac thong diép truyén thong, chon ra cai c6 LST nho nhit, tng véi
truyén thong can thiét nhit.

3. Budc 2: Gan truyén thong d6 vao mot tap hop. Gia sir n tip hop da
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dugc xdy dung trong qua trinh sip lich trudc gdm Sy, S, ..., Sn. T(m;)
da duogc chon va géan vao tap hop théa man diéu kién dau tién duoc
tim thidy. Néu khong t6n tai tdp hop nay (hodc lich truyén dang la
rong) thi mot tap hgp méi S, duoc thém vao danh sich va T(m;)
duoc gan vao d6 dé dam bao rang budc vé tré han thoi gian khong bi
xam pham.
Tép S; duoc coi 1a phu hop véi T(m;) néu cac diéu kién sau dugc thoa
man:
- Thoi gian két thuc f(S;) thi mudn hon thoi gian dén cta thong
diép a(m’r)
- Thoi gian két thuc ciia m’ khong tré hon t6i han thoi gian hién
thoi trong tap hop.
f(mi)z max(s(Sj ),a(mi ))+ e(m; )S d(m;) (5.3.2)
- T(mfc) khong c6 quan hé gi véi nhitng truyén thong hién co
trong S;.
- Viéc b sung truyén thong T(m;) vao S; khong vi pham t61 han
thoi gian cua thong di€p theo thirtu S,, j <k <n.
4. Budc 3: Cap nhat thoi diém két thuc cia tap hop thoa man diéu kién
va chén truyén thong méi cho budc truyén tiép theo. Cac budc nay

dugc 1ap cho dén khi khong con thong diép nao can dugce sép lich.

5.4 TONG KET VA BAN LUAN

Chuong 5 tap trung ban luan vé van dé dinh tuyén va sap lich truyén
thong trong SCN. Hai dinh tuyén chuan dugc trinh bay tai ddy 1a AODV va
ZRP. Pinh tuyén AODV thudc dang dinh tuyén chip nhén co tré, giéng nhu

nhirg van d& twong tu dd ban luan trong cac phan 3 va 4 vé truyén tin dinh
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hudng va déng bd bo dém mudn. Do vay phuong phap nay trén phuong dién
1y thuyét 14 hiéu qua va toan ning trong SCN. Phuong phéap luan khi dé xuét
AODV c¢6 nhiéu diém gidng v6i EIRGP ciia Cisco nén nguoi lap trinh co thé
dé dang tiép nhan, viét ma va thir nghiém boi nhitng cong cu méd phong™.
AODV thich hop cho cac tng dung truyén thong tir source dén sink do dé ap
dung QoS va kha nang chiu 16i cao™.

Tuy nhién trén thuc té, cac nhiém vu giam sat c6 xu hudng cuc bg va
cac SC c6 xu hudng trao ddi théng tin trong ndi bd s clu (thuong 13 nhing
SC ¢6 quan hé vé mit khong gian va gbc hudng gidm sat tao nén
microcluster) nén ap dung ZRP t6 ra c6 vu thé hon trong bai toan phan tai
tinh toan va tmg dung nhom s_clu’.

Mot van dé khac, chua duge dé cap dén & day la van dé xuét hién
nhiing ving xam (chat lugng truyén dan tin hiéu trong ving thap do nhiéu
nguyén nhan), ving den (mat do truyén thong cao), ving tring (mét do truyén
thong thap) trong SCN. Trong truong hop tai hé thong 1a khong cao thi cac
van dé QoS khong qua ndi bat, tuy nhién trong trudng hop c6 nhiéu SC tham
gia truyén thong thi metric cia tuyén dugc thiét 14p phai dam bao di bao gdm
chi phi QoS trong do.

Trong SCN thi van dé QoS truyén thong c6 hai trudng hop chinh 1a:

- Pon hwéng SC, 1a ngudn , SC, 1a dich va C 13 cac rang budc vé tai

nguyén. Can xay dung tuyén kha dung tir SC, dén SC, thoa man C*.

- DPa hwéong SC, 1a ngudn, tap cac SC, 1a dich, cac rang budc C va mot
tiéu chi toi wu®®, xay dung cy kha dung phu hét SC, va cac SC, thoa

man rang budc C.

2 ysnam (http://www.isi.edu/nsnam/ns/)

23 Bai toan co ban 2 trong SCN.

2 Bai toan co ban 1 trong SCN.

2 Céc yéu cau bai toan thudong gip 1a dinh tuyén t6i wu hoa kénh va dinh tuyén rang budc kénh.
26 Cac yéu cau bai toan thuong gip 1a dinh tuyén t6i uu hoa cay va dinh tuyén rang bugc cay.
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Phat trién thuat toan dinh tuyén theo tiéu chi QoS s& gop phan can bang
tai truyén thong voén khong qua rong ciia SCN.

Gidi han tré truyén 1a mot dang ngudng QoS truyén thong trong hé
thong, dé dam bao t&i han tré ciia thong diép phat sinh theo chu ky bai toan
can giai quyét 1a bai toan dit lich truyén thong trén tuyén. Dang bai toan NP-
kho ndy co lién quan dén viéc t6i wu thoi gian truyén thong trong diéu kién
rang budc vé tai nguyén nhu kénh truyén, thoi hiéu dich vu... Trong hai
phuong phap duoc dé xuét thi PH-SLF thich hop trong cic mang khong day
chuan 802.11 do d& dang thiét 1ap ngay tir trong OS, tuy nhién CR-SLF lai to
ra hiéu qua hon boi ndm bat duoc téi han cta thong diép & mdi bude truyén

dé tai sir dung kénh truyén.
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CHUONG 6 : AN NINH TRUYEN THONG TRONG SCN

Hé théng SCN dugc thiét ké nham muc dich giam sat an ninh, do vy

nham tang tinh chiu 1061, tranh cac tac dong tir bén ngoai vao hé thong, can co

co ché bao dam an ninh truyén thong. D6i véi hé théng duoc xay dung dua

trén nguyén tac truyén thong ad-hoc nhu SCN thi, nhitng van d¢ an ninh sau
duoc dat ra [SAN 99]:

Availbility cac dich vu mang tdn tai du bi tin cong tu chéi dich vu DosS.
Confidentiality thong tin khong duoc tiét 16 cho nhimng thuc thé chua
duoc xac thuec.

Integrity dam bao thong diép duogc truyén khong gian doan.
Authentication nut c6 kha nang xac thuc nut dang tuong tac, tranh gia
mao nut.

Non-repudiation phat hién va co lap nhimg nit 16i. Khi nit A nhan
dugc thong diép 16i tir nat B thi thong tin nay dugc phan hdi nguoc vé
B va thong bao dén cac nit khac.

Céc van dé dugc trinh bay & day la:

Tap giao thic an toan SPINs

Tén cong tu chdi dich vu DoS

6.1 TAP GIAO THUC SPINs

Mot diéu c6 thé khang dinh 1a nhiing phuong thirc ting cuong an ninh

truyén thong dang sir dung nhu SSL/TLS, IPSEC hay mi hoa géi tin boi cac

thuat toan ma voi khoa khong d6i xung khong thé st dung truc tiép trong

SCN do cac bat loi sau:

Chi phi khoi tao dich vu cao. Thot gian thyc thi 1a O(phuit)
Chi phi tham tra cao. Thoi gian thuc thi 1a O(gidy)

Yéu cau by nho cao
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- Chi phi truyén thong cao. Yéu cau tir /28 bytes truyén thong tré 1én.

Do nhitng van dé mang tinh ban chat ctia hé théng nhu mang phat
quang ba, can tdi uu niang luong, dinh tuyén ndi ving va clustering nén viéc
ma hoéa duong truyén ciing nhu co ché IDS phai co thiét ké doc 1ap. Tap giao
thirc SPINs ra doi dé dap Gmg nhu cau trén.

Giao thirc an toan trong SCN can dugc xay dung trén co sd cin nhic va
dam bao hai van dé 1 do tin cay va tbi thiéu nang luong can dung.

Viéc dam bao an ninh truyén thong trong SCN tap trung vao xay dung
cac kénh truyén an toan véi bén dam bao la:

- DG tin cay cua dir ligu.
- Xac thuc dir liéu.
- Toan ven dir licu.
- Dt liéu twoi moi.
Gia dinh ban dau nhu sau:
A, B 12 nhiing diém nat truyén thong
N, duoc sinh boi nut 4 (chudi bit khong dinh trude nhim xéac dinh d6 twoi cia
dir ligu)
MM, biéu hién chudi xich lién két M, va M..
K5 biéu hién khoa ma (d6i xtng) dugc chia sé gitra A va B
{M}KAB la thong diép ma ciia M vai khoa dbi xtmg dung chung 4 va B
{M} ., biéu hién la thong diép ma ciia M véi khéa Ky va vecto IV dugc sir
dung trong ché do ma nhu CBC, OFB hay CTR

Tap giao thitc SPIN dugc chia thanh hai nhom 1a SNEP va uTESLA,
trong d6 SNEP dung trong truyén diém - diém va uTESLA dung trong xac
thue dit liéu quang ba da diém.

SNEP

SNEP c¢6 nhitng tién tién nhu:
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- chi b6 sung 8 byte vao mdi thong diép.

- ciing nhu nhitng hé ma hoa khac, trong SNEP ciing c6 sir dung bo dém
nhung tranh truyén s6 dém boi viéc gilr trang thai bd dém tai ca 2 dau
truyén thong chtr khong dinh kém trong thong diép.

Mot khung mau thuong thdy dé bao vé ndi dung dir liéu 1a ma hoa,
nhung mi héa ciing khong phai 1a toan bd ctia clia van dé. Mot trong nhiing
thudc tinh quan trong khac cua tinh an toan do 1a semantic security - an ninh
nglr nghia, tirc 12 mot phuong ti¢n tham sat phai khong tim dugc thong tin noi
dung cta cung mot plaintext du duge duyét nhiéu 1an ciing mot doan vin ban
ma. K§¥ thuit co sé & day 1a luu trit ngdu nhién: trude khi ma thong diép véi
loat chudi (kiéu nhu mé héa DES) thi phia giri thém vao dau thong diép mot
chudi ngiu nhién cac bit. Pidu nay gitp tranh ké tin cong xac dinh thong diép
gbc tir thong diép ma hoa du biét duge cip thong diep/ thong diép ma cua
cung mdt khoa.

Di nhién viéc truyén ngiu nhién dir liéu qua kénh vo tuyén yéu ciu
nhiéu ning luong. Do vay ngudi ta xay dung mot ki thudt ma trong d6 luu trix
ngir nghia an toan bang cach. tir chdi viée chia sé bo dém gitra nut truyén va
nhén cho viéc ma hoa khéi theo thoi gian. Tuc 1a thong tin vé bd dém khoi s8
khong duoc dinh kém trong thong diép ma. Dé két gin xac thyc hai chiéu va
tin cdy dit liéu, nguoi ta dung khai niém MAC? ..

Su két hop cua nhitng k¥ thuat nay tao thanh SNEP. D@ liéu ma cé
khung nhu sau:

E = {D}(mec) (6 1 . 1)

trong d6 D 1a dit liéu, khoa ma 13 K., va bo dém 1a C va

M =MAC(K,,..C|E) (6.1.2)

mac

*7 Message authen control
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Nguoi ta sinh khoa K., va K, tir khoa géc K. Nhu vay moét thong
diép hoan chinh tir 4 guri dén B 1a

A= B:{D o, MAC(K,,,..C D)y ) (6.1.3)

Su két hop ndy mang lai nhiing cach tan:

- Semantic security an toan ngit nghia, do bd dém duoc gia ting sau mdi
thong diép, nén cung mot thong diép s& sinh ma khac nhau tai méi thoi
diém. Dat gia tri bd dém 1a du 16n dé khong 1ap lai trong vong doi cua
nut va truyén thong.

- Data authentication xac thuc dit liéu, néu gia tri so sanh cia MAC
chinh xac, thi nat nhan c6 thé gia dinh ring thong diép gdc duge guri tir
chinh gdc.

- Replay protection bao vé lap, gia tri bd dém trong MAC tranh giy nén
truyén lap thong diép cii. Pé y rang néu gia tri bd dém khong hién dién
trong MAC thi c6 thé d& dang tao 1ap thong diép cil.

- Weak freshness tuoi, Néu gia tri so sanh cta thong diép chinh xac, nut
nhdn xac dinh dugc thong di€p vira moi duge gui do thong diép trudce
nhan dugc chinh xdc (gia tri bd dém thay ddi sai khéc so véi tién doan
da nho).

- Low communication overhead Trang thai bo dém duoc luu tai mdi nat
va khong can dugc truyén kém trong mdi thong diép. Trong trudng hop
MAC khong khép, phia nhan c6 thé st dung mot s6 nho gia tang boi bd
dém dé khoi phuc lai thong diép bi mat. Trong truong hop tai dong bod
khong duoc hai phia sé& trao ddi lai thong tin bo dém, diéu nay duogc dé
cap trong phan dudi day.

SNEP don gian chi c6 weak freshness data do méi chi dua ra mot
chiéu xéc thuc 1a thong diép giri dén nit B chtr khong bao dam chinh xac cho

nut A rﬁng thong di€p duoc tao tir nat B dé dap lai su kién & ntt 4.
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Dé co strong freshness data thi Nut 4 sinh N, ngiu nhién va gui nd
kém theo thong diép R, dén nat B. Tir nit B phan hoi thong diép R, va thay vi
Nj thi dé t6i wu tién trinh thi ngdm dua thong tin khi tinh MAC. Khi d6 thi
SNEP v6i strong freshness cho phan hoi ciia niit B s& 1a:

A—>B:N,,R,

B—> A:{R,}, (6.1.4)

0C)? MA C(Kmac H NA |C| {RB }(KW‘,‘ ,C) )

Ken
Néu so sanh MAC chinh xac thi nut 4 s& xac dinh dugc nat B d3 sinh

phan hoi sau khi nd giri yéu cau. Thong diép dau tién co thé sit dung SNEP

don gian néu tin tuéng duoc va xac thyc thong tin 14 can thiét.

UTESLA

Viéc xac thuc ngudn cac thong diép quang ba trong SCN bang xac thuc
sO bat d6i xing, hay khoa ma bay mot chiéu doi hoi phai c6 khoa dai va phai
bd sung tir 50 dén 1000 byte cho mdi goi tin. Piéu ndy anh hudng dén hiéu
nang truyén thong va xtr 1y s6 hoc cta cac diém nut.

TESLA 13 k¥ thuat duoc phat trién dé xac thuc thong tin quang ba véi
xéac thuc goi dua trén chir ky s6. Tan dung nhirng wu diém ciua TESLA, ngudi
ta phat trién uTESLA va c6 thé sir dung trong nhiing hé théng nhu SCN.

- TESLA xac thuc goi khoi dau véi chir ky sd con uTESLA st dung ki
thuat ddi xung.

- Huy bé chir ky xac thuc sau mdi géi 1a qua lang phi nén uTESLA su
dung cung chit ky xac thuc trong mot thoi ky nhat dinh.

- Luu trit chudi khoa mot chiéu tai nut 13 khong can thiét, thay vao d6

UTESLA luu s6 cta cac nit gui da xéac thuc.

Nhu d3 phan tich, cac yéu cau xac thuc quang ba doi hoi ki thuat bat
d6i xtmg nhung do k¥ thuat ma nay doi hoi xir Iy tinh toan cao va nhiéu bat

loi khac nén uTESLA véan dung linh hoat dé vuot qua trd ngai cia viée tao su
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bat dbi xtmg boi cach cham tiét 16 khoa ddi xtng trong viée xac thuc quang
ba. Piéu ndy mang lai thudn tién trong nhiéu kich ban xac thuc quang ba.

Tai mQt khoang thoi gian du nho, coi nhu 1a khong c6 su kién bién
dong vé nit va tuyén thi voi mot nit duge coi 1a tram phat nguoi ta co thé xay
dung cdy truyén thong, xac dinh duoc tré truyén thong tir tram gc dén tram
thu twong img vé1 bao nhiéu khe thoi gian.

UTESLA yéu cau tram phat co sé va cic nit nhan phai dugc dong bd
thot gian va mdi nat phai biét va luu dugc chin trén cia ctia do 1éch toi da cua
161 déng bo. Dé truyén g061 xac thuc, tram phat don gidn chi tao MAC béi viéce
sinh ma vai khoa 1a thot gian quy udc do, khi nhan dugc goéi tin, tram thu
kiém tra khoa MAC cé chinh xac chua dugce gui di tir tram phat khong va
chua dugc nhan tir trude d6 (dua trén do tuong dong vé thoi gian dong bo,
gi6i han 18i dong bo va thdi gian trong lich trinh ma khoa khong tiét 10). T
khi nat thu chic rang khoa MAC chi dugc biét boi tram phat thi nd s& luu géi
tin vao vung dém. Vao thoi diém ma khoa duoc bdc 19 thi tram phat quang ba
thong tin xac thyc khoa dén moi tram thu. Khi nat nhan duoc khoa n6 s& dé
dang kiém tra dugc tinh dung dan cua khéa d6 (dd cé trong ving dém chua?)
Néu khoa duogc chép nhan, nat ¢ thé st dung no dé xac thuc g61 luu trong
vung dém cua no.

MOdi khoa MAC 1a mot khoa trong chudi khoa dugc sinh bdi ham mot
chiéu F. Pé sinh chudi khoa mét chiéu, noi gti chon khda méi nhét K, trong
chudi ngau nhién va lip ap dung F cho moi khoa khéc: K; = F(K; ;). Mdi niit
c6 thé dong bo thoi gian va nhan khoa xac thuc trong chudi khoa an toan va
xac thyc ngudn gdc bai cach xay dung khdi SNEP.

biéu nay cd nghia la xac thuyc khoa duogc chuyén dén tré& hon sau mot

sO khe thoi gian nhét dinh dé lam co so ddi sanh vé6i khoa dang duogc luu
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trong ving dém cua nut nhan. Viéc kiém tra 13 rat don gian bdi viée thuc thi
ham mét chiéu khong doi hoi nhiéu ning lyc tinh toan.
F F F F

N\ NN time
Ko K1 Ko Ka K4

P1|P2]  [P3] [P4llPs|[Ps|[P7

Hinh 14. Sir dung chudi khoa theo khe théi gian dé xac thwe gbc truyén tin

Trong hinh 14, mdi khoa trong chudi khéa phu hop véi khoang thoi
gian va moi goi duoc truyén dén trong khe thoi gian d6 déu duogc xéac thuc boi
cung khéa. Thoi gian cho dén khi khoa gbc ciia khe két thiic duoc chuyén dén
la 1a 2 khe trong hinh trén.

Gia dinh nat nhan co déng bo thoi gian gﬁn va biét khoa K, trong chudi
xac thyc. Goi P; va P, da gui trong khe 1 chirta MAC véi1 khoa K. Goi P; co
MAC sir dung khoa K,. Néu gia sir goi Py, Ps, Ps déu mét ciing nhu goi tiét 10
khéa K; thi nat nhan khong thé xéc thuc duoc goi P;, P,, P;. Trong khe 4,
tram phat quang ba khoa K, ma nat c6 thé xac thuc duge boi K, = F(F(K>))
va suy ra duoc K; = F(K>) dé roi tir d6 xac thuc duoc goi P;, P, voi khoa K;
va P; voi khoa K.

Viéc trién khai uTESLA dugc chia ra thanh cac pha sau:

- Sender setup nut giri dau tién sinh mot chudi cac khoa bi mat. Bé sinh
khéa 1 chiéu d6 dai n, nat guri chon khoa méi nhét K, ngau nhién, va
sinh nhitng gia tri con lai boi viéc ap dung ham mot chiéu F¥ ViFla
ham mét chidu nén moi diém déu dé dang sinh ma tién vi du nhu tinh
toan K, ..., K; boi K;1; nhung tinh toan theo chiéu nguoc dang tinh K,
tr Ky, ..., K;1a rat kho khan. Piéu ndy tuong tu nhu hé théng sinh mat
khau ding mot 1an S/Key.

* Vi du nhu ham ma bam MDS: K; = F(K;.)
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Broadcasting authenticated packet thoi gian dugc chia thanh cac khe
thoi gian va nat gii gan moi khoa trong chudi khoa vao mot khe thoi
gian. Tai khe thoi gian ¢, nut giri chon khoa K, dé sinh MAC cua goi tai
thoi diém d6. Sau mot khoang thoi gian &, cu thé 1a sau mot vai khe
thoi gian khéa K, s& duogc tiét 16 va thuong thi snay 16n hon khoang
vai 1an so véi thoi gian truyén dan giita nat truyén va nat nhan.
Bootstraping a new receiver thudc tinh quan trong ctia chudi khoa mot
chiéu 13 khi nat nhan c6 khoa gbe xéac thuc trong chudi, thi cac khoa
sinh tuan tu trong chudi d6 c6 thé tu xac thuc. Vi du nhu khi nat nhan
nhan duoc khoa K; trong chudi khoa, n6 c6 thé dé dang xac thuc K+,
boi viée kiém tra ?(K;=F(K;.;)). Day chinh 13 bootstrap ctia uTESLA,
va yéu cAu quan trong nhat 1 nit truyén va nhan c6 dong bo thoi gian
loosedly time synchronized. Vi khi 6 nat nhan biét duoc lich biéu cong
khai khoa trong chudi khoa mot chidu. Viéc dong bd thoi gian ciing
nhu xac thuc chudi khoa tao thanh ky thuat strong fieshness va xac
thuc diém - diém. Nut nhan tra 11 v6i thong diép chira thoi gian 7 cia
no (dé déng bo thoi gian), mot khoa K; trong chudi khoa thoi gian & khe
thoi gian qua khir 7, va thoi gian T; bat ddu cia khe thoi gian i, quing
thoi gian 7;,, va tré cong khai khoéa §.

M—S:N,

S—>M:T,|K,|T|T, |5 (6.1.5)

MAC(K 5. N, | T3 | K, | T, |T,,, | 6)
Nt giri khong can ma hoa dit liéu. MAC st dung khoa chia sé giira nit
va tram phat dé xac thuc dit liéu, Ny, cho phép nut kiém tra freshness.
Thay vi dung kich ban xac thuc s nhu trong TESLA, ngudi ta dung

kénh xac thyuc bootstrap dé xac thuc thong tin quang ba.
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Authenticating broadcasted packet khi nit nhan nhan duoc goi tin voi
MAC, n6 can bao dam rang géi tin d6 khong phai duoc phat chuyén
tiép tir mot diém khac (middle attack). Méi de doa ¢ day 1a diém tan
cong d6 di biét khoa cong bd tuong ung vai khe thoi gian va no cé thé
gia mao goi tin néu biét khéa duge dung dé tinh ra MAC. Nut nhan can
chic rang nit guri khong cong bd khoa cho géi tin tuong ting vai gbi tin
dén, néu khong diém tin cong co6 thé gia mao ndi dung. Diéu nay duge
goi 14 trang thai an toan - security condition, khi ma nut nhan phai kiém
tra moi g6i tin dén. Chinh vi thé niit nhan va nat giri cin dong bo thoi
gian va nat nhan can biét lich biéu sinh khoa. Néu géi tin dén thoa man
diéu kién an toan, nat nhan sé& luu g61 (phuc vu cho viéc kiém tra no khi
khéa duge cong bé). Néu diéu kién an toan bj xam pham (go6i tin co tré
hon binh thudng) thi nit nhan can bo goi tin d6. Ngay khi nut nhan
nhin duoc khoa K; cua khe thoi gian cil, n6 xac thyc khoa boi kiém tra
xem khoéa doé c6 lién quan voi khoa K; da dugc biét trong lan xac thuc
truéc khong boi mot vai tng dung cua ham mét chiéu F:K=F"' (K)).
Néu viéc kiém tra thoa man thi khoa K; mé1 sé dugce dung dé xac thuc
moi gbi tin nhan dugc tir khe thdi gian i ¢én j. Nut nhan s& luu khoa KX;
m&i thay vi khoa K; ci.

Node broadcast authenticated data Nhimmg thach thirc mdi nay sinh
néu nut quang ba thong tin xac thyc. Do gidi han bo nhé cta nit, né co
thé khong luu duoc hét cac khoa trong chudi khoa mot chiéu. Thém
vao do, viéc tai tinh toan cac khoa tir khoa sinh géc K, cling doi hoi
khéi luong tinh toan 16n. Hau qua 1a nat phat c6 thé khong cong bd
khoa véi timg nat nhan, do d6 viéc giri di cam két xac thuc khoa doi
hoi thoa thusn khéa nut dén nit - node to node key agreement. Mot

phuong phap don gian 1a khoa ma cong khai dé thiét 1ap khoa ddi xtng.
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Tuy nhién trong SCN, nguoi ta cling khong wu tié€n st dung nhirng tinh
toan sinh khoa cong khai qua cong kénh do phai danh ning luc xtr 1y
cho muc dich chinh cua hé thong. Vi vay nguoi ta thiét 1ap mot giao
thirc riéng nhat cho thuat toan sinh khoa ddi xing bang cach sir dung
tram phat va mdt tac tir tin cdy dé thiét 1ap khoa.
A—>B:N, A4

B—>S:N,,N,,4,B,MAC(K ,,,N,|N,| 4| B)

S = A1 {SK 1y b, MACIK 1o, N | BI(SK 1}, )

S B{SK 1}y MAC(K 0 N, | A1(SK 1))

(6.1.6)

K
Kus?
Giao thuc nay st dung chinh giao thitc SNEP véi strong freshness. N4
va N bao dam khoa strong freshness cho ca A va B. Giao thirc SNEP
dam bao tin tudng (bang cach mai hoa khoa K s va Kjs) cho viée thiét
1ap phién khoa SK,; ciing nhu xac thyc théng diép (bang cach ding
khoéa K'ys va K'gs cho MAC). bé v réng MAC trong giao thirc thir hai
con nham bao vé tram phat khoi tan cong tir chdi dich vu boi vi tram
phat chi can gui 2 thong diép dén A va B du c6 nhan duoc hang loat
yéu cau tir mot nit.

Cudi cung, viéc cong bd quang ba khoa dén moi nut nhan co thé gay

tiéu hao nang lugng nat nghiém trong.

6.2 TAN CONG TU CHOI DICH VU DoS

Vén dé an ninh truyén thong trong mang SCN bao gdém ca viéc xay
dung hé théng ty phong vé trude cac tin cong gay ¢ 1ap, pha hoai mang. Tén
cong tir chdi dich vu DoS 1a dang su kién co6 tic dong dén hiéu ning chung
ctia hé théng. Cac 16i phan cing, 16 phan mém, can kiét tai nguyén, tic dong
moi trudng hodc cac twong tic qua lai gitra nhitng yéu t6 nay ciing c6 thé gay

DoS. Cac tin cong c6 thé loi dung phat tan 18i phadn mém gay nén DoS, do do
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van dé nay can dugc luu tam va danh gia dung muc khi xem xét yéu to an

ninh hé théng [DOS_02].

Bing 3. Cac 16p mang va phong chéng tan cong tir chdi dich vu

Lép mang Kiéu tan cong Céach phong chong
Jamming Spread spectrum, priority message, lower
Vat ly duty cycle, region mapping, mode change
Tampering Tamper proofing, hiding
Collision Error correcting code
Lién két | Exhaustion Rate limittation
Unfairness Small frames
Neglect and greed | Redundancy, probing
Mang va | Homing Encryption
dinh tuyén | Misdirection Egress filtering, authorization, monitoring
Black holes Authorization, monitoring, redundancy
Chuyén Flooding Client puzzles
van Desynchronization | Authentication

Hé théng SCN duogc xay dung nham muc dich giam sat an ninh c6 kha

nang thich nghi trong céc diéu kién ngoai canh khéac nhau do vay can duogc
thiét ké dé co thé cung cép dich vu ca khi ton tai 16i. Pinh hudng robustness
khi thiét ké chi ra rang can chéng tin cong DoS ngay tir mutrc vat 1y. Dic tinh
chiu 131 tai SC cung cac giao thirc pht hop s& gbp phan han ché kha ning gay
can kiét tai nguyén dan dén hé thong bi ngimg tré hay té liét.

Nhiing ké tin cong ludn co hang loat cong cu tan cong khac nhau va
viéc chiém hitu hay c6 14p 1 ving SC trong SCN 13 kha ning hoan toan c6 thé
xay ra va nhimg SC ndy c6 thé trd thanh nhimng diém tin céng chuyén tiép ma

khong c6 biéu hién gi khac thudng so véi cac SC binh thuong.
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Mot vai cach thtic trién khai mang c6 thé gy gia ting nguy co bi tin
cong. Trién khai SCN trong méi trudng da ton tai sdn mang c6 day va ludi
ning luong c6 kha ning twong tac truc tiép véi timg SC s& phai chiu nhiing
tac dong manh mé& khi gp cac tan cong co chu dich.

Bang 3 liét ké cac tang trong SCN va mé ta sy tdn cong va phong vé tai
mdi tAng mang.

e e
\ Rerouted traffic
®

Jamming region ® Mapped region ®

®

\. \I (0]
|
\ 1

. Traffic
V4 @ °
/
& i @
@ @ @

Hinh 15. Phong chéng tin cong DoS kiéu giy nghén.
Vi du Tén cong gay tac nghén Jamming

La mot phuong thirc tn cong thudng gip trong truyén thong khong
day, jamming gay nhiéu dai tan sd vo tuyén ma diém nut 46 dang sir dung. Ké
tan cong c6 thé gay phan tach hé thong v6i k ngdu nhién nit jamming va dan
dén N nat bi tir chdi dich vu. Thuong thi k£ kha nho so v6i N. Néu st dung
mang c¢6 mot dai tdn co s& thi kiéu tAn cong ndy don gian ma kha hiéu qua.

Mot nit c6 thé dé dang nhan biét jamming tir 16i clia nhitng 1an cén nd
boi viée kiém tra cic hing sd ning luong, khong phan hoi, can trd truyén
thong. Cac tac dong ndy co két qua twong ty nhau, tuy nhién jamming ngin
can nat truyén dir liéu hodc thong bao c6 tdn cong vé BS. Tham chi ca
Jjamming khong lién tuc c6 thé giy nén phan tich mang do dir liéu truyén
thong c6 thé hiru dung trong mot khoang thoi gian nhat dinh.

Céch chéng jamming thong thuong 1a sir dung truyén thong trai pho, da

tan s6. Vi du nhu NIC tuwong thich chuan 802.11 c6 kha ning truyén thong
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trong 11 kénh truyén khac nhau chut it vé tan sb phat (thuong dung kénh 1, 6,
11).

Néu keé tan cong co thé giy tic nghén hoan toan mang, co tac dong DoS
toan bd SCN thi cac SC phai ¢6 chién lugc thich nghi véi tn cong jamming,
gia du nhu chuyén sang hoat dong & ché d6 du phong lower duty cycle va tiét
kiém ning luong tdi da. Sau giai doan d6 SC c6 thé kich hoat va kiém tra xem
viéc jamming da két thuc hay chua. Béi viéc tiéu thu ning luong tiét kiém,
cac nut co thé ton tai qua thoi gian bi tin cong do cac SC 13 diém tin cong gay
tac nghén phai tiéu thy ning luong lién tuc va 16n hon nhiéu lan. Véi SCN
trién khai rong rai thi ké tin cong it c6 kha ning gy tic nghén toan mang ma
chi ¢6 thé gdy nghén cuc bd. Nhu trong hinh 16 thi mién bi tan cong duoc cd
1ap boi cac cap nhat bién ving tan cong boi viée chuyén ché ché do cac SC

lan can diém bi tan cong.

6.3 TONG KET VA BAN LUAN

Céc chil dé lién quan dén an ninh trong cic hé thong phan tan ludn la
cac van dé kho, trong SCN ciing vdy. Tudn thi tiéu chi hudng mé khi thiét ké,
viéc gia mao mot SC 1a khong qua kho khan. Dé dam bao dit liéu hinh truyén
vé BS 14 dit lidu sach, tranh bi sao chép; tranh céc tan cong cb ¥ dén cac s clu
trong nhitng nhiém vu gidm sat ... thi diéu co ban nhat 1a xdy dung co ché an
ninh truyén thong.

Tap giao thic SPINs 1a nhiing nén tang cho cac nghi thuc trao d6i
thong tin trong mang truyén thong ad-hoc nhu SCN. SNEP dung cho truyén
thong diém ndi diém va uTESLA dung trong xac thuc goi tin quang ba. Tat
nhién khi xay dung tng dung thi nhitng phan viéc nay di do kernel ddm nhan.
Trén phuong dién nguoi lap trinh hay tich hop hé thong thi van dé thiét thyuc

1a x4y dung va quan 1y co ché phong chéng tin cong tir chéi dich vu DoS vi
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anh huong cua loai tin céng ndy co tac dong rong hon cac loai xAm nhap
khéc.

Vi du vé phong chdng jamming c6 lién quan chit ché voi co ché QoS
dich vu va metric cic tuyén da duoc ban luan trong chuong 5 do vay duoc
chon lya dé trinh bay tai day.

Ciing nhu vé6i PC, cac kiéu tan cong DoS la thay doi khong ngimg va
kha nang xir 1y triét dé 1a khong kha thi, tuy nhién céac kién thic dugc néu &
day s& gitip ngudi 1ap trinh chu dong hon khi xir 1y cc tinh hudng tan cong

moi.
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CHUONG 7 : VAN BE PHAN TAI, LIEN KET NHIEM VU
GIAM SAT TRONG SCN

Mo té bai toan CB1

Pay 1a dang bai toan co ban thudng gip khi trién khai cac giam sat.
Van dé dat ra 1a can danh gia tic dong khi bd sung (loai trir) nhiém vu gidm
sat cho SC va anh huéng nhu thé nao dén hiéu ning chung cia SC, s_clu hay
SCN.

Piém khac biét khi chon lya gidi phap cho bai toan CB1 trong SCN so
v6i phuong phap trong hé thong thé hé cii 13: trong SCN khong t6n tai trung
tam diéu khién ra quyét dinh tip trung. Ttrc 13 viéc can bang tai hay lién két
nhiém vu hoan toan dugc phan tan cho mdi SC. Bai toan CBI thudc 16p bai
toan CSP* phan tan.

Giai phap dé xuit

Tiép can van dé theo hudng xay dyung giai phap can bang tai tinh toan
xtr 1y, truyén thong phan tan tai cac SC va st dung céc tac tir thong minh cho
muc dich trén.

Céc véu ciu co ban ciia phan tai trong SCN

- Cac SC thuong duoc trién khai trong mot khoang cach rong 16n, do d6
viéc phan tai can dugc thuc thi & muc tac vu hodc do nhu cau tng dung
quan ly.

- Céac nhiém vu phan tich dit liéu hinh dugc Xép vao loai nhiém vu thoi
gian thuc, c6 yéu ciu cao vé tai nguyén, yéu cau dam bao vé thoi gian
dap ung trong tinh hudng x4u nhat WCET, phan ky xir Iy dua trén toc
d6 khung hinh. Pé dam bao nhiém vy phan tich dir liéu hinh dap ung
WCET thi nhitng yéu ciu tai nguyén nhu ning lyc xtr 1y, bé nhé, thong

¥ Constraint satifaction problems
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lwong dit liéu can duoc dap tng nham tranh gdy qua tai hay can kiét tai
nguyeén.

- Nham trién khai thudc tinh chiu 16i muc cao va thoi gian dap ung thép,
viéc phan tan cac nhiém vu phéai dugc thuc hién nhu 1a moét hé dong
nam trong hé mé SCN.

- Viéc tai phan bd hodc se“ip xép lai nhiém vu do tac dong cua céac su kién
phan cimg hodc phan mém. Sy kién phian mém c6 thé phat sinh do két
qua cta nhiém vu phén tich dit liéu hinh, gay nén thay ddi nhu ciu st
dung tai nguyén hodc thém bot cac tac vu khac. Su kién phan ctng c6
thé xuat phat diém tir nhitng thay doi lién quan dén tai nguyén st dung
nhu nang lyc xur ly, bang thong mang hodc do sy thém bot SC trong hé
thong.

- Nhim phat trién hudng sy kién, viéc phan chia nhiém vu phai dynamic
trong qué trinh hoat dong. Piéu nay c6 nghia 1a viéc dé xuit phan tai
maoi hodc tai phan chia nhi€ém vu phai ddp ung hoan toan dac tinh thoi
gian thuc, 1a dinh huéng vuon tdi ciia cac nhiém vu giadm sat. Hai tinh
hudng phan tai thuong gap la: Tang tai hé thong va Giam tai hé thong.
Tuy nhién chung déu cing hudng dén mot muc tiéu 1a dam bao QoS
dich vu trong hé thong.

- Nham dap tng cac nhiém vu gidm sat cao cdp, thuc thi nhiéu nhiém vu
gidm sat cung lc thi can tim ra hudng lién két nhiém vu t6t nhat co thé
thay vi chi tim ra mot hudng duy nht.

- Viéc phan tich dit liéu hinh thuong yéu ciu nhiéu thoi gian khéi tao do
phu thudc cac pha hoc va pha chuan bi. Do d6 can giam sé chuyén tiép
giita cac host trong nhiém vu, nham t4i thiéu thoi gian khoi dong nhitng
lién két khong dua dén két qua hiru dung.

Cac véu cau co ban cua can bang tai trong SCN
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Viéc can bang tai c6 thé phan rd thanh 4 chinh sach:

Information policy Thuong thi host diéu khién trung tdm thu thap céc
thong tin trang thai va diéu tiét can bang tai. Tuy nhién, trong trudng
hop SCN viéc can bﬁng tai can duoc thuc hién ma khong co6 host diéu
khién véi sy hd trg cia mot vai qua trinh déng bo.

Selection policy chi ra réng khi nao mdt nhiém vu dugce st dung. biéu
nay khong phai 1a van dé trong cac nhiém vu khong thoi gian thuc
nhung né chi ra duoc 1a néu thyc thi nhiém vu dé thi c6 dap ung thoi
gian thyc trén SC d6 hay khong.

Activation policy Hudng tiép can cin bang tai thuong st dung ngudng
cong viée dé can bang viéc xir 1y. Chinh sach nay dam bao quan Iy
trang thai phan ciing va gia ting nhiing su kién phan cung ciing nhu
phan mém s& nay sinh trong nhiém vu phan tich.

Location policy Chi ra duogc host dap ting dugc nhi€ém vu ma thod man
nhimg yéu cau vé tai nguyén Viéc tim kiém nay thudng duoc thuc hién
boi viée sip xép cac tiéu chi, co thé khong udc luong trude dugc thoi

gian.

Rang budc CSP trong SCN

Trong phan trudc di chi ra van dé khi ap dung hudng tiép can can bang

tai cho viéc phan chia nhiém vu. Vi¢c théa man nhirng rang budc lién quan

dén thoi gian thyc, tuan ty hodc tich hop tai nguyén murc cao hodc tim ra anh

xa tinh cac nhiém vu cho cac bo xur Iy trong moéi truong da xi 1y dugc goi la

van dé CSP.

Mot CSP duogc dinh nghia nhu la gia tri téng hop cua <V,D,P> trong

SCN la:

tap V' = {v,, ..., v, céc gia tri, dai dién cho cac nhi¢m vu gidm sat.
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- tip D = {D,, ..., D,} cac mién trong d6 mdi mién D; 13 tip cac gia tri
cho v;, & day dai dién cho cac SC, mdi SC thuyc thi cac nhiém vu v..

- tap P ={P,, ..., P,} cac tuong quan rang budc. Trong d6 mdi P; tuong
ung vl mot vai tap con cua V. Rang budc P phai nho hon ngudng gidi
han tai nguyén trong SC;.

Viéc gan mot gia tri mién don nhéat cho mdi thanh vién trong nhoém céc
gia tri dugc coi la hop 1€ hoac cuc bd dap ting néu no khong xam pham mot
rang budc ndo. Néu co phép gan cho moi gia tri ¥ thi d6 duoc goi 1a mot 1oi
giai cua CSP.

Néu giai quyét dugec CSP thi cac lién két nhiém vu trong SCN duogc
giai quyét. Tuy nhién cac tiép can truc tiép dé giai quyét CSP 1a khong kha thi
do s6 cac kiém tra yéu cau tim 10i giai trong khong gian 16n nhiing mién gia
tri. SO 1an kiém tra 1a @ cho ¥ nhiém vu va d 1 kich thuéc ciia mién (sd

lwong cac SC). Do véy bai toan CSP dugc xép vao nhém NP - day du.

7.1 PHAN TAN NHIEM VU CHO SC TRONG SCN

Qua trinh tim 101 giai cho bai toan phan tan CSP trong hé thdng duoc
thuc hién theo trinh ty sau day[DDTA 05].
Géan C,V.P trong CSP

Gia thiét dit ra c6 m camera trong SCN va n nhiém vu.
Khi ap dung vao bai toan phan tan nhi€ém vu trong SCN céc gia tri V,
D, P mang céac y nghia khac nhau nhu sau:

- Gia tri ndi dung V dai dién cho sé luong nhiém vu giam sat duogc gan
cho surveillance cluster (s_clu). Trong d6 dé ting cuong hiéu ning
chung thi mdi nhiém vy gidm sit twong tmg véi mot gia tri QoS va sé
khong ¢6 hai nhiém vu nao dugc xép ¢ cung mdt muc QoS.

V={.v,,..V,} (7.1.1)
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- Gié tri ving mién D dai dién cho SC trong s _clu.

D={A,A,,..A ;A={12,.,m}: VYA, =D (7.1.2)

- (14 tr1 rang budc P dai dién cho rang budc tai nguyén chung cua cac
camera. Gia tri ndy dugc tong hop tir viée luong hoa cac tai nguyén can
¢ dé tao thanh CSP, vi du nhu:

O Tai tinh toan cua bd xir 1y.

o Sb lugng bo nho can dung.
0 S6 kénh DMA can dung.
o

Chiém dung bus bd nhd.

R
A=T](mn)=14,, Ay 4, p = m"

= {al,...,an };Val. eA

A
/ (7.1.3)
R ={CPU,MEM ,DMA, BUS}

P=<VA4, e A:VdeA:NreR:Va, e 4,:Va,=d :[Zreq(r,i)< avail(r,d)j}

Tim 101 giai cho bai toan CSP cuc bd

Nham tim ra moi cach phan chia kha dung, thoa man rang budc, ciy
giai phap duoc xay dung va duyét. Cay giai phap nay chira moi két hop c6 thé
ctia nhiém vu (nat) va cach két hop (canh). Tuy nhién, dé ting hiéu qua duyét,
cdc canh thira s& dugc luge bo. V&i 2" - 1 canh va 2" nit d3 duoc kiém tra
théa man rang budc, thi dd phirc tap ctia CSP cuc bd cua moi camera la O(2").
Duéi day 1a ma thuat toan cho vi¢ce tim 161 giai cho CSP cuc bd.

Bang 4. Thuat toan CSP cuc b{

Thudt toan CSP cuc bo

1. function solveCSP

resetLevel (0)

for (allLevels >0) [ do
resetLevel(l)

Ll
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Thudt toan CSP cuc bo

5 for (allAllocations on level | -1) A do

6 for (allTaks rightside from A) T do

7. newAllocation <A + T

8 if (isFeasible (newAllocation)) then
9 accept (newAllocation)

10. end if

11. end for

12. end for

13. end for

Giam d6 phurc tap tinh to4n bing phuong phdp tia sém

Pé ap dung phuong phép tia canh sém, nham ting hiéu ning cua thuat
toan, thuat toan trén can dwoc hiéu chinh mot chat véi viée dit ngudng T..
Ngudng T, ¢ gia tri twong ing vdi trong s6 ciia cach phan chia da dugc phat
hién. Va ban than hé thdng tu thay doi trang thai ctia no.

Bang 5. Thuat toan CSP cuc b§ co tia sém

Thudt toan CSP cuc bj co tia som

[

function solveCSP
resetLevel (0)
for (allLevels >0) [ do
resetLevel(l)
for (allAllocations on level [ -1) A do
for (allTaks rightside from A) T do
newAllocation <A + T
actCosts < calculateCosts (newAllocation)
if (isFeasible (newAllocation)) AND

actCosts < T then

e A o
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Thudt toan CSP cuc bg co tia som

10.
11.
12.
13.

accept (newAllocation)
end if
end for

end for

end for

Hop nhét cic 101 giai thanh phan

Sau d6 1a thao tac tong hop céc 10i giai thanh phan dé co giai phap tong

thé. Trong hé thong phan tan thi viéc hgp nhat ciing dugc tién hanh phan tan.

Tuy nhién mot cach hop nhét song song ciing ¢ thé dugc str dung. Khi m 13

s6 camera thi Id(m) sb budc két hop tudn ty can thiét.

S6 bude két hop phi hop véi kich ¢& thuc ciia s clu va lién quan dén

viéc khoi tao camera. Thr ty hop phai khong giy anh hudng dén giai phap

tong thé. Toan tir hop nay can tuan thi quy tic:

Giao hodn: A®B=B® 4

Khoéng thir tu: 4®(B®C)=(4®B)®C

Khoéng phéan phbi: (40B)®C = (4@ C)o(B®C)

Phép hop don gian gdm c6 hai bude.

Budc 1: phat hién cac két hop c6 the.

Budc 2: kiém tra cac két hop nay va loai bo nhitng két hop bi vuot
nguong.

Viéc két hop 10i giai cling gidng nhu tao cdy. Viéc duyét cay theo thir

tu trai sang phai tai moi muc chinh 1a tim kiém 161 giai cho viéc két hop cac

SC voi cac nhiém vy. Mot trong nhiing ti€u chi dé tia som 1a khi duyét cay thi

tim kiém céc cach phan chia bi xung dot va loai bé n6. Vi du nhu:

{4,B}' ®{C}* nhiém vu A, B trién khai trén SC; va nhiém vu C trién

khai trén SC, 1a khong c6 xung dot.
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- {4,B) ®{4}* nhiém vu A, B trién khai trén SC, va nhiém vu A ciing

trién khai trén SC, 12 c6 xung dot xay ra.

Bang 6. Thuit toan trén hai thanh phin

Thudt todn trén hai thanh phan

1. function mergeAllocations

2 for (all levels) L1 do

3 for (all levels < (number of levels - L1)) L2 do
4. Result < mergelLevel (L1, L2)

5 addResult (Result, L1 + L2)

6 end for

7

end for

1. function merge Level (L1, L2)

2. for (all allocations on level L1) Al do

3. for (all allocations on level 1L.2) A2 do

4. if (A1 not intersecting A2) then

5. Result < Al union A2

6. if (costs(Result) < Tc) then

7. MergedResults « MergedResults + Result
8. end if

9. end if

10. end for

11. end for

Tim hudng lién két kha dung

Céc thao tac trén da tim ra tp cac 101 gidi con, dé tim ra céc 101 gii kha

dung can luong gia tai nguyén. Tai nguyén chung s& bao gom tt ca cac chi



81

phi con c6 dic diém khac nhau, dai dién cho cac han ché hién co cua hé
thng.
- Resoure Costs (Cr) chi phi tai nguyén. duogc tinh bdi ty 1€ cua tai
nguyén can ding va tai nguyén hién c6. Do c6 nhiéu loai tai nguyén
nén cong thic tong quat 1a:

Cp=2.Cp *ky (7.1.4)
VR,

trong d6 k, la trong s6 dé phan chia uu tién cac tai nguyén.

- Data-Transfer Costs (Cr) thuong thi co6 hai loai chuyén van dir liéu la
chuyén van ngoai giita cac SC thong qua giao dién mang va chuyén van
ndi tai SC nhu tai bus PCI hoac giao dién b nhé. Chi phi nay dugc
tinh theo cong thirc:

* Slowness e, uce ) (7.1.5)

nterfacei

C, = Z (Datatransfer,

- Migration Costs (Cy) chi phi ndy gém thoi gian chuyén van dir liéu
giita cac SC Cyr (= 0 néu khong can trao d6i dit liéu) va thoi gian tré
cho do thr ty phu thudc cta céc cong viée Cyy (= 0 néu khong can trao
doi dit ligu).

Cy =k *Cyr +k,y *C,py (7.1.6)
trong d6 k 1a trong s6

- Affinity Cost (C,) chi phi quan hé. Gom c6 quan hé Cac va Cag

O Cluster Affinity Cost (Cac) chi phi quan hé trong s clu dat ra gia
tr1 uwu tién chi ra nhitng nhiém vu nao dugc gan cho SC trong
trudng hop hé théng qua tai.

0 Scene Affinity Cost (Cas) yéu cau céc lién két dén nhirng camera
trong nhitng khung cdnh. Chi phi ndy cang cao cang chi ra kha
ning cao viéc phan chia nhiém vu cho cac camera. Nhim ngin

chan viéc phan chia cac nhiém vu c¢6 quan hé khung canh cho
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mot camera khac thay vi camera duogc lua chon thi chi phi trén
duoc nhan voi hé sb diéu chinh k; . Hé s6 nay dugc gan bang kgp,
goi la Remote Penalty néu nhiém vu duoc gan cho camera khong
mong mudn.
Chi phi quan hé chung dugc gan bang sd cao hon trong cluster-
affine va scene-affine. Tuy nhién néu ca hai gia tri nay déu triét tiéu

thi chi phi quan hé duoc gan bang .

C, - {OO Cac =Cas =0 (7.1.7)

max (k. *C .k, ¥C ) else
- QoS Costs - (Cqos) Nhiém vu gidm sat dugc van hanh ¢ cac muc uu
tién khac nhau. Thong thuong thi nd duoc thiét ké dé moi nhiém vu
hoat dong véi chét lugng cao nhét co thé, tuy nhién véi su xuét hién
cua Cqos thi cac nhiém vy co thé hoat dong & murc uu tién thép hon.
Mtrc QoS cép 1 1a cip cao nhit, wu tién nhit va cac cip tiép theo cd
mirc vu tién kém dan.

QOScost = {CQ(;S] 200 CQoSq }

(7.1.8)
Coosi < Cppsy <. <C

QoSq

Nhim dam béo duy tri dich vu khong vuot qua muc tdi thiéu, can dua
ra gia tri nguong QoS- Ngudng nay ddm bao viéc gan thém nhiém vu
khong 1am vi pham chi phi QoS chung ctia hé thong.

C

—|c (7.1.9)

QoS 005~ C 008,10
Tir d6 luong gia tai nguyén tong hop sé dugc tinh theo cong thirc:
Crow = ki *Cp +hy ¥Cp iy ¥Cyy k¥ Cy + ks *Cog (7.1.10)
Viéc xuat hién hé sb ty 18 (k) 1a do cac gia tri thanh phan c6 thé ¢
nhitng thang do khac nhau can chuén hoa, va dé dé dang cho viéc hi¢u chinh
va t6i wu déng gbép cua cac gia tri thanh phan nay. Diéu chinh cac hé sd nay

mang lai nhitng bién d6i chung cho toan hé thong.
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- Chdng tré khi truyén nhiém vu (k,, 1) C6 thé dan dén cac nhiém vu
phai hoat dong & mirc QoS thép.

- Yéu cau muc QoS cao (k,,, T) Cac nhiém vu c¢6 mirc vu tién thap co

005
thé khong duoc thyc thi.
- Pam bao lién két cac nhiém vu c6 quan hé khung canh dén dung SC

mong mubn (&, 1)

- Lién két nhiém vu khi c6 két ndi mang téc do cao hon (&, 1)

Pé tim ra 101 giai t6t nhat, can tim trong tap hop 10i giai da tim duoc 10
giai ¢6 chi phi thip nhat. Thuong thi thao tac nay duoc chon nhu 1a mét lién
két méi va tmg dung s& dugc luu ¥ vé nhitng SC méi nay hodc thay d6i mirc
QoS cho phu hop.

Tai si dung 101 giai, lién két cu reusing allocations

Viéc phat hién cac 10i giai c6 thé cho CSP phén tan 1a phirc tap va ton
nhiéu thoi gian. Thém vao d6, thoi gian dé giai quyét CSP phan tan thi khong
udc lugg duge tham chi ca khi 4p dung céc ki thuat téi wu hién thoi. Do vy
nhing 16i giai da duoc tim ra can 1am co s, tai s dung dé ting hiéu ning
chung va giam thoi gian tim kiém.

Pon gian nhét, viéc tai sir dung cac lién két cii ¢ thé st dung khi tai hé
thong gia ting, do do tap cac lién két can giam trir. Nhim phét hién nhiing
lién két cii nao c6 thé sir dung lai, mdi lién két cii s& duoc kiém tra lai tinh
thich nghi. D6 phirc tap ciia qua trinh nay 1a O(k) véi k lién két. Hai truong
hop thuong gip dan dén ting tai tinh toan hé thong la:

- gia ting cAc yéu cau nhiém vy (mic QoS cao hon)

cac yéu cau tai nguyén co thé thay doi ting khi nhiém vu giam sat dugc

nang mtrc QoS. Viéc thém cac nhi€ém vu méi vao s_clu cling lam tang

tai hé théng. Tuy nhién trudng hop nay khong van dung dugc reusing

allocations.
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- giam tai nguyén hién c6 trong SC, hay loai bo SC.

7.2 UNG DUNG TAC TU’ THONG MINH
Pht hop véi md hinh kién triic phan cimg va phan mém da dé cap dén

trong chuong 2, k¥ thuat sir dung tac tir di d(f)ng3 % dwoc lya chon cho bai toan
nay. Cac tac tir nay c6 thé hoat dong doc lap, str dung truyén thong theo thiét
ké va di dong. Qua trinh trién khai dugc chia thanh 4 budc:

1. Cai dat cac dich vu tac tir co ban dé hd tro phan chia nhiém vu.

2. Thuec thi cac thuat toan CSP cuc bo.

3. Thuat toan két hop va ghép nbi.

4. Tong hop moi thanh phan vao mot hé thong don nhét.

Pé xuit st dung tac tir Dier’’ cho hé théng SCN do né chiém dung
khong qua nhiéu tai nguyén va cho hiéu niang sir dung chap nhan dugc. Diet-
agent nguyén ban dugc thiét ké véi cac truyén thong don gian nhung ciing da
hd tro cac truyén thong dong b nén can duoc hiéu chinh dé c6 thé hoat dong
trong bai toan phan chia nhiém vu. Trong truong hop can thiét cd thé xay
dung b sung tac tir truyén thong trung tim. Dé tao méi trudng hoat dong cho
cac tac tor nay duoc nang cip va bd sung dé quan 1y cac chic ning chinh

trong SC. Trong SCN, can xay dung cic tac tir md rong sau:

Tac tir DSP
La mé& rdng cua tac tir SmartCam quan 1y viéc trién khai cac nhiém vu

giam sat trong hé thong, bao gdm ca ma quan 1y tac tr SmartCam; tai ma nhi

** Mobile-Agent 1a mot phan mém (chuong trinh) tn tai trong mot moi truong nhét dinh, c6 kha ning thay
ddi vi tri, ty dong hanh dong phan ung lai sy thay ddi ctia moi treong nham dap trmg muc tiéu da duoc thiét
ké trude. Tac tir ¢6 cac tinh chat chung nhu: tw dong, bén bi, phan tmg tic thi, huéng muc tiéu, kha ning giao
tiép v6i tac tir khac hodc con ngudi.

*! Decentralized Information Ecosystem Technologies http://diet-agents.df net
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phan cho DSP; dé xuét cac mirc QoS tmg dung ciing nhu tinh toan chi phi cho
mdi nhiém vu gidm sat.

Do déc tinh di dong nén tac t&r DSP phai c6 kha nang di doi gitra céac
host. Trong trudong hop c6 dich chuyén thi tac tir DSP s& tam dimg xur 1y tinh
toan ciia DSP nay, chuyén trang thai va tai hoat dong phia bén kia.

Theo phan viéc dam nhan ma cac tac tir DSP hoat dong & cac ché do
nhu:

- Node Information Agent (NIA) lam nhiém vu truyén thong tin vé nat,
SC cho cac nut, SC khac. NIA dugc str dung trong qua trinh khoi tao
hodc hiéu chinh s clu dé cung cap thong tin cho cac SC thanh vién va
nghe ngdng dich vu cua céc tac tir khac.

- Cluster Manager Agent & Proxy (CMA CMP) diéu khién cac SC
thanh vién trong s_clu. CMA duoc lién két dén moi SC trong s_clu tuy
nhién n6 chi truyén thong twong tic dén CMP. CMP ciing lién két dén
moi SC trong s_clu va chi chuyén tiép thong tin diéu khién hodc hang
doi dén CMA, noi ma phan 16n cac 1énh diéu khién lién quan dén bod
sung hay g& b SC trong nhom. Céu traic CMA/CMP 1a trong sudt ddi
v6i nguoi dung va cac diéu khién van hanh hay hang doi ludn dugc
hudng to1 NIA.

- DSP Interaction Agent (DIA) nham tich hop cac DSP trong hé thong.
DIA don gian ghép ndi cac DSP-lib, cung cip céac chirc ning tai ma nhi
phan xuéng DSP va quéan 1y cac ma d6. Hon thé DIA con xuit trinh va
dang ky dich vu cho hé truyén thong diép giira cac DSP.

Ung dung trong DSCP

Qua trinh phan bd nhiém vu gidm sat dugc bat dau dwa vao sy kién
phan cing hodc phan mém xay ra, trong truong hop c¢6 SC thanh vién trong

s_clu bi thay d6i hodc khi ¢6 s_clu méi duoc tao lap.
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Khi d6 SC nim bat duoc sy kién s& chu tri viéc phan bo goi 1a initiator
thong qua cac tha tuc lién két. Hanh dong dau tién 1a kiém tra cac SC khac
xem chiing da dang duogc phan chia nhiém vy hién thoi nhu thé nao.

Initiator tao cac tac tir cong viéc™ trong moi SC trong s clu. Nhirng tac
tir cong viéc nay bao gdm danh sach cac nhiém vu giam sat dugc gan cho
s_clu, mirc QoS cua chiing va cac yéu cau rang budc.

Céc tac tr cong viéc lap thanh hang doi cho DIA nham phat hién sé
lwong va tai hién thoi cia cac DSP trong SC. Dua trén nhitng hiéu biét nay,
moi tac tir cong viéc giai quyét vin d& CSP cuc bd va thong bao vé SC
initiator, #én day 1a hoan thanh phan viéc cuc bo.

Nham hop nhat cac lién két thanh phan, initiator tao nhém hop nhit cac
SC hoac céc tac tir cong viéc trong d6. M{t tac tir cong viéc trong nhém dugc
coi 1 master trong khi cai con lai dugc coi 1a slave ciia qua trinh hop nhat.

Sau khi initiator da tao dugc cac nhom hop nhét thi cac tac ti slave di
tri sang tac tir master, noi ma chiing hop nhat cac lién két thanh phan. Khi
qua trinh hop nhét két thiic master thong bao diéu ndy dén initiator. Tac tix
slave tam dung tai day.

Initiator lai tiép tuc tao cac nhom hop nhét khac va khoi tao qué trinh
két hop. Nhimg budc nay duoc thuc hién cho dén khi moi lién két thanh phan
duoc két hop toan bd. Nhim dam bao cho két qua ctia phép hop nhét duoc luu
gilr tai Initiator SC thi initiator ludn la tc t& master trong cac thu tuc hop
nhat ma c6 sy tham gia caa no.

Cudi cung, tac tir master trong Initiator SC dua ra danh sach cudi cing
ctia cac lién két, da duoc kiém tra vé tinh toan ven vi viée tron khong dam

bdo moi phuong an phu hop véi moi nhi€ém vu. Trong truong hop khong tim

32 Load Distribution Worker agent LDW
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ra lién két tron ven thi tac tir master thong bao lién két gan toan ven nhat cho
initiator. Tac tit master tam dung & day.

Initiator cudi cung quyét dinh chon hudng lién két co gia thap nhat va
bat dau trién khai. Khi d6 initiator méi thong bao dén cac tac tir DSP dé
chung thay d6i lién két. Cac tac tir co thay doi mic QoS thi chi can doi muc
xir 1y trong khi céc tac tir khac c6 thé phai di trii sang SC méi. Vio thoi diém
nay initiator quang ba phuong an dugc chon cho moi SC trong s_clu va tra
quyén diéu khién cho SC.

Tai si dung cac lién két

Nham muc dich st dung lai cic phuong an lién két khéng con hitu
dung thi nhitng phuong 4n nay thay vi bi loai bo thi duoc danh déu 'loai', ghi
chu 0 nguyén nhan tai sao loai va luu lai. Khi d6 thi trong truong hop hé
thong duoc giam tai thi c6 kha ning s& dung lai dugc nhitng phuong 4n di bi
loai do.

Trong cac nhi€ém vu cu thé s& c6 kha nang xuét hién tac ti chi ton tai
trong mot khoang thdi gian ngan. Vi du nhu trong bai toan theo vét ddi tuong
trong thi trudng giam sat thi tac tir 1an vét nay chi ton tai trong mot thoi gian
ngan tai SC nén cac tac tir loai nay dugc goi 1a transient agent.

Bai todn vi du vé theo vét ddi twong 1a ngudi trong thi trudong gidm sat

Khi c6 d6i twong di chuyén trong thi truong quan sat ctia SCy thi cac
thong tin luu vét vi du nhu color histogram s€ dugc st dung dé tach biét mién
chuyén dong, 1am min khdi va nhan dang ngudi theo ty 1& dau/than. Khi nay
SC, duoc coi 14 initiator. Véi viée du doan hudng chuyén dong cua dbi tuong
thi SC, s€ tao ra céc tac tir cong viéc cho cac SC trong s clu tai gboc hudng do
1a cac nhiém vu giam sat nhu tinh toan téc do di chuyén, loai hinh chuyén

dong, chup hinh, quay doan hinh, bat tiéu diém vao vung dau mat... QoS cua
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cac nhiém vu nay duoc st dung 1a QoS chung tuy nhién muc QoS c6 thé duoc
nang 1én néu gia tri dic trung tinh toan bi vuot ngudng cho phép.

Céc nhiém vu giam sat trén lap thanh hang doi cho DIA dé xac dinh s6
luong va tai hién thoi cua cac DSP trong cac SC trong s clu duge du doan la
s& ¢6 d6i twong di chuyén dén. Ban than cac SC nay co thé ciing dang thuc thi
cac nhiém vu giam sat khac hodc dang & ché do tiét kiém nang lugng. Do vay
khong phai 1a nhiém vu s& duoc gan cho tat ca cac SC. Nhiing tinh toan cuc
bo tai cac SC nay s€ duoc thong bao vé initiator SCp.

Chuyén sang giai doan hop nhit cac lién két thanh phan, di nhién tai
thoi diém nay initiator SCa van 13 master. Trong truong hop khong co lién
két dam bao QoS chung thi cac tac dong c6 thé clia master 14 kich hoat cac
SC dang hoat dong & murc tiét kiém ning lugng hodc giam tai** tai cac SC
trong s_clu.

Cudi cung, khi ddi twong dd di chuyén ra khoi thi trudng quan st cua
SC thi tac tir master ndy dugce cham dit khi c¢6 thong bao phan hdi tir cac tac
ttr slave 1a d3 c6 dbi tuong trong thi trudng quan sat. Cac thong sb trang thai
cua tac tir nay da duoc di tra sang tac tir tai SC khéac. SC nay dugc coi la
initiator moi.

Qua thir nghiém danh gia trén cac hé thong twong tw SCN thi qué trinh
CamShift ¢6 tré duédi 3 gidy [DSC_06]. Tré nay 1a chip nhan duoc trong giam

sat an ninh khu vuc dan su.

3 Vi du nhu téc d6 di chuyén 16n hon 2.5m/s trong viing bao vé ngoai gio HC; khong di thing ma ctii khom
ngudi hodc ¢6 mang vac vat bat thuong. Nhing gia tri ddc trung nay khong thé chi nhan biét dugc tir mot
camera don 1¢.

Vi du nhu chuyén d¢ phén giai quan sat hay toc do khung khi ghi hinh. Dé xuét truong hgp xau nhat 1a dua
nhiém vu snapshot 1én mirc QoS cao nhét va truyén canh bao vé BS.
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7.3 TONG KET VA BAN LUAN

Chuong 7 tap trung ban luin vé vin dé can bang tai va phan chia nhiém

vu giam sat trong SCN. Dang bai todan CB1 nay 1a nén tang cho viéc phat trién

ung dung trong SCN.

Thuyc té cho thdy hé thdng phai c6 chién lugc xir Iy phan tan CSP dap

ung thoi gian thuc nén viéc ing dung cac tac tir di dong l1a hoan toan hop ly.

Cac két qua thu nhan duoc tai day la:

Khi thiét ké: viéc chia hé thong thanh cdc nhom s_clu ngoai nhing loi
diém c6 duoc khi dinh tuyén ZRP, ddnh dia chi AFA, dong bo bo dém
RBS con gop phan giam thiéu khong gian 151 giai cia CSP. Céc s clu
nay co thé chong 1an nhau va lién két trong d6 c6 thé thay doi khi hoat
dong bdi sy ddm nhi€ém cua cac tac tor di dong.

CSP phan tan 13 giai phap chinh tic va hiéu qua cho s _clu khi bd sung
(loai bdt) nhiém vu giam sat. Nham phan chia nhiém vu cho cac SC,
can sir dung hudng tiép can phén tan theo ving mién, dé xu Iy cac CSP
cuc bd ma van tiét kiém duoc chi phi truyén thong.

Nham tim ra 101 giai kha dung va lugc bot som trong cay 10i giai, can
dinh nghia cdc ham lugng gia, trong do tich hop cac 16p chi phi khac
nhau nhim mé td muc tiéu dung nhéat. Cac chi phi lién quan dén tai
nguyén phan ctmg can duoc luu y dé dam bao dap ung thoi gian thuc
cua nhiém vu giam sat.

Ham luong gia duoc tich hop ngay tir nhimg ting thip cia thuit toan
CSP dé co thé giam bét khong gian tim kiém ngay tir nhitng ting nay
nham ting hiéu ning chung.

Viéc phan chia nhi¢m vu phai hudng sy kién va tu dong bdi cac tac tu

di dong trong SC.
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- Khi uéc luong: SC phai tién doan duoc kha ning dap tng vé thoi gian

khi tham gia vao nhiém vu lién két.
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CHUONG 8 : LUU TR(Y NOI DUNG TRONG SCN

Néu bai toan CB1 lién quan dén hiéu ning hoat dong hién thoi cia
SCN thi bai todan CB2 lién quan dén qua khtr ctia hé thong. Trong céc hé
thong an ninh gidm sat kha ning tra ctru 1an vét, do tim thong tin trong kho
luu trt cling 1a mot tiéu chi danh gid quan trong. Cac dir liéu trong qua khir
thudng dugc sir dung v6i myc dich tim kiém cac hinh anh bét thudng trong su
kién, phan tich hanh vi ...

Céc tng dung luu trit ndi dung thong tin trong nhimng hé thong phan tan
d3 duoc nghién ctru va trién khai trong nhiéu nim gan day. Trong SCN céc
SC thu thap s6 liéu hinh tir moi truong va phat sinh dir liéu cho viéc xur 1y loc,
chuyén ddi va luu trir cung cap ha tang thong tin chung cho ngudi dung.

Luu trit ndi dung thong tin bao gdm nhitng diém chinh sau: noi luu trix
s6 lidu, cac danh chi muc dit liéu va cac tng dung truy xuat cac thong tin nay
nhu thé nao dé téi thiéu hoa tré truyén thong.

Cach tiép can don gian nhét 1a dong dir liéu sy kién duogc truyén vé
diém tap trung BS, tai d6 danh chi muc dir li¢u dé phuc vu trong nhiing truy
xuat sau ndy. Tuy nhién trong hé thong dong, ning luong han ché, da budc
truyén nhu SCN thi bién phap nay 1a khong hiéu qua.

Cach tiép can khac la cac SC luu trir dir liéu va su kién cuc bo (vi du
nhu ghi vao thé nh¢ Flash) do d6 cac thao tic ghi 14 tai chd va khong can
truyén thong. Yéu cau truy xuét, vi du nhu mot sy kién tai mot SC thanh vién,
dudi hinh thirc mot théng diép yéu cau s& duge gui dén SC d6 va dé nghi xir
ly. Trong nhitng hé thong nho, yéu cau don 1¢, don gian thi mé hinh nay 1a
kha thi tuy nhién xac suat tim kiém thanh cong thip trong mdi truong quang
ba nhu SCN, dan dén tré yéu cau cao. Cac nghién ciru nhu Directed Diffusion

c6 mang lai mot s6 hi¢u qua nhat dinh, cai thién kha nang tim doc dir liéu boi
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co ché dinh tuyén thong diép théng minh nhung chua tron ven cho van dé
nay.

Ngoai ra con c6 cac hudng tiép can lai giita hai hudng trén nhu
Geographic Hash Table (GHT) st dung cach danh chi muc nd1 mang cho luu
trit ndi dung phan tan hoan toan tai cac SC. Trong phuong phap nay, mdi noi
dung dit liéu c6 khoa twong Gng va phan bo trong bang bam. Do do, viéc ghi
dir lidu s€ dugc gui dén bang bam nit va cap nhat vao bang bam ndi mang.
Yéu ciu tim doc dit liéu sé truy van trong bang bam ndi mang dé dinh vi nat
luu dir liéu, tir d6 tim dén vi tri tuong trng cua dir li€u trong bang bam nut.

Phan 16n cac cach tiép can trén déu gia dinh hé théng phang, thuan nhat
va cac SC déu c6 nang lugng tuong duong. Trong hé thong SCN thi dic diém
dir liéu hinh c6 nhitng diém riéng khac cac hé khac 1a:

- Phuong phap nén luu trir khac nhau phu hgp cho cic tng dung khac
nhau.

- Dit liéu da phan giai: cac khung hinh CIF, QCIF, VGA ... phu hgp cho
nhiéu yéu cau giam sat khac nhau.

- Tbc @6 khung hinh: 2, 10, 15, 25 ... khung hinh trén gidy phu hop cho
nhiéu yéu ciu giam sat khac nhau.

- Anh tinh c6 thé coi la trudng hop dic biét ciia dong dir liéu hinh.

- Anh mau va anh da mic xam c6 Gng dung khic nhau tuy theo ung
dung.

Qua nhiéu nghién ctru va Gng dung, ngudi ta xdy dung nén kién tric
luu trit TSAR® [TSAR 05] phan anh va xac dinh dugc tinh tu nhién va da
16p ctia cac mang cam bién canh bao va co thé ung dung trong SCN. TSAR 1a
thanh phan cua kién tric luu trit PRESTO 1a hop nhét cua luu trit ndi dung

vO1 co ché dém va su tién doan.

3 Two Tiers Sensor Storage Architecture
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Mot loi diém cua nhitng kién trac luu trit nhu thé nay 13 dung luong luu
trit ctia bo nhé Flash ciing ting khong nging theo dinh luat Moore. Cac thiét
bi luu trit Flash hién nay yéu cau rat it ning lwong cho viéc ghi va xoa thong
tin.

Kién trac TSAR loi dung viéc luu dit liéu va sy kién cuc b trén thiét bi
Iuru trit Flash tai mdi SC. Cac SC chi giri thong tin dinh danh rat gon, con goi
1a metadata &én proxy. Tty theo tng dung ma metadata c6 thé nhé hon nhiéu
1an so voi dir liéu gde. Cac proxy twong tac 1an nhau dé tao thanh hé chi muc
phan tan cho céc dit liéu trong hé théng. Hé chi muc niy cung cap khung nhin
rong, logic ctia cac dit liéu luu trir va cho phép cac ung dung xuit hang doi
cling nhu tim doc dit liéu qua khtr. Co ché look-up nay 1am giam bot cac truy
van tim doc trong hé thong va giam mirc tiéu thy ning lwong chung.

Béng 7. So sanh tinh nang cac hé lwu trir ngi dung

HE THONG | DULIEU | CHIMUC bOC GHI SAN SANG
Luu trit tap | Téap trung Chi muc tap | Tai diém luu | Gui dén diém | Co
trung trung tri luu tri
Luu trit cuc bd | Phan tan Khong Tim kiém rong, | Cuc bd Khong
tai nut dinh hudng
GHT/DCS Phén tan Noi mang Bang bam nut Gui dén vi tri | Khong
bam trong nut

TSAR/ Phéan tan Phéan tan tai cac | Tim kiém | Cuc bo va cap | Co
PRESTO proxy Proxy, hang doi | nhat chi muc

nut

Viéc thiét ké theo mo6 hinh TSAR mang lai bon loi diém:

- C6t 13i caa kién tric TSAR 1a kién tric danh chi muc phan tan dua trén

interval skip graph. Kién tric ndy c6 thé luu trit tong hop cac dit liéu

ctia SC va to chirc ctia chung nhim muc dich tim kiém dé dang. Cau

trac du lidu c¢6 d6 phtic tap tim kiém va cap nhat 1a O(logn).

- Tai mtc SC, méi SC tu bao tri ndi dung thong tin dugc luu trit trong

thiét bi nh¢ Flash. Trong kién trac luu trix nay, cac trang thai tai SC
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duoc luu trong chi muc metadata theo ludt xa gan, multi-resolution.
Cac ciu trac chi muc dugc bao tri tai cic proxy va chi nhiing yéu cau
truc tiép hodc cac hang doi don dugc dinh hudéng xuéng SC. Luu trir tai
SC ¢ xa c6 hiéu qua phu thudc vao proxy. Cac luu trit cuc bd duogc tdi
wu cho cac truy nhép theo chudi thoi gian hay phuc vu cac tmg dung co
tAn xuat str dung cao. Cac SC theo chu ky s& giri thong tin trang thai
téng hop cua chung vé proxy. Tai day voi co ché danh gia cache-hit
cache-miss s& c6 diéu chinh twong tmg thong bao nguoc lai cac SC.

- Xay dung nguyén mau ctia TSAR dang da 16p 1a tong hop cua cac
proxy dang Stargate va cac SC dang Mote. Viéc trién khai hd trg nén
khong-thoi gian, gid tri ndi dung va hang doi dya trén khoang cach cua
dir lidu.

- Thir nghiém TSAR bai két hop EmStar/EmTOS 1én nguyén mau, danh

gia cac tré cua hang doi end-to-end trong mang da bude truyén.

8.1 CHON LUA THIET KE
Mo hinh hé théng

Hinh 16. Kién tric TSAR véi proxy va SC
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Cac SC dong vai trd proxy quan 1y chi muc cho nhiéu SC lan cin va
cling khong han ché viéc mot SC duoc danh chi muyc trong nhiéu proxy. Cac
proxy trao d6i thong tin theo mé hinh db thi.

Mo hinh st dung

Viéc thiét ké cac hé luu trit nhu TSAR phu thude vao céc truy van sé
xuat hién trong hé thdng. Cac SC cung cap dir liéu hinh va c6 hai thudc tinh
chinh cta thong tin nay 1a thoi diém va dia diém phét sinh sy kién. Cac ung
dung thong thuong chi truy vn cac thong tin lién quan thoi gian va dia diém
cua su kién. Co vai cach sip xép va phan loai cac truy van ndy vi du nhu xay
dung bang bam du phong cuc bo nhu DIMS.

Céc mg dung con c6 thé xuit cac truy van dya trén gia tri ndi dung. Va
thuong thi gia tri ndi dung v ndy nam trong mot khoang gia tri (v;,v,) thay vi
la mot gia tri nhét dinh. Viéc danh chi muc cac truy van loai nay dua trén viéc
quan 1y cac thong tin tom tit tir SC giri dén proxy.

Céc truy van st dung cic thong tin tom tit cua cac thoi gian va ndi
dung ciling c6 thé xuat hién trong hé théng. Nhitng truy van nay yéu cau duoc
danh chi muc dya trén cé thoi gian va gia tri ndi dung.

Neuyén 1Y thiét ké

Viéc thiét ké giai phap luu trir cho SCN duoc xay dung dya trén céac
nguyén tic sau:

- Store locally, access globally k¥ thuat luu trir cuc bo duogc xay dung
dua trén so sanh muc tiét kiém ning luong so voi luu trit mang, va ude
tinh rao can nay khong thé vuot qua trong twong lai gin. Tuy nhién
cong tac luu trir phai duoc tdi wu cho cac nhu ciu truy van cia (ng
dung va tao nén mot giao dién 16 gic don nhat voi tng dung va can

bang gitra chi phi truyén thong va luu trit.
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- Distinguish data from metadata dix liéu can duoc xac dinh nhu 12 tyu
gidi thiéu véi Gmg dung tranh dé phai tim kiém vét can. Dé thuc hién
diéu nay, phai to chic metadata voi mdi ban ghi dir lidu ¢6 cac truong
dir liéu véi quy tic twdng minh nham gitp cho viéc xac dinh hodc to
chtrc hang doi trong hé théng luu trir’®. Viéc cung cp nhiing metadata
nhu vay s€ giup proxy danh chi muc metadata va c6 khung nhin logic
tong quat ciia moi dir liéu trong hé thong. Diéu nay lam tang hiéu ning
hé thong, giam tré truy vén va thém nhiéu chirc ning hitu dung.

- Provide data-centric query support trong cac ung dung can chi rd vi tri
ban ghi dir liéu thi hé théng phai cung cip dugc dong dir liéu tuan tu
nhu 13 thong tin duoc truyén tai lién tuc tir diém truyén thong theo thoi
gian va vi tri xac dinh. Pé 1am duoc diéu ndy can phai thuong xuyén
bao tri thong tin metadata nham 1am giam thiéu gia tim kiém va theo
ddi thong tin.

Thiét ké hé théng
Véi thiét ké TSAR, viéc ghi cac su kién dugc thue hién duoc thyc thi

tai SC, tuy nhién trong ung dung chi bat duoc dic ta ndi dung trong metadata.
metadata gitp tmg dung xac dinh vi tri va dang ban ghi dit liéu can truy xuit.
Tuy thudc vao tmg dung ma metadata c6 bao gdm 2 hoic 3 yéu cau soi
phoéng to thong tin tir ban than dir liéu, ciing gidng nhu metadata trich chon
dic trung ciia anh hay dif liéu hinh hay cung cip khung nhin da phan giai theo
yéu cau.
Nhim bo sung cho viéc luu trir dir li¢u cuc bd, mdi SC theo chu ky can

dugc cap nhat thong tin tom tit cho cac proxy gan nd. Téng hop nay bao gom

%% Trong Metadata ngoai céc thong tin nhu dia diém, thoi gian can phai c6 cac thong tin dic thu cia dit liéu
hinh hay gia tri dac trung duoc ket xuat tir dir liéu (toa d6 khung nhin, d6 sdng binh quan, ngudng phat hién
chuyén dong, entropy, mat na Law ...).
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thong tin nhu dia chi SC, khoang thdi diém (¢, t5), con tro dén vi tri luu trix
trén thiét bi nhé Flash...

Proxy st dung thong tin tom tit trén dé tao ra bang chi muc. Bang chi
muc 1a toan cuc va luu trit tit ca cac thong tin vé cac SC tuy nhién n6 dugc
lwu trir bd phan phan tan tai cac proxy. Do vy tuy hé thdng 13 phan tan nhung
mg dung nhin nhan va truy nhap dir liéu nhu 14 hang doi c6 dién. Dic biét
mdi hang doi 1a khong don nhat ma 1a mot diy cac hang doi thoa man diéu
kién tim kiém. C6 mot vai phuwong phap thiét 1ap va duyét chi muc phu hop
cho nhitng Gmg dung cu thé va phuong phap trinh bay duéi diy 1a phuong
phép hiéu qua nhat.

Do viée cac chi muc dugce xdy dung tir nhitng téng hop chung thay vi
dir liéu thuc nén viéc lan tim chi muc s€ chi két qua g?m chinh xac. Loi diém
ctia k¥ thuat tong hop TSAR 1a dam béo két qua tim kiém khong bao gid that
bai hoan toan - false negatives. Tuy nhién trudng hop lan chi muc bi false
positives ciing c6 thé xay ra khi d6i sanh dung thong tin tom tat nhung lan tim
tai SC lai khong théa man. Cac SC c6 thé phan biét cac false positive tir hang
doi ctia két qua tim kiém va tinh toan duoc ty 18 cua ching. Dya trén ty 18 nay
TSAR s& phat trién ky thuat dong thich hop dé can bang giira metadata va

false positives.

8.2 CAU TRUC DU LIEU

O 16p proxy, TSAR thuc hién ciu trac danh chi muc goi 1a Interval Skip
Graph nham muc dich tim kiém noi tai cau tric dir liéu phan tan c6 diém hodc
khoang gia tri thanh phéan. Interval skip Graph 1a sy két hop cua Interval Tree
- cay tim kiém nhi phan dua trén thoi gian, va Skip Graph - céu tric dir liu

phan tan cho hé thong ngang hang [SG_03].
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Pau tién, do phirc tap tim kiém s& 12 O(logn) cho lan truy nhap khoang
thoi gian dau tién phu hop gia tri néi dung va do phuc tap 1a hang cho truy
nhap cac khoang thoi gian phu hop tiép theo. Tiép theo, viéc danh chi muc
dwa trén khoang thoi gian thi tot hon 1a danh chi muyc dya trén gié tri tong hop
ndi dung.

Gia dinh ban dau c6 Np proxy va Ny SC trong mang SCN 2 16p. Mbi
proxy phuc vu cho nhiéu SC va khong c¢6 giéi han cu thé cho sb lugng nay.
M3di SC truyén ndi dung tong hop theo khoang thoi gian cia dir liéu hay su
kién dén mot hodc vai proxy, trong d6 khoang thoi gian i dugc dai dién baoi
[low;, high;]. Nhitng khoang thodi gian ndy c6 thé co thé bao gdm thoi diém
hodc khodng gia tri dung cho danh chi muc dir li¢u. S& khong c6 gia dinh gi
vé do rong ciia khoang thoi gian hodc vé quing cach giita cac khoang thoi
gian do.

Pham vi céc hang doi dua trén khodng thoi gian dugc dua ra boi nguoi
dung dén mang cac proxy va SC. Mdi hang doi ¢ can thiét dé xac dinh moi
gia tri chi muc vé khoang thoi gian [low,, high,]. Két qua cua interval skip
graph 1a danh chi muc moi khoang thoi gian nhu 1a mét danh muc tuan tu.
Skip Graph

Mot skip list 1a mdt md rong cua danh séch lién két don thong thuong,
tuy nhién dé ting hiéu qua tim kiém ngudi ta s& bd sung cac con tré dén nat
xa hon thay vi chi duy tri con tré tudn tu [SL_90]. Mtic 0 ctia mét skip list 1a
danh sach két nbi dén moi nut theo sip xép ting cua khéa. Cho mdi i 16n hon
khong, mdi ndt & muc i-/ xuét hién trong murc i ddc 1ap véi mat vai xac suét p

c¢b dinh. Trong doubly-linked skip list, mdi nat luu con tré dén trude va tro

dén sau trong mdi danh sach nd xuét hién, tic 1a co trung binh licon tro
4

cho mdi nut. Cac danh sach & niit cao hon gitip cho viéc tim duyét nhanh hon.
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Qua trinh tim ki€ém bat dau ¢ nat mirc cao, va tuan ty xuéng muc thap hon chi

khi chic chan nat can tim khong c6 & mirc d6. Do khong c6 nhiéu hon——

1-p
nat tai moi muc nén thoi gian tim kiém trung binh s€ 1a O] logn :
(1-p)log—
p
vo1 n nat & muc 0.
HEAD TAL C21L e 33y ]
33 LEVEL2 10 ol LEVEL 2
| il K13 484 K 75— 00
— 13— 33— 48 ——— LEVEL1 T % 1 o
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IF 13 33— 48|
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Hinh 17. M{t skip list va skip graph véi n = 6 niit va [log n] =3 mirc
Mot skip list don thi thiéu du phong va chiu 16, nén phai dugc ning
cap thanh skip graph v&i membership vector m(x). m(x) 1a mot tir ngau nhién
tir mot vai chit cai ¢b dinh va chi do dai O(logn) tién t& ctia m(x) can duoc tao
boi gia tri trung binh. D xuét sit dung membership vector 14 lién két moi
danh sach trong skip graph dugc danh nhan béi mdt vai tir w xac dinh, va not
x trong danh sach dugce danh nhin w khi va chi khi w 14 tién t6 cta m(x).
Céc thudc tinh ctia Skip Graph gdm cb:

- Ordered index cic khoéa 1a cac s6 nguyén co tht ty. Viéc tim kiém bao
gém viéc so sanh khoa vai chi muc hién tai. Thém vao do, cac con tro &
murc thip nhat tré dén hang muc ké tiép trong bang chi muc.

- In-place indexing cic phan tir dit liéu van nam trén SC khi nd duoc
chén vao, cac thong diép dugc truyén giira cac nit dé thiét 1ap lién két
giita nhitng phan tir voi nhau trong bang chi muyc.

- logn height co tit ca logn con tro lién két voi mdi phan tir trong d6 n 1a

sO cac phan tir dugc danh chi muc. Moi con tro thudec mdt muc 1 trong
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khoang [0...log, n—1] va lién két véi cac con tré khac ¢ cling muc tao

thanh chudi »/2' phan tu.

- Probabilistic balance thay vi st dung bién phap tai cAn bang, skip
graph st dung k¥ thuat can bang ngiu nhién don gian nham béo tri gan
v6i can bang hoan hao voi sai khac nho.

- Redundancy va resiliency mdi phan tt dir liu nim trong cay tim kiém
doc 1ap, do vay viéc tim kiém c6 thé bat dau tir moi ndt trong mang,
loai bo c¢6 diém chdt trong gbe tim kiém don. Thém vao d6, néu chi
muc tro dén nuat 18i, c6 nghia 1a dir liéu trong nat 16i khong thé truy
nhap duoc, thi cac phﬁn te dit liéu con lai van co thé truy nhap trong
qua cay tim kiém véi gbc 1a ntit khac.

Céc con tro ¢ thé dén tir nhimg phan tir dit liéu don trong ciy nhi
phan. Con tro duyét tir mtic cao nhat voi n/2 phan tir, n/4 & mic tiép theo va
tiép tuc. Viée tim kiém 1a duyét gidm dan tr mic cao nhat dén muirc 0, tai mdi
murc so sanh khoa v&i phan tir tiép theo trong mirc va quyét dinh khi nao dimg
duyét. Trong trudng hop cdy can bang hoan hao nhu tai ddy co log, »mirc thi
viéc tim kiém chi c¢6 0 hodc 1 con tré tai mdi muc. Do da gid dinh la cac dir
liéu nam tai cac nat khac nhau nén gié tri do cta tim kiém 1a sb cac thong diép
dugc truyén nhan va co do phuc tap tim kiém 1a O(logn).

Qua trinh cap nhat cay tir dudi 1én nhu 1 B-Tree véi gbc duge nang 1én
tai moi murc nhu 1a cdy sinh trudng. Bang cach nay, hai chudi tai mirc / luén
bao gém n/2 thuc thé va khong bao gir can tach chudi khi bo sung céu trac.
Viéc cap nhat bao gdm viéc chon lva trong 2 chudi dé chén vao mot phan tr
tai mdi murc /.

Viéc bao tri skip graph can bang dua trén viéc theo ddi cac phan tur

thudc chudi thanh phﬁn & muc  chi ¢ thé thudc mot trong 2 chudi muc 1.
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Pé chén mot phan tir phai bat dau tir mtc 0 va chon ngiu nhién 1 trong 2
chudi c6 thé tai mdi muc va dung lai khi dén mot chudi rong.

Y nghia cta viéc trién khai trén 1a mdi phan tir twong Ung véi mot
chudi but ngiu nhién. Mdi chudi tai muc / duge ciu thanh béi nhiing bit co
cung / bit dau tién, nén co 2’ chudi c6 thé tai mdi muc va chudi chia chinh xéac
1am 2 tai muc tiép theo.

Interval Skip Graph

Mot skip graph dugc st dung dé luu trit ndi dung don, dé luu trix
khoang thoi gian [low;, high;] cho cho phép tim kiém hiéu qua moi khoang
thoi gian moi gia tri v, thi can phai nang cap. Cau trac dir lidu c6 thé mo rong
pham vi tim kiém theo cach truc tiép.

Interval Skip Graph dugc xay dung bdi viéc ung dung phuong phép
cdy tim kiém co6 tham s6 cho cay tim kiém nhi phén tao bdi Interval Tree. Dic
diém cua Interval Tree 13 mdi nat ctia né quan 1y thong tin cho mot doan con
va moi niit s& c6 hai nit con quan 1y 2 doan con cua doan dugc quan 1y boi
nat d6. Phuong phap nay dua trén viéc quan sat ciu trac tim kiém béi viée so
sanh khoa trong ciy nhj phan c6 thé dung tiép dé tim khoa thtr hai khong bé
hon khéa déu tién.

Vé&i mot tap cac khoang thoi gian di sap xép theo thir tw khong giam
low, <low,,, ngudi ta dinh nghia khoa tiép theo nhu 1a tong toi da
max, =max,_, ,(high, ). Tap cac khoang thoi gian c¢6 bao gom thoi diém v ¢ thé
dugc tim kiém theo khoang thoi gian bat dau (khoang thoi gian co low; thap
nhat) ma max, >v. Khi d6 duyét cdy theo gia tri ting cua chin dudi cho dén
khi gap khoang thoi gian dau tién ma low; > v, va chon nhiing khoang thoi
gian nay cho intersect v.

Véi cach tiép can ndy, ngudi ta dd tham sé héa cau trac dir lidu skip

graph vo1 moi dau vao luu trlr mgt khoang (chén dudi va chan trén) va khoa
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thtr hai (tinh tir gia tri toi da ctia chin trén). Dé tinh khoéa thir hai max; cho dau
vao i, ngudi ta st dung high; va gia tri téi da dugc thong bao bai mdi 1an cin
trai cua i.

Pé tim kiém nhiing khoang thoi gian c6 chira thoi diém v, dau tién
ngudi ta tim kiém v trong bang chi muc thir hai max;, va dinh vi duong vao
dau tién c6 max, >v.Néu low; > v thi khoang thoi gian nay khong chira v va
cac khoang thoi gian tiép theo ciing vay nén dimng lai.

- Lookup Complexity co d6 phuc tap tim kiém 1a O(logn).
- Insert Complexity trong trudng hop x4u nhét 1a O(n).

Sparse Interval Skip Graph

Trong phan trudc da chi ra rang chi phi chén va xoa trong Interval Skip
Graph trong truong hop xau nhét c6 do phirc tap 12 0(n) so v6i O(logn) clia
Interval tree. Nguyén nhan chinh cua sy khac biét nay la skip graph c6 mot
cau triic tim kiém day du v6i gbe 1a mdi phan tir dé phan tai va chiu 18i trong
hé thdng phan tan. Trong TSAR thi sd lugng nit proxy 1a nho so véi sé SC
(co dir lidu tong hop dugce danh chi muc) nén dan dén tiét kiém dang ké khi
xay dung full search.

- Implementation &6 phuc tap 1a log, N, +0(1), truong hop x4u nhat

lan,log, n

- Short-cut search trung binh 1a log, N, + O(1) buédc, udc tinh do phire tap
1a O(logN,)

Bang 8. So sanh cac phwong phap danh chi muc

Range Interval Re- Resilience Small Large
Query Representation | balancing Networks Network
Support
DHT,GHT no no no yes good good
Local index,
yes yes no yes good bad
flood query
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P-tree, RP*

(distributed yes possible yes no good good
B-Tree

DIMS yes no yes yes yes yes
Interval

Skip Graph yes yes no yes good good

8.3 LU TR DU LIEU VA THONG TIN TOM TAT
O murc cac SC binh thuong, TSAR trién khai hai k§ thuat quan trong.

Thir nhét, 13 k¥ thuat luu trit cuc bo tai SC véi tiéu chi t6i wu cho cac thiét bi
¢6 dung lugng nhé ¢d dinh. Thir hai, k¥ thuat tong hop théng tin thich hop
cho phép SC c6 thé thay d6i tinh chét cua dit liéu va hang doi.

Luu trir cuc bo tai SC

Interval skip graph cung cap mot k¥ thuat hiéu qua dé tim kiém cac nut
SC chira dir liéu can cho hang doi. Nhimng hang doi nay sé dugc dinh tuyén
dén SC, noi luu git nhitng ban ghi va phan hoi ngugc dén proxy. Bé cho phép
nhing tim kiém kiéu nay, mdi SC trong TSAR ty bao tri mot cic ban ghi cuc
bo. Tat nhién, do c6 giéi han vé tai nguyén va niang luong nén viéc bao tri dir
liéu cuc b phai duoc can ddi trong pham vi dé.

Ngoai cac dit liéu hinh thuan tay can can nhic giita da phan giai, sic
mau va toc d6 khung thi cac ban ghi con bao ham nhiéu loai dir liéu khac
nhau nhu dong dit li€u theo thoi gian streaming media, dit 1i€u tam, cac dir
liéu da qua xir Iy nhu bién d6i FFT, bién doi Wavelet, clustering, d6i sanh hay

trich chon dic trung ...

. Calibration | Data/Event |
Timestamp _ size | Opaque Data
Parameters | Attributes

Hinh 18. Ban ghi luu trir don
Céc dir li¢u luu cuc by duge tap hop thanh cic ban ghi va noi vong

logic. Cac ban ghi méi duoc xép vao dudi ctia ving dém. Hinh 21 14 biéu dién




104

khuoén dang cia mdi ban ghi: gdm c6 trudng metadata bao gdm cac nhén thoi
gian, chi s SC, thong s6 chung ... Cac dir liéu hinh thuan tiy dugc luu trong
truong dir liu cua ban ghi nay. Truong dir li¢u dugce coi 1a nhu 1a nguyén
khéi trong ddc ta ung dung vi cac thong tin chung di dugc dua vao trong
metadata do vy hé thong luu trit khong can quan tdm chi tiét dén trudng nay.
Nhu trong cac hé xir 1y anh camera thi cic anh nhi phan 1 rat nhiéu va c6 thé
xép vao truong dir liéu vi nhitng thong tin nhu texture, histogram, bit length
... dd duoc tinh va dit trong metadata. Cubi cing, TSAR hd trg do dai bién
ddi cua truong dir li¢u, vi du kich c& cua ban ghi cé thé phu thudc vao gia tri
trong metadata cua ban ghi khac.

Ba toan tur c6 tac dong truc tiép 1én hé luu trir tai day la: khoi tao, doc
va x6a. Trong d6 viéc khoi tao 1a don gian va tudng minh, don gian chi can
tao ban ghi m&i va gan vao cudi trong chudi luu trit. Do ludn ghi vao cudi nén
hé luu trt luén phai gidm sat va dinh vi danh sach chd tréng. Moi truong
trong ban ghi can duoc dic ta ngay tai thoi diém khai tao, dé c6 thé tinh toan
duoc kich thude chuan cta ban ghi va sé byte mat di danh cho viéc luu trix
ban ghi nay.

Thao tac doc nham muc dich dép ung cac hang doi duoc sinh ra tir ing
dung. Trong cac co s¢ dit liéu truyén thong, viéc tim kiém hiéu qua do viéc
ludén bao tri B-tree cac khoa chi myc. Tuy nhién v61 nhiing SC c6 gidi han tai
nguyén thi viéc nay la khong don gian. Thuong thi TSAR SC khong béo tri
chi s6 nao trong danh sach luu trit cuc bo ma chi cung cap metadata theo chu
ky dén proxy va luu mot canh bao vé vi tri cia cac ban ghi trong bo nhé flash.

Du cho dung lugong luu trit cuc bd céd thé mo rong, nhung van c¢6 lac
can ghi d¢ 1én dir liéu cii, dic biét 1a trong cac Gmg dung doi hoi tbe do dir liéu
cao. Diéu nay duoc thyc hién boi ki thuat luu trit da phan giai s€ duoc trinh

bay k¥ ludng trong phan dudi hodc don thuan chi ghi d¢ dir liéu cii. Thao tac
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x6a bao gdm x06a chi muc trén interval skip graph tai proxy va ving luu trix
tuong trng trong bd nhé flash cua SC dugc giai phong.

Toém tit theo nhu ciu - Adaptive Summarization

Viéc tom tat dit liéu nhu 1a hd dinh giita luu trix tai SC v6i chi muc tai
proxy. Mdi cap nhat tir SC dén proxy bao gém ba thong tin: tom tit ndi dung,
thoi diém twong Gng véi tom tat d6 va do 1éch bat dau/ két thuc trén thiét bi
nhé flash. N6i chung thi proxy c6 thé danh chi muc khoang thoi gian dya trén
thong tin tom tit cua khoang gia tri dwgc ghi trong d6 hodc ca hai. Cach danh
chi muc cii cho phép tim kiém nhanh moi ban ghi trong thoi diém chéc chan,
trong khi cach danh chi muc maéi cho phép tim moi ban ghi ding voi gia tri
do.

Nhu d3 mé ta trong phan trude, do cé sir dung ning luong dé giri tom
tat (tan xuat va do co dong cila cac tom tit nay) nén dan dén xuét hién chi phi
false hit trong cac hang doi. Viéc tan xuét guri thong tin tom tit thwa thi tiéu
tén it nang luong, tuy nhién viéc false hit lai giy tang ning luong khi yéu cau
khéng truy xuat dugc dir licu.

Do chi tiét ctia tom tit phy thudc vao hai tham sb 13 thoi gian khi tom
tat dir liu duoc xdy dung va truyén dén proxy theo nhu cau duogc dic ta boi
mg dung. Viéc thay dbi kich thudc cua tom tat nay rat co gia tri trong nhiéu
ung dung. TSAR dua ra mét kich ban tém tat don gian dya trén tinh toan ty 1€
gilta false/true hit, giam (ting) interval giita cic tom tat khi ty 1é nay ting

(giam) dua theo ngudng.

8.4 TONG KET VA BAN LUAN

Chuong 8 ban luan vé van dé luu trit ndi dung phuc vu tra ctru trong
SCN. Phuong phép luu trit duoc trinh bay & day la TSAR véi sy phan chia
chtrc ning va ché do hoat dong trong cac SC thanh cac SC, proxy va BS. Céc
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proxy 1a cau ndi gitta SC va BS. Piéu nay ciing twong ty nhu chia zone trong
dinh tuyén ZRP, mot SC c6 thé cung cip metadata cho nhiéu proxy, va tir BS
c6 thé truy van thong tin tir nhidu proxy.

Céac dir liéu tai SC duge luu trit trén thiét bi nhé Flash, va cling duogc
xay dung bang chi muc cuc bg. Ciing do tai nguyén bi gioi han nén viéc danh
chi myc tai day ciing khong qua tinh vi c6 thé st dung phuong phap bam binh
thuong. Bang bam nay duogc béao tri bang cach khi c6 dit liéu méi can chén vo
chi muc thi s& kiém tra con tro trong danh sach hién thoi trd dén dix lieu, st
kién c6 tan xudt truy nhap, thoi gian luu trir ¢6 vuot ngudng dé ra hay khong?
Tt d6 quyét dinh thay thé con tro cii d6 hay 1ap con tré méi moc ndi dén dir
liéu moi.

Co ché danh chi muc tai proxy dugc xay dung dua trén Interval Tree va
Skip Graph. Viéc st dung va bao tri cac con tro skip dua trén xac suat va tan
suat gitp dam bao ting tdc tim kiém trong qua trinh hoat dong. Thong tin tom
tat cia mot SC c6 thé xuat hién ¢ nhiéu proxy dam bao cho BS ¢ kha ning
chon lua va chiu 16i. Viéc xay dung metadata trén c6 s& luu cac dic trung cua
dir liéu hinh va da phan giai theo lut xa gdn dam bao hé thdng ludn c6 phan

hdi thoa dang dén yéu ciu tng dung.
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KET LUAN

Nhitng ban luan trén diy da chi ra sy vu viét caa hé thong SCN so véi
cac hé thong gidm sat an ninh thé hé cii trong nhitng tmg dung doi ho tinh
chiu 16i va thich nghi cao. Thiét ké trong chuwong 2 1 thiét ké chuan chung
cho cac SC va céc thuc thé trong cic mang multimedia phan tan khac. Cac
van dé trong chuong 3, 4, 5, 6 13 nhitng van dé co ban nhat cua cac hé théng
phan tan sir dung truyén thong khong day kiéu ad-hoc. Chuong 7, 8 dé cap
dén cac md hinh tmg dung, luu trit va tra ctru trong hé thong SCN.

Kha nang tmg dung SCN trong cong tdc gidm sat an ninh da va dang
duoc trién khai trén thé gidi. Trong giai doan nay, d6 1a cac ing dung trong
quan sy va qubc phong, hy vong rang trong twong lai gan s& c6 nhitng hé
théng SCN thuong mai phuc vu cho dan sy.

Viéc phat trién cac hé thong giam sat an ninh cho cic cong trinh xay
dung dan dung va cac khu d6 thi viéc nghién ctru SCN 13 can thiét va kha thi
trong xu huong phat trién chung ctia cac mang ndi bd va mang khu vuc.
Trong diéu kién hién nay, huéng timg dung cac san pham thuong mai c6 san
va tu phét trién cac Gng dung, kich ban giam sat 1a phu hop v6i nhan luc va
trinh d6 k¥ thuat chung ¢ Viét nam. DPé ¢6 thé hoan toan lam cha duoc cong
nghé va chu dong trién khai hé thdng can c6 su phdi hop cta cac chuyén gia
tir nhiéu nhom nganh khac nhau va tham khao thém cac hé thong tuong tu
hién d3 c6 trén thé gidi.

Kién nehi vé nhitng nghién ciru tiép theo

Tim kiém cac phuong phap danh chi muc dir liéu, tong hop théng tin

metadata khac khong dua trén k¥ thuat interval.
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Xay dung SCN méi véi truyén thong hybird nhim tin dung nhiing
cong nghé truyén thong vo tuyén méi sin co hodc dang thir nghiém & Viét

nam.
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PHU LUC
1. QUAN HE VI TRi KHONG GIAN, THI TRUONG QUAN SAT CUA
CAC CAMERA VA THUAT TOAN DALT

Céac dinh nghia va dinh ly dudi day [DCNL 04] ap dung cho camera
thong thuong va cling dugc st dung khi tinh toan quan hé vi tri va thi truong
quan sat cua cac SC trong SCN.

Dinh nghia 1

Hai camera f; va f; 1a c6 lién két linked (biéu dién £, <> f,) néu khung nhin
ctia ching 6 ¢6 cung tap hop 6 hodc nhiéu hon diém dic trung.
Dinh nghia 2

Mot mang camera trai rong 1a mang c6 it nhat mot cip camera khong c6
lién két.
Dinh nghia 3

Mot lién két cic camera tao thanh bd ba A khi cac cdp camera trong
chung duoc lién két v6i nhau d6i mot.
Dinh ly 4

Khi cic camera tao thanh lién két bo ba A thi khi biét vi trf va goc hudng
clia mot camera (vi du f;) va khoang cach tir d6 dén cac camera khac (vi du /5, f3)
duogc biét thi c6 thé tinh duoc vi tri va goc hudng dén ca ba f;, f5, fi.

Dinh nghia 5 hai camera f;, f; 1a triple-wise connected néu ton tai cac lién két
tam gidc Ay, As, ..., A, dang nhu A, vd Ay c6 hai camera chung va f, e A, va
f ;€ A, .

Dinh nghia 6

Mot microcluster 1a tap cac camera M voi dac diém thudc tinh 13 khi
fieM thi f, e M khi va chi khi f; 1a triple-wise connected véi f;.

Dinh ly 7
Moi camera nam trong mot microcluster co thé c6 quan hé vi tri toan cuc

trong mot hé quy chiéu véi thang do toan cuc va véi it nhat bay béc tu do.



Theo (DN 2) thi SCN dugc coi la mdt mang camera trai rong. Theo dinh
1y 4, tac vu pan khung nhin cta camera c6 thé tao thanh lién két bo ba camera
moi hodc pha hiy lién két bo ba cii. Pinh nghia 5 goi ¥ hudng truyén tai noi
dung xtr 1y theo vét d6i twong trong nhiém vu giam sat. Dinh ly 7 gitp xay dung
ludi vi tri camera cho cac nhiém vu giam sat.

Cac két qua trén hitu dung khi khéi tao hé théng hodc tai ciu trac SC
trong s _clu khi dang van hanh. Thuét toan DALT dugc dé& xuit cho viéc xdy

dung va tim kiém cac camera c6 quan hé vi tri va thi trudng quan sat.

Thudt toan DALT (distributed alternating localization triangulation)

1. if da biét thiét vi then

2. quang bd théng tin thiét vi nay dén cdc camera cé lién két

3. else

4, doi dén khi ¢ thong tin thiét vi dwoc quang ba dén tir 2 hodc
hon camera cé lién két

5. sir dung nhitng thong tin thiét vi ciia nhitng ldn cdn c6 quan hé
bé ba véi 6 hodc hon diém ddc trung

6. khéi tao, tinh todn thiét bi ciia minh tir nhitng théng tin trén

7. end if

8. repeat

9. tir qudng ba thong tin wéc dodn thiét vi ciia minh

10 s dung moi thiét vi ciia quan hé bo ba ciing nhw cac diém ddc
trung co thé

11 V6i gbc hudng co dinh, wée dodn chuyén dich toi wu

12 véi chuyén dich cé dinh, wéc dodn géc hwéng toi wu

13 until uéc doan duoc hét thiét vi cac camera

2. PINH TUYEN EIRGP CUA CISCO VA GIAI THUAT DUAL
EIRGP 1a giao thirc dinh tuyén doc quyén cua Cisco trong mang truyén
thdng va NGN.



Trong EIGRP c6 cac bang Neighbor, bang Topology va bang Routing.
Bang neighbor dé luu giir cac 1an can, bang topology chira thong tin vé tat ca cac
route do cac 1an can gtri dén va bang routing thi chi chta tuyén duong tot nhat.
EIGRP chi giri cap nhat mdi khi c6 sy thay doi va chi gui thay d6i nay dén
nhitng router can thong tin do.

Sau khi cac router da nhan day du théng tin vé cac router khac 1an can
xong thi né s& st dung giai thuat Diffusing Update Algorithm dé xac dinh
successor va feasible successor. Successor 1a next hop router ma tur local router
dén mang dich thong qua router ndy co metric 1a thap nhat (goi 1a feasible
distance). Con feasible successor 1a next hop router ma c6 metric cao hon & trén
(tat nhién, néu khong né da 13 successor) nhung c6 khoang cach tir né dén mang
dich (goi 13 advertised distance hoic reported distance) 1a thap hon feasible
distance cla successor O trén.

Successor dugc dit vao routing table, con feasiable successor thi van dé ¢
trong fopology table. Khi mét successor 1a invalid thi mdt feasible successor
thich hop nhét s& dugce chon va dugc 1am successor (ma router khong can tinh
lai bang topology).

Giai thuat DUAL

Pay la thuat toan cap nhat lan truyén (diffusing) va c6 toc do hoi tu nhanh.
N6 13 lan truyén & chd mdi mot router s& chon tuyén dudng tot nhat dén mot
mang dich béng cach chon mot successor, rdi successor nay lai chon tuyén
duong t6t nhat dén dich dua vao successor clia nd. C6 nghia 1a mdi mot router
chi can tim router neighbor gan nhat, roi router neighbor gan nhat d6 lai tim
tiép mot neighbor khac gan nhit dé dén mang dich. Khi mot tuyén dudng qua
successor ma invalid ma khong co feasible successor dé thay thi cac router cling
query theo kiéu lan truyén nhu vdy dé tim ra successor méi. Vi c¢6 khéi niém
feasible successor nén cac router khéng phai tinh toan lai bang topology dé tim
ra tuyén duong méi sau khi invalid. Con co ché chdng loop 1a do trong qua trinh
lan truyén dé tim tuyén duong, DUAL s& dam bao khong c6 su lap lai cia mdi

mot router.



TOM TAT LUAN VAN

Ngay nay, viéc phat trién cac hé théng mang camera phuc vu giam sat an
ninh khu vyc trén nén cong nghé IP dang 1a chuan hoa khi thiét ké cac giai phap
phu trg cho cac cong trinh xay dung dan dung. Tuy nhién kién tric cac hé thong
hién tai 1a huéng cau tric, thiéu tu chu, tinh chiu 18i va thich nghi chua cao do
dic diém hé thong 1a can co trung tim diéu khién tap trung. Trong mot vai ing
dung cu thé thi viéc xdy dung thuat toan hoat dong trén nén kién tric ndy gip
nhiéu khé khan khi c6 su bién dong vé s6 lugng camera va nhi€ém vu gidm sat
trong hé théng. Luin vin ndy tip trung nghién ctru vé hudng xay dung hé thong
mang mai trén co s& cadc camera thong minh phéan tan thuc sy va phan tai phan
tan nhiém vu gidm sat dé tao thanh ha t?mg phat trién cac thuat toan trén. Hé
thong nay duogc goi 14 MANG CAMERA THONG MINH - Smart Camera
Network (SCN). Trén co so phén tich cic van dé co ban 1a van dé danh dia chi
camera, déng b6 bd dém phan tan, dinh tuyén va an ninh truyén thong, luan van
dé xuét va dua ra giai phap giai quyét hai bai toan co ban .

3. Bai toan CB1: Panh gia tic dong va co ché diéu chinh phan tan nhiém vu
giam sat cho mdi SC trong SCN.
4. Bai toan CB2: Tim kiém thong tin, di liéu hinh da luu trit trong SCN.

Nhitng bai toan nay 1 co sé cho viéc phat trién cac tng dung gia ting va

nghién ctru vé sau trong SCN.
TU KHOA
mang camera thong minh, camera phan tan, phan tdn nhi€ém vu gidm sat,

tac ttr di dong, lich truyén thong diép



ABSTRACT

Nowadays, the development of camera system for the sake of security
supervision basing on IP technology is becoming standardized for selection on
backing solution of civil construction. However, architecture of recent system is
structure driven, fault tolerance and less adaptiveness because of the short of
central controlling system. In some specific application, the building of
algorithm based on this architectural ground faces many difficulties when there
1s a change in the number of cameras as well as surveillance tasks. This thesis
(dissertation) focuses on carrying out study on building new network system
based on real distributed smart cameras and distributing surveillance tasks to
create an developed infrastructure for above algorithm. This system is named
Smart Camera Network (SCN). On the ground of basis analysis of naming
camera, time synchronization, routing, semantic security, the paper puts forth
and gives out suggestions to solve the two research problems.

5. Problem 1: evaluation of impact and the adjustment scatter mechanism of
surveillance task for each SC in SCN.

6. Problem 2: data and information gathering archived in SCN.
The mentioned problems lay out the foundation for the development of

increasing application and following research on SCN.

KEYWORD

smart camera network, distributed camera, distributed surveillance task,
mobile agent, scheduling messages
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