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MO PAU

Su phét trién bung nd clia mang khong day trong nhitng nam qua goi
cho ching ta nhG dén su phét trién nhanh chéng cua Internet trong thap ky
qua. Diéu d6 ching to nhitng tién ich ndi troi ma cong nghé mang khong day
dem dén. Chi trong mot thdi gian ngdn, mang khong day da trd nén pho bién,
nho gid giam, cidc chudn méi nhanh hon va dich vu Internet bang rong pho
bién ¢ moi noi. Gio day, chuyén sang ding mang khong day da ré va dé dang
hon trudc nhiéu, déng thoi cdc thiét bi méi nhat ciing di nhanh dé dap tng céc
tdc vu nang né nhu truyén cédc tap tin dung lugng 16n, xem phim, nghe nhac
truc tuyén qua mang...

Xu huéng két n6i mang LAN khong day (WLAN — Wireless Local
Area Network) ngdy cang trd nén phd bién trong céc cau tric mang hién nay.
LAN khong day hién dang 1am thay d6i nhiing céu tric mang hién hanh mot
cdch nhanh chéng. Nho viéc ngay cang c¢6 nhiéu nhiing thiét bi dién toan di
dong nhu may tinh xach tay, thiét bi xr 1y cd nhan PDA (Personal Digital
Assistant).., cong vé6i viéc ngudi st dung luon lo lang dén nhiing phién toéi
khi két n6i mang LAN bang cdp mang thong thuong.

Cong nghé khong day c¢6 mat ¢ khip moi noi, vdi bat cit ting dung hay
dich vu ndo lién quan dén van chuyén dit liéu s& déu c6 mot giai phap khong
day, pho bién 1a ¢ nhitng diém cong cong nhu san bay, nha ga.., mang khong
day con chitng t6 nhiing tién ich néi bat clia né khi tng dung trong linh vuc y
t€ va gidao duc. Doi véi riéng Iinh vuc gido duc, hé thong mang cuc bo khong
day da duoc trién khai rong khép & cdc truong dai hoc trén thé giGi boi nhitng
loi ich vé mat gido duc ciing nhu nhitng uu diém khi 1ap dat.

Su phét trién nhanh chéng cta nhitng mang cuc bo khong day 12 minh
ching cho thdy nhitng lgi ich di kém cua cong nghé nay, Tuy nhién, hién nay
hau hét nhitng trién khai khong giay vé co ban 1a khong an toan. Viéc trién

khai mot moi trudng khong day vé co ban khong khé. Viéc trién khai mot moi
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truong khong day dap tng nhitng yéu c4u an toan, va t6i thiéu hod rti ro thi lai
khong dé. C6 thé thuc hién dugc diéu d6 nhung doi hoi viec 1ap k& hoach chic
chin va mot cam két gidi quyét mot s6 van dé van hanh, thuc thi va kién tric
quan trong.

Trong mot tuong lai gan, viéc nghién ctu va ap dung cong nghé mang
cuc bo khong day cho cac truong dai hoc ¢ Viét Nam 1a hoan toan cé kha
nang thuc hién dugc. Vi muc dich di sau tim hiéu cong nghé mang cuc bo
khong day, nhitng gidi phdp an ninh cho mang dé trong mot twong lai khong
xa c6 thé trién khai cong nghé mang cuc bo khong day tai tai cic trudong dai
hoc cong an nhan dan, ndi dung ctua luan van tap trung nghién ciu vé mang
cuc bo khong day va an toan mang cuc bo khong day, chuin IEEE 802.11.

Luan van géom 4 chuong:

Chuong 1: Mang cuc bo khong diy WLAN — Nhitng véan dé téng quan.

Chuong 2: An toan mang cuc bd khong day — Nhitng nguy co va va giai
phép.

Chuong 3: Mot so6 bién phap an toan WLAN thong dung.

Chuong 4: Trién khai WLAN an toan trong moi trudng gido duc.

Vén dé luan van dé cap con kha méi mé, chinh vi th€ khong tranh khoi
c6 nhiing sai s6t, rdt mong nhan duogc su déng gép y kién clia cac thay co gido
va cac ban dong nghiép.

To6i xin chan thanh cam on Tién sy Pham Huy Hoang cung céc thay
co gido trong khoa Cong ngh¢ thong tin-dai hoc Bach Khoa Ha Noi da gidp do

toi trong qua trinh hoc tap va hoan thanh luan van nay.
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CHUONG 1. MANG CUC BO KHONG DAY WLAN- NHUNG
VAN PE TONG QUAN

1.1. Tong quan mang cuc bo khong day ho 802.11

Pugc IEEE 802.11 phé chuin vao nam 1999, dén nay WLAN da duogc
phat trién manh trén thé gi6i. O nhiing nudc phat trién, WLAN duoc trién khai
rong rai ¢ nhitng khu dong ngudi nhu cac van phong, toa nha, truong dai hoc,
san bay, thu vién, nha ga, san van dong, khu trién 1am, khach san, siéu thi, khu
dan cu..

WLAN la moét cong nghé truy cap mang bang rong khong day, dugc
phét trién v6i muc dich ban ddu 12 mot san phdm phuc vu gia dinh va vin
phong dé két n6i cac mdy tinh cd4 nhan ma khong can day, n6é cho phép trao
déi dir liéu qua séng radio véi t6c do rat nhanh, 1a co hoi dé cung cap dudng
truy cap Internet bang thong rong ngay cang nhiéu & cic dia diém cong cong
nhu san bay, clra hang cafe, nha ga, cac trung tam thuong mai hay trung tam
bdo chi...

C6 3 kiéu mang khong day co ban duoc phan loai phu thuoc vao pham
vi phu song cuia ching:

- Mang dung riéng khong ddy - WPAN (Wireless Personal Area
Network): dugc biét dén la Bluetooth va IR (Infrared), hai cong nghé duoc
ting dung pho bién trong cédc loai dién thoai di dong.

- Mang cuc bé khong day - WLAN (Wireless Local Area Network):
trong d6 ¢6 802.11, HiberLAN va mot s6 cong nghé khac.

- Mang dién rong khong ddy - WWAN (Wireless Wide Area
Network): bao gom cac cong nghé nhu 2G, 3G, cellular, CDPD (Cellular
Digital Packet Data), GSM (Global System and Mobile Communication)..
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IEEE 802.20 3GPP, EDGE
WirelessMAN (GSM)

MAN

IEEE 802.16 ETSI HiperMAN
WirelessMAN & HIPERACCESS

IEEE 802.11
WirelessLAN

ETSI
HiperLAN

PAN

IEEE 802.15 ETSI
Bluetooth HiperPAN

Hinh 1.1: Cdc loai mang khéng dady

Mang dién rong khong day la mot dang cua mang khong day. Cong
nghé mang nay st dung la cong nghé mang t€ bao nhu GPRS, CDMA, GSM,
CDPD, Mobitex dé truyén dit liéu. Nhitng cong nghé t€ bao duoc dua ra theo
pham vi viing, qudc gia, hoac thim chi toan ciu va dugc cung cip bdi nhiing
nha cung cdp dich vu khong day. C6 hai phuong tién co ban mot mang di
dong c6 thé sir dung dé€ truyén dit liéu, d6 1a nhitng mang dit liéu chuyén mach
g6i (GPRS, CDPD) hoic nhiing két néi quay s6 chuyén mach vong.

Mang do thi khong day cho phép truy cap mang bang rong thong qua
nhiing angten ngoai. Nhiing tram thué bao truyén thong vGi nhitng tram co sG
dugc két noi t6i mot mang 16i. Mang nay l1a mot giai phap thay thé t6t cho
nhitng mang c6 day c6 dinh va viéc xay dung n6 don gian va khong ton kém.

Chu4n 802.16 12 mot chudn ndi ti€éng cho mang do thi khong day.
Chuén nay st dung nhitng gidi tan tir 10 dén 66 GHz. Chu4n nay hd trg topo
mang diém t6i da diém, sir dung cong nghé phan chia tin s6 va phan chia thoi

gian cung véi chit luong dich vu QoS. Véi QoS cho phép gtri 4m thanh, video
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va dit liéu v6i nhiing mic vu tién khdc nhau. Toc do truyén phu thudc vao
khoang cach truyén nhung xét vé mat ly thuyét thi toc do t6i da khoang 70
Mbit/s. Ngoai ra con c6 chuin 802.16a st dung dai tan tir 2 dén 11 GHz va
ciing hé tro nhitng mang luéi thay cho kién tric mang di€ém t6i da di€ém, cho
phép nhiing tram thué bao truyén thong vGi nhitng thué bao khac hon 1a truyén
thong truc ti€p véi tram co sO.

Mang cuc bo khong day két ndi hai hay nhiéu mdy tinh ma khong st
dung day cdp mang. N6 cling tuvong tu nhu mot LAN c6 day nhung cé mot
giao dién khong day. WLAN sir dung cong nghé trai phé dua trén nhiing séng
vO tuyén dé thuc hién truyén thong giita céc thiét bi trong mot pham vi dién
tich giéi han, dugc goi la tap dich vu co s& (BSS — Basic Service Set). N6 cho
phép ngudi sit dung c6 thé di chuyén trong mot dién tich phii séng rong ma
vén c6 thé két noi t6i mang. Cong nghé mang cuc bo khong day ngdy cang trd
nén phd dung, dic biét v6i su phét trién nhanh chéng clia cic thiét bi cAm tay
kich thuéc nho nhu PDA, may tinh bo tui..

Mang ding riéng khong day st dung cong nghé cho phép truyén thong
trong pham vi khoang 10 m — mot pham vi rdt ngidn, mot trong nhiing cong
nghé nhu vay la Bluetooth, dugc st dung nhu 1a co s& cho mot chuin mdi
IEEE 802.15.

Mot khdi niém then chot trong cong nghe WPAN dé6 1a plugging in.
Trong truong hop 1y tudng, khi bat ky hai thiét bi dugc trang bi WPAN nao
dat gan nhau (cach nhau trong pham vi vai mét) hoac trong pham vi mot vai
km tir mot may cha trung tam, ching c6 thé truyén thong v6i nhau nhu thé
dugc két ndi bang cdp. Dac tinh quan trong khac d6 1a kha nang cua moi thiét
bi khod cac thiét bi khac, ngan ngtra nhiéu hay truy cap thong tin khong duoc

quyén. Tan s6 hoat dong clia mang nay la 2.4 GHz.
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1.1.1. Kién tric mang WLAN

IEEE 802.11 hd trg 3 topo mang co ban cho WLAN:

- Tap dich vu co ban doc 1ap - IBSS (Independent Basic Service Set).

- Tap dich vu co ban — BSS (Basic Service Set).

- Tap dich vu mé rong — ESS (Extended Service Set).

Chuén 802.11 dinh nghia hai mo hinh:

- Ch€ do tu do (ad hoc) hay IBSS.

- Ché€ d06 co sd ha tang (Infrastructure).

Vé miit logic cau hinh tu do ad hoc tuong tu nhu mot mang van phong
diém t6i diém ma trong d6 khong c6 niit nao déng vai trd nhu mot may chi.
IBSS WLAN gém mot s6 nit hay nhitng tram khong day truyén thong truc
tiép v6i nhau. Nhin chung, nhitng thuc thi dang ad hoc c6 pham vi hoat dong

khong 16n va khong duoc két noi téi bat ky mang dién rong nao.

Ethernet or
USB cable
connection) Q \
Computer 2
AN ®
II

Wi-Fi

{to Internet

o Computer 1 %/
= @ llee 4
Printer

g \\\ WiiFi -:_ '4/’,
i 1) ”D‘ Computer 3

Compute r4

Hﬁﬂw (

Entertainment Consoles

Hinh 1.2:Vidu mang ad hoc

Str dung ché& do co so ha ting, mang khong day bao gom it nhat mot AP
két ndi t6i co sG ha tang ¢6 day va mot tap nhitng tram cudi khong day. Cau
hinh nay dugc goi 1a BSS. Boéi vi hau hét cic WLAN lién hgp yéu ciu truy cap
t6i LAN c6 day cho nhitng dich vu (nhitng may chu file, nhitng mdy in, nhiing
két ndi Internet), chiing sé hoat dong & ché€ do co s& ha tang va dua vao mot
AP hoat dong nhu 1a mot may chu logic cho mot t€ bao hay mot kénh WLAN

don. Viéc truyén thong gitta hai nit A va B, thuc chat 1a tir nit A t6i AP va sau
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do tir AP t6i nit B. AP c6 vai trd nhu ciu néi va két noi nhi€u t€ bao hoac
kénh WLAN, va dé két n6i nhiing t€ bao WLAN t6i mot LAN c6 day.

Mot ESS 1a mot tap gom hai hay nhiéu BSS hinh thanh mot mang con
duy nhat. Nhiing c&u hinh ESS gém nhiéu t€ bao BSS c6 thé duoc lién két boi
nhiéu mang xuong song cé day hoac khong day. IEEE 802.11 hd trg nhiing
célu hinh ESS trong d6 nhiéu t€ bao st dung cung kénh, va st dung nhiing
kénh khdc nhau dé thic ddy thong lugng tap hop.

Distmbutien System (DS)

Access Doinr (AT)

Access Doint (AP)

"‘QBasic Service Set (B55) Basic Service Set (BSS) "‘Zg

Wirsless station. single cell single cell Wireless station

o

‘ J
Wirelass station

Extended Service Set (ES5) — multiple cells

Hinh 1.3: Nhiing topo BSS va ESS IEEE 802.11

1.1.2. Cac thanh phan cia WLAN

Kién tric WLAN co ban gom:

- Nhitng AP.

- Nhitng card giao dién mang (NIC- network interface cards) hay con
goi la nhitng card mang client cho nhiing client khong day.

- Angten 12 mot thanh phan quan trong cia WLAN, chiu trach nhiém
phét tdn tin hiéu da qua diéu ch& dé cho cac thanh phan khong day c6 thé thu
duoc tin hiéu.

- Nhitng cau khong day va nhiing repeater cung cap két noi gitta nhi€u
LAN (hitu tuyén va vo tuyén) & tang MAC.

Mang WLAN xi nghiép bao gobm nhiing thanh phan sau:
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- Mdy chi xdc thuc, cdp quyén, va kiém tra (mdy chi AAA-

authentication, authorization, accounting server), may chu quan ly mang

(NMS - network management server).

- Nhitng switch va router “canh bao khong day”.

Bang sau mo ta cac thanh phan cia WLAN:

Cac thanh phan Mo ta
WLAN
AP (Access Point) | Thanh phan co ban ctia co s& ha taing WLAN cung cép

cho céc client diém truy cap t6i mang khong day. N6 1a
mot thiét bi ting 2 lam viéc nhu 1a mot giao dién giita
mang hitu tuyén va mang khong day, diéu khién truy cap
moi trudng st dung RTS/CTS (bét tay 4 chiéu) [1]. AP
hoat dong & ca dai tan 2.4 GHz va 5 GHz phu thudc vao
chudn 802.11 duoc trién khai, va stt dung nhitng k¥ thuat
diéu ché& chuin 802.11. AP chiu trdch nhiém thong bdo
cho client khong day vé su sin sang clia nd, va xac
thuc/két hgp nhiing client khong day t6i mot WLAN.
Ngoai ra, AP phoi hgp st dung nhiing tai nguyén hitu
tuyén va chiic niang roam [2] nhu t4i két hop. AP c6 thé
dugc cau hinh theo 3 ché do: ché do goc (root), cau
(bridge) va chuyén tiép (repeater). Cé nhiéu loai AP tix
mot radio dén nhiéu radio (phu thuoc vao cédc k¥ thuat
802.11).

NIC hay Client
adapter

Puoc stir dung bdi nhiing niit nguoi dung cudi nhu nhiing
PC, laptop hay PDA két noi t6i mot WLAN. NIC chiu
trach nhiém quyet pham vi tan s6 cho két n6i va sau do
két hop t6i mdt AP hay client khong day. Nhitng card vo
tuyén chi dugc san xuat 6 hai dang vat ly: PCMCIA va
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Compact Flash (CF). Nhitng card vo tuyén duoc két noi
t61 adapter nhu PCI, ISA va USB.

Bridge va
Workgroup Bridge
(WGB)

Nhiing bridge khong day va nhiing repeater cung cap két
noi gitta nhiéu LAN (hitu tuyén va vo tuyén) & ting
MAC. Bridge duoc st dung dé€ cung cap két noi tir toa
nha nay sang toa nha khic, va c6 pham vi bao trum dai
hon AP. Mot Workgroup Bridge (WGB) 1a mot bridge
pham vi nhé hon chi chiu trach nhiém héd trg mot so
luong gidi han nhitng client khong day. Hoat dong & kién
tric mang tang 2, va cung cdp phan doan nhiing khung

dit lieu.

Angten

Chiu trdch nhiém phat tdn tin hiéu da qua di€u ch€ qua
khong khi dé cho c4c thanh phan khong day c6 thé thu
phat. Mot angten 12 mot thiét bi chuyén nhing tin hiéu
RF tan s6 cao tr mot cable thanh nhiing séng truyén
trong khong khi. Angten duoc trién khai trén cic AP,
bridge, va client (thong qua mot NIC hay client adapter),
va dugc phan thanh 3 loai chung: dinh huéng toan phan
(Omni-directional), ban dinh hudéng (semi-directional),
va dinh huéng cao (highly directional). Mbi mot loai
angten RF c¢6 nhiing dic trung RF khac nhau (thanh phan

truyén, nhan, cong suit truyén..).

Mdy chit AAA

Dugc biét dén nhiéu hon nhu 14 mot may chi RADIUS
(Remote Authentication Dial-In User Service), mdt may
chi AAA sir dung giao thiic RADIUS [3] d€ cung cép
nhitng dich vu xéc thuc, cap quyén, va ki€ém tra trong mot
WLAN cho nhitng co s& ha tidng doanh nghiép. Pon

gian, mot may chu RADIUS la mot co s& dit liéu dua trén
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co s¢ may tinh, né so sanh nhitng username va password
dé cho phép truy cap t6i mot mang khong day. Nhitng
mdy chit AAA c¢6 thé cung cdp nhiéu chic ning tir cung
cép cdc mic quyén khdc nhau t6i nhiing nguoi sit dung
quan tri, thong qua chinh sach nhu LAN 4o (VLAN —
Virtual LAN) [4] va SSID [5] cho nhiing client, tGi viéc
tao nhitng khod ma hoa dong cho nhiing nguoi st dung
WLAN. Ngoai ra, mot mdy chit AAA c6 thé cung cap
nhitng dich vu nhu thu bat diém bat dau/két thiic ctia mot
phién tGi viéc cung cip dit liéu thong ké trén mot lugng
tai nguyén (thoi gian, nhitng goi tin, nhitng byte..) dugc

str dung trong phién.

Nhiing may chu
quan ly
NMS (Network

mang

Management

Servers)

NMS c6 thé cung cdp mot pham vi rong 16n nhitng dich
vu ho trg quan Iy mang WLAN 16n gém an toan, tin cay
va hiéu nang. H6 tro NMS nén bao goém quan ly cau
hinh, quan ly ung dung, bdo cdo va xu huéng hoat dong.
Dé quan 1y nhitng mang WLAN xi nghiép 16n, nhiing
dich vu NMS ciing nén bao gom nhitng kha nang bao cio
két hop client, va nhitng cong cu dé quan 1y pho RF va
do nhitng AP gia mao [6].

Switch va Router
“canh bao khong
day”

Ax,

Nhiing switch va router “canh bao khong day” cung cip
nhitng dich vu tich hop ting 2 va 3 gilta nhiing thanh
phan WLAN truyén thong va nhiing thanh phan mang
hitu tuyén, quan 1y va tinh mé& tang cuong ctua nhiing

mang WLAN.

Bdng 1.1: M6 td cdc thanh phan WLAN
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1.1.3. Pham vi phu song

Pham vi phu séng tin cay cho 802.11 phu thudc vao nhiéu yéu t6, bao
gbm toc do truyén dit liéu, cong suat, cac ngudn gay nhiéu vo tuyén, viing vat
1y va nhitng dac tinh, nguon, két ndi, va st dung angten. Pham vi pha song 1y
thuy€t 1a tr 29 m (cho 11 Mbps) trong pham vi van phong kin t6i 485m (cho 1
Mpbs) trong khu vuc mé. Tuy nhién, theo kinh nghiém, pham vi co ban cho
két ndi cua thiét bi 802.11 1a xap xi 50 m & pham vi trong nha. Pham vi 400
m, khié€n cho WLAN tr& nén 1y tudng cho nhi€u tng dung & nhiing khu trudong

s6. Quan trong 1a sit dung angten dic biét ¢6 thé ting pham vi phu séng lén

nhiéu dam.
I' Khong gian itng dung
Khong gian itng dung | | Khu bénh vién.
Vin phong nho \ f Khu trudng dai hoc
Gia dinh '| || Doanh nghiép...
|
| I Dy
..... =
m 4 l .:: -‘\‘H\\
o " Trong toa nha % - EE: 3= \
v B phamvisom \ "ﬂ] 5 !

He HH Khong gian mé
\‘_“‘—-‘—“/ "' EE- Pham vi 400m
-
r U I

Hinh 1.4: Pham vi phii séng dién hinh ciia WLAN 802.11

AP ciing ¢c6 chiic nang cau n6i. CAu n6i lién két hai hay nhiéu mang lai
v6i nhau va cho phép ching truyén thong véi nhau. Cau néi lién quan téi ca
cau hinh diém - diém hoac da di€ém. Trong kién tric diém - diém, hai LAN
duoc két n6i v6i nhau thong qua AP tuong tng cua LAN d6. Trong cdu da
diém, mot mang con trén mot LAN dugc két noi t6i nhiéu mang con khéc trén
mot LAN khéc thong qua moi AP ctia mang con d6. Vi du, n€u mot mdy tinh
trén mot mang con A can két n6i t6i nhitng may tinh trén mang con B, C, D,

thi AP ciia mang con A s€ két noi téi AP tuong ting clia mang con B, C, D.
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Chiing ta c6 thé st dung chic nang cdu noi dé lién két cdc LAN giita
cdc toa nha khac nhau thuoc mot khu. Thiét bi AP cau ndi thuong dugc dat &
trén néc toa nha dé thu séng ang ten duoc nhiéu nhat. Khoang cach co ban ma
mot AP c6 thé két noi khong day t6i AP khac thong qua phuong tién cdu noi
la x4p xi 2 dam. Khoang cach nay c6 thé thay déi phu thudc vao nhiéu yéu to
bao gém bo phan thu nhan cu thé duoc st dung. Hinh dudi day minh hoa cau
diém diém giita 2 LAN.

Hinh 1.5: Cdu noi Access Point

1.1.4. Bang tan su dung

Dé cap dén bang tan sit dung cho WLAN, chiing ta gap hai thuat ngt
kha quen thudc la thuat ngt “bang tin ISM (Industrial, Scientific and
Medical)” va “bang tan U-NII (Unlicense National Information
Infrastructure)”. Khi tim hiéu vé hai thuat ngit nay s& phan ndo giai thich dugc
vi sao hau hét cdc nu6c hién nay khong thu phi sir dung tdn s6 khi phét trién
Wi-Fi cling nhu cac mang truy cap khong day khac st dung nhiing bang tan
trén.

1.1.4.1. Bang tan ISM

C4c thiét bi khi sir dung bang tin nay bao gom ca Wi-Fi déu phai tuan
thu cdc quy dinh vé bao vé cac dich vu vién thong khac va chidp nhan nhiéu tir
cac thiét bi cung hoat dong trong bang tan ISM (Industrial Scientific Medical).

Trong thuc t€, cidc quy dinh cu thé vé sir dung cdc ing dung & bang tin

ISM ciing rat khac nhau & cac nudc:
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Cong suat cuc dai Vung dia ly
1000 mW My
100 Mw (EIRP) Chau Au
10 Mw/mhZ Nhat Ban

Bdng 1.2: Quy dinh cong sudt phdt & mot sé nudc sic dung bdng tan ISM 2.4 GHz

Trong cdc quy dinh hién hanh, Viét Nam chua c6 cdc quy dinh cu thé
vé st dung bang tan ISM, ngoai mot s6 tiéu chuidn da ban hanh vé dién thoai
kéo dai, yéu cau ve tuong thich dién tir..

1.1.4.2. Bang tan UNII

Ching ta khong thdy thuat ngit bang tan UNII (Unlicensed National
Information Infrastructure) trong thé 1¢ thong tin vo tuyén the gidi, diéu nay
ciing dé hiéu vi thuat ngit ndy duoc sit dung trong du 4n phat trién ha ting
thong tin quoc gia M§. Nam 1995, dé phuc vu du 4n ha ting thong tin quéc
gia vé phat trién cung cip Internet toc do cao dén trudng hoc va cong dong
ctia chinh phtt My, FCC da phan b6 thém hai doan bang tan (5.1 GHz-5.35
GHz; 5.725 GHz-5.825 GHz) b6 sung cho bang tin ISM & bang tin 5 GHz
(5.725-5.825 GHz). Ciing do dic diém nay ma viéc phét trién dich vu truy
nhap khong day biang rong déu huéng t6i phat trién sir dung bang tan 5 GHz
v6i céc 1y do chinh sau:

- Bang tan ISM 2.4 GHz vé6i do rong bang thong 100 MHz da tré nén
qua chat hep truée su phat trién cua hang loat tng dung nhu Wi-Fi, Bluetooth,
thiét bi ca nhan khong day, thiét bi diéu khién,..

- Bing tan ISM 5 GHz dugc b6 sung thém bang tan UNII tré nén du
rong dé trién khai dich vu truy nhap bang rong khong day.

- Bang tan UNII dugc danh riéng cho phat triéen WLAN véi cdc diéu
kién nhu ISM nhung khong bi gay nhiéu tir cac thiét bi ISM khac.

Tuy nhién, viéc sir dung bang tan nay s€ gap bat lgi néu khong dugc
cong nhan trén pham vi toan cdu. D€ giai quyét van dé nay, ITU-R da thong

qua mot nghi quyét vé phét trién dich vu truy nhap vo tuyén khong day & bang
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tan 5SGHz gom: 5.150-5.250; 5.250-5.350; 5.470-5.725 MHz, trong d6 100
MHz dau tién (5.150-5.250 MHz) chi gi6i han stir dung & pham vi trong nha.

1.1.5. Céc chuan chinh trong ho 802.11

1.1.5.1. Chuan 802.11

Ap dung cho WLAN va cung cép tc do truyén tir 1 dén 2 Mbps trong
dai tan 2.4 GHz st dung trai phé truot tin s6 FHSS (frequency-hopping spread
spectrum) va trai phé chudi truc ti€p DSSS (direct-sequence spread spectrum).

1.1.5.2. Chuan 802.11b

C6 toc do truyén 11 Mbps ¢ dai tdn ISM 2.4 GHz chuan Wi-Fi. 802.11b
12 phién ban stra d6i ctia 802.11. Tuy nhién 802.11b hay con goi 12 Wi-Fi vé
mat 1y thuyét thi t6c do la 11 Mbps nhung trén thuc t€ chi dat 7 Mbps do
nhiing van dé dong bo, overhead ACK (Acknowledge).

1.1.5.3. Chu4n 802.11a

802.11a hoat dong & dai tan 5 GHz. Do tan s6 hoat dong cao hon so véi
802.11b nén 802.11a c¢6 pham vi phu s6ng nho hon. N6 ¢6 gang giai quyét vin
dé khoang cédch bang céch st dung nguén nhiéu hon va nhiing so d6 ma hoa
dit liéu hiéu qua hon. Uu diém chinh ctia n6 1a toc do: pho ctia 802.11a duoc
chia thanh 8 phan doan mang con hay con goi l1a 8 kénh, moéi kénh khoang 20
MHz. M6i kénh nay phu trach mot s6 lugng nhiing ndt mang. Nhitng kénh
duoc tao 52 séng mang, mdi séng mang 1a 300 kHz, va c6 thé dat toc do t6i da
l1a 54 Mbps. 802.11a dua trén mot so d6 diéu ché OFDM. Hé thong RF hoat
dong & nhitng dai tan UNII 5.15-5.25, 5.25-5.35 va 5.725-5.825 GHz. H¢
thong OFDM (Orthogonal frequency-division multiplexing) cung cap 8 toc do
dit liéu khac nhau tir 6 dén 54 Mbps. N6 str dung nhiing so d6 diéu ché BPSK
(binary phase-shift keying), QPSK (Quadrature Phase-shift Keying), 16-QAM
(Quadtrative Amplitude Modulation) va 64-QAM cung v6i ma sua 16i.
802.11a khong tuwong thich vé6i 802.11b.
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1.1.5.4. Chuan 802.11g

Ban phéc thao dau tién ctia 802.11g duoc thong qua vao thang 11 nam
2001 sau mot tranh cdi lau dai va cang thang ctia nhitng ngudi tng ho PBCC
(packet binary convolution coding) va OFDM. 802.11g la su m& rong toc do
cho chuin 802.11b, véi toc do léen dén 54 Mbps & dai tan 2.4 GHz. 802.11g
dua trén cic ky thuat CCK (Complementary Code Keying), OFDM va PBCC
(packet binary convolution coding).

1.1.5.5. Chuan 802.11e

802.11e duoc dua ra dé hé tro cho QoS. Muc dich 1a ting cudng MAC
802.11 hién tai dé md rong hd trg cho nhitng tng dung LAN véi nhiing yéu
cau QoS, dé cung cap nhiing cai thién vé an toan, va vé nhitng kha niang va
hiéu qua cua giao thic. Nhitng tang cuong nay, két hop véi nhitng cai tié€n
hién tai ¢ tang vat 1y tir 802.11a va 802.11b, s& lam tang hiéu ning tong thé
ctia hé thong, va m& rong khong gian tng dung cho 802.11. Vi du, nhiing tng
dung bao goém truyén thoai, audio va video qua nhiing mang khong day
802.11, hoi nghi video, nhitng Gtng dung an toan tang cuong, va nhitng ng
dung truy cap di dong

1.2. Co ché truy nhap moi truong tang MAC 802.11

Tang MAC 802.11 chiu trach nhiém quéan 1y va duy tri truyén thong
giita nhitng thuc thé WLAN (nhitng AP, nhiing client khong day-nhiing card
giao dién mang NIC Network Interface Card, va nhitng hé phan tan). WLAN
802.11 gébm mot tap nhitng dich vu cén thi€t dugc thuc thi boi nhitng thuc thé
WLAN dé phoi hop truy cap tdi nhitng kénh vo tuyén chia sé, truyén dit liéu,
xdc thuc va nhitng chitc nang quan trong khdc. Nhiing dich vu dat dugc bang
cach truyén tin giita cdc thuc thé dugc sip xép trong nhitng khung. Bang sau

day dua ra mot s6 dich vu 802.11 quan trong duoc thuc thi trong ting MAC.
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Dich vu Mo ta Nhom Kiéu
Xéc thuc Qua trinh thiét 1ap xac minh client | SS (station | Yéu
truGe khi mot client khong day két hop | service- cau.
v6i mot AP. May chu xac thuc phai | Dich vu
thoa méan rang né thuc su la client | tram)
khong day dugc quyén. Muc dich la
cung cap diéu khién truy cap tuong ting
v6i LAN hitu tuyén.
Giai xdc | Qua trinh ngat mot xdc thuc dang co. SS Khai
thuc béo.
Keét hop Qua trinh thiét lap lién két khong day | SS va DSS | Yéu
gitta client khong day va AP. Dugc | (Distributed | cau.
thuc hién sau khi mot xac thuc, mot két | system
hop phai dién ra trude khi nhitng khung | service-
dit lieu c6 thé duoc truyén. Mot client | Dich  vu
khong day chi dugc két hgp v6i mot | phan  tan)
AP. [7].
Giai két hop | Qua trinh ngat mot két hop gitta mot | SS va DSS | Yéu
client khong day va mot AP. cau.
Téi két hop | Qua trinh cung cdp mdt kha nang roam | DSS Yéu
cho client khong day. Cho phép mot cau.
client khong day di chuyén tir mot AP
nay sang mot AP khic trong cling mot
ESS.
Tin cay Cung cdp kha nang bao vé thong tin | SS (DSS | Yéu
truéc nhitng thuc thé khong duogc | cho nguyén | cau.
quyén. Dich vu nay chi duoc cung cép | liéu khod)

cho nhitng khung dit li¢u.
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Phan tan Qua trinh phat nhitng tin (nhitng khung | DSS Yéu
MAC) trén mot DS  (Distributed cau.
system).

Tich hop Qua trinh két n6i mot WLAN v6i mot | DSS Yéu
LAN phu trg. Pon gian, né thuc hién cau.

viéc dich nhiing khung 802.11 thanh
nhitng khung c6 thé chuyén qua mang

khac, va nguoc lai

Phét dit liéu | Qua trinh phét dit liéu giita nhitng di€ém | SS Yéu
truy cap dich vu MAC, véi sao chép va cau.

sdp x€p lai nhiing khung & miic toi

thiéu.

Bdng 1.3: Nhitng dich vu thiét yéu tang MAC 802.11

C6 hai cdch d€ cung cdp truy cap moi trudng t6i mot kénh vo tuyén,
nhu dugc dinh nghia trong chuén 802.11, truéc khi mot khung c6 thé dugc
truyén: chitc nang phdi hop phan tan DCF (Distributed Coordination Function)
va chiic nang phoi hop diém PCF (Point Coordination Function)

1.2.1. Phuong phap truy cap co s6 - chiic nang phoi hgp phan tan
DCF

Co ché truy cap co s, hay con goi 1a chiic nang phdi hgp phan tan DCF
(Distributed Coordination Function), vé co ban 1a mot co ché€ da truy cap cam
nhan song mang do va dap CSMA/CA (Carrier Sense Multiple Access with
Collision Avoidance).

Mot giao thiic CSMA lam viéc nhu sau: mot tram muoén truyén thi truGe
tién né cam tng moi truong, néu nhu moi truong ban, khi d6 tram nay s€ hoan
viéc truyén lai & mot thoi diém sau d6, néu nhu moi trudng dugc cam nhén 1a

roi, khi d6 tram s€ dugc truyén.
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Nhiing loai giao thiic nay rat hiéu qua khi moi trudong khong chiu tai
nang, bdi vi né cho phép cdc tram truyén véi tré t6i thiéu. Tuy nhién, luon c6
co hoi dé cac tram truyén cung lic (va dap xay ra), do céac tram déu cam nhan
moi trudng roéi va thuc hién truyén cting ldc.

Nhitng tinh huéng va dap nay phai dugc xac dinh, do d6 tang MAC cé
thé truyén lai c4c goi tin boi chinh n6 chit khong phai bdi nhitng ting cao hon,
s€ gay ra tré dang ké. Trong Ethernet va dap c6 thé dugc nhan ra boi céc tram
truyén s€ di dén mot pha truyén lai dua trén co s& mot thuat toan backoff ngiu
nhién ham mii (Exponential random backoff algorithm) [8]. Trong khi nhiing
co ché do va dap la mot y tudng tot doi v6i LAN hitu tuyén thi ching lai
khong thé thuc hién dugc trén mot moi truong LAN khong day. Dé gidi quyét
van dé nay, 802.11 st dung mot co ché tranh va dap (Collision Avoidance) két
hop véi so do6 thira nhan xac thuc, nhu sau:

Mot tram muon truyén s€ cam Gng moi trudong, néu moi trudng ban khi
d6 no sé tré truyén lai. Néu nhu moi truong rdi trong mot khoang thoi gian cu
thé (duoc goi 1a DIFS - Distributed Inter Frame Space, trong chuan) khi dé
tram nady dugc phép truyén, tram nhan sé kiém tra CRC (cyclic redundancy
check) cua goéi tin nhan dugc va gii moét go6i tin thira nhan (ACK -
Acknowledgement packet). Viéc nhan thira nhan nay s€ chiing to ring khong
c6 va dap xay ra. Néu nhu bén glri khong nhan dugc thong tin thira nhan thi
khi d6 né s& truyén lai doan tin nay cho dén khi né nhan duoc thong tin tir
phia bén nhan hoac bd qua sau mot sd 14n truyén lai nhat dinh.

Dé giam kha nang hai tram va dap do khong nghe dugc nhau, chuin
nay dinh nghia mét co ché cam nhan séng mang ao nhu sau: Mot tram mudén
truyén mot goi tin trude tién s€ truyén mot goi diéu khién ngén duge goi 1a
RTS (Request to Send — yéu cau guii), gom nguon, dich va thdi gian truyén
ti€p theo (vi du nhu goéi tin va ACK tuong ting), tram dich s€ tra 10i (néu nhu

moi trudng 161) bang mot gbi diéu khién tra 16i goi 1a CTR (Clear to Send —
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sén sang gui), gdm thong tin thoi gian truyén tuong tu. Tat ca cdc tram nhan
RTS hay CTS sé€ thiét 1ap chi bao cam nhan séng mang ao cta ching (duogc
goi la NAV — Network Assign Vector), trong mot khoang thoi gian nhat dinh,
va s€ su dung thong tin nay cung v4i cam nhan séng mang vat ly (Physical
Carrier Sense) khi cam nhan moi truong.

Co ché nay giam kha niang xuat hién mot va dap trén viing nhan bang
mot tram “4n” [9] trudc bo phan truyén, t6i mot khoang thoi gian ngin cua
qué trinh truyén RTS, do tram nay s& lang nghe CTS va “du trit ” moi trudng
khi ban cho dén cudi qua trinh giao tac. Thong tin thoi gian trén RTS ciling
bao vé vung truyén khoéi nhitng va dap trong qua trinh ACK (bdi nhitng tram
ngoai pham vi tram b4o nhan).

Ciing cin luu y riang do thuc t€ RTS va CTS 1a nhitng khung ngén, né
cling giam overhead cta nhitng va dap, bai nhitng khung nay duoc thira nhan
nhanh hon néu nhu toan bo goéi tin da duoc truyén, (dicu nay hoan toan ding
néu nhu goéi tin 16n hon ddng ké so v6i RTS), do vay chuin nay cho phép
nhitng g6i tin ngan duogc truyén ma khong can giao tic RTS/CTS , va qud trinh
nay dugc diéu khién trén mdi tram bang mot tham s6 goi 1a ngudng RTS -
RTSThreshold).

Bi€u d6 sau day thé hién mot giao tdc giita hai tram A va B, va thiét lap
NAYV ctia cdc tram lang giéng.

G1=SEIFE
—= =1 GA=DIF=
Sre RTS Data C =Contention Win dow

Desl TS ol

Cther "" T;EJES)/Z j’jjj J mext TPOU

Dafar Accoss Backoff aflar Daofar
=1 ===

Hinh 1.6: Trang thai NAV két hop vdi cdm nhdn séng mang vdt ly dé

chi ra trang thdi bdn cua moi truong.
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1.2.2. Phuong phap diéu khién truy nhap méi truong: chitc nang
phdi hop diém PCF

MAC 802.11 dinh nghia mot chiic nang phoi hop khac goi la chiic nang
phoi hgp diém PCF (Point Coordination Function); chi c6 & ché do “co s& ha
tang”, & d6 cac tram duoc két n6i téi mang thong qua mot AP.

K¢ thuat ndy dua vao mot nit trung tdm, thuong 1a mot AP dé truyén
thong véi mot nit dang lang nghe, dé xem xem moi trudng truyén c6 16i hay
khong. Bai vi hau hét cac AP ¢6 nhiing topo bus logic, (ching 1a nhitng mach
chia sé) khi d6 chi mot tin c6 thé dugc xir Iy & mot thoi diém (nd 1a mot hé
thong dua trén co s& tranh chdp), va do vay yéu cau mot ky thuat diéu khién
truy cap moi truong.

PCF don gian st dung AP nhu 12 mot hé thong diéu khién trong MAC
khong day.

Ch€ do nay khong bat buoc, chi ¢6 mot vai AP hay cac adapter Wi-Fi
thuc thi n6. Cac AP gui nhitng khung bao hiéu (Beacon frame) & nhiing
khoang thoi gian nhat dinh (thuong sau moéi 0.1 giay). Gitta nhiing khung béo
hiéu nay, PCF dinh nghia hai chu ky: chu ky khong tranh chiap CFP
(Contention Free Period) va chu ky tranh chap CP (Contention Period). Trong
CP, DFC duogc st dung. Trong CFP, AP giri cac goi tin do khong tranh chap
CF-Poll t6i mdi tram, & ting thoi diém, dé€ trao cho chiing quyén glti mot géi
tin. AP 12 mot bo phoi hop. Diéu nay cho phép quan 1y QoS t6i hon. Tuy
nhién, PCF ciing c6 nhitng giéi han (vi du, né khong dinh nghia cac 16p luu
lugng).

1.2.3. Phuong phap diéu khién truy nhap moi truong — chirc nang
phoi hop lai HCF.

Chuan IEEE 802.11e tang cudng DCF va PCF thong qua mot chiic nang
ph6i hop méi goi 1a chic nang phoi hop lai HCF (Hybrid Coordination
Function). Trong HCF c6 hai phuong phép truy cap kénh: HCCA — truy cap
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kénh dugc diéu khién HCF (HCF Controlled Channel Access) va truy cap
kénh DCF tang cuong EDCA (Enhanced DCF Channel Access) [7]. Ca HCCA
va EDCA déu dinh nghia cac 16p luu luong TC (Traffic Classes). Vi du, thu
dién tr c6 thé duoc gdn cho mot miic wu tién thap, va VoWIP (Voice over
Wireless IP) c6 thé dugc gdn cho mot mifc uu tién cao.

V6i EDCA, luu lugng uu tién cao ¢6 co hoi duge glri cao hon luu luong
uu tién thap: mot tram véi luu lugng wvu tién cao dgi it hon trude khi né gui goi
tin ctia nd, hon 1a mot tram véi luu lugng wu tién thap. Ngoai ra, moi mic uu
tién dugc gdn mot co hoi truyén TXOP (Transmit Opportunity). Mot TXOP 1a
mot khoang thoi gian giGi han trong sudt qua trinh mot tram c6 thé glri cang
nhiéu khung cang t6t (khi thoi gian ctia nhitng 14n truyén khong vuot qua thoi
gian t6i da ciia TXOP). Néu nhu mot khung 13 qua 16n dé duogc truyén trong
mot TXOP duy nhat thi né nén dugc phan thanh nhitng khung nho hon. Viéc
stt dung TXOP sé lam giam van dé cac tram toc do thap gianh mot khaéi lugng
thoi gian kénh qua nhiéu trong MAC DCF 802.11.

HCCA lam viéc giong nhiéu nhu PCF: khoang cédch giita hai khung bdo
hiéu dugc chia thanh hai giai doan, CFP va CP. Trong giai doan CFP, HC con
duoc goi 1a AP diéu khién truy cap moi truong. Trong giai doan CP, tat ¢ céc
tram thuc hién chitc ning trong EDAC (Error Detection and Correction). Su
khéac nhau chinh so vé6i PCF d6 1a c4c 16p luu lugng duge xéc dinh. Ciing vay,
HC c¢6 thé phoi hop luu lugng theo bat ky kiéu nao né chon. Hon nita, cdc
tram dua thong tin vé nhitng do dai cua nhitng hang doi cta ching cho moi
16p luu lugng. HC ¢6 thé str dung thong tin nay dé trao quyén uu tién cho mot
tram so v&i tram khdc. Diém khdc nhau nita 12 cic tram duoc trao mot TXOP
c6 thé glri nhiéu gai tin trong mot hang, trong mot khoang thoi gian cho trudc
duoc lua chon boi HC. Trong giai doan CP, HC cho phép céc tram gui dit liéu
bang cach gui nhitng khung CF-Poll.
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HCCA thuong dugc xem nhu 1a chiic nang phoi hop tién tién nhat va
phiic tap nhéit. V6i HCCA, QoS c¢6 thé dugc cau hinh véi do chinh xdc 16n
nhat. Cdc tram tang cuong QoS c6 kha nang yéu ciu nhiing tham sé truyén cu
thé (t6c do dir liéu..) cho phép nhiing ing dung tién ti€n nhu VoIP va Video
lam viéc hiéu qua hon trén mot mang Wi-Fi.

1.3. Cac ky thuat tang vat ly 802.11

Chuén IEEE802.11 tap trung trén hai ting ddy ctia mo hinh OSI: Tang
vat Iy va tang lién két dir lieu. Tang vat 1y cung cap truyén céc bit thong qua
mot mang khong day. IEEE 802.11 dinh nghia nhiéu k¥ thuat vat ly dé truyén
dit liéu sir dung mot WLAN:

- Truyén hong ngoai IR (Diffused Infrared).

- Trai phé truot tan s6 FHSS (frequency hopping spread spectrum).

- Trai phé chudi truc ti€p DSSS (direct sequence spread spectrum).

- Pa phan chia tan s6 truc giao OFDM (orthogonal frequency division
multiplexing).

Nhiing giai phap dua trén co s& RF (tan s6 vo tuyén radio frequency) la
cong nghé truyén thong cho truyén dit liéu qua nhitng WLAN. Nguoc lai,
nhiing giai phap dua trén co sd IR khong tao ra nhiéu quan tam nhu mot cong
nghé, va cdc nha san xuat chua san xuat nhitng san pham twong thich 802.11
IR. IR dua ra nhitng toc do truyén cao hon nhiing hé théng dua trén co s& RF,
tuy nhién nhitng gidi han vé khoang cach can trd viéc sit dung né nhu 1a mot
chuén tang vat Iy WLAN,

Cong nghé trai pho st dung tin s6 vo tuyén RF d€ truyén dit liéu qua
mot WLAN gom: FHSS, DSSS va OFDM. Trai phé 14y nhitng tin hiéu s6 va
mo rong né khién cho né xuat hién giong hon véi nhiéu nén ngau nhién (do
rong dai thong va nguén dinh thap). Diéu ndy khi€n cho mot tin hiéu trai phd
khé do hon, cang giong nhiéu nhiéu hon thi cang khé chin bat va giai ma néu

nhu khong ¢6 thiét bi phit hgp. Cong nghé nay st dung nhiéu phuong phap
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diéu ché bao gdm cdc phién ban tao khod dich pha khic nhau (PSK - phase
shift keying), diéu ch€ bién do cdu phuong QAM (Quadrature amplitude
modulation), tao khoa ma bo sung CCK (complementary code keying).

1.3.1. Trai pho chudi truc tiép DSSS

DSSS la cong nghé trai phé duoc lua chon boi IEEE 802.11, va dugc str
dung rong rai v6i nhitng thi€t bi 802.11b. Mot tin hiéu dir liéu duoc két hop
vGi mot chudi bit tdc do dit liéu cao hon, dugc biét dén nhu 1a mot ma
chipping (chipping code) hay processing gain, chuyén mdi bit dit liéu ngudi st
dung thanh mot loat nhitng thanh phan bit du thira (dugc goi la nhitng chip).
DSSS lam viéc bang cach chia dai tin 2.4 GHz thanh 11 kénh ¢6 do rong 22
MHz, va st dung mot tin s6 mang 1 MHz cho truyén dit liéu. Dit liéu duoc
trai va duogc truyén qua mot trong s6 nhitng kénh 22 MHz nay ma khong truot
sang nhitng kénh khéc, tic dung tao nhiéu trén kénh dua ra. Bang viéc két hop
cac chip va trai tin hiéu trén nhitng kénh 22 MHz, DSSS cung cap mot co ché
cho kiém tra 1i va chifc ning stra 16i dé khoi phuc dit liéu. Nhitng tin s6 trung
tam cho méi kénh 1a nhitng phan 5 MHz, tao ra nhitng kénh chong nhau. Chi
c6 t0i da 3 kénh khong chéng nhau c6 thé dugc dong thoi dinh vi (kénh 1, 6
va 11) ma khong can giam dai thong. DSSS dugc stt dung ban dau véi nhiing
thiét bi 802.11b. FCC quan ly DSSS & M§. O chau Au, ETSI (European
Standard Organizations and Regulations) quan 1y cong nghé DSSS.

1.3.2. Pa phan chia tan so truc giao OFDM.

OFDM khong phai 12 mot cong nghé trai phd, ma 1a mot k§ thuat diéu
ché da phan chia tan so ¢6 thé truyén khoi luong 16n dit liéu s6 qua séng vo
tuyén. OFDM lam viéc bang cdch tach tin hiéu s6 thanh nhitng tin hiéu con
phan biét dugc truyén dong thodi mot cach tiach biét & nhiing tdn s6 khac nhau
qua mot mang khong day. Mot tin hiéu s6 duoc chia theo 48 tan s6 mang con
tach biét trong mot kénh 20 MHz tao ra nhiing toc do truyén lén dén 54 Mbps.

OFDM rat hiéu qua khi truyén dit lieu & t6c do cao, va t6i thiéu hod khoi
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lugng dam thoai chéo (crosstalk) trong nhiing 1an truyén tin hiéu. Ngoai viéc
duoc trién khai nhu 1a nhitng chuan WLAN 802.11a va 802.11g, OFDM duoc
lua chon dé sir dung véi nhitng cong nghé 802.16 va WiMax.

Ngoai ra, tang vat ly 802.11 IEEE duoc chia thanh hai tang con: giao
thac hoi tu tang vat Iy PLCP (Physical Layer Convergence Protocol), va phu
thuoc moi truong vat 1y PMD (Physical Medium Dependent). PLCP chiu trach
nhiém chu4n bi nhitng khung 802.11 (tin hiéu) cho viéc truyén. N6 dinh
huéng PMD, chiu trdch nhiém chinh cho viéc mi hod, dé truyén va nhan
nhiing tin hiéu, va thay ddi nhitng kénh vo tuyén trong s6 nhiing chiic ning
khéc.
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CHUONG 2. AN TOAN MANG WLAN - NGUY CO VA GIAI
PHAP

2.1. Nhiing co ché an toan mang WLAN

Nhiing truyén thong khong day dua ra nhiéu ich loi nhu tinh co dong,
san phdm khong day duoc san xuét ngay cang nhiéu, va chi phi cai dat thap
hon. Tuy nhién, thach thiic vé van d¢ an toan WLAN van 1a mot can tré 16n
khi trién khai né. Cic t6 chitc mong muén rang mot trién khai WLAN cua ho
phai gidm thiéu nguy co bat an toan trudc khi nhin thay nhitng lgi ich ma né
dem lai. Ngoai nhiing nguy co di kém da xuat hién trong nhitng mang hitu
tuyén [10], con ¢6 thém nhitng nguy co khac von c6 trong cong nghé khong
day bodi ban chit két noi khong day ctia nd, va mot s6 nguy co méi khong xuat
hién trong nhitng mang hitu tuyén.

BudGc dau tién giai quyét tinh phidc tap ctia an toan mang khong day la
xem xét nhitng co ché& an todn co sd, va nhitng co ché sdn c6 cho nhitng trién
khai khong day. Nhiing co ché€ an toan co s6, trong thé€ gidi khong day, ké
thira nhitng kha niang chung vé€ su tin cay, tinh toan ven, kha nang sin sang,
xac thuc, cap quyén, va diéu khién truy cap. Nhitng co ché cung cip phuong
tien thong qua nhitng cong nghé, nhitng giao thitc, va nhitng thuc thi dé dat
duoc co ché€ an toan co s&. Mot s6 nhiing co ché khoa quan trong trién khai
trong mang khong day gom nhiing giao thitc ma hod, nhitng chit ky s6, va
quan 1y khod. An toan, cho moi muc dich cu thé, 1a su két hop cua nhiing xu
1y, nhitng thi tuc, va nhitng hé thong duoc sir dung dé dat dén nhiing co ché an
toan co s&. Bang sau day mo ta nhiing co ché€ an toan co s6 va nhiing co ché

cho nhiing trién khai khong day.
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Nhiing co ché
quan ly khoa va
co ché an toan

CO SO

Dinh nghia

Co ché

Do tin cay

Kha nang bao vé thong tin
truéc nhitng thuc thé khong
dugc quyén. Kha nang guri/nhan
dit lieu ma khong dé 1o bat ky
thong tin nao cho nhitng thuc
thé khong duoc quyén trong

qué trinh truyén di liéu.

Ma hod (d6i xing va

khong do6i xaing).

Toan ven

Kha nang bao vé ndi dung dir
litu tru6c nhing bién doi
khong dugc quyén. Kha ning
gui/nhan dit liéu ma nhiing thuc
thé khong duoc quyén khong
thé thay ddi bat ky phan dit liéu

dugc trao ddi nao.

Nhitng cht ky s6 (st
dung nhitng ham bam
mot chiéu) [11].

Tinh san sang

Kha nang cho bén gui/nhan dir
lieu khong bi ngit quang. Pam
bao dit liéu hoac hé thong co

thé truy cap/sin sang khi can.

Nhitng cong nghé phong
thi dé do/bao vé trudc
nhiing tan cong tu choi
dich vu DoS.

Kha nang hop thiic hod xac | 802.1x, RADIUS,
Xac thuc minh clia bén guri/nhan thong | PAP/CHAP, MS-
tin. CHAP..
Cip quyén Thuong di theo thu tuc xac | 802.1x (dua trén co s&

thuc, va thi€t 1ap nhiing gi ma

xéc thuc), nhiéu mic va
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nhitng kha niang va thong tin | nhiéu giao thic.
mot ngudi st dung c6 thé truy

cap.

Kha nang dam bao nguoi st | Dua trén co s& xac thuc,
Diéu khién truy | dung chi nhin thdy thong tin ho | ma ho4.

cap dugc cap quyén doi véi ching.

Kha nang bién doi dit lieu (hay | WEP, CKIP,TKIP, AES.
ban rd) thanh nhitng byte vo

Ma hoa
nghia (ban ma) dua trén co s&
thuat toan nao do.
Kha nang bién déi nhitng byte | WEP, CKIP, TKIP, AES
Giai ma vo nghia (ban ma) trd lai do
liéu c6 nghia (ban rd).
Quin 1§ khod Phuong phéap va k},l_é nang tao,
luu trit, va phan phoi khoa.
Bdng 2.1: Nhitng co ché'va ky thudt an toan co so
2.1.1. Do tin cay

Muc dich cua tin cay (Confidentiality) 1a bao vé thong tin trong qua
trinh truyén tru6c nhitng thuc thé khong dugc quyén. Mi hoa 1a mot co ché
then chot dé dat duoc do tin cay. Pon gidn, ma hod 12 mot phuong tién dé ma
hoa dit liéu, st dung mat ma dé dat tinh riéng tu cta dir liéu trong qud trinh
truyén, va né tré nén vo nghia doi véi nhitng ngudi nhan khong dugc quyén.
Bing cdch bién déi dit lieu thanh mot dang khong dé hi€u, ma hod co ging
ngan ngita viéc 10 lot thong tin truéc nhitng nguoi khong duoc quyén. Trong
thé gi¢i khong day, muc dich nay 1a dé ngan ngira nhitng tén trom thong tin str
dung cdc cong cu chin bat géi tin truyén va sau do tién hanh phan tich ching.

Do vay, thuat toan phai dat dén do tin cdy trong khoang thai gian nhat dinh.
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Qua trinh ma hoa dit liéu su dung mot thuat toan, hay khoa. C6 hai loai
khoa st dung dé ma hoa: khod doi xing va khod cong khai. Trong th€ giGi
khong day, phuong phap dugc ua chudng hon cho do tin cay dit liéu 1a nhiing
thuat toan khoa doi xing. N6 st dung mot khoa chung va thuat todn mat ma
giong nhau cho ma hod va giai ma dit liéu. Thuat toan khoa doi xing st dung
mot trong s6 hai phuong phap khdc nhau dé ma hod va giai ma dit liéu: nhitng
ma khoi (block cipher) [12] va nhiitng ma dong (stream cipher) [13]. Nhiing
trién khai WLAN ban ddu stt dung phuong phap mi khoi. Nhin chung, nhiing
phuong phap ma khai 1a phut hop hon cho ma hod dua trén co s& phan mém.
Nhitng thuat todn khod d6i xing méi hon trién khai phuong phdp ma dong.
Ma dong hiéu qua hon cho ma hod dua trén co s& phan cung. Ngoai ra, ma
dong von dugc xem la an toan hon nhitng ma khoi. Nguoc lai, nhitng ma khoi
bién d6i nhitng khdi tin giong nhau thanh nhitng kh6i ban ma giong nhau khi
stt dung mot khoa c6 dinh, cho phép nhiing thuc thé khong duoc quyén c6 thé
x04, chén, hodc ding lai bAn m3, va dan tdi tdn cong tim ki€ém ban ma dé doi
chiéu phil hop véi ban ma that. Nhitng ma dong trién khai mot hAm nhé ma
hod mot dong dit liéu (thudong 1a mot ky tu hodc byte dit liéu) theo mot ham
kho thay déi theo thoi gian dé ngan ngira viéc xod, chén hay dung lai ban ma,
va tim ki€m ban ma.

Ma hod cong khai sir dung mot cap khod dé€ ma hod va giai ma dit liéu:
mot khod cong khai va mot khod bi mat. N6 c¢6 thé str dung cung thuat toan
hoac mot thuat toan khac nhau. Ma hoa cong khai hi€ém khi dugc str dung cho
do tin cay dir lieu. Thuat toan khoa cong khai thuong dugc st dung trong
nhiing tng dung lién quan dén xac thuc bén gui tin st dung nhitng chit ky s6
va quan ly khod, va trao d6i nhitng kho4 doi xiing.

2.1.2. Tinh toan ven

Tinh toan ven (Integrity) cung cdp phuong tién dé do xem dit liéu c6 bi

gia mao hay khong. Viéc trién khai nhitng co ch€ toan ven manh nhim muc
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dich cung cap do tin cay rang dit liéu dén hoac dang ton tai trén mang 1a tin
cay. Mot chit ky s6 1a co ché va dung d€ dat tinh toan ven. Pon gian, mot chi
ky s6 1a mot digest tin duge ma hod hodc bam va duoc gan vao tai liéu. Mot
chit ky so st dung mot thuat todn ma hoa khod cong khai dé khang dinh xéc
minh bén g va ma hod bam ctia mot tin, va mot thuat toan ham bam an toan
mot chiéu dé dam bao tinh toan ven cua tai liéu.

2.1.3. Xac thuc

Xac thuc (Authentication) 1a kha nang hgp thic hod nhitng xac minh
ctia mot nguoi s dung, dich vu hoac thiét bi dua trén nhitng tiéu chi duoc xac
dinh trudc. Do ban chat quang ba cia WLAN da c¢6 nhiéu phuong phdp xac
thuc duogc xay dung dé ngin ngira truy cap khong dugc quyén t6i nhitng tai
nguyén mang bdi mot ngudi st dung hoac thiét bi. Xac thuc l1a qua trinh xac
dinh xem ngudi sir dung thiét bi hay dich vu dugc quyén c6 gang gianh quyén
truy cap t6i mang c6 dung 1 thuc thé dugc quén hay khong. Trong thé gidi
khong day, nhitng chuin 802.11 khong quan tam dén ngudi sit dung, ma chi
xdc thuc mot tram hay thiét bi khong day. Nhitng hé thong xéc thuc c6 thé
don gian 12 mat khau-tén dén nhitng giao thitc thach thic-dap tng. Ho 802.11
dinh nghia hai dich vu xac thuc co ban: phuong phap xac thuc mé va phuong
phép xac thuc chia sé khoa. C6 hai co ch€ khac ciing thuong duoc dung cho
xac thuc: SSID (Service Set Identifier), va dia chi MAC (Media Access
Control).

2.1.3.1. Xac thuc mé va nhitng 16 héng

Phuong phéap xdc thuc md khong trién khai mat ma. N6 1a mot thuat
toan xac thuc khong, c6 nghia la AP s€ cap bat ky yéu ciu nao cho xac thuc
thiét bi. Mot tram khong day c6 thé truy cap mang khong day ma khong cén
bat ky xdc thuc xdc minh nao. Néu nhu mot tram khong day (client khong
day) c6 thé tim thay va truyén thong v6i AP, n6 s& dugc phép gia nhap mang

khong day. Co ch€ an toan duy nhat dugc trién khai cho x4c thuc mé 1a SSID
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cua AP. Néu nhu ma hod WEP khong dugc trién khai, mot thiét bi chi can biét
SSID cuia AP s& c6 thé gianh quyén truy cap t6i mang. Néu nhu ma hod WEP
duoc thiét 1ap trén AP, thiét bi nay sé khong thé truyén hodc nhan dit liéu tix
AP néu nhu khong c6 mot khoa WEP ding. Nam 1997, xac thuc 802.11 thién
vé két noi, va cho phép cac thiét bi truy cap nhanh chéng t6i nhiitng mang
khong day. Xac thuc mé cung cap két noi don gian va dé dang t6i mot mang
khong day, va dugc sit dung cho mot WLAN cong cong.

Khong c6 cich nao dé AP c6 thé x4dc dinh xem mot client khong day ¢
hop 1¢ hay khong néu dung x4c thuc md. Diéu nay c6 thé tao ra nguy co an
toan ddng ké néu nhu xac thuc mé& duoc trién khai ma khong thuc thi ma hoa
WEP. Tuy nhién, WEP da bi pha va khong con la mot giai phap an toan
WLAN c6 thé ding duoc [14].

2.1.3.2. Xac thuc kho4 chia sé va nhiing 16 hong

St dung xac thuc khoa chia s¢ dugc xem la mot trong s6 nhiing phuong
phap xac thuc an toan hon trong mot moi truong WLAN. N6 st dung mot ky
thuat mat ma cho xac thuc, va dua trén co s& mot giao thic thach thic-dap
tng. Xac thuc khoa chia sé yéu cau mot khoa WEP tinh dugc ciu hinh bdi
mot client khong day. AP giti mot thach thic ngau nhién dudi dang ban r6 tGi
mot client khong day. Néu nhu client khong day nay biét khoa chia sé, no sé
ma hod thach thic va gui két qua trd lai AP. AP sé chi cho phép truy cap néu
nhu gia tri dugc giai ma (két qua do client khong day tinh toan) giong nhu
thach thic ngau nhién dugc truyén boi AP.

C6 nhiéu van dé co ban di kém vdi xdc thuc chia sé khoa. Trude tién, nd
khong cung cip xac thuc 14n nhau, tuy nhién chi don thuan thiét 1ap ching
minh rang ca hai bén (AP va client khong day) chia sé cing mot bi mat. Tha
hai, phuong phéap xac thuc khoa chia sé phu thuoc vao co s ha tang WEP da
dugc ching minh 1a khong an toan. Thit 3, qué trinh thich thitc-dap tng duoc

giai thich & trén 12 16 héng cho tan cong man-in-the-middle. Mot ké trom c6
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thé bt dugc ca thach thic ban rd va dap ting ban ma chi bang cach phan tich

mang v6i mot cong cu phan tich giao thic, va x4c dinh dugc dong khod.

s @
—<— Ban ma 4)—) Tram khong day

Mang
c6 day ( Ké tan cong phan tich mang )
A
v
( Dit liéu ban ro da biét ) > @ > ( Dong khoa WEP )
XOR
Ké tan cong

Hinh 2.1: Tdn céng bdn ré dd biét

2.1.3.3. X4c thuc dia chi MAC va nhiing 16 hong

Chinh sdch ctia AP ciing c6 thé cén ctt vao truy cap clia né trén dia chi
MAC cua client, & d6 viéc xac thuc dia chi MAC la phu hop véi bang dia chi
MAC hop 1é cia AP. Loc dia chi MAC khong duoc chi ra trong 802.11. Tuy
nhién, nhiéu nha san xuat hd trg phuong phap xac thuc nay. Loc dia chi MAC
cung cap ting an toan khdc dé ngin can nhiing thiét bi khong duoc quyén truy
cap mang, va gia cd thém cho xac thuc ma va xac thuc khoa chia sé dugc cung
c4p boi ho chudn 802.11.

2.1.4. Tinh san sang

Yéu cau mot WLAN luon san sang d6i v6i nhitng ngudi truy cap duoc
quyén khi can thiét. D6 1a kha nang nhan va gui dit liéu ma khong bi ngat
quing nhing dich vu. Nhitng tan cong kiéu tir ch6i dich vu DoS 12 mot méi de

doa cho tinh sn sang mang. Céc t6 chifc phai trién khai nhitng co ché phong
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thit dé do va bdo vé trude cac dang khdc nhau cia tan cong DoS dé dam bao
ludn dat dugc tinh san sang mang.

2.1.5. Piéu khién truy cap

Diéu khién truy cap 12 kha niang ddm bao nhitng ngudi st dung chi nhin
thdy thong tin ma ho dugc quyén nhin. Nhiing thuc thé (username, dia chi
MAC,..) stt dung nhitng x4c minh nhu nhitng mat khau, va nhitng khoa chia sé
dé thiét lap xdc minh, dugc x4c thuc boi nhitng hé thong AAA (RADIUS,
LDAP,..). N6 st dung nhitng giao thic xac thuc 802.1x hoac nhiing giao thiic
tuong tu (EAP, LEAP, PEAP,..) dé trao d6i nhitng xac minh va thiét 1ap nhitng
bat tay ddp ng/thach thiic.

Khi dugc x4c thuc, mot hé thong AAA cip quyén va kiém soét truy cap
tG6i nhitng tai nguyén mang cho ngudi st dung. Nhitng co ché an toan di€u
khién truy cap dua trén co s& xé4c thuc, va nhan biét vé khoa WEP truéc khi
truy cap va cap quyeén.

2.1.6. Ma hoa/Giai ma

Mi hod 1a co ché dé dat do tin cay. D6 1a kha nang bién ban rd thanh
nhiing byte vo nghia, dugc goi la ban ma, dua trén co s& 3 thuat toan 802.11
co ban: WEP, TKIP va AES (CCMP). Giai ma la qua trinh ngugc lai. D6 1a
kha ning bién déi nhitng byte vo nghia (ban ma) thanh dit liéu c6 nghia (hay
ban r6). Pon gian, nhiing k¥ thuiat ma hoa cung cap 3 muc tiéu an toan chinh
cho mot WLAN: tin cay, toan ven tin va hd trg xac thuc, cdp quyén va qua
trinh diéu khién truy cap.

2.1.7. Quan ly khoa

Quan Iy khod 1a qua trinh phan phoi khoa dé hd trg ma ho4, giai ma, va
xdc thuc 14n nhau. N6 1a qua trinh tao, luu trit, phan phoi, va cung cap bao vé
khoa tong thé. Mot khod 12 mot ma s6. Pugc st dung dé ma hod, gidi ma va
ky thong tin. Do dai khod va stic manh cua khod 1a hai yéu t6 quan trong lién

quan dén van dé quan ly khod. Stic manh khod 1a kha nang khong bi giai ma
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ctia ma so, va thuong duoc tinh bang thoi gian, nd luc va nhitng tai nguyén
yéu cdu dé phd khod. Do dai khoa 12 so luong bit trong khod. Khod cang dai
thi cang kho pha khoé béng tan cong bat €p tho bao (brute force attack). Tuy
nhién, phai ¢6 mot su can bang giita chi phi khoa va gia tri thong tin ma khod
d6 bao vé. Khod cang dai thi yéu cdu cang nhiéu overhead va giai thong, va
cang dat do hon vé mat tinh todn dé ma hoa va giai ma. C6 hai kiéu khod:
khod cong khai, va khod chia sé hay khod bi mat. VGi khoa cong khai, tat ca
moi nguoi déu biét, v6i khod chia sé chi dugc biét bdi bén nhan tin. Vi WEP
khod dugc phan phéi bing tay, va l1a duy nhat cho mang. Véi chuidn IEEE
802.11i (nhiing giao thic WPA/WPA?2), khoa dugc phan phoi tu dong, va la
duy nhét cho mot géi tin, phién va nguoi st dung.

2.2. Nhitng méi de doa an toan WLAN va nhiing 16 hong an toan

WLAN dé dang bi tan cong va truy cap khong duoc quyén hon moi
truong mang LAN hitu tuyén. Kh6 c6 thé ngian can duoc truy cap téi mot
mang khong day, boi vi WLAN lam viéc qua moi truong khong khi. Bat ky ai
déu c6 thé chin bat va truyén nhing tin hiéu khong day néu nhu ho dang &
trong viing phul séng va c6 nhitng cong cu t6t dé thuc hién diéu d6. Diéu nay
khién cho an toan khong day tré thanh mot thach thic thuc su. Nhiéu tai liéu
v€ nhiing tdn cong lén mang khong day 802.11 da dugc cong bé nham canh
bdo nhiing t6 chiic vé céc nguy co an toan can dugc xem xét. Hau qua ctia mot
tdn cong co thé dan dén nhitng phd huy cho mot t6 chic nhu mait mat thong

tin doc quyén, mat mat dich vu mang, tén kém chi phi phuc hoi.
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Hinh sau day dua ra phan loai chung nhiing tdn cong an toan mang

WLAN.

Nhirng tan cong WLAN
(Attacks)
Nhiing tidn cong thu dong Nhﬁlzizilir;:f;%acclll{g)déng
(Passive Attacks)
Trom Phan tich luu lugng Truy cap mang T choi dich vu
(Eavesdropping) (Traffic Analysis) (Network Access) (DoS attacks)
Truy cap doc Truy cap ghi

(Read Access) (Write Access)

Hinh 2.2: Phdn loai chung nhiing tdn cong an toan WLAN

C6 hai kiéu tan cong an toan: thu dong va bi dong. Nhitng tdn cong thu
dong gom truy cap khong dugc quyén tGi mot mang vi muc dich trom hay
phan tich Ivu luong, va khong bién ddi noi dung chia nd. Mot tdn cong chi
dong 1a mot truy cap khong duoc quyén t6i mot mang vi muc dich thuc hién
nhitng thay déi t6i mot tin, dong dit liéu, hoic file, hodc ngit quang nhiing
chitc nang ctia mot dich vu mang. C6 nhiéu 1y do giai thich tai sao mot ké tin
cong c6 thé nhim vao mot mang khong day hay mot t6 chitc. Tuy nhién, 3
muc tiéu chinh ciia mot ké tdn cong nham ngat quang nhiing hoat dong mang
thong thudng ctia mot t6 chitc bing cach tir ch6i dich vu DoS, gianh quyén
doc, hoac gianh quyén ghi. Hanh dong cua mot tdn cong thuong bat dau véi
giai doan tham do, ti€p theo 12 mot tdn cong chi dong dé gianh quyén truy cap

mang hoac DoS.
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2.2.1. Tan cong thu dong (passive attack)

Thuong mot tan cong ¢ hai giai doan thuc hién. Giai doan dau tién
dugc goi la giai doan tham do, thuc hién mot cach thu dong. Trong giai doan
tham do, mot ké tan cong phai kham phd mdt mang muc tiéu, va sau d6 tim ra
nhiéu thong tin hon vé mang. Hai phuong phdp dugc trién khai dé thuc hién
tan cong thu dong: trom, va phan tich luu luong.

- Trom: Trom c6 1€ 1a phuong phdp don gian nhit, tuy nhién, né van c6
hiéu qua doi véi WLAN. Tan cong bi dong nhu mot cudc nghe trom ma
khong phat hién dugc su ¢6 mat ctia nguoi nghe trdom (hacker) trén hoac gan
mang khi hacker khong thuc su két néi t6i AP dé lang nghe cdc goi tin truyén
qua phan doan mang khong day, st dung thiét bi tng dung nao dé dé ldy
thong tin cia WLAN tir mot khoang cach v6i mot angten huéng tinh.

- Phdn tich duong truyén — K¢ tin cong, theo mot cach tinh vi hon, thu

thong tin nho theo d6i nhitng cudc truyén giita cdc bén truyén tin. Mot luong

thong tin dang ké dat dugc trong ludng tin gitta nhitng bén truyén tin.

1
i
L=

Ké xam pham

|

I

i

d

| .
i Dang nhap nguoi sit dung
. Nhiing dia chi MAC...

| Nhiing dia chi IP...
I

|

i

I

i

!

|

Access Point

an®

Nhiing username va mat -
khdu... I
Mhitng hoi thoai tin nhén
ngan...

Email...

Nhing dang nhap HTTP...
Nhiing dang nhap may

ch...

Hinh 2.3: Tdn cong bi dong
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Phuong phéap nay cho phép hacker giit khoang céch thuan loi khong dé
bi phét hién, nghe va thu nhat thong tin quy gia.

Trong th€ giGi khong day, nhiing cong cu phan tich mang la nhiing
phuong tién hiéu qua nhat dé€ co thé tim ra nhiing gi dang xay ra trén mot
mang. Phan tich mang c6 thé thuc hién hai chiic niang then choét: chin bat goi
tin va phan tich géi tin. Viéc phan tich mot goi tin cho phép mot ké tidn cong
xdc dinh nhitng kha ning gi cé trén mot mang, va c6 thé cung cap tat ca
nhitng loai thong tin tin ciy dé khai thic mot t6 chitc. V6i viéc chan bat goi
tin, mot ké tdn cong c6 thé khoi phuc nhitng khod WEP trong vong vai phiit,

tao kha nang doc tat ca dit liéu truyén giira client va AP khong day.

4 Théach thic banrdo f
o, Goonn
7| Papingbanma [T - '

Pang ling nghe

Pang ling nghe

N

{ Thaéch thitc ban ro
Ké tan cong \ e Dong khoa
(Pang lang nghe)

Dap itng ban ma

Hinh 2 4: Qia trinh ldy khod WEP
C6 nhiéu cong cu phan tich mang san c6. Mot ky thuat dugc st dung
trong qud trinh tham do 14 War Driving. War Driving 1a qud trinh diéu tra
nhitng mang khong day bing cdch sit dung mot xe 6 t0 (tan cong theo kiéu thu

hiut Man-in-the-Middle).
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Mot AP doi khi 1a mét workgroup duoc sur
dung béi nhirng ké tan cong mang.
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Hinh 2.5: Tdn cong MitM (Man-in-the-middle)

Kiéu tan cong man-in-the-middle 12 mot tinh trang ma trong d6 mot ca
nhan sir dung mot AP dé chiém doat su diéu khién ciia mot node di dong bang
cach gli nhitng tin hiéu manh hon nhiing tin hiéu hgp phap ma AP dang gui
t6i nhitng node do, Sau d6 node di dong két hop vdi AP trdi phép nay, dé gii
céc dif liéu cua ngudi xam nhap, c6 thé 12 cdc thong tin nhay cam.

Dé céc client lién két v6i AP trdi phép thi cong suat cia AP do phai cao
hon nhiéu cta ciac AP khac trong khu vuc va doi khi phai 1a nguyén nhan tich
cuc cho cdc user truy nhap t6i. Viéc mat két n6i v6i AP hop phdp c6 thé nhu 1a
mot viéc tinh c& trong qua trinh vao mang, va mot vai client sé két néi t6i AP
trai phép mot cach ngau nhién.

Nguoi thuc hién tdn cong man-in-the-middle trudc tién phai biét SSID
ma client st dung, va phai bié€t khoda WEP cua mang, néu né dang duoc su
dung.

Két n6i nguoc (huéng vé phia mang 16i) tr AP trdi phép duoc dieu
khién thong qua mot thiét bi client nhu 12 PC card hodc workgroup bridge.
Nhiéu khi tdn cong man-in-the-middle duoc sap dat st dung mot laptop véi
hai card PCMCIA. Phan mém AP chay trén mot laptop ma & dé mot PC card

duoc sir dung nhu 1a mot AP va PC card thit hai dugc dung dé két n6i laptop
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t6i gan AP hop phép. Kiéu cau hinh nay bién laptop thanh mot tan cong man-
in-the-middle van hanh gifta client va AP hop phap. Mot hacker theo ki€u tan
cong man-in-the-middle c6 thé 1y dugc céac thong tin cé gid tri bang cach
chay mot chuong tinh phan tich mang trén laptop trong truong hop nay.

AP
(Access Point)

Ké tan cong

Hinh 2.6: Trudc cudc tdn cong

AP
(Access Point)

‘

—_— |

Ké tan cong f Nan nhan

Hinh 2.7: va sau cudc tdn cong
Mot diéu dic biét voi ki€u tan cong ndy la ngudi st dung khong thé
phat hién ra dugc cudc tan cong, va lugng thong tin thu nhat dugc nho tan
cong kiéu nay 1a gi6i han, né bing luong thong tin thii pham 14y duoc trong
khi con trén mang ma khong bi phét hién.

Bién phap t6t nhat dé ngin ngira loai tan cong nay 1a bao mat 16p vat ly.
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C6 nhitng ting dung c6 kha nang 14y mat khau tir cac Site HTT, email,
cac instant messenger, cac phién FTP, ciac phién telnet dugc gui dudi dang
text khong dugc ma hoa. C6 nhiing tng dung khac c6 thé 14y mat khau trén
nhitng phan doan mang khong day giita Client va Server cho muc dich truy
cap mang.

Xem xét tic dong néu modt hacker tim dugc cach truy nhap téi mot
domain ctia nguoi st dung, hacker d6 sé dang nhap vao domain ctia nguoi st
dung va gay hau qua nghiém trong trén mang. T4t nhién, viéc d6 1a do hacker
thuc hién, nhung nguoi dung phai truc tiép chiu trach nhiém, va ganh chiu moi
hau qua.

Mot tinh huéng khdc trong dé6 mat khau HTTP hodc email bi 1dy trén
nhitng phan doan mang khong day, va sau dé dugc hacker sir dung véi muc
dich truy nhap t61 WLAN.

2.2.2. Tan cong chu dong

Mot ké tan cong chli dong c6 thé gid mao mot ngudi st dung hop phép
va gianh nhiing quyén 1gi bat hop phdp nhat dinh, gidm sat nhiing 1an truyén
mot cich thu dong va sau dé truyén lai nhitng tin nhu 12 mot nguoi sir dung
hop phép (tan cong dung lai - replay), hodc bién déi nhitng tin hop phép.

Nhitng tan cong DoS c6 thé 1a su phd huy thiét bi vat 1y, ngat quing
nhiing dich vu mang nhat dinh, ngan can hoac cdm su dung thong thuong cac
kha nang mang ctia mot t6 chic, hodc 1a mot tdn cong duoc thiét k& dé sir
dung tat ca dai thong clia mot mang. Nhitng tan cong DoS c6 thé ngit quang
nhitng dich vu d6i v6i mot ngudi st dung cu thé hodc d6i véi toan mang. Mot
ké tdn cong c6 thé thiét 1ap mot AP gia mao va két hop nhitng ngudi st dung
t6i mot mang gia mao. Trong th€ giGi khong day, nhiing tdn cong DoS khé
giai quyét hon bdi vi né6 dé dang truy cap t6i mang hon. Sau day 1a mot s6

hién tuong di kem véi DoS:
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- Trién khai thiét bi nghén radio: Vi du tdn cong theo ki€u chén ép
(jamming attack): 12 mot ky thuat st dung don gian dé déng mang cua ban.
Tuong tu nhu viéc ké pha hoai sap dat mot su tir choi dich vu mot cdch dp déo,
su tdn cong nhim vao Web server, vi vay mot WLAN c¢6 thé ngimg lam viéc
vi mot tin hiéu RF 4p dao. Tinh hiéu RF d6 c6 thé vo tinh hodc c6 ¥, va tin
hiéu c6 thé di chuyén hoic ¢ dinh. Khi mot hacker thuc hién mot cudc tan
cong jamming c6 chi y, hacker c6 thé sir dung thiét bi WLAN nhung c6 nhiéu
kha nang hon la hacker s& dung mot may phat tin hiéu RF cong suét cao hoac

mady tao song quyet.

\

J ' J’ f 4
I I {
o :l T ' '
Nhitng tin hiéu 1 / \
Client va AP \ \

nhan bi ngat l

%”;5

Bo tao tin hiéu

\
v\  ta .
\.\ ) RF cong suit cao

Hinh 2.8: Tdn céng theo kiéu cheén ép.

Dé loai bo kiéu tidn cong nay, yéu ciu trudc hét 1a tim duge ngudn phat
tin hiéu RF d6, bing céch phan tich phé.

Khi jamming gay ra boi mot nguon cd dinh, khong chu y, nhu mot thap
truyén thong hoidc cdc hé thong hop phdp khéc, thi ngudi quan tri mang
WLAN c6 thé phai xem xét dén viéc s dung bo thiét dat cac tdn so khéc
nhau. Vi du, n€u mot admin cé trach nhiém thiét k& va cai dat mot mang RF

trong mot khu phong rong, phiic tap, thi nguoi dé can phai xem xét mot cich



49

ky cang theo thit tu. Néu nguon giao thoa 1a mot dién thoai, hoac cac thiét bi
lam viéc & dai tan 2.4 GHz, thi admin c6 thé sir dung thiét bi & dai tdn UNII,
5GHz, thay vi dai tan 802.11b, 2.4 GHz va chia sé dai tan ISM 2.4 GHz véi
cac thiét bi khac.

Su jamming khong chli y xay ra véi moi thi€t bi dung chung dai tan 2.4
GHz. Jamming khong phai 1a su de doa nghiém trong vi jamming khong thé
duoc thuc hién phé bién boi hacker do van dé gid ca cla thi€t bi, né qua dat
trong khi hacker chi tam thoi vo hiéu héa mang.

- Lam day dai thong mang bang nhitng khung truyén lién tuc.

- Thuc hién nhiing tdn cong giai két hop/tai két hop.

- Tién hanh truyén nhiing tdn cong khoang thoi gian bang cach ciu hinh
truong thoi gian truyén toi da véi toc do 30 gbi tin trén mot giay.

- Lam day nhitng bang AP bang cdch ngéap lut nhitng két hop.

- Thiét 1ap mot AP gia mao va két hop nhiing nguoi sit dung tGi mot
mang gia mao dé thiét 1ap mot tdn cong man-in-the-middle.

Nguoi sit dung

khong day AP hop phap

Két noi hop phap

J

May chu xac
thuc hop phap

AP va may chu xac thuc
gia mao trén laptop

Hinh 2.9: Tdn cong MitM su dung mot AP gid mao
Nhiing tdn cong chli dong c6 thé duge thuc hién bang phuong tién gianh
quyén truy cap mang dé c6 nhiing kha niang doc va ghi. Muc dich cho nhiing

tan cong truy cap mang la gianh quyén truy cap téi nhiing tai nguyén mang
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hodc dé chin bat va giai ma dit lieu (néu ma hoa). Truy cap doc la kha niang
cia mot ké tdn cong chan bat va doc luu luong tir mot mang, cung cap kha
nang dua ra nhiing tan cong 1én ma hoa, xac thuc, va nhitng phuong phéap bao
vé khac. Khi mot ké tdn cong c¢6 kha nang kham phd mot mang muc tiéu
thong qua viéc tham do, va chan bat luu luong duge ma hod hay khong duogc
ma hod bing mot phuong tién phan tich mang, ké tdn cong c6 thé gianh duogc
nguyén liéu khoa va khoi phuc nhitng khoa ma hoa. Viéc 10 nhitng khoda ma
hod c6 thé tao kha nang cho mot ké tan cong truy cap hoan toan téi mang muc
tieu. Truy cap viét 12 kha nang gti Iuu luong t6i mot thuc thé mang. Sau day 1a
mot s6 muc dich ctia mot ké tdn cong véi truy cap viét va doc mang:

- Khoi phuc nhitng khod ma hoa.

- Khoi phuc nhitng dong khoa dugc tao ra boi nhitng khod ma hoa.

- Chén thém nhiing g6i dit liéu: Viét dit lieu dugc ma hod bang cach
dung lai dong khod chan bat dugc.

- M3 hod dit liéu bang khod va chén dit liéu 1én mang.

- Cai dat phan mém gian diép trén mot client khong day va c6 kha nang
doc nhiing két qua.

- Thiét lap mot AP gia mao va ki€ém soat nhitng tham s6 mang (nhu
nhitng khoa ma hod chang han).

- B6 qua nhiing so do xac thuc:

+ Béng cach trién khai gia mao dia chi MAC dé€ tranh loc dia chi MAC.

+ Bang cdch trién khai xéc thuc khoa chia sé bo qua nhitng tan cong.

+ Bang cdch thuc hién nhiing tan cong tir dién LEAP néu nhu sir dung
802.1x cho x4c thuc.

+ Bang cdch thuc hién nhitng tan cong MitM PEAP néu nhu mang dang
str dung 802.1x cho xac thuc.

- Cai dat ma gay hai lén mot client khong day.
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WLAN dugc thuc hién v6i nhitng khung goi 1a nhitng khung bdo hiéu
(beacon) dugc truyén va phuc vu nhu nhitng co ché khdm pha chinh cho
nhiing client khong day dé do AP trong mot BSS. Diéu nay dé 10 tin hiéu cho
bat ky ai c¢6 kha nang ling nghe va & trong pham vi phu séng WLAN. Néu
nhu mot WLAN c6 thé duoc dit trong mot van phong & d6 nhitng tin hiéu vo
tuyén khong thé thoét ra duoc, khi d6 nguy co truy cap khong duoc quyén bi
t6i thiéu hoa. Boi vi diéu nay khong phai lic nao ciing 1a mot giai phap c6 thé
thuc hién, nhitng giai phdp an toan khac phai duoc trién khai nhu ki€ém so4t
truy cap manh va cong nghé ma hod. Nhiing ky thuat ding dé gianh quyén
truy cap khong duoc quyén t6i mot WLAN Ia nhiing van d¢ an toan dugc biét
dén. Nhiéu nhiing van dé an toan WLAN gan day da duoc stta déi véi nhiing
trién khai cong nghé trong chudn 802.11i. Bang sau day dua ra nhiing tin

cong an toan di biét dugc trién khai chéng lai WLAN.

Tan cong Mo ta Muc tiéu | Nhirg giai phap cho
bao vé
Nhiing tdn | Ngiat quing nhiing dich vu | Nhiing dich | Loc MAC, nhiing
cong DoS | mang vu mang tuong ltra (c6 day),
IDS (c6 day), kién tric
DMZ, 802.11i.
Giai  két | Khai thiac ban chat khong xac | Nhitng dich | Yéu ciu xdc thuc
hop va téi | thuc cua nhitng khung quan ly | vu mang. manh nhiing khung
két  hop | 802.11. Do thi€éu xéac thuc quan ly va diéu khién.
(tdin cong | manh, mot client khong day c6 802.111 hién tai khong
DoS) thé gia mao giai két hop hoic ngan ngira dugc nhitng
tdi két hop mot tin, do d6é ngat tdn cong nay.
quang nhitng dich vu mang. Do
mot AP phai két hop v6i mot
client khong day trude khi luu




52

luong c6 thé dugc truyén nén
mot ké tan cong c6 thé duy tri
hiéu qua mot hoac nhiéu tram
khoi viéc truyén bang cach gui
lién tuc nhitng khung giai két
hop. C6 nhiéu thuc thi dugc

biét dén vé kiéu tadn cong nay.

Truong
thoi  gian
truyén
(Transit
Duration

Field)- tin

Dua trén co s& truong thoi gian
truyén ctia khung 802.11 cong
bo t6i nhitng niat khac mot
khung s€& kéo dai trong bao lau.
Néu nhu mot dong goéi tin do

mot ké tan cong gui thi truong

Nhitng dich

vu mang.

Logic
card NIC khong day

bd qua truong thoi

trong nhitng

gian truyén. Yéu ciu
xac thuc manh nhiing

khung diéu khién va

cong DoS. | thoi gian truyén s€ thiét 1ap dén quan ly. 802.11i hién
miic t6i da cta né (1/30™ cua nay khong ngin ngira
gidy) diéu nay ngan chan dugc nhiing tdn cong
nhitng tram khac truyén trong kiéu nay.
khoang thoi gian d6, xam
chi€ém mang mot cach hiéu qua.
Nhing tan | Khai thac nhitng phuong phap | Truy  cap | Xac thuc dua trén co
cong xdc | xac thuc dé gianh quyén truy | mang s6 802.1x va EAP.
thuc cap mang.
Xédc thuc | Co ch€ xdc thuc 14n nhau ¢6 16 | Truy  cap | Xdc thuc khod mé hay
chia  sé|hoéng, dua trén co s mot giao | mang. xac thuc dua trén co s&
khoa thitc dép ing-thich thic. Trong EAP.

qua trinh xac thuc chia sé khoa,
moi bén ddp dng mot thach

thitc bang mot tin dugc ma hoa
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chiing minh nhan biét cua nd
vé khod WEP. Mot ké tidn cong
c6 thé don gian thuc hién XOR
tin thich thitc va ddp dng va
x4ac dinh moOt phan cua dong
kho4 dé tao ra mot ddp ung xdc

thuc thanh cong trong tuong

lai.
Gia mao | Viéc phan tich mang c6 thé do | Truy  cap [ 802.11i (TKIP va
dia  chi | ra duoc dia chi MAC hop 1€ ¢6 | mang CCMP) hay VPN.
MAC thé duoc st dung véi nhitng

driver card 802.11 nhat dinh dé

gia mao dia chi MAC va gianh

quyén truy cap mang.
Man-in- | Mot ké tdn cong cé kha nang | Truy  cap | An toan vat 1y, 802.1x
the- chan bat/giai ma nhiing khung | mang. hay VPN.
middle trong qua trinh két hop dé cung

cap thong tin then choét. Véi
thong tin nay, mot ké tan cong
c6 thé cai dat mot AP gia mao
dé buoc client khong day phai
tai két hop v6i AP gia mao.
Diéu nay cho phép ké tan cong
c6 thé truy cap tdi tat ca dit lieu
duoc truyén giira client va may
chu. Luu y client khong day va
mdy chu tin rang ching dang

két noi truc ti€p v6i nhau, va
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khong phai AP gia mao hay
MitM.

Nhitng tan
cong tu
dién (ph4

mat khau)

Mot ké tdn cong c6 thé tap hop
nhitng trao d6i thdch thic va
dap dng tir nhitng giao thic dua
trén co s& mat khau, véi kha
nang xac dinh két hop tén dang
nhap-mat khau. St dung nhitng
cong cu nguoén mo dua trén co
s& tir dién gém hang tram nghin
t/cum tr, va mdt may tinh
offline dé xoay vong qua mdi
két hop tén-mat khiu c6 thé,
thong tin dang nhap c6 thé bi
16. Khi bi 10, mot ké tdn cong
c6 nhiing quyén va dac an cua

nguoi st dung do.

Truy

mang.

cap

Chinh sdch mat khiu
manh, 802.1x va VPN.

Tan cong
ban ro da
biét (Khoi
phuc dong
khoa
WEP).

Mot ké tin cong cé thé khoi
phuc nhitng dong khod ma mot
kho4 c6 thé tao ra duoc goi 1a
mot tdn cong ban ro da biét.
Mot ké tan cong gl dir liéu
qua mot mang hitu tuyén tGi
mot client khong day, va chan
bat dir liéu dugc ma hod tir AP
dang duoc glri t6i cho client
khong day. Khi bat duge, mot

ké tdn cong c6 thé dp dung

Truy

mang

cap

WPA va 802.111.
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phép toan XOR trén ban r6 va
dir lieu chan bét dugc (ban ma)
dé xéac dinh dong khod. Mot ké
tdn cong s& c6 thé gidi ma bat
ky luu luong nao dugc st dung
boi khoa WEP d6, khi mot tur
dién dugc thiét 1ap cho tit ca 15

triéu dong kho4.

Nhitng va | Mot phuong phdp khoi phuc | Truy  cap | WPA va 802.111.
dap IV | dong khod WEP béang cach chd | mang.
(khoi mot va dap (nhitng dong khoa
phuc dong | dugc lap lai). Mot ké tan cong
khoa c6 thé tap hop nhitng va dap IV
WEP). va thong qua nhitng k§ thuat
mat ma dé khdm pha dit liu va
nhitng dong khod. Khi kham
pha dugc, mot ké tan cong cod
thé xay dung mot tir di€én dong
khoa.
Ph4a WEP | Mot ké tdn cong c6 thé khoi | Truy  cap | WPA va 802.11i.
(Nhing phuc nhitng khoa ma hoa bang | mang.
tdn cong | cach sir dung mot cong cu phan
khoi phuc | tich dé tap hop tir 5 dén 10 triéu
khoa g6i tin. Bang viéc su dung
WEDP). nhitng cong cu nhu WEPcrack

hay Airsnort [15], mot ké tin
cong c6 thé xdc dinh duoc

nhitng khod ma hod trong mot
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vai phat va gianh quyén

doc/ghi dir liéu dugc ma hoa.

Chen luu | Sau khi khoi phuc mot dong | Truy  cap | WPA va 802.11i (thuat
luong khod, mot ké tan cong c6 kha | mang. toan MIC), Cisco cé
(khoi nang chen thém nhitng goi tin nhing co ché duge
phuc khod | bang cach stir dung lai I'V. thuc thi dé tir choi bat
WEP) ky nhitng I'V nao b1 lap
lai.

Tan cong | Lat bit dua vao su yéu kém cua | Truy  cap | WPA va 802.11i (thuat
bit lat | ICV (Integrity Check Vector- | mang. toan MIC).
(Bién dai | Vecto kiém tra tinh toan ven),
tin) bdi vi n6 c6 thé duoc tinh toan

lai tham chi du6i dang dugc ma

hod. Mot ké tan cong c6 thé 1ay

mot tin, 1ap nhiing bit bat ky

trong vi tri dit liéu cua khung

(nhitng go6i tin tang cao hon),

tinh todn lai mot ICV hop 1y,

sau d6 truyén lai tin va duoc

xem 12 hop 1&. ICV s& dugc day

qua mot AP hoac client khong

day, tuy nhién CRC s& bi t

chéi & tang 3 (router), tao ra

mot tin 16i ban 15, ké tdn cong

c6 thé phan tich tin 16i nay va

do ra dong khoa.
Tan cong | Xuat phét tir viec khoi phuc lai | Truy  cap | WPA va 802.11i (thuat
dung lai | nhitng dong khod tur mot khod | mang toan MIC, TSC trong
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IV

WEP, mot ké tdn cong c6 thé
phat trién dong khéa bing cach
st dung cung cap khoa
IV/WEP nhu khung quan sit
dugc.Viéc su dung lai cap khoa
IV/WEP nay c6 thé tao ra mot
dong khod di 16n dé pha hoai

mot mang.

TKIP, va PN trong
CCMP).

PEAP
MitM

Mot ké tan cong c6 thé thiét lap
mot AP va AS gia mao dé an
trom nhitng xdc minh cua mot
client n€u nhu mot trong so hai
nguyén tic cho PEAP bi vi
pham. Trudc tién, client phai
hop thic hod xdc minh may
chu, va khong c6 kha nang vuot
qua nhiing xdc minh may chu
khong hgp 1. Thi hai, nhiing
xdac minh xac thuc PEAP bén
trong phai duoc cdu hinh dé
chay bén ngoai mdt phién dugc
bao vé. Néu nhu vay, mot ké
tdn cong co thé an trom nhitng
xdc minh dé dua ra mot phién
xac thuc PEAP thanh cong.
Luu y EAP-TTLS nhay bén véi
tan cong MitM.

Truy

mang.

cap

PEAP v2.

Tan cong

Khai thac viéc sit dung MS-

Truy

cap

Chinh sdch mat khiu
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tu dién
trén

LEAP

CHAPv2 (mot dang khong
duoc ma hod dung cho xac
thuc) trong giao thic LEAP
Cisco. Mot ké tdn cong ¢ thé
thuc hién nhitng tdn cong tur
dién offline tir thong tin thach
thirc/dap tng phan tich duoc tur
xac thuc LEAP, va do6i chi€u
v6i két hgp mat khau-tén dang
nhap. Khi déi chi€u phu hop,
mot ké tan cong c6 thé déng
gia la mot client khong day su
dung phuong phdp xic thuc
LEAP. Nhitng cong cu nhu la
asleap cung cip phuong tién dé

dua ra tdn cong kiéu nay.

mang.

manh.

Cu6p
phién

Kha nang cua mot ké tan cong
dinh huéng lai luu luong mang
tr moOt ngudi st dung cudi hop
phap. Puogc goi la cuép phién,
mot ké tdn cong phai c6 kha
nang phan tich luu lugng mang,
va chen thong tin. Puoc thuc
hién bang cdch thiét lap mot
AP gia mao, v6i nhiing client
khong day khong ngo t6i co

gang xéc thuc no.

Truy

mang.

cap

802.111, 802.1x va
VPN.

Nhitng AP

Nhiing AP khong dugc quyén

Truy

cap

Chinh sach két hop, an
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giamao |trong mot mang, mot AP gia | mang. toan vat ly va SWAN
mao dugc st dung bdi nhiing (Cisco Structured
ké tdn cong dé gianh quyén Wireless-Aware
truy cap t6éi mang thong qua Network ).
nhiing tan cong MitM.

Bdng 2.2: Nhitng tdn céng an toan khong ddy

2.3. Cac bién phap dam bao an toan WLAN

Chung ta c6 thé giam thiéu nguy co cho WLAN bang céch 4p dung cic
bién phap doi phé nham gidi quyét nhitng moi hiém hoa va nhiing 16 héng cu
thé. Nhiing bién phdp quan ly két hop véi cdc bién phdp k§ thuat va van hanh
c6 thé hiéu qua trong viéc giam thiéu nhitng nguy co di kém v6i WLAN.

2.3.1. Cac bién phap quan ly

Cic bién phap quan 1y dé ddm bao an toan cho nhitng mang khong day
bat ddu bang mot chinh sdch an toan tong thé. Mot chinh sich an toan 1a nén
tang ma nho d6 nhitng bién phap doi phé khac — bién phap k¥ thuat va van
hanh - duoc hop ly hod va duoc thuyc thi. Mot chinh sach an toan WLAN c6
thé thuc hién nhu sau:

- X4c minh ngudi c6 thé str dung cong nghé WLAN trong mot co quan.

- Xac minh xem c¢6 yéu cau truy cip Internet khong.

- Mo ta ngudi ¢6 thé cai dit cac AP va nhitng thiét bi khong day khéc.

- Cung cép nhing giGi han v€ vi tri va an toan vat Iy cho cac AP.

- Mo ta loai thong tin ¢6 thé dugc gui qua nhing lién két khong day.

- Mo ta nhiing di€u kién ma cac thiét bi khong day phai tuan thu.

- X4c dinh nhiing thi€t dit an toan chuin cho cac AP.

- M6 ta nhitng gi6i han ma thiét bi khong day c6 thé dugc sir dung nhu
thé nao, nhu vi trf chang han.

- Mo ta cau hinh phin ctng va phan mém cua tit ca cac thiét bi khong

day.




60

- Cung cap nhitng huéng dan thong bao nhitng mat mat thiét bi khong
day va nhiing su c6 an toan.

- Cung cap nhiing huéng din cho viéc bao vé nhiing client khong day dé
giam thiéu van dé trom.

- Cung cép nhiing huéng dan vé st dung mat ma va quan 1y khoa.

- X4c dinh tan s6 va pham vi clia nhitng ddnh gid an toan dé diéu chinh
AP.

Cac co quan ciing nén luvu y dao tao nhan su biét st dung cong nghé
khong day. Nhiing ngudi quan tri mang can nhan thic ddy du vé nhiing nguy
co an ninh cia WLAN va nhiing thiét bi clia né dé tir d6 c6 nhiing bién phap
doi pho. Cuoi cung, bién phap quan trong nhit 1a ngudi st dung phai duoc dao
tao va nhan thic dugc nhiing nguy co an toan ciing nhu vé cong nghé WLAN.

2.3.2. Cac bién phap van hanh

An toan vat 1y 1a mot bude co ban nhat ma chi nhitng ngudi st dung
duoc quyén méi ¢ thé truy cap t6i thiét bi mdy tinh khong day. An toan vat ly
bao gém nhing bién phap nhu nhitng kiém sodt truy cap, xdc minh c4 nhan,
va nhitng bao vé bién giéi bén ngoai. Giong nhu nhitng tién ich an toan cho
nhitng mang c6 day, nhitng tién ich hé tro mang khong day can nhiing kiém
soat truy cap vat ly. Vi du, xdc minh anh, nhiing thiét bi doc diu hiéu card,
hoic nhitng thiét bi sinh tric hoc c6 thé duogc sir dung dé giam thi€u nguy co
an toan. Nhiing hé thong sinh trac hoc cho nhiing truy cap vat ly gébm quyet
dau van tay, quyet trong mat, quyet vong mac, nhan dang giong noi, chit ky,
nhan dang khuon mat. Bao vé bién giGi bén ngoai co quan gom khoa ctra, cai
dat camera theo doi.

Diéu quan trong can phai tinh dén pham vi phu séng cta AP khi quyét
dinh vi tri dat trong moi truong WLAN. Néu nhu pham vi nay vuot qua nhiing
bién giGi vat 1y cua nhiing bic tuong toa nha van phong, thi phan vugt thém

ndy s€ tao ra mot 16 hong an toan. Mot c4 nhan & bén ngoai toa nha, c6 thé
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gidn diép nhitng truyén thong mang bang cdch st dung mot thiét bi khong day
thu chan nhiing tin hiéu tan s6 vo tuyén. Mot xem xét tuong tu dp dung cho
viéc thuc thi nhitng cau ndéi gilta cac toa nha. Ly tudng, cic AP nén dugc dat
trong pham vi mot toa nha do dé pham vi nay khong thé vuot qud chu vi vat ly
cta toa nha va khong cho phép nguoi khong dugc quyéen gidn diép gan chu vi
dé. Cac co quan nén sir dung nhitng cong cu diéu tra ving dé do dac pham vi
pht séng cua nhiing thi€t bi AP, ca bén trong lan bén ngoai toa nha noi cd
mang khong day. Ngoai ra, cdc co quan ciing nén st dung cac cong cu danh
gid an toan khong day (vi du nhu d4nh gid 16 héng) va huéng dan ghi chép
nhat ky an toan.

Cic cong cu diéu tra viing sdn c6 dé do dac va dam bdo an toan viing
phu séng AP. Nhitng cong cu nay, mot s6 nha san xuat ¢ ban kém véi nhiing
san pham ctia minh, do cudng do tin hiéu nhan dugc tir cic AP. Nhing do dac
ndy c6 thé duoc stt dung dé chi ra viing phii séng. Tuy nhién, nhitng nha quan
tri an toan nén st dung than trong khi thong dich két qua boi vi mdi nha san
xudt thong dich cuong do tin hiéu nhan dugc khac nhau. Mot s6 nha san xuit
AP ciing dua ra nhitng kiém sodt mtc ngudn va tir d6 1a pham vi phti séng AP.
Diéu nay that hitu ich néu nhu pham vi phu séng yéu cdu khong vuot qua, boi
vi, vi du, toa nha hay can phong trong dé c6 truy cap téi mang khong day can
phai dd nho. Kiém sodt pham vi phit séng cho nhitng toa nha hay gian phong
nho hon ndy c6 thé gitp ngan nglra nhitng tin hiéu khong gidy vuot ra ngoai
khong gian m& rong pham vi ving phu séng du kién. Cac co quan nén su dung
thém nhitng dngten dinh huéng dé ki€ém soét su phdt xa tin hiéu. Tuy nhién,
nhiing angten dinh huéng nay khong bao vé nhiing két n6i mang; ching chi
don thuan gidp ki€ém soat pham vi phil séng nho viéc gidi han su phat tdn tin
hi¢u.

Mic du viéc chi ra pham vi phit séng c6 thé tao thuan lgi lién quan dén

an toan, tuy nhién né khong dugc xem 1a mot giai phap tuyét doi. Luon c6 kha
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niang c¢6 mot cd nhan st dung mot angten manh dé gian diép luu lugng mang
khong day. Phai thira nhan rang chi thong qua st dung cac bién phdp mat ma
manh mdi c6 thé gidi quyét tot van dé an toan.

2.3.3. Cac bién phap k¥ thuat

Céc bién phap ky thuat lién quan dén viéc st dung cic giai phap phan
cing va phan mém dé giip dam bdo an toan cho mai trudng khong day. Cac
bién phap phan mém bao gdm cau hinh AP hoan chinh (vi du cac thiét 1ap an
toan va van hanh cho mét AP), nhiing stra chita va nang cdp phan mém, xac
thuc nhitng hé thong do xam nhap IDS (Intrusion Detection System), va ma
hoa.. Cac giai phap phan cing bao gdm smart card, mang riéng ao VPN, co s&
ha tang khod cong khai (PKI), va sinh tric hoc..

2.3.3.1. Cac giai phap phan mém

Céc bién phdp k¥ thuat lién quan dén phan mém bao gém cau hinh hoan
chinh cho cdc AP, phdn mém cap nhat thuong xuyén, thuc thi xdc thuc va
nhitng giai phdp IDS, thuc thi viéc kiém tra an toan, va st dung mat ma hiéu
qua.

* Cau hinh AP

Nhitng nha quan tri mang can cau hinh AP phu hop véi nhiing chinh
sach va nhitng yéu cau an ninh duoc thiét 1ap. Cau hinh hoan chinh nhitng mat
khau quan tri, cdc thiét dat mat ma, chic nang khdi tao, chitc nang két noi
mang tu dong. Danh sdch diéu khién truy cap MAC Ethernet, cdc kho4 chia
s¢, va cac tac tu giao thitc quan ly mang don gian (tac t& SNMP - Simple
Network Management Protocol) s& gitp loai bo nhiéu 16 héng von c¢é trong
mot cau hinh ngdm dinh phan mém cua nha san xuat.

- Cap nhat nhitng mat khau ngdm dinh: mé6i mot thiét bi WLAN déu di
kém véi nhitng thi€t 14p ngam dinh cta chinh né, mot s6 trong ching von
chita nhitng 16 héng an toan. Mat khau ctia nha quan tri 12 mot vi du dién hinh.

2 - A N A . N A, N A N N A
O mot s6 AP, cdu hinh ngdm dinh cta nha san xuét khong yéu cau mat khau
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vi du d€ trong trudng mat khau). Nhitng ngudi st dung khong duoc quyén co
thé dé dang gianh quyén truy cap tdi thi€t bi két noi khong day néu khong cé
bao vé mat khau. Nhitng nha quén tri mang nén thay d6i nhiing thiét 1ap ngdm
dinh dé phi hop véi chinh sdch an toan cta cong ty, dung mat khau quan tri
manh (mat khiu cé do dai it nhat 1a 8 ky tw). Mot bién phép thay thé xac thuc
mat kh4u 13 xdc thuc hai nhan t6. Mot dang clia x4c thuc hai nhan t6 d6 1a sir
dung mot thuat todn khod doi xting dé tao ra mot ma mdi trong moi phit. Ma
nay 12 mot ma st dung mot I1an di kém vé6i s6 xdc minh c4 nhan (PIN) dung dé
xac thuc. Mot vi du khac ctia xac thuc hai nhan t6 d6 1a cap smart card cua
nguoi s dung va s Pin cua nguoi sit dung d6. Loai xadc thuc nay yéu cau mot
thiét bi phan ciing doc smart card hodc mot may chu xac thuc PIN. Nhiéu cic
san phadm thuong mai c6 kha nang nay. Tuy nhién, viéc st dung mot bo tao
mat kh4u tu dong hoic co ché x4c thuc hai nhan t6 c6 thé khong déng dau tu,
phu thudc vao nhitng yéu cau an toan cua mot co quan, s6 luong nguoi su
dung, va nhitng gi6i han vé ngan siach. Pua ra nhu cdu dam bao nhitng chinh
sach va xdc thuc mat khu t6t, di€u quan trong cin luu y tim quan trong mang
tinh tiéu chi cta viéc dam bdo rang giao dién quan 1y ¢6 bao vé mat ma hoan
hdo dé ngan ngira viéc 10 mat khau thong qua giao dién quan 1y. Mot s6 co
ché hién c¢6 c¢6 thé duge trién khai dé dam bao chéc chén ring truy cap duoc
ma hod bao vé nhiing “bi mat tiéu chi d6” trong qua trinh truyén. SSH (Secure
Shell) [16] va SSL (secure sockets layer) [17] la hai co ch€ nhu vay.

- Thiét 1ap nhiing cai dat ma hod hoan chinh: nhiing cai dat ma hod nén
duoc thiét 1ap v6i ma hoa manh nhat sin c6 trong san pham, phu thudc vao
yéu cau an toan cua co quan. Thong thuong, cic AP chi c6 mot vai thiét dat
ma hod san c6: khong, khod chia sé 40 bit, va khoa chia sé 104 bit. Ching ta
khong can phai lo lang vé kha nang clia bo xUr Iy may tinh khi lap k& hoach st
dung ma hod véi nhiing khod ma dai hon. Tuy nhién can luu ¥ rang mot s6 tdn

cong chong lai WEP tao ra nhitng két qua c6 hai cho kich ¢ khoa. Diéu quan
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trong cdn luu y nhitng san pham st dung nhitng khod 128 bit s& khong hoat
dong dugc v6i nhitng san phdm st dung nhiing khod 104 bit.

- Kiém soét chiic nang xdc 1ap lai: chic nang xéc lap lai dat ra mot van
dé cu thé bdi vi né cho phép mot ca nhan phi nhan bét ky thiét 1ap an toan nao
ma nhitng nha quan tri da cau hinh trong AP. N6 thuc hién diéu nay bang cédch
chuyén AP vé nhing thiét 1ap ngdm dinh clia nha san xuat. Nhitng thiét lap
ngdm dinh ndy thudng khong yéu cdu mot mat khdu quén tri, va ¢ thé vo
hiéu hod chiic ning mi hod. Mot c4 nhan c6 thé xéac lap lai cdu hinh cho
nhitng thiét 1ap ngdm dinh don gian bang cach chén thém mot vat nhon nhu 1a
mot cdi but chang han vao trong 16 x4c lap lai va 4n vao dé. Néu nhu mot
nguoi st dung c6 da tam gianh quyén truy cap vat 1y tGi thiét bi, cd nhan dé cé
thé khai thac dac diém xéc lap lai va xo4 bd bat ky thiét 1ap an toan nao trén
thiét bi. Chifc nang x4c lap lai, néu duoc cau hinh dé xo4 bd thong tin van
hanh co ban nhu dia chi IP hay cdc khod, c6 thé tao ra mot tan cong tir choi
dich vu mang, bdi vi nhitng AP c6 thé khong hoat dong néu khong cé nhiing
thiét 1ap nay. Nhitng ki€ém sodt truy cap vat Iy ngan ngira ngudi sit dung khong
dugc quyén thuc hién x4c 1ap lai AP c6 thé giam b6t nhitng moi nguy. Cic co
quan c6 thé do nhitng méi nguy bang céch thuc hién nhitng kiém tra an toan
thudng xuyén. Ngoai ra, xéc 1ap lai c6 thé duoc thuc hién tir xa qua giao dién
quan 1y trén mot s6 san pham.Vi ly do nay, cdn phai c6 quén tri mat khau
hoan chinh va ma ho4 trén giao dién quan ly.

- St dung chitic nang MAC ACL (MAC Access Lists): mot dia chi MAC
1a mot dia chi phan ciing xdc minh duy nhit cho mo6i may tinh (hoac thiét bi di
keém) trén mot mang. Nhitng mang st dung dia chi MAC gitp quy dinh nhiing
truyén thong giita nhitng NIC mdy tinh khac nhau trén cing mot subnet mang.
Nhiéu nha san xuat san pham 802.11 cung cap nhitng kha nang cho viéc giGi
han truy cap t6i WLAN dua trén co s6 nhitng ACL MAC duoc luu trit va phan
phoi trong nhiéu AP. MAC ACL cap phat hodc tir ch6i truy cap t6i mot may
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tinh sit dung mot danh sach nhitng cap phép duoc thi€t k& boi dia chi MAC.
Tuy nhién, MAC ACL Ethernet khong mo ta mot co ché phong thu manh. Boi
vi nhitng dia chi MAC dugc truyén dudi dang rd tr mot NIC khong day t6i
mot AP, MAC nay c¢6 thé dé dang bi 14y trom. Nhitng ngudi st dung 4c tam
c6 thé gia mao mot dia chi MAC bang cédch thay déi dia thi MAC thuc trén
mady tinh clia ho thanh mot dia chi MAC ¢6 quyén truy cap t6i mang khong
day. Bién phdp d6i pho nay c6 thé cung cap mifc an toan nao do; tuy nhién,
ngudi sit dung nén than trong khi st dung. N6 ¢6 thé c6é hiéu qua chong lai
trom khong c6 chu dich nhung s€ khong hiéu qua chéng lai nhiing ké thu cé
da tam. Ngudi st dung c6 thé coi bién phdp ndy nhu 12 mot phan ciia chién
luoc phong thi sau téng thé - bé sung thém nhitng cip do an toan dé giam bét
nguy co. Trong mot mang c& vira dén c& 16n, ganh nang cua viéc thi€t 1ap va
duy tri nhitng MAC ACL c6 thé vuot qud gid tri clia bién phdp doi phé an
toan. Ngoai ra, hau hét cdc san phdm chi hd tro mot sd gidi han nhitng dia chi
MAC trong MAC ACL. Khéi lugng danh séch truy cap c6 thé khong day du
cho nhitng mang vira dén 16n.

- Thay déi SSID (service set identifier): SSID ctia AP phai dugc thay doi
tr ngam dinh nha mdy. Nhiing gia tri ngdm dinh cua SSID duoc st dung bdi
nhiéu nha san xuat WLAN 802.11 da dugc cong bo. Nhitng gid tri ngdm dinh
nén duogc thay déi dé ngan chan nhiing truy cap dé dang. Mac du mot doi
phuong dugc trang bi ¢ thé thu dugc tham s6 xdc thuc qua giao dién khong
day, nén thay déi né dé ngin nglra nhiing c6 ging két n6i mang khong day
ctia d6i phuong.

- T6i da khoang cach bao hiéu (Beacon Interval): Chuan 802.11 chi ra
viec st dung cdc khung bao hiéu (Beacon) dé cong b6 su ton tai clia mot mang
khong day. Nhitng beacon dugc truyén tit nhitng AP & nhiing khoang thoi gian
nhat dinh va cho phép mot tram client xdc minh va tuan thu nhitng tham s6

cau hinh dé gia nhap vao mang khong day. AP c¢6 thé dugc cdu hinh d€ triét
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bo viéc truyén nhitng khung Beacon va truong SSID bat buoc cla né. Tuy
nhién, do dai khoang thoi gian c6 thé duoc thiét 1ap t6i gid tri cao nhét. Trong
khi viéc cai thién an toan la phu, n6 khong gay thém khé khan cho viéc tim
mot mang mot cach bi dong, bdi vi AP don gian hon va SSID khong duoc
truyén thuong xuyén. Viéc st dung mot khoang Beacon dai hon buoc doi
phuong phai thuc hién nhiing gi dugc xem nhu 1a st dung “quyet dong” nhiing
tin tham do (Probe) v6i mot SSID cu thé. Do vay, ¢ nhiing noi c6 thé, nhiing
mang khong day nén dugc ciu hinh vé6i khoang cach beacon dai nhat.

- V6 hiéu hoa tinh nang SSID quang ba: SSID la mo6t phan xac thuc doi
khi dugc xem nhu 1a “tén mang” va thuong 1a mot chudi ky tu ASCII don gian
(0 dén 32 byte), truong hop byte khong 1la mot truong hop dac biét duge goi la
SSID quang ba (broadcast SSID). SSID dugc st dung dé chi dinh mot xdc thuc
cho mang khong day. Cac client muon gia nhap mang phai c6 mot SSID. Mot
client khong day c6 thé x4c dinh tat cd cdc mang trong mot viing bing viéc
quyet dong nhitng AP c6 st dung nhiing tin yéu ciu tham do (Probe Request)
truyén v6i mot SSID khong. SSID quang ba tham do cdc nit mot tra 16i tham
do (Probe Response) tir tat ca nhitng mang 802.11 trong vung. Viéc vo hiéu
hod dac tinh SSID quang ba trong nhitng AP khién né bo qua tin tir client va
thuc hién quyet dong (tham do bang mot SSID cu thé).

- Thay d6i khod mat ma ngdm dinh: nha san xudt c6 thé cung cdp mot
hoic nhiéu khoa dé tao kha niang x4c thuc khod chia sé giita thi€t bi muon
gianh quyén truy cap t6i mang va AP. Viéc st dung thiét 1ap khod chia sé
ngam dinh hinh thanh mot 16 hong an ninh boi vi nhiéu nha san xuét sir dung
nhiing khod chia sé giong nhau trong nhiing thiét 1ap cua ho. Mot nguoi st
dung 4c tam c6 thé biét khoa chia sé ngdm dinh va sir dung né dé gianh quyén
truy cap t6i mang. Viéc thay doi thiét 1ap khoa chia sé ngdm dinh bing khoa
khac s& giam bét nguy co. Vi du, khod chia sé ¢6 thé thay doi thanh 954617

thay bang viéc sir dung mot khod chia sé ngdm dinh ctia nha may 1a 111111.
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Du & cap do an toan nao di ching nita, cdc co quan nén thay d6i khod chia sé
tir thi€t 1ap ngdm dinh bdi vi n6 dé dang bi tim ra. Nhin chung, cic co quan
nén chon nhiing khoa c¢6 d¢ dai 16n nhat (vi du 104 bit). Cudi cung, mot
nguyén tic thuong dugc chap nhan cho viéc quan 1y khod hoan hao do 1a viéc
thay d6i nhitng khod mat ma thudng xuyén va khi ¢6 nhitng thay doi c4 nhan.

- St dung SNMP: mot s6 AP khong day st dung nhiing tac tot SNMP,
cho phép nhiing cong cu quan ly mang giam sat tinh trang cta nhitng AP
khong day va cac client khong day. Hai phién ban dau tién cua SNMP la
SNMPv1 va SNMPv2 chi hd trg xédc thuc binh thudng dua trén co s6 nhiing
chudi ban rd va két qua vé co ban 1a khong an toan. Néu nhu trén mang khong
yéu cau SNMP thi co quan nén don gian vo hiéu hod SNMP. Néu nhu mot co
quan phai sit dung mot phién ban cuia SNMP bén canh phién ban 3, thi ho phai
thira nhan va chap nhan nhitng nguy co. Nhan thic thong thudng rang chudi
SNMP ngam dinh ma cac tac th SNMP thuong st dung 1a tir “cong khai” véi
nhiing quyén dugc gan “doc” hoac “doc va ghi”. Viéc st dung chudi ngdm
dinh duoc biét dén nay sé tao ra nhitng 16 héng cho nhitng thiét bi. Néu nhu
mot nguoi st dung khong dugc quyén gianh quyén truy cap va cé nhiing
quyén doc/ghi, thi ngudi st dung do c6 thé ghi dir liéu t6i AP, két qua tao ra
mot 16 hong toan ven dit liéu. Cac co quan yéu cdu SNMP nén thay doi chubi
ngdm dinh thudng xuyén khi can, dé tao chudi an toan. Nhitng dac quyén nén
duoc thiét 1ap dé “chi doc” néu nhu do chi 1a truy cap mot ngudi sit dung yéu
cau. Nhiing bao géi tin SNMPv1 va SNMPv2 chi h6 tro x4c thuc tdm thuong
dua trén co s nhitng chudi ban 16 va két qua vé co ban 1a khong an toan va
khong duoc gidi thiéu. Cac co quan nén su dung SNMPv3.

- Thay d6i kénh ngdm dinh: Mot quan tam khac khong dugc khai théc
truc ti€p d6 1a kénh ngam dinh. Nhitng nha san xuat thuong st dung nhiing
kénh ngam dinh trong nhitng AP ctia ho. Néu nhu hai hay nhiéu AP dugc dat

gan nhau nhung & nhitng mang khac nhau, mot tin cong tir ch6i dich vu c6 thé
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dugc tao ra tir nhiéu song vo tuyén gitra hai AP nay. Cac co quan chiu nhiéu
vO tuyén can xdc dinh xem liéu mot hoac nhiéu AP gan nhau dang st dung
cung kénh hoac mot kénh trong vong 5 kénh cua chinh chiing va sau dé chon
mot kénh trong mot pham vi khdc. Vi du, kénh 1, 6, 11 ¢6 thé dugc sir dung
dong thoi bdi nhitng AP gan nhau khong nhiéu 14n nhau. Cic co quan phai
thuc hién mot diéu tra ving dé tim ra bat ky nguén gay nhiéu séng vo tuyén
nao. Péu tra viing nén tao ra mot ban bdo cdo du kién vé nhiing vi tri dat AP,
xédc dinh viing phu séng va gan nhitng kénh vo tuyén cho moi AP.

- St dung DHCP (Dynamic Host Configuration Protocol): Nhitng két
ndi mang tu dong lién quan dén viéc st dung mot may chu DHCP. May chu
DHCP tu dong gan nhitng dia chi IP cho nhiing thiét bi di kém vGi mot AP. Vi
du, mot may chia DHCP dugc st dung dé quan 1y nhitng dia chi TCP/IP cho
cac may tram client. Sau khi thiét 1ap cac dia chi IP, may chit DHCP tu dong
gan nhitng dia chi nay cho cac may tram khi can. Mdy chu nay gan cho thiét
bi mot dia chi IP dong khi nhitng thiét 1ap ma hoa tuong thich v6i WLAN.
Moéi de doa v6i DHCP d6 1a mot ngudi sir dung ac § c6 thé dé dang gianh
quyén truy cap mang thong qua viéc stt dung mot mdy tinh ¢6 card khong day.
Bo&i vi mot may chit DHCP sé khong can thiét bi€t nhitng thiét bi khong day
nao c6 quyén truy cap, may chi sé tu dong gian cho mdy tinh mot dia chi IP
hop 1&. Viéc giam bét nguy co lién quan dén viéc vo hiéu hod DHCP va st
dung nhiing dia chi IP finh cho mang khong day néu kha thi.

Phuong phép an toan nay, giong nhu bién phap d6i phé MAC ACL, chi
¢ thé dung dugc cho nhitng mang nho. Viéc gan dia chi IP tinh cling s& pht
nhan mot s6 vu diém chinh cta cdc mang khong day, nhu roaming va thiét lap
mang tu do. Giai phap khic 1a thuc thi tuong lra cia mang c6 day, su dung
nhitng AP v6i nhitng tudng Iira két hop. Gidi phap nay s& bé sung thém ting
bao vé cho toan mang. T4t ca nhiing nguoi st dung nén danh gid nhu cau

DHCP dua vao kich ¢& mang cta ho.
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* Nhiing cap nhat va nang cap phan mém

Nhitng nha san xudt thudng c6 ging stta chita nhitng 16 héng an toan
phan mém khi phat hién ra ching. Nhitng stta chita nay dugc thuc hién duéi
dang nhiing nang c4p va stra chita an toan. Nhiing nha quan tri mang can kiém
tra thudng xuyén vdi nha san xuit dé xem liéu nhitng nang cap va stta chita an
toan c6 san sang khong va dp dung ching khi cin. Ciing vay, nhi€u nha san
xudt ¢6 nhitng danh séch thu dién tir “cdnh bdo an toan”dé dua ra 16i khuyén
cho nhitng khach hang vé nhiing 16 héng va nhiing tan coéng an toan mdi.
Nhitng nha quan tri mang nén cip nhat nhitng canh bdo tiéu chi nay. Cudi
cung, nhitng nha quéan tri mang c6 thé kiém tra bang co s& dit lieu 16 héng
NIST ICAT, liét ké tit ca nhitng 16 hong duoc biét dén trong phan ciing va
phian mém dang dugc thuc hién.

Mot vi du vé nang cap phan mém la tang cudng an toan WEP véi an
toan RSA. Thang 11/2001, t6 chifc an toan RSA da phat trién mot k§ thuat xir
1y nhitng 16 hong an toan duoc tim thay trong WEP [18]. Ting cudng nay,
duoc xem nhu 1a “fast packet keying”, tao ra mot khod duy nhat dé ma hoa
moi g6i mang tréen WLAN. Giai phdap Fast Packet Keying st dung mot k§y
thuat bam tao mot cdch nhanh chéng trén méi khod goi. IEEE da thong qua k§y
thuat fast packet keying nhu 1la mot ky thuat ¢6 dinh cho giao thiic 802.11.
C4c nha san xudt da bat dau dp dung k¥ thuat ndy cho nhiing san pham khong
day méi va da phat trién nhiing stra chita phdn mém cho nhiéu san pham dang
¢6. Céc co quan nén kiém tra xem nhitng nang c4p phan mém da sdn c6 cho
nhiing sdn phdm ma ho da mua chua.

Mot vi du nang cdp phan mém khiac d6 la WPA (Wi-Fi Protected
Acess). WPA, dugc phat trién boi WiFi Alliance, 12 mot giai phap an toan tam
thoi khong doi hoi mot nang cip phan cing trong thi€t bi 802.11 hién cé.
WPA khong phai 12 mot giai phdp hoan hao ma la mot giai phap tam thoi - dé
giai quyét mot s6 van dé véi WEP. WPA g6m hai phan chinh:
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+ 801.1x.

+ TKIP (Temporal Key Integrity Protocol).

Kiém sodt quyén truy cap dua trén co s& 802.1x cung cAp mot khung
cho phép stt dung nhitng giao thitc xac thuc tang cao. N6 ciing tao thuan lgi
cho viéc sir dung nhitng khod phién-bdi vi nhitng khod mat mi nén thay doi
thuong xuyén. TKIP bao gom 4 thuat todn mdi ting cudng an toan cho
802.11. TKIP m& rong khong gian vécto khai tao, cho phép xay dung khoa
trén moi goi tin, cung cap tinh toan ven mat ma, va cung cap ngudn khoa va
phan phdi khoa. TKIP, thong qua nhiing thuat toan nay, cung cap bao vé
chong lai nhiéu tdn cong an toan duoc dé cap & trén, gobm nhiing tin cong
replay va nhiing tan cong lén tinh toan ven dit liéu. Ngoai ra, né giai quyét nhu
cau thay déi khoa. Muc dich cia WPA la dem dén giai phdp an toan dua trén
co s& chuén thay th€ WEP trong khi IEEE 802.11 Task Group i du thoi gian
hoan chinh chuén an toan 802.11i (RSN), mot stra doi doi véi chudn WLAN
hién tai. RSN ciing gom chudn ma hoa ting cudng AES cho ta do tin cay va
tinh toan ven. Giai phap RSN sé& doi hoi nhitng thay thé€ phan cing.

* Xac thuce

Nhin chung, nhitng giai phap xac thuc hiéu qua la mot cach tin cay cho
phép chi nhitng ngudi st dung dugc quyén mdi ¢ thé truy cap téi mang.
Nhitng giai phdp xac thuc bao gém viéc sir dung username va mat khau; smart
card, sinh trac hoc, hay PKI; hoic két hop ctuia nhiing giai phap d6 (vi du smart
card v6i PKI). Khi dua vao username va mat khau cho xdc thuc, quan trong 12
phai ¢ nhitng chinh sach xéc dinh do dai mat khau t6i thiéu, nhitng ky tu mat
khau yéu cdu, va thdi han mat khau. Thé thong minh (Smart card), sinh trac
hoc, va PKI cho nhitng doi hoi riéng ctia chinh né.

Tat ca cdc co quan nén thuc thi mot chinh sach mat khdu manh, tap
trung vao mic do an toan ctia nhitng hoat dong ctia ho. Nhitng mat khau manh

don gian 1a mot phép do co ban trong bat ky moi truong nao. Cic co quan
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cling nén xem xét nhitng co ché xac thuc khac (vi du nhu smart card véi PKI).
Nhitng co ché nay c6 thé két hgp vao mot gidi phap WLAN dé ting cudng an
toan cho hé thong. Tuy nhién, nhitng ngudi st dung nén can trong dé hiéu mot
cach day du van dé an toan dugc quy dinh boi xéc thuc ting cuong. N6 khong
phai 12 mot giai phdp dé giai quyét moi van dé. Vi du mot mat khdu manh
duoc st dung cho nhitng tham s truy cap 1én mot NIC khong ¢6 tac dung giai
quyét nhitng van d€ v6i mat ma WEP.

* Nhiing tuong lia ca nhan

Cac tai nguyén trén nhitng mang khong day c6 nguy co bi tdn cong cao
hon bdi vi ching thuong khong cé6 mic do bao vé tuong tu nhu nhiing tai
nguyén nodi bo. Tuong Ira ca nhan cho phép chong choi v6i mdt s6 nhitng tan
cong nhat dinh. Tuong Ita c4 nhan 1a nhitng giai phap dua trén co s& phan
mém dugc cai vao may cua client va duoc quan 1y 6 tai client d6 va & ca trung
tam. Nhiing phién ban do client quan 1y 1a phut hgp nhat cho nguoi st dung boi
vi ho ¢6 thé tu ciu hinh tudng lra va cé thé khong tuan theo bit ky nhiing
huéng dan an toan cu thé nao. Nhitng gidi phdp quan ly trung tAm cung cip
muc do bao vé 16n hon badi nhitng phong cong nghé thong tin cau hinh va quan
ly chiing tir xa. C4c giai phap quan ly trung tam cho phép nhitng t6 chiic thay
déi tuong llra cua client d€ chong lai nhitng 16 hdng an toan da biét va dé duy
tri moOt chinh sach an toan c6 dinh cho tét ca nhitng ngudi sir dung tir xa. Mot
s6 nhitng san pham ciing ¢6 nhitng kha nang VPN va kiém tra. Mac du tudng
Itra c4 nhan dua ra bién phap bao vé nao do, nhung ching khong bao vé dugc
truGe nhitng dang tdn cong tién tién. Phu thudc vao yéu cau an toan, cic co
quan vin ¢ thé can thém nhiing ting bao vé. Nguoi sit dung truy cap vao
nhitng mang cong cong & cdc san bay hay cdc trung tam hoi nghi chang han,
nén st dung mot tuong lra ca nhan. Nhiing tudng llra ca nhan ciing cung cip
thém bién phdp bao vé chong lai nhilng AP gia mao c6 thé dé dang cai dat

trong nhitng noi cong cong nhu thé.
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* Hé thong do tan cong IDS

Mot hé thong do tan cong IDS 1a mot cong cu hiéu qua dé xdc dinh
liéu nhitng ngudi sir dung khong duge quyén dang c6 gang truy cap, da truy
cap, hodc da xam nhap vao mang. IDS dung cho nhitng WLAN c6 thé 1a IDS
dua trén co s6 mdy chu, dua trén co s& mang hoic két hop cdc dic di€ém cua
IDS dua trén co s& may chi va dua trén co s6 mang. Mot IDS dua trén co s&
mdy chi b6 sung mot tAng muc tiéu an toan t6i nhitng hé théng quan trong
hoic nhitng hé thong c6 16 hong. Mot téc tlr dua trén co s6 may cht duge cai
dat trén mot hé thong ca nhan (vi du, mot may chu co s& dit liéu) va theo doi
nhitng vét kiém tra va nhitng diang nhap hé théng c6 hanh vi kha nghi, nhu
nhitng c¢6 gang dang nhap lap di lap lai nhung that bai hoidc nhitng thay déi t6i
nhiing c&p phép file. T4c tir cling c6 thé trién khai mot téng kiém tra & nhiing
khoang thoi gian cach déu nhau dé€ tim ki€m nhitng thay déi téi nhiing file he
thong. Trong mot s6 trudong hop, mot tc tlr ¢6 thé ngian can mot tdn cong 1én
mot hé thong, mac du mot chic nang dau tién cua tac tr may chu la dang nhap
va phan tich nhitng su kién va glri nhitng canh bao. Mot IDS dua trén co s&
mang gidm sit luu luong mang LAN (hodac mot segment LAN), tung g6i tin,
trong thoi gian thuc (hodc cang gan thoi gian thuc cang t6t) dé x4c dinh xem
liéu luu lugng c6 thich nghi véi nhitng ddu hiéu tdn cong duoc xac dinh trude
(nhitng hanh dong phu hgp véi nhitng ki€u tan cong dugc biét). Vi du, tin
cong tir choi dich vu TearDrop guri nhitng goéi tin dugc chia thanh nhiéu doan
dudi dang d6 xo6 vao hé thong muc tiéu. Gidm sit mang s& cong nhan nhiing
goi tin phu hgp v6i doi tugng nay va hanh dong nhu dang pha huy phién
mang, giri moOt thu dién tir canh bao t6i nha quan tri, hoac hanh dong khac
duoc chi dinh. Nhiing hé thong dua trén co s& may chi ¢6 uu diém hon so véi
IDS dua trén co s6 mang khi nhitng lién két ma hoa - vi du nhitng phién Web
SSL hay nhiing lién két trén VPN - duoc két hgp. Do tic tir cu trd trén chinh

thanh phan nay, nén hé thong dua trén co sO mdy ch c6 thé kiém tra dit liéu
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sau khi né duoc giai ma. Nguge lai, mot IDS dua trén co s& mang khong thé
giai ma dit liéu, do d6, luu luong mang dugc ma hod dugc thong qua ma
khong can diéu tra.

Cong nghé IDS trén nhitng mang c6 day c6 thé ¢6 nhiing giGi han sau
day néu duoc sir dung dé bao vé nhitng mang khong day.

- B0 cam bién IDS dua trén co s6 mang c6 thé dugc dat trén mang c6
day dang sau AP khong day s& khong do nhiing tdn cong dinh huéng tir mot
client khong day t6i mot client khong day khac (vi du diém-diém) trén cling
mot mang con. AP khong day lién két luu luong truc tiép giita cac client
khong day. Luu lugng nay khong gia nhap vao mang c6 day, né dugc ma hoa
WEP, va nhitng bo cam bién IDS mang c6 day khong c6 mot co hoi nao dé
thu duoc nhitng goi tin ban ro. Két qua, mot doi phuong két noi thanh cong téi
mot client khong day khong duoc quyén téi mang nay c6 thé thuc hién viéc
khoi phuc va tan cong chong lai nhitng mdy chu khong day khiac ma khong
can do boi bd cam bién IDS dua trén co s6 mang. Trong truong hop nay, dit
lieu trén nhitng client khong day khdc s& gip nguy hiém va thong tin duoc tap
hop tir nhitng client khac c6 thé duoc sir dung dé tao ra mot tdn cong lén mang
co day.

- Nhitng bd cam bién IDS trén mang c6 day thuong s€ khong do nhitng
cO ging t6i mot client hop phap tir mang khong day va s& khong do két hop
cua mot client khong day khong duge quyén véi mang khong day. Tac nghén,
ngap lut va nhitng tdn cong tir choi dich vu khac chong lai nhitng thiét bi
khong day st dung nhiing k§ thuat tang lién két dit liéu va ky thuat vat 1y ma
bd cam bién IDS khong nhin thdy & mot mitc gbi tin va thuong s€ khong pha
bd duge trén mang c6 day.

- Cong nghé IDS cho nhitng mang c6 day thuong chi do nhiing tdn cong
khi nhiing géi tin dugc do & nhitng may chu trén mang cé day tir mot client

khong day. O diém d, mang khong day da dugc két hop, va nguy co t6i mang
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c6 day la sap xdy ra. Mot muc tiéu quan trong 1a do va giri mot canh béo lén
hoat dong khong day khong duoc quyén true khi né anh hudng téi mang c6
day.

- Cong ngh¢ IDS trén nhitng mang c6 day s€ khong xdc minh vi tri vat
1y clia nhitng AP gia mao trong toa nha. Nhitng AP gia mao nay c6 thé hanh
dong nhu nhitng diém vao cho truy cap khong day khong dugc quyén tix
nhitng vi tri tu xa..

- Cong nghé IDS s€ khong dd mot thiét bi khong day dugc quyén truyén
thong peer to peer v6i mot thiét bi khong day khong duoc quyén. Truong hop
ndy c6 thé tao ra mot ciu néi vao trong mang c6 day bing cach cho phép doi
phuong két noi téi mot thiét bi khong day dang hoat dong trong ché do “tu
do”. Ch€ do tu do cho phép mot thiét bi khong day duogc sir dung dé ti€p séng
luu luong t6i mang d6 va tao ra mot so tan cong tiém 4n.

Viéc md rong mot mang ¢ day bang cach két n6i mot hodc nhiéu
mang khong day thuong mé rong vanh dai an toan clia mang nay va tao ra
nguy co khong thé duoc giai quyét boi nhitng thiét bi do tdn cong hién ¢é trén
mang c6 day. Cdc co quan muén md rong chifc ning mang bang cach b sung
thém mot mang khong day nén kiém tra kién triic IDS hién c¢6 va xem xét
nhiing giai phdp bd sung dé giai quyét nhitng nguy co dugc dé cap & trén. Cic
co quan nén xem xét thuc thi mot giai phap IDS khong day nham cung cap
nhiing kha nang sau:

- Xéac minh vi tri vat ly ctia nhitng thiét bi khong day trong pham vi toa
nha.

- DO nhiing truyén thong peer to peer khong duoc quyén trong mang
khong day ma khong thay trong mang cé day.

- Phan tich nhiing truyén thong khong day va gidm sat khong gian tan

s6 vo tuyén 802.11 va viéc tao mot canh bdo doi v6i viec do nhiing thay doi
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céu hinh khong dugc quyén d6i v6i nhitng thiét bi khong day vi pham chinh
sach an toan.

- Do flooding truée khi chiing xam nhap thanh cong vao mang khong
day.

- Cung cép nhiing dac tinh gidm sat va quan 1y véi nhitng tich hgp tiém
niang vao trong phdn mém thong bdo va giam sat IDS hién c6 dé tao ra mot cai
nhin viing chic vé tinh trang an toan mang khong day va cé6 day.

Cic co quan yéu ciu nhitng mic do an toan cao nén xem xét viéc trién
khai mot IDS bdi vi né cung cap mot ting an toan bd sung. Cic co quan hién
trién khai IDS nén xem xét viéc bd sung nhitng kha ning trén dé bo sung cho
nhitng kha ning hién c6 clia chiing. Viéc trién khai IDS duong nhién t6n phi
va nén dugc xem xét néu phit hop vé tai chinh. Ngoai ra, d6i v6i chi phi cta
chinh hé thong, mot IDS yéu cau cd nhan ¢6 kinh nghiém giam sat va tra 1oi
nhiing su kién IDS va cung cdp quan tri chung cho co s& dit liéu va nhiing
thanh phan ID. Cac co quan ciing nén xem xét st dung mot dong co lién quan,
nhan dugc nhitng su kién an toan thoi gian thuc chuén tir nhitng bo cam bién
khac nhau, nhu IDS, tuong Itra, va nhitng hé thong chdng vi rit. Nhitng dong
co tuong quan két hop trong thoi gian thuc va phan tich nhiéu méi de doa.
Nhitng moi de doa nay c6 thé bao gém nhiéu I6p tan cong, nhu nhiing tan
cong tir choi dich vu phan tan DDoS (Distributed DoS).

* Ma hoa

Nhu di dé cap trude do, cac AP thudng chi c6 3 thiét dat ma hod san c6:
khong, khod chia sé¢ 40 bit va 104 bit. Thiét dat khong thé hién nguy co
nghiém trong nhét bdi vi dit liéu khong dugc ma héa truyén trén mang c6 thé
dé dang bi thu chan, doc va bi thay d6i noi dung. Mot khod chia sé 40 bit s&
ma hod dit liéu truyén thong trén mang, nhung van c¢6 nguy co khong an toan.
Ma hod 40 bit da bi phé boi thim ma bét ép tho bao sit dung mot may tinh d6

hoa cao cap va tham chi 1a nhitng mdy tinh thip cap. Nhin chung, ma hod 104
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bit an toan hon ma hod 40 bit boi vi su khdc nhau vé kich cd khong gian khod
mat ma. Mac du diéu nay khong ding v6i WEP 802.11 bdi vi n6 c6 thiét ké
mat ma ngheo nan su dung nhitng vecto khoi tao.

* Nhirng danh gia an toan

Nhitng ddnh gid an toan, hodc nhiing kiém tra, 12 mot cong cu quan
trong ki€m tra tinh hinh an toan cia mang WLAN va xac dinh hanh dong stra
chita nhim dam bao rang n6 van an toan. Diéu quan trong d6i véi cac co quan
d6 1a thuc hién kiém tra thudng xuyén sir dung nhitng phan tich mang khong
day va nhiing cong cu khac. Mot bo phan tich, doi khi dugc goi 1a mot bod
gidm st mang 12 mot cong cu hiéu qua dé thuc hién nhitng kiém tra an toan
va xur 1y nhitng van dé mang khong day. Nhitng nha quan tri an toan va nhiing
nha kiém tra an toan cé thé sit dung nhitng bo phan tich mang dé x4c dinh
xem liéu nhitng san phdm dang truyén chinh xdc va trén nhitng kénh diing.
Nhitng nha quan tri mang nén kiém tra dinh ky trong khong gian toa nha vin
phong dé phat hién nhitng AP gid mao va nhitng truy cap khong duoc quyén
khac. C4c co quan ciing c¢6 thé xem xét viéc st dung déi tuong thit 3 doc lap
dé thuc hién nhitng kiém tra an ninh. Nhitng c6 van an toan doi tugng thit 3
doc lap thudng 1a nhitng 16 héng an toan dugc cap nhat nhiéu hon, dugc dao
tao tot hon vé nhitng giai phdp an toan, va dugc trang bi dé dat dugc tinh an
toan cho mang khong day. Mot ki€ém tra d6i tugng thi 3 doc lap, c6 thé bao
gdém viéc kiém tra su thAm nhap, s& gilip mot co quan dam bao chic ring
WLAN cua n6 tuong thich véi nhitng tha tuc va nhitng chinh sach an toan da
duoc thiét 1ap va hé thong d6 duoc cip nhat véi nhitng stra chita va nang cap
phan mém mdi nhét.

2.2.3.2. Cac giai phap phan ciing

Cac bién phdp d6i pho phan cing dé giam bét nguy co WLAN gom
thuc thi nhitng smart card, mang riéng a0 VPN, PKI, sinh trac hoc, va nhiing

giai phap phan cing khac.
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* Smart card

Smart card c6 thé bd sung thém miic do an toan, mac du chiing ciing bo
sung thém su phiic tap. Cdc co quan c6 thé sir dung smart card két hgp véi
username va mat khau. Xac thuc ngudi str dung va thong tin khac duoc luu trit
trén nhitng card nay va thuong yéu cau nguoi st dung chi can nhé mot s6 PIN.
Smart card ciing c6 thé cAm tay; ngudi st dung c6 thé truy cap an toan mang
cta ho & nhiing vi tri khac nhau. Giong nhu giai phdp xdc thuc phan mém,
nhitng thiét bi chéng nhiéu c6 thé duoc tich hop vao mot giai phdp WLAN dé
ting cudng an toan cho hé thong. Ngudi st dung nén hiéu mot cach day du
van dé an toan duoc cung cap bai giai phap smart card.

* Co s0 ha tang khoa cong khai PKI (Public Key Infrastructure)

PKI cung cap khung va nhiing dich vu cho viéc tao, san xuéat, phan phai,
kiém sodt va tinh toan nhitng xdc minh khod cong khai. N6 cung cap nhiing
tng dung v6i ma hod va x4c thuc an toan cho nhitng giao dich mang cting nhu
tinh toan ven dit liéu va khong thira nhan, st dung nhitng xac minh khod cong
khai dé thuc thi nhitng tdc vu d6. WLAN c6 thé két hop PKI cho xéc thuc va
an toan nhiing giao dich mang. Nhiing nha san xuat doi tugng tha 3, vi du,
cung cap PKI khong day, nhitng mdy thu phat khong day, smart card két hop
v6i WLAN.

Nguoi st dung yéu cau nhitng mic an toan cao nén chu y t6i PKI. N6
cung cap xdc thuc manh thong qua xdc minh ngudi sit dung, cé thé dugc st
dung v6i an toan miic tng dung, dé ky va ma hoa tin. Smart card tham chi
cung cép tién ich 16n hon béi vi nhitng xac minh dugce két hop vao card. Smart
card phuc vu nhu 12 mot phuong tién an toan va luu nhitng uy nhiém mat ma.
Ngudi sit dung yéu cdu nhiing mic an toan thap, cdn phai xem xét can than
tinh phic tap va chi phi cho viéc thuc thi va quan tri mot PKI truée khi su

dung giai phap nay.



78

* Sinh trac hoc

Nhiing thiét bi sinh tric hoc gom nhiing mdy quyet dau van tay, may
quyet quang (gdm mdy quyet trdong mat va vong mac), mdy quyet nhan dang
khuoén mat va mdy quyet nhan dang giong ndéi. Sinh trac hoc cung cép mot
tang bao vé bo sung khi duoc st dung doc 1ap hodc cling v6i nhitng giai phap
an toan khac. Vi du, d6i véi nhitng co quan can nhitng muic an toan cao, sinh
trac hoc c6 thé dugc két hop vdi nhitng smart card khong day hodc nhitng may
tinh xach tay khong day va nhiing thiét bi khong day khac va duoc st dung
thay cho username va mat khiu dé truy cap t6i mang khong day. Ngoai ra,
sinh tric hoc c6 thé két hop véi nhitng gidi phdp VPN dé cung cép tinh xac
thuc va tinh tin cay dit liéu.

2.2.4. Nhimng chuan va nhitng cong nghé an toan WLAN tién tién
hién nay

T6 chitc IEEE hién nay dang 1am viéc theo 3 nhém tach rdi véi muc
dich cai thién an toan WLAN. Nhom tha nhat lién quan dén IEEE 802.11 TGi
da dua ra nhiing thay déi quan trong doi véi chuan 802.11 IEEE hién tai nhu
12 mot giai phdp an toan lau dai. TGi xdc dinh nhitng ma bd sung dua trén co
s& AES. Giai phap dua trén co s& AES sé cung cdp mot bién phap an toan
manh cho tuong lai tuy nhién s& yéu cau nhiing thay déi vé giao thic va phan
cung. Hién tai TGi da thiét k& nhitng yéu cau dé giai quyét nhiéu van dé trong
WEP bao gom ngén ngira nhiing gia mao va do nhiing tan cong dung lai.

Nhom thit hai céi thién an toan cho WLAN béng giai phap ngan han
TGi-WPA (WiFi Protected Acess)-dé giai quyét nhitng van dé cia WEP.
Nhém nay dinh nghia giao thic TKIP (Temporal Key Integrity) dung dé giai
quyét nhitng van dé an toan trong WEP ma khong yéu cau nhiing thay doi
phan cting - chi yéu cdu nhiing thay déi driver phadn mém. Nhém thit 3 giGi
thieu mot chuan mdéi, IEEE 802.11x-2001, mot khung chung cho truy céap

mang dua trén co s& cong va phan phoi khod, duoc thong qua vao thidng 6 nam
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2001. Bang viéc xdc dinh mot bao gbi cia EAP (dugc xédc dinh trong RFC
2284) qua moi truong 802 IEEE, IEEE 802.1x cho phép AP va tram x4c thuc
lan nhau .

Vi 801.1x IEEE ban dau dugc phap trién cho st dung v6i nhitng LAN
802 IEEE, khong phai cho sir dung v6i WLAN, chuin phac thao 802.11i IEEE
xdc dinh nhitng kha ning bd sung yéu ciu cho thuc thi an toan ctia 802.1x
IEEE trén nhitng mang 802.11. Nhitng kha nang nay bao gém yéu ciu su
dung mot phuong phdp EAP hé tro xéc thuc 1an nhau, quan 1y khod, va chong
lai tan cong tir dién. Ngoai ra, 802.1i x4c dinh hé dang cap cho viéc sit dung
nhitng ma TKIP va AES va mot bat tay quan 1y khod “bon chiéu” duoc st
dung dé dam bdo chic chan ring tram dugc xé4c thuc cho AP va mot mdy tha
xac thuc back — end.

IEEE 802.1x c6 thé duoc thuc hién toan bo trén AP (bing viéc cung cap
hé tro mot hodc nhiéu phuong phap EAP trong AP), hoic né cé thé st dung
mot may chi xdc thuc backend. Chudn 802.1x IEEE hé trg nhitng giao thiic
xac thuc nhu RADIUS, Diameter [19], va Kerberos [20], RADIUS dugc mo ta
trong RFC 2865-2869, va RFC 3162, cho phép xac thuc, cdp quyén, va kiém
tra nhitng thié€t bi may chu truy cap mang NAS (Network Access Server), gom
quay so, xDSL, va 802.11.

Chuén 802.1x c6 thé dugc thuc hién véi nhiéu kiéu EAP (Extensible
Authentication Protocol) khdc nhau, gom EAP-MDS5 (Extensible
Authentication Protocol-Message Digest 5) (dugc x4c dinh trong RFC 2284 va
chi hé trg xdc thuc mot chiéu khong c6 trao doi khod) cho nhiing LAN
Ethernet va EAP-TLS (Extensible Authentication Protocol-Transport Layer
Security) (duogc xac dinh trong RFC 2716, hé trg téi két n6i nhanh, xdc thuc
lan nhau va quan ly khoa thong qua ching thuc s6). Hién nay mot th€ hé méi
cua cdc phuong phap EAP dang duoc phdp trién & IETF, tap trung gidi quyét
nhiing van dé€ xac thuc va quan ly khoa khong day. Nhiing phuong phap nay
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hé trg nhitng dic tinh an toan bé sung nhu bao vé mat ma truyén tin EAP, bao
vé Xac minh, thuong thuyét ma hod an toan, tao nhitng phuong phap EAP khac

nhau.
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CHUONG 3. MOT SO BIEN PHAP AN TOAN WLAN THONG
DUNG

3.1. Panh gia chung vé cac bién phap an toan WLAN

Cong nghé¢ WLAN lan dau tién xudt hién vao gitta nhitng nam 1980 khi
ECC (Federal Communications Commission) cho phép sit dung phé tin s6 vo
tuyén (RF-Radio Frequency) trong WLAN. Vao nam 1990, IEEE (Institute of
Electrical and Electronics Engineers) xay dung mot nhém lam viéc dé phat
trién mot chuin khong day v6i muc dich cung cap cho cong nghé mang cuc
bo khong day tuong tu nhu Ethernet c6 day (802.3). Nhém lam viéc nay tap
trung vao viéc phét trién mot chuin chung cho thiét bi va cdc mang vo tuyén
lam viéc & dai tan 2.4 GHz, véi t6c do truy cap 1 va 2 Mbps. Vao thang
6/1997, IEEE da cong b6 chudn khong day mo tad nhitng hoat dong cho
WLAN, dugc biét dén 1a 802.11. 802.11 1a chudn co ban cho WLAN. Chuin
mdi nay dinh nghia nhitng chitc nang va nhitng cong nghé sau cho WLAN:

- Kién tric WLAN.

- Nhiing dich vu tang MAC nhu két hop, tdi két hop, xac thuc va riéng
tu, nhitng dinh dang khung, nhitng chitc nang tin hiéu..

- Thuat toan WEP.

Thang 9/1999, IEEE thong qua 802.11b cung cdp kién tric, nhiing dac
tinh va dich vu co ban tuong tu nhu 802.11, tuy nhién nd cai ti€n chuin
802.11 bang viéc bé sung thém nhiing toc do dit liéu cao hon (5.5 va 11
Mbps) va két n6i manh hon. Chuén 802.11b thiét 1ap nhitng hoat dong trong
pham vi tin s6 khong cap phép 2.4-2.5 GHz sir dung cong nghé trai pho chubi
truc tiép DSSS (direct sequence spread-spectrum).

Cudi nam 2001, 802.11a duoc thong qua va da cai tién toc do truyén lén
dén 54 Mbps, hoat dong & dai tan cap phép SGHz, va su dung cong nghé da
phan chia theo tan s6 truc giao OFDM dé€ giam nhiéu. Day 1a mot su thay d6i

cong nghé an tuong so véi 802.11b cung cap toc do truyén di liéu nhanh &
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pham vi tan s6 cao hon khong dé bi nhiéu tir cac thiét bi khac. Tuy nhién,
chuén 802.11a c¢6 pham vi hoat dong giam hon so véi 802.11b.

Vao nam 2003, IEEE cong b6 802.11g stra d6i lan thit 4 cung cap toc
do truyén dit liéu cao hon 1én dén 54 Mbps (tuong tu nhu 802.11a), hoat dong
& dai tan khong cdp phép 2.4 GHz. N6 cung cép tuwong thich tré lai véi
802.11b, bang viéc van hd trg diéu ché CCK (complimentary code key).
802.11¢g cung cdp toc do cao hon, va trién khai nhitng cong nghé OFDM nhu
802.11a, tuy nhién & nhitng dai tan 2.4 GHz & d6 pham vi hoat dong khong bi
t6n hai (nhu 802.11b).

Nhitng chuin IEEE dé cap & trén (802.11a, 802.11b, 802.11g) phuc vu
nhu nhitng chuin chinh trong th€ giéi mang khong giay. Tuy nhién, c6 nhitng
chuian khac lién quan dén viéc thic ddy chic niang chung cua giao thiic
802.11. Hai chudn quan trong gidi quyét truc ti€p nhitng giéi han an toan
trong nhitng giao thitc 802.11 1a chuin 802.11i va 802.1x. IEEE TGi da phat
trién chuin 802.11i, cong bo nam 2004, cung cip nhitng giai phdp ngén han
va lau dai cho an toan WLAN dé dam bao d0 tin cay thong tin va toan ven
thong tin. TGi da phat trién TKIP (Temporal Key Integrity Protocol) nhu 1a
mot gidi phap ngan han, dugc biét dén 1a WPA, dé€ giai quyét nhitng van dé
ton tai véi WEP va hd trg nhiing hé thong k€ thira. N6 gébm 3 giao thdc: mot
thuat todn xdc thuc tin mat ma, mot thuat todn tron khod, va mot taing cuong
cho IV. Giai phap lau dai dugc xac dinh trong 802.11i 1a giao thic CCMP
(Counter Mode/CBC-MAC Protocol) dua trén co s& AES (Advanced
Encryption Standard) dugc cong bo méi. CCMP la mot giai thuat manh khong
tuong thich v6i phan cing van hanh theo WEP trude d6, do vay sé yéu cau
nhiing thay d6i giao thic va phan cting méi. Giao thiic AES (CCMP) cung cép
cho WLAN kha nang ma hod va toan ven tin manh hon TKIP. N6 ciing bao vé
tru6c nhitng tdn cong ding lai. Tuong lai clia nhitng trién khai WLAN huéng

theo CCMP nhu 12 mot chudn twong thich dugc chap nhan.
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Cong nghé 802.1x ldc dau dugc phat trién dé ho trg nhitng LAN 802, va
duoc bao ham trong chuén 802.11i dé cung cép nhiing ting cudng an toan
tang MAC. 802.1x 1a mot thuat todn xdc thuc cOng cung cdp mot khung & ting
lién két cho phép nhiéu thuat todn xac thuc hoat dong qua né. N6 str dung giao
thiic xéac thuc tang cudong EAP (Extensible Authentication Protocol) dé trao
déi thong tin xdc thuc véi mot mdy chil xdc thuc nhim hop thitc hod nhing
xdc minh cta ho, va ho trg xac thuc 1an nhau va quan Iy khoa manh.

Trong nhitng WLAN, khung 802.1x bao gom 3 thuc thé: client, bo phan
xac thuc (AP) va bo phan mdy chu xac thuc hay AS (RADIUS). Giao thic
802.1x 1a mot xur 1y xdc thuc truyén thong end to end giita client va AS, véi
AP phuc vu nhu 6ng dan cho nhitng tin xdc thuc. Client va AP truyén thong
bang giao thic EAPOL (EAP encapsulation over LAN (EAPOL). AP va AS
truyén thong thong qua RADIUS. Luu y rang giao thic 802.1x hé tro nhiéu
giao thuc x4c thuc khac nhau ngoai RADIUS nhu Diameter, va Kerberos.
802.1x c6 thé dugc thuc thi v6i nhitng kiéu EAP kh4c nhau.

Chuédn 802.11i ban ddu dua ra mot phuong phdp ngéin han ting cudng
an toan cho WLAN dé 1a WPA (Wi-Fi Protected Access). WPA duogc phat
trién bdi Wi-Fi Alliance. WPA gitip giai quyét nhiing van dé an toan yéu kém
trong WEP. Giai phdp WPA yéu cdu nhiing cap nhat phadn mém (khong yéu
cau phan cing). WPA st dung TKIP v6i MIC (Message Integrity Check) cho
ma hod. N6 cung cép xdc thuc 14n nhau bang céach st dung cong nghé khoa
chia sé trugc PSK (pre-shared key) va xac thuc 802.1x/EAP. Trong mdi trudng
doanh nghiép 16n, WPA cung cdp mot mic do tin cay cao va xac thuc cho tat
ca nhitng ngudi st dung khong day khi duoc trién khai v6i mot mdy cha
RADIUS va co s6 dit lieu. WPA dua ra hai 16p xac minh: mot WPA doanh
nghiép va mot WPA cé nhan.

Wi-Fi Alliance cong bo6 WPA?2 vao thang 9 nam 2004, két hop véi thuc
thi ddy da ctia 802.11i. WPA2 cung cap nhiing sira d6i chinh vé nhitng co ché
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quan 1y khod, ma hod va tién xdc thuc. WPA2 khiac WPA & chd né cung cap
mot co ch€ ma hoa manh hon thong qua CCMP sir dung chudn ma hoa AES.
N6 tuong tu nhu WPA & chd né van st dung 802.1x va EAP cho xdc thuc.
Tuong tu nhu WPA, WPA2 dua ra hai ché do hoat dong: mot ché€ do ca nhan
va mot ché do doanh nghiép. WPA2 ciing tao nhiing khod phién méi trén moi
két hogp. Diéu nay cung cdp mot loi ich an toan bé sung bing céch dua ra
nhitng khod ma hod méi, duy nhit cho mot client cu thé, va tranh dung lai
khoia. WPA2 khong gidi quyét bat ky nhitng 16 héng nao trong WPA, tuy
nhién, né cung cdp mot giai phdp an toan AES tao di€¢u kién cho cic co quan
chinh phli hay céc tap doan c6 thé trién khai WLAN. Nhitng san phim xéc
minh WPA?2 tuong thich tr& lai véi WPA. Viéc cap nhat WPA2 c¢6  thé yéu
cau nhitng cap nhat phin ciing méi do né trién khai AES.

3.2. Bién phap an toan WEP

WLAN von khong phai 1a mdt mang an toan, tuy nhién ngay ca véi
LAN hiru tuyén, néu ching ta khong c6 bién phap bao mat tot thi nd ciling
khong bao gio an toan. Chia khod mo ra su an toan cho WLAN va giit n6 dugc
an toan la su thuc hién va quan 1y né. Pao tao nguoi quan tri mot cach can
ban, trén nhitng cong nghé tién tién 1a cach quan trong dé tao su an toan cho
WLAN. Phan nay, sé& dé cap dén bién phap bao mat theo chuan 802.11 da biét,
WEP (Wired Equivalent Privacy). Ban than WEP khong phai 1a ngon ngit bao
mat duy nhit, mot minh WEP khong thé dam bdo an toan tuyét doi cho
WLAN. Vi vay, can xem xét tai sao c6 su han ch€ trong bao mat cia WEP,
pham vi tng dung cia WEP, va cdc bién phdp khac phuc.

3.2.1. Co ché an toan WEP

Nhitng dich vu an toan trong chuén 802.11 duoc quy dinh phéan 16n boi
giao thitc WEP dé€ bao vé dit liéu & miic lién két trong qud trinh truyén khong
day gitta cac client va AP. WEP khong cung cap an toan end to end, ma chi an

toan cho phan lién két khong day nhu minh hoa & hinh duéi day:
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Pam bao an toan bang cac phuong tién khac An toan 802.11

Hinh 3.1: An toan khéong ddy 802.11 trong mang co ban

WEP 12 mot giao thitc mi hod dugc dung dé xac thuc ngudi st dung va
ma hoa payload dit liéu qua mot moi truong khong day. WEP du kién cung
cép nhitng muc dich an toan: tin cay, toan ven dit liéu, va diéu khién truy cap,
dé dam bao mot moi truong khong day ciing an toan nhu Ethernet hitu tuyén.
Nhitng nguoi thuc hiéen WLAN ban ddu tin ring ho c¢6 thé thuc thi don gian
WEP, va ¢6 mot mang khong day hoan toan an toan. Nhitng nha san xuét
nhanh chéng nhan ra rang WEP khong phai 1a mot giai phdap hoan toan an
toan, tuy nhién & thoi diém d6 cong nghé WLAN da tré nén thong dung (thi
trudong gia dinh va SOHO-Small Office and Home), trudc khi van dé nay dugc
cong bo rong khap.

Dé ngin chin viéc 10 nhitng géi tin trong qué trinh truyén (do tin cay),
WEP su dung thuat toan RC4 [21], mdt mat ma doi xung, tao ra mot dong
khod c¢6 do dai bang do dai dit liéu. RC4 khong duoc thiét k& cho st dung lai
v6i cing khoa. Dé giai quyét 16 hng nay, mot vecto khoi tao IV (initialization
vector) 24 bit duoc b sung thém vao va di 1am thay doi gia tri khod cho moéi
g6i tin. Qua trinh ma hod WEP bét dau biang mot IV dugce tao, sau d6 két hop
v6i khod WEP thong qua thuat todn RC4 dé tao mot gid tri mam WEP. Gia tri
mam WEP nay dugc chay qua mot bo tao sd gid ngiu nhién dé tao mot dong

ma, sau d6 cho qua phép toan XOR véi tin r6/ICV. K&t qua 1a ban ma WEP
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duoc gin kém vé6i IV (trong ban 16), va khod nay dung dé dinh hinh tin s&
dugc truyén. Viéc tang IV va gii n6 dudi dang rd cho phép mot ké tan cong
khoi phuc mot dong khod RC4, va thuc hién nhiing tdn cong nhu thdm nhap
luu luong, dung lai va bién dai tin, tan cong dua trén co so tir dién, va tdn cong

phéa khoa WEP.

Hinh 3.2: Tinh riéng tw WEP su dung thudt todn RC4

Dé ngin chin bién d6i nhitng géi tin trong qua trinh truyén (toan ven dit
lieu), WEP sir dung vecto kiém tra tinh toan ven ICV (Integrity Check
Vector), duoc biét dén nhu 12 mot téng kiém tra (checksum) khong an toan.
Ban rd duoc gli thong qua mot thuat toan kiém tra tinh toan ven CRC 32, tao
ra mot ICV, dugc dinh kém vé6i ban 6. ICV c6 trong payload dugc ma hoa
(ban ma). Su yéu kém cta ICV, cho phép mot ké tdn cong thuc hién mot tan
cong lat bit. Mot ké tan cong c6 thé 1ay mot tin, 1at nhitng bit ngau nhién nao
do6 trong vi tri dit liéu cua khung (nhitng goi tin ting cao hon), tinh toan lai
mot ICV thich hop, va sau d6 truyén lai mot tin hop 1¢é.

WEP sir dung co ché xé4c thuc kho4 chia sé dé diéu khién truy cap. Dua

trén co s6 mot giao thic thach thic-dap ung.
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Yéu cau xac thuc

Tao s6 ngau nhién dé thach

. ) ——p
Théach thic thitc tram

Ma hoa thach thiic sir —
dung thuat toan RC4 Dap ting

y| Gidima dap img dé khoi
phuc thach thitc nham xac
minh thach thic

Khéng dinh thanh cong

‘,__—

Hinh 3.3: So do xdc thuc WEP

Xac thuc khoa chia sé yéu cau mot khoa WEP tinh dugc cau hinh boi
mot client khong day. Qua trinh nay bat dau bang viéc AP gri mot thach thiic
ngiu nhién dudi dang ban rd t6i mot client khong day. Néu nhu client khong
day biét khoa chia s¢, n6 ma hoa thach thic va gui két qua tré lai cho AP. AP
chi cho phép truy cip néu nhu gia tri dugc giai ma (két qua dugc tinh toan boi
client khong day) giong véi thach thic nglu nhién dugc truyén bdi AP.
Phuong phédp xdc thuc khod chia sé c6 16 héng, va dé 1o nhiing bit ctia dong
khod. N6 khong cung cdp xac thuc 1an nhau, ma chi don thuan thiét 1ap ching
minh rdng ca hai bén (AP va client khong day) chia sé cuing khod bi mat. N6
phu thudc vao co s ha tang WEP duoc xem 1a khong an toan. Thach thic-dap
ting mot chiéu 12 16 hong truéc mot tan cong man-in-the-middle. Mot tén trom
c6 thé chan bét ca vin ban thach thic dudi dang ban 16 va déap tng dudi dang
ban ma chi bang cach phan tich mang v6i mot cong cu phan tich giao thiic, va
xac dinh dong khoa.

Viéc quan 1y khoda WEP 1a mot van dé an toan nghiém trong khac trong
giao thiic WEP. Van dé quan 1y khod khong dugc hé trg, khong cung cap trao
dé6i khod ma hod tu dong gitta client khong day va AP. Diéu nay c6 nghia Ia

nhitng khoa WEP phai duoc cdu hinh biang tay (nhiing khod tinh), va dugc
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thay d6i thudng xuyén dé duy tri an toan hiéu qua. Trong moi trudng xi
nghiép 16n, cong viéc nay qua la rat mét moi, ton kém va hau nhu la mot
nhiém vu khong thé thuc hién duoc.

Nhitng khod WEP tinh tao ra mot 16 héng an toan nghiém trong khdc
trong giao thitc WEP, nhi€u nguoi st dung WLAN chia sé khod giong nhau
trong mot thoi gian dai. True hét, mot khod WEP ¢6 thé bi 160 néu nhu mot
may tinh laptop bi mat trdém, khién cho tit ca nhitng thanh phan khong day
khac chia sé cung 16 hong khod dé. Thit hai, mot khéi luong 16n dit lieu luu
luong trd nén sin sang trudc mot tén trom thong tin dé khoi phuc nhitng dong
khoa va thuc hién nhitng tdn cong chi dong, dac biét trong moi truong 16n
chia sé cung khoa WEP.

WEP cung cap nhiing mitc d6 ma hoa khac nhau tir 40 dén 152 bit.
Logic phé bién chung dé 1a cang nhiéu bit thi cang an toan hon, bdi vi mot
khod ma hoa dai hon s& khé pha hon. Di¢u nay khong ding v6i WEP. Nguon
goc yéu kém & day khong phai 1a do dai khod, ma 1a IV 24 bit. Mot ké tin
cong khong ¢6 1y do gi thuc hién mot tdn cong bat ép tho bao, khi né qua dé
dang khai thac IV bang nhitng phuong tién khac.

3.2.2. ICV gia tri kiém tra tinh toan ven

Thuat todn RC4 khong thuc su thich hop cho WEP, n6 khong du dé 1am
phuong phap bao mat duy nhit cho mang 802.11. Ca hai loai 64 bit va 128 bit
déu c6 cung vecto khai tao, IV (Initialization Vector) 1a 24 bit. Vecto khoi tao
bang mot chudi céc so 0, sau d6 tang thém 1 sau mdi gbi duge gli. Vi mot
mang hoat dong lién tuc, thi su khao sét chi ra ring, chudi ma nay c6 thé sé bi
tran trong vong nlra ngay, vi thé vecto khai tao can duoc khai dong lai it nhat
moi 1an mot ngay, tic 1a cdc bit lai tré vé 0. Khi WEP dugc st dung, IV dugc
truyén ma khong duoc ma hod cung véi mot géi duoc mé hod. Viéc phai khoi
dong lai va truyén khong duoc ma hoa 13 nguyén nhan cho mot vai kiéu tan

cong sau:
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- Tan cong chi dong dé chén g6i tin méi: Mot tram di dong khong dugc
phép c6 thé chén cdc goi tin vao mang, khong can gidi ma.

- Tan cong cht dong dé giai ma thong tin: dua vao su ddnh lra diém
truy nhap.

- T4n cong nho vao tir dién tan cong dugc xay dung: sau khi thu thap du
thong tin, chia khod WEP c¢6 thé bi crack bing cdc cong cu phan mém mién
phi. Khi khod WEP bi crack, viéc gidi mi céc géi thoi gian thuc c6 thé thuc
hién bang cach nghe céc goi truyén, sit dung chia khod WEP.

- Tan cong bi dong d€ gidi ma thong tin: st dung phuong phdp phan
tich thong ké dé giai ma dit liéu ctia WEP.

3.2.3. Tai sao WEP dugc lua chon

WEP khong dugc an toan, vay tai sao WEP lai duoc lua chon va dua
vao chuén 802.11.

Chuin 802.11 dua ra c4c tiéu chudn bao mat, d6 Ia:

- C6 thé xuat khau.

- Bt manh.

- Kha nang tuong thich.

- Kha nang udc tinh dugc.

- Tuy chon, khong bat budc.

WEP hoi tu du cac yé€u t6 nay, khi dugc dua vao dé thuc hién, WEP du
dinh hé trg bao mat v6i muc dich dam bao tin cay, diéu khién truy nhap, va
toan ven dir liéu. Ngudi ta thdy rang, WEP khong phai 1a giai phap bao mat
day dt cho WLAN, tuy nhién céc thiét bi khong day déu duogc ho trg kha nang
ding WEP, va diéu dic biét 1a ho c6 thé bo sung céc bién phdp an toan cho
WEP. M6i nha san xuét c6 thé sit dung WEP véi céc cdch khdc nhau. Nhu
chuan Wi-Fi cia WECA chi stt dung tir khod WEP 40 bit, mot vai hang san
xudt lya chon cach tang cuong cho WEP, mot vai hang khac lai st dung mot
chuén mdéi nhu 802.1X v6i EAP hoiac VPN.
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3.2.4. Khoa WEP

Vién dé cot 16i cia WEP d6 1a khoa WEP. Khod WEP 1a mot chudi ky
tu chit cai va s6, dugc st dung véi hai muc dich cho WLAN:

- Diing dé xéc dinh su cho phép clia mot tram.

- Ding dé ma hoa dit liéu.

Khi mot client sir dung WEP ¢6 ging thuc hién mot xdc thuc va lién két
t6i mot AP. AP s€ xac thuc xem client ¢6 chia khoa xac thuc hay khong, néu
c6, nghia la client phai c6 mot tir khda 1a mot phan cua khoa WEP, khoa WEP
nay phai khép véi két noi cudi cuing cia WLAN.

Mot nha quan tri mang c6 thé thuc hién phan phoi khodz WEP bang tay
hodc bang mot phuong phdp tién tién khac. Hé thong phan phoi khod WEP c¢6
thé don gian nhu thuc hién kho4 tinh, hoic tién tién nhu sitr dung Server quan
1y khoa ma tap trung. Hé thong WEP cang tién tién, cang ngan chan dugc kha
nang bi ph4 hoai.

Khod WEP t6n tai hai loai, 64 bit va 128 bit, ma doi khi thdy viét 1a 40
bit va 104 bit. Ly do vi ca hai loai khod WEP nay déu dung chung mot vecto
khoi tao IV 24 bit va mot tir khoa bi mat 40 bit hoac 104 bit. Viéc nhap khoa
WEP vao client hoac cac thiét bi phu thuoc nhu la bridge hoac AP rat don

gian. N6 dugc cdu hinh nhu hinh vé sau:

2l

Set Securty

¥ Enable Data Security
+ Use Alphanumeric Characters (0-9, a-z, A2)
" Use Hexadecimal [0-9, a-f. A-F)

Koy [ ——
Key 2 |
Key 3 I
Key 4 [

Encrypt data with: IKey 1 - I

< Back | Mest > | Help |

Hinh 3 4: Giao dién nhdp khoa WEP
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Hau hét cdc client va AP c6 thé dua ra dong thoi 4 khoa WEP, nhim hd
trg phan doan mang. Vi du, néu h6 tr¢ mot mang c¢6 100 tram: dua ra 4 khod
WEP thay vi mot c6 thé phan s6 ngudi dung ra 1am 4 nhém riéng biét, moi
nhom 25 ngudi, n€u mot WEP bi mat thi chi phai thay d6i 25 tram va mot dén
hai AP thay vi phai thay trén toan bd mang.

Mot 1y do khac khi dung nhic¢u khod WEP 1a néu mot card tich hgp ca
khoa 64 bit va khod 128 bit thi n6 c6 thé dung phuong 4n t6i wu nhét, dong
thoi néu hé trg 128 bit thi ciling ¢6 thé 1am viéc dugc véi khod 64 bit.

[Use of Data Encrypbon by Statons 131 Not Avalable
Must set an Encryption Key first

Open Shared Network-EAP
|Accept Authenticahon Type =] r r
[Fequre EAP r r
Trangmit
With Key Eneryption Key Key Size
WEP Key 1 : [ [notset =]
WEP K ey 2 I Ir‘n::'. 1) 'I
WEP Key 3 [ [rotser =]
WEP Key 4 | Inc' set 'l

Enter 40-bst WEP keys as 10 hexsdecumal digts (0.9, o-f or A.F)
Enter 1 Z8-bat WEP keys as 26 hexadecimal dignts (09, o-f, or A.F)

for all Diata Rates

APP'}’| OK I Cancell Restore Defoults

Hinh 3.5: Su ho tro sir dung nhiéu khod WEP
Theo chuin 802.1, khoa WEP st dung 1a khod WEP tinh. Néu chon
WEP tinh ban phai tu gdn mot WEP tinh cho mot AP hoac client lién két véi
n6. Khod WEP nay s& khong bao gid thay d6i. N6 c6 thé 1a mot phuong phép
bao mat can ban, don gian, thich hgp cho nhiing WLAN nho, nhung khong
thich hop v6i nhitng mang WLAN quy mo 16n hon. Néu chi st dung WEP
tinh thi rat dé dan dén su mat an toan. Trong trudng hop mot ngudi nao dé lam

mat card mang WLAN clia ho, card mang d6 chita chuong trinh co s& ¢6 thé
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truy nhap vao WLAN d6 cho téi khi khod WEP tinh cia WLAN d6 dugc thay
doéi.

3.2.5. May chu quan ly khoa ma tap trung

Vé6i nhitng mang WLAN quy mo6 16n sit dung WEP nhu mot phuong
phap bao mat can ban, may cha quan 1y khod ma tap trung nén dugc st dung
vi ly do sau:

- Quan 1y sinh khoa tap trung.

- Quan 1y phan phdi khod tap trung.

- Thay déi khod thudng xuyén.

- Giam b6t cong viéc cho nha quan ly.

Thong thuong, khi st dung WEP, nhitng khod ma duogc tao bdi nguoi
quan tri thudng duoc nhap bang tay vao trong cac tram va cic AP. Khi st
dung mdy chu quan ly khod ma tap trung, mot qua trinh tu dong giita cac
tram, AP va may chu quan 1y s€ thuc hién phan phdéi cac khoa WEP. Hinh sau

mo ta cach thi€t 1ap mot hé thong nhu vay.

My chii khoa 3
i

|
7

Hinh 3.6: Cdu hinh qudn 1y khod md tdp trung

May chi quan 1y khod ma tap trung cho phép sinh khod trén moi géi,
moi phién, hodc cac phuong phdp khéac, phu thudc vao su thuc hién cua cic

nha san xuat.
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Phan phoi khod WEP trén moi g6i tin, moi khoda WEP méi sé duogc gan
vao phan cudi cua cédc két noi cho mdi gbi duogc gui, trong khi dé, phan phoi
khod WEP trén moi phién sit dung mot khod méi cho méi mot phién mdéi giita
cac nut (node).

3.2.6. Cach su dung WEP

Khi WEP dugc khoi tao, dit liéu phan tai (payload) cia moi géi duoc
gui, sit dung WEP, da dugc ma hod; tuy nhién, phian header cia moéi goi, bao
gom dia chi MAC, khong dugc ma hod, tit ca thong tin 16p 3 bao gom dia chi
nguon va dia chi dich dugc ma hod bdi WEP [22].

Khi mot AP gui ra ngoai nhitng thong tin duong dan clia né trén mot
WLAN dang st dung WEP, nhiing thong tin nay khong dugc ma hod. Thong
tin dan duong khong bao gom bat cit thong tin nao cua 16p 3.

Khi cac g6i duoc gtri di st dung ma hoa WEP, nhiing géi nay phai dugc
gidi ma. Qua trinh gidi ma chiém cdc chu ky ctia CPU, né 1am giam ddng ké
thong luong trén WLAN. Mot vai nha san xuét tich hgp cac CPU trén cac AP
ctia ho cho muc dich ma hod va giai ma WEP. Nhiéu nha san xuét lai tich hop
ca mad hod va giai ma trén mot phan mém va st dung cing CPU dugc dung
cho quan 1y AP, chuyén tiép géi. Nho tich hop WEP trong phan cting, mot AP
c6 thé duy tri thong luong 5 Mbps hoic nhiéu hon. Tuy nhién, su bat loi cua
giai phap nay 1a gia thanh cua AP tang 1én hon so v6i AP thong thuong.

WEP ¢6 thé dugc thuc hién nhu mot phuong phap bao mat cin ban,
nhung céc nha quan tri mang cin nim bét nhitng diém yéu cia WEP va cdch
khac phuc chiing. M6i nha cung cap sit dung WEP ¢6 thé khdc nhau, vi vay
gay trd ngai cho viéc st dung phan cing cua nhi€u nha cung cap.

Dé khic phuc nhitng yéu diém ctia WEP, chudn ma hoa tién ti€n AES
(Advanced Encryption Standard) dang dugc cong nhan nhu 1a mot su thay thé
thich hop cho thuat toan RC4. AES str dung thuat toan RINE-dale v6i nhiing

loai khod sau:
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- 128 bit.

- 192 bit.

- 256 bit.

AES dugc xem nhu 1a mot phuong phap khong thé crack bai hau hét
nguoi viét mat ma, va NIST (National Institute of Standards and Technology)
da chon AES cho FIPS (Federal Information Processing Standard). Nhu mot
phan cai tién cho chudn 802.11, 802.11i dugc xem xét dé st dung AES trong
WEP phién ban 2.

AES s€ dugc thuc hién trong phan vi chuong trinh va cdc phan mém boi
cac nha cung cap. Chuong trinh co s& trong AP va trong Client (card vo tuyén
PCMCIA) s& phai duoc nang cap dé hd tr¢g AES. Phan mém tram khéch (cdc
driver va cac tién ich may khéach) sé ho tro cu hinh AES ciing v6i khod mat.

3.3. Loc (Filtering)

Loc 12 mot co ché bdo mat cin ban c6 thé dung dé b6 sung cho WEP
hoac AES. Loc theo nghia den la chan nhitng gi khong mong mudn va cho qua
nhitng gi mong muon. Loc lam viéc giong nhu mot danh sach truy nhap trén
router: bang cdch x4c dinh céc tham s6 ma céc tram phai gan vao dé truy cap
mang. V61 WLAN viéc d6 c6 nghia la xdc dinh xem cidc mdy tram la ai va
phai cau hinh nhu thé nao. C6 3 loai loc cin ban ¢6 thé thuc hién trén WLAN:

- Loc SSID.

- Loc dia chi MAC.

- Loc giao thiic.

3.3.1. Loc SSID

Loc SSID (SSID Filtering) 1a mot phuong phdp loc so dang, va chi nén
ding cho hau hét céc diéu khién truy nhap. SSID (Service Set Identifier) 1a
mot thuat ngit khac cho tén mang, SSID cua mot tram WLAN phai khép véi
SSID trén AP (ch€ d6 co s& — Infrastructure mode) hoac cua cac tram khac

(ch€ do tu do-Ad-hoc mode) dé chiing thuc va lién két client nham thiét lap
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dich vu. Vi SSID dugc phat quang ba trong cac ban tin dan dudng ma cac AP
hoac cac tram gui ra, nén dé dang tim ra SSID cia mot mang st dung mot bo
phan tich mang (Sniffer). Nhiéu AP c6 kha nang 14y céc SSID cua céc khung
thong tin bao hiéu (beacon frame). Trong truong hop nay, client phai so khép
v6i SSID dé lién két véi AP. Khi mot hé thong duoc ciu hinh theo kiéu nay,
né dugc goi la hé thong dong (closed system). Loc SSID duoc coi 1a mot
phuong phap khong tin cay trong viéc han ch€ nhitng nguoi st dung trai phép
mot WLAN.

Mot vai loai AP c6 kha nang g& bd SSID tir nhitng thong tin dan duong
hoic cac thong tin kiém tra. Trong trudng hop nay, dé gia nhap dich vu mot
tram phai c6 SSID dugc ciu hinh bang tay khi thiét dat cau hinh driver.

Mot s6 16i chung do nguoi st dung WLAN tao ra khi thuc hién SSID,
do la:

- St dung SSID mic dinh: su thiét 1ap nay 12 mot cach khac dé dua ra
thong tin vé WLAN cua ban. N6 du don gian sit dung mot bo phan tich mang
dé 1ay dia chi MAC khéi nguén tir AP, sau d6 xem MAC trong bang OUI cua
IEEE, bang nay liét ké céc tién td dia chi MAC khéc nhau Gng véi cdc nha san
xudt. Cdch t6t nhat khac phuc 16i ndy la thay d6i SSID mac dinh thudng
xuyén.

- Lam cho SSID c¢6 gi d6 lién quan dén cong ty ctia ban: Loai thiét lap
nay 12 mot mao hiém vé bao mat vi n6 lam don gian hoa qud trinh mot hacker
tim thdy vi tri vat ly cua cong ty. Khi tim kiém WLAN trong d6 mot ngudi
quan tri stt dung SSID ¢6 tén lién quan dén cong ty hodc t6 chiic, viéc tim thay
WLAN s€ rat dé dang. Do vay luon st dung SSID khong lién quan dén cong
ty.

- St dung SSID nhu nhiing phuong tién bao mat mang WLAN: SSID

phai dugc ngudi sit dung thay déi khi thiét 1ap cau hinh dé€ vao mang. N6 nén
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duoc st dung nhu mot phuong tién phan doan mang chi khong phai dé bao
mat, vi th€ hay luon coi SSID nhu mot tén mang.

- Khong cén thié€t quang ba SSID: Néu AP ctia ban ¢6 kha niang chuyén
SSID tir cdc thong tin diAn dudng va cac thong tin phan hoi dé ki€m tra thi hay
célu hinh ching theo cach d6. Ciu hinh nay ngan can nhitng ngudi nghe trom
vO tinh khoi viéc gay r6i hoac st dung WLAN cua ban.

3.3.2. Loc dia chi MAC

WLAN c6 thé loc dua vao dia chi MAC cua céc tram khach. Hau hét
cac AP, tham chi ca AP ré tién, déu c6 chic nang loc MAC. Nhiing nguoi
quan tri mang c6 thé bién tap, phan phdi va bdo tri mot danh sidch nhitng dia
chi MAC duoc phép va lap trinh ching vao cac AP. Néu mot card PC hoac
nhiing Client khac v6i mot dia chi MAC khong c6 trong danh sich dia chi
MAC ctia AP, n6 sé& khong thé dén dugc diém truy nhap do.

1 AP l AP
” l,f
P ......

Boloc C
% Client gia mao

v6i PC card bi
danh cap

Card bi
danh cap

Hinh 3.7: Loc dia chi MAC
T4t nhién, viéc 1ap trinh cac dia chi MAC cua céac Client trong mang
WLAN vio cdc AP trén mot mang rong thi khong thuc t€. Bo loc MAC c6 thé
duoc thuc hién trén vai mdy chi RADIUS thay vi trén mdi diém truy nhap.
Cac c4u hinh nay 1am cho loc MAC la mot giai phap an toan, va do dé c6 kha

nang duoc lua chon nhiéu hon. Viéc nhap dia chi MAC clng véi thong tin xéc
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dinh ngudi st dung vao RADIUS kha don gian, ¢6 thé phai duge chap nhan
bang bat ky gid nao, 1a mot giai phap t6t. Mdy chit RADIUS thudng tro dén
cdc ngudn ching thuc khac, vi vay cic nguoén ching thuc khac phai dugc hod
tro bo loc MAC.

B0 loc MAC c6 thé 1am viéc t6t trong ché do ngugc lai. Xét mot vi du,
mot nguoi lam thué bo viéc va mang theo ca card mang WLAN ctia ho. Card
WLAN nay nam giit ca khod WEP va bo loc MAC, vi thé khong thé dé ho con
quyén st dung. Khi d6 ngudi quan tri mang c6 thé loai bd dia chi MAC cla
may khach doé ra khoi danh sach cho phép.

Mic du loc MAC c6 vé 1a mot phuong phap bao mat tét, ching van dé
bi anh hudng boi nhitng tham nhap sau:

- Trom card PC trong d6 c6 bd loc MAC cua AP.

- Tham do WLAN sau d6 gid mao dia chi MAC dé tham nhap vao
mang.

V6i nhitng mang gia dinh hoac nhiing mang van phong nho, véi it tram
khach, viéc dung bd loc MAC la mot giai phap bao mat hiéu qua, vi khong
mot hacker thong minh nao lai ton hang gid dé truy nhap vao mot mang c6 gia
tri st dung thap.

bia chi MAC cua Client WLAN thuong duogc phat quang ba boi cac AP
va Bridge, ngay ca khi sit dung WEP. Vi th€ mot hacker ¢6 thé nghe dugc luu
luong trén mang va nhanh chong tim thdy hau hét cdc dia chi MAC . Dé mot
bo phan tich mang thay duoc dia chi MAC ctia mot tram, tram d6 phai truyén
mot khung qua doan mang khong day, day chinh 1a co s& dan dén viéc xay
dung mot phuong phdp bao mat mang, tao duong ham trong VPN, s& dugc dé
cap & phan sau.

Mot vai card PC khong day cho phép thay d6i dia chi MAC cta ho
thong qua phadn mém hodc tham chi qua cach thay d6i cau hinh hé thong. Mot

hacker c6 danh séch céac dia chi MAC, c¢6 thé dé dang thay déi dia chi MAC
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cua card PC dé phu hop v6i mot card PC trén mang clia ban, va do d6 truy
nhap téi toan bo mang khong day ctia ban.

Do hai tram v&i cung dia chi MAC khong thé dong thdi cing ton tai
trén mot WLAN, hacker phai tim mot dia chi MAC ctia tram ma hién thoi
khong c6 trén mang. Chinh trong thoi gian tram di dong hodc may tinh xach
tay khong c6 trén mang la thoi gian hacker c6 thé truy nhap vao mang tot
nhat.

Loc MAC nén duoc st dung khi kha thi, nhung khong phai 1a co ché
bao mat duy nhat trén may cua ban.

3.3.3. Loc giao thirc

Mot WLAN c6 thé loc cac géi di qua mang dua trén cdc giao thic 16p
2-7. Trong nhiéu trudng hop, cdc nha san xuat 1am cdc bo loc giao thic c6 thé
dinh hinh doc 1ap cho ca nhitng doan tram hitu tuyén va vo tuyén cua AP.

Vi du mot tinh huéng, trong d6 mot nhém cau n6i khong day duge dat
trén mot remote building trong mot mang WLAN cua mot truong dai hoc két
ndi téi AP cua toa nha ky thuat trung tam. Vi tat ca nhitng nguoi st dung
trong remote building chia sé bang thong 5 Mbps gitra nhitng toa nha nay, nén
mot s6 luong ddng ké cdc diéu khién trén céc st dung nay phai duoc thuc
hién. Néu cac két noi nay dugc cai dat véi muc dich truy nhap Internet dac
biét cua nguoi sit dung, thi b loc giao thic s€ loai trir tat ca cac giao thuc,

ngoai trtt SMTP, POP3, HTTP, HTTPS, FTP...
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Wireless gl
Workgroup s'.

| nt Bridge -
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Hinh 3.8: Loc giao thiic

3.4. Bao vé WLAN véi xac thuc va ma hoa dir liéu 802.1x

Bao vé WLAN lién quan dén 3 yéu t6 chinh:

- X4c thuc nguoi (hoac thiét bi) két noi téi mang do vay ban c6 mot
mifc do tin cay cao dé biét ai hay cdi gi dang cd giang két noi t6i mang cua
ban.

- Cap quyén cho ca nhan hay thiét bi sit dung WLAN do d6 ban kiém
soat dugc ai c6 quyén truy cap tGi no.

- Bao vé dit liéu duoc truyén trén mang do dé mang an toan trudc viéc
nghe trom va bién déi khong duoc phép.

Ban c6 thé yéu cAdu mot chic niang ki€ém dinh ngoai nhiing van dé trén,
mic du kiém dinh vé co ban 1a mot phuong tién kiém tra va clng ¢ cho
nhiing yéu to trén.

3.4.1. Xac thuc va cap quyén mang

Nhu da dé cap & trén an toan WEP tinh dua vao mot khod (hay mat
khau) bi mat duoc chia sé dé xac thuc t6i WLAN. Bat ky ai c¢6 khod bi mat ¢6
thé truy cap t6i WLAN. Chuin WEP ban ddu khong cung cdp mot phuong
phéap nao cho viéc tu dong cap nhat hay phan phdi nhitng khoa nay, do vay
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viéc thay doi khod thudng xuyén rat khé. Nhiing thi€u s6t mat ma trong WEP
dong nghia vdi viec mot ké tdn cong co6 thé phd nhitng khoa WEP tinh bing
nhiing cong cu don gian.

Dé cung cdp mot giai phap xdc thuc va cdp quyén manh hon, mot s6
nha san xuit dua ra mot khung an toan WLAN st dung giao thic 802.1x.
802.1x 1a mot chudn IEEE cho xéc thuc truy cap t6i mot mang va cho quén ly
khoa str dung dé bao vé luu luong. Viéc sit dung né khong chi gi6i han cho
nhitng mang khong day; n6 ciing dugc thuc thi trong nhiéu chuyén mach LAN
hitu tuyén dau trén.

Giao thac 802.1x lién quan dén nguoi st dung mang. Mot thiét bi truy
cap mang (hay mot céng) nhu mot AP khong day chang han, va mot dich vu
xdc thuc va clp quyén duéi dang mot mdy chu RADIUS (Remote
Authentication Dia-In User Service). May chi RADIUS thuc hién cong viéc
xdc thuc nhitng chiing minh cta nguoi st dung va cap quyén truy cap cho
nguoi su dung WLAN.

802.1x dua trén mot giao thic IETF goi la giao thic xdc thuc tang
cuong (EAP-Extensive Authetication Protocol) [23] d€ mang tai hoi thoai x4c
thuc gitta client va may chu RADIUS (dugc ti€p séng bsi AP). EAP nhin
chung 1a mot giao thitc ding cho xéc thuc ho trg nhiéu phuong phép xac thuc,
dua trén co sO nhitng mat khau, nhitng xdc minh s6, hay nhitng ki€u x4dc minh
khac. Nhitng phuong phédp nay c6 thé st dung nhiing giao thic xac thuc khac
nhau nhu Kerberos, TLS (Transport Layer Security), va MS-CHAP (Microsoft
Chanllenge Handshake Authentication Protocol) sit dung mot trong nhiing
kiéu x4c thuc nhu x4c thuc mat khiu, xdc thuc ma thong bdo mat khau mot
1an hay xdc thuc sinh trac hoc. Mac du bat ky phuong phap EAP nao, vé mat
ly thuyét, c6 thé dugc str dung véi 802.x, tuy nhién khong phai tat ca déu phi
hop cho su dung v6i WLAN; dac biét, phuong phap duoc st dung phai phu

hop cho mot moi trudong khong duge bao vé va c6 thé tao nhitng khod mi hoa.
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Nhitng phuong phap EAP co ban trong st dung cho nhitng WLAN Ia
EAP-TLS, PEAP (Protected EAP), TTLS (Tunneled TLS), va LEAP
(Lightweight EAP).

3.4.1.1. EAP TLS

EAP — TLS (Extensible Authentication Protocol - Transport Layer
Security) 1a mot chudn IEFT (RFC 2716) va ¢6 1& duoc hé tro rong rai nhat,
trén ca nhiing client va may chu RADIUS. N6 st dung xac thuc khod cong
khai dé xac thuc ca client khong day vad may chit RADIUS bing céch thiét 1ap
mot phién TLS dugc ma hod gitra client va RADIUS.

3.4.1.2. PEAP

PEAP (Protected EAP) 1a mot phuong phap xac thuc hai giai doan. Giai
doan dau thiét 1ap mot phién TLS t6i may chu va cho phép client xac thuc may
chu st dung xac minh s6 ctia may chi. Giai doan thi hai yéu cau mot phuong
phdp EAP thit hai ndm bén trong phién PEAP dé x4c thuc client véi mdy chl
RADIUS. Diéu nay cho phép PEAP sir dung cdc phuong phéap xac thuc client
khac nhau bao gém nhitng mat khau véi giao thitc MS-CHAP phién ban 2 va
nhitng x4c minh st dung EAP-TLS bén trong PEAP. Nhiing kiéu EAP nhu
MS-CHAP v2 khong du an toan dé stt dung ma khong c6 bao vé PEAP bai vi
ching c6 thé 1a 16 héng trudc nhitng tan cong tir dién offline.

3.4.1.3. TTLS

TTLS (Tunneled Transport Layer Security) la giao thitc hai giai doan
twong tu nhu PEAP sir dung mot phién TLS dé bao vé mot xac thuc client di
qua dudong ham. Ngoai nhiing phuong phidp EAP duong ham, TTLS ciing c6
thé sir dung nhitng phién ban ctia nhitng giao thiic xac thuc khong phai EAP
nhu CHAP, MS-CHAP, va nhiing phuong phap khac.

3.4.1.4. LEAP

LEAP (Cisco Lightweight EAP) 1a mot phuong phdp EAP doc quyén

duoc phat trién bdi Cisco, stt dung nhitng mat khdu dé x4c thuc cic client.
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Mic du thong dung, LEAP chi lam viéc vé6i phan cting va phan mém do Cisco
san xuat va mot s6 nha san xuét khdc. LEAP ciing c6 nhiéu nhitng 16 hong an
ninh dugc cong bd nhu su nhay cam véi nhiing tdn cong tir dién offline (c6 thé
cho phép ké tdn cong tim ra mat khiu ngudi st dung) va nhitng tdn cong man-
in-the-middle. Trong mot moi trudng mién, LEAP chi c6 thé xac thuc ngudi
st dung WLAN, cht khong phai mdy tinh. Khong c¢6 xac thuc may tinh,
nhitng chinh sach nhom may s€ khong dugc thuc hién ding, nhiing thiét 1ap
cai dat phdn mém, nhiing hién trang roaming, va nhitng ma dang nhap, tat ca
c6 thé that bai, va ngudi st dung s& khong thé thay déi nhitng mat khau duoc
gia han.

C6 nhiéu giai phdap an toan WLAN str dung 802.1x véi nhiing phuong
phap EAP khédc. Mot s6 trong nhitng phuong phap EAP nay, nhu EAP-MDS,
c6 su yéu kém an toan ddng ké khi sir dung trong mot moi truong WLAN va
khong nén st dung né. C6 nhitng phuong phap khac hé trg sit dung nhitng ma
b4o hiéu mat khau mot 14n va nhitng giao thiic x4c thuc khac nhu Kerberos.

3.4.2. Bao vé dir lieu WLAN

Xac thuc va truy cap mang 802.1x chi 1a mot phan ctia phuong phap
nay. Thanh phan quan trong khac l1a bao vé luu luong mang khong day.

Nhitng thi€u sét trong ma hoa dir liéu WEP dugc mo ta & trén c6 thé
duoc cai thién néu nhu WEP tinh dugc bé sung thém mot phuong phap cap
nhat tr dong nhitng khod ma hod dinh ky. Nhitng cong cu dung cho pha WEP
tinh can tap hgp gitta mot va 10 triéu go6i tin dugc ma hod cung khod. Do
nhitng khod WEP tinh thuong van khong thay déi trong nhiéu tuin hoic nhiéu
thang nén mot ké tan cong nao do rat dé tap hgp lugng di liéu nay. Do tat ca
cac may tinh trén mot WLAN chia sé ciing khoa tinh, nén nhiing 14n truyén di
lieu tlr tit ca cdc may tinh trén WLAN c¢6 thé dugc thu vén lai dé gidp pha
khoa.
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Viéc st dung mot giai phap dua trén co s& 802.1x cho phép nhitng khoa
ma hoa dugc thay doi thuong xuyén. Giong nhu qué trinh xdc thuc an toan
802.1x, phuong phdp EAP tao mot khod ma duy nhat cho méi client. D€ ngin
nglra nhitng tdn cong pha khoa WEP, mdy chu RADIUS thuong xuyén thuc
hién tao nhiing khod ma hod méi. Di€u nay cho phép thuat todin ma hoda WEP
(dugc thdy trong hau hét nhitng phan cing WLAN hién nay) dugc st dung
theo mot cdch an toan hon nhicu.

3.4.3. Uu diém cua 802.1x v6i bao vé dir lieu WLAN

Loi ich chinh cua giai phap 802.1x:

- An toan cao: n6 1a mot so do x4c thuc an toan cao bdi vi né co thé su
dung nhitng x4c minh client hay nhitng mat khau va tén nguoi st dung.

- M2 hod manh hon: n6 cho phép ma ho4 tang cuong dir liéu mang.

- Trong suot: né cung cap xac thuc va két noi trong suot tdi WLAN.

- X4c thuc nguoi st dung va may tinh: n6é cho phép xac thuc tach biét
ngudi st dung va may tinh. Xéc thuc tach biét may tinh cho phép may tinh
duoc quan 1y tham chi khi khong c¢6 ngudi sit dung nao dang nhap vao.

- Chi phi thdp: chi phi cho phan cting mang thap.

- Hiéu nang cao: do ma hoa duoc thuc hién trong phan cing WLAN
chit khong phai & CPU may tinh client, viec ma hod WLAN khong c6 tac
dong nao lén mic do hiéu nang cua may tinh client.

Ngoai nhitng wu di€ém trén, giai phdp an toan 802.1x ciing c6 mot s6 vin
dé nhu:

- Miac du 802.1x gan nhu duoc chip nhan trén toan ciu, nhung viéc st
dung nhitng phuong phap EAP khéc nhau c6 nghia la su tuong thich hoat dong
khong phai ldc nao cling dugc dam bao.

- WPA van con khd méi mé va c6 thé khong sin sang trén nhitng phan

cung ci.



104

- RSN thé hé méi (802.1i) s& dugc phé chudn va s& yéu cdu phat trién
nhiing cap nhat phan cting va phan mém.

3.5. WPA(Wi-Fi Protect Access) va 802.11i

Nhiing vin dé an toan trong chuin 802.11 va WEP déan dén su phat trién
ctia chuan 802.11i. Vao thang 10 nam 2003, Wi-Fi Alliance da cong b6 WPA
dé giai quyét tat ca nhitng 16 hong dugc biét dén trong WEP. Day 1a mot giai
phap tam thoi dé€ khic phuc nhitng 16 héng ctia chuin 802.11 & thoi diém do6.
Su thic ddy phat trién WPA tap trung vao nhitng 16 héng an toan trong
802.11. WPA duoc thiét k&€ 1a mot giai phap manh, kinh t€ lam viéc v6i phan
cing cii (nhitng san pham 802.11), va twong thich véi chudn 802.11i. Pén nam
2004, tat ca c4c san phdm phai tich hop WPA s& dugc xdc nhan Wi-Fi.

WPA thuc hién nhitng cai tié€n chinh doi véi ma hod, xac thuc, toan ven
dit liéu, quan 1y khod, va b6 sung mot yéu t6 xac dinh kha nang an toan mang.
WPA dua ra mot cong nghé¢ ma hod méi, TKIP (Temporal Key Integrity
Protocol) vé6i kiém tra tinh toan ven tin MIC (Message Integrity Check), dé
thay th€ WEP va cung cép tin cay dit liéu va toan ven payload dit liéu mang.
Wi-Fi Alliance thuc thi x4c thuc 14n nhau trong WPA bang phuong tién xdc
thuc IEEE 802.1x/EAP, cung cdp mot xac thuc manh gitta mot client khong
day va may chu xac thuc thong qua mot AP. Ngoai ra, WPA m& duong cho st
dung phuong phéap xdc thuc mé. Quan ly khod, mot trong nhitng van dé 16n
nhat trong 802.11, da dugc giai quyét va thuc thi trong 802.11i (va WPA)
cung cip mot qua trinh xéc thuc tach biét dé€ cho phép phan phdi khoa. Yéu to
xac dinh an toan mang tich hgp nhitng yéu t6 thong tin WPA trong nhiing
khung 802.11 (bdo hiéu, tham do, ddp tng, va thach thic tai két hop) dé xac
dinh ma hod va xac thuc nao la pht hop cho st dung.

3.5.1. Ma hoa TKIP trong WPA

TKIP duoc thiét k& dé giai quyét nhitng 16 hong cia WEP, khong céin
thay th€ phan cing cii. Vi ly do nay, TKIP duy tri nhitng co ché co ban cla
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WEP: 1V, thuat toan RC4, va ICV. Tuy nhién, so d0 ma hod RC4 duoc tang
cudng st dung mot khod trén mdi géi tin 128 bit, va mot IV 48 bit dai hon.
Khong giong nhu WEP, TKIP ma hod méi géi dit liéu dugce gii bang khod ma
hod duy nhat ctia chinh né. Nhitng khod nay dugc tao ra mot cach tu dong,
cung cip kha nang an toan cao hon chong lai nhitng ké xam pham dua vao
viéc du dodn trudc nhitng khod tinh trong WEP. Ngoai ra, WPA bao gobm mot
kiém tra tinh toan ven tin MIC, duoc goi 1a Michael, dé ngin chin bién déi
tin.

C6 ba giao thic két hop v6i TKIP: MIC (hay Michael), mot thuat toan
tron khod, va mot tang cuong IV. Thuat toan dau tién, MIC, 1a mot thuét toan
toan ven tin mat mi dé ngan chin bat ky bién déi nao téi mot tin. N6 sir dung
mot ham bam thay cho tong kiém tra tuyén tinh, gidi quyét nhitng 16 hong
trong ICV. Thuat todn bam, duoc goi 1a Michael, duoc thiét k& dé€ ddm bao noi
dung ctia gobi di liéu chi dugc ghri boi nhitng client khong day hgp phap va
khong c6 su bién déi dit liéu ndo trong sudt qué trinh truyén géi tin. Michael
tao ra hai tir 32 bit dé tao mot bam 64 bit. Mot bam duoc tinh todn, sau dé
duoc so sanh vGi ca bén nhan/truyén. Gia tri MIC phai phl hop véi dit liéu sé
duogc chap nhan. Néu khong, g6i tin nay bi bd qua boi vi né duge gia dinh
rang tinh toan ven goi tin da bi gay hai, trir phi nhitng bién phéap ddi phé dugc
thuc hién. Trong trudng hop nay, tit ca nhing 1an truyén va thu nhan géi tin
déu bi vo hiéu hod, va tat ca céc client khong day giai xac thuc va nhiing két
hop méi bi dimg lai trong vong 60 giy.

Giao thic thd hai, TKIP thay th€ IV 24 bit 16 hong bang mot bo dém
chubi TKIP TSC (TKIP Sequence Counter) 48 bit dé giai quyét nhitng van dé
stt dung lai IV trong WEP. TSC 1a mot bo dém 48 bit bat dau bang 0 va ting
thém 1 cho mbi géi tin, cung cap cho bén nhan phuong tién duy tri ddu vét cta
gid tri cao nhat cho mdi dia chi MAC, dé dam bao nhitng géi tin dén theo

chudi. Mot géi tin bi bd qua néu nhu gia tri TSC (géi TKIP) it hon hoac bang
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v6i g6i tin nd vira nhan dugc, dé ngan chan nhitng tdn cong dung lai. Do giao
thic dau tién tang cuong ICV va MIC, mot ké tdn cong ciling bi ngan chan
truGc thay déi TSC va st dung n6 dé truyén lai mot géi tin. TSC duge st dung
trong thuat todn gidi ma, va néu bi bién d6i véi két qua trong ICV va MIC
khong phut hop géi tin nay s€ bi bd qua. Ham TSC cho phép mot chudi khoa
khong bao gio bi dung lai v6i cung khoa. Giao thic nay ngan chan mot ké tan
cong thuc hién mot tdn cong dung lai, duge biét dén la nhiing tdn cong ban rod
da biét va nhitng tan cong dua trén co sd tir dién sau khi khoi phuc mot dong
khoa.

Giao thic thit ba, TKIP tich hop mot ham tron khod dé dam bao nhiing
khoa mi ho4 thay déi trén co s& mdi goéi tin. N6 duoc thiét k& dé bao vé khoa
ma hod tam thoi TEK (Temporal Encryption Key) 128 bit, mot khéa co sé tam
thoi duoc sit dung dé tao nhitng khod dung duy nhéat trén méi géi tin. Thuat
todn tron khod 12 mot phép todn hai pha. Dé don gian, TEK, duoc két hop véi
TSC va mot dia chi noi truyén TA (Transmitter Address) 48 bit dé tao mot
khod duy nhat trén moéi géi tin, mam WEP 128 bit, dugc st dung véi thuat
toan WEP. Bo dém TSC, nhu da néu trude do, taing véi moi goi tin, tao ra mam
WEP thay d6i v6i méi goi tin. Két qua, TKIP tao ra nhitng khod duy nhat mot
cach tu dong dé ma hod mdi géi dit liéu dugc truyén trong mot phién khong
day, cung cap x4p xi 280 nghin ti nhitng két hop khoa c6 thé s& dugc tao ra
cho méi géi tin.

3.5.2. Xac thuc trong WPA

Trong WPA, xdc thuc 1an nhau dat dugc bang khung 802.1x/EAP. Xéc
thuc 14n nhau gitp dam bao chi nhitng ngudi st dung dugc quyén méi c6 thé
truy cap mang. N6 1a mot qua trinh khang dinh ring mot client khong day
dang xdc thuc t6i mot may chu duge quyén, va khong phai véi mot AP gia

mao.
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Qua trinh xdc thuc bat dau véi mot giao thic hod trg EAP, client khong
day lién lac v6i mot AP bang mot yéu cau (két hop) sé dugc xac thuc. Véi
diéu khién truy cap cong 802.1x, mot client khong day khong duoc cip quyén
truy cap t6i mot AP cho dén khi né dugc xdc thuc. AP ddy yéu cdu ndy t6i
mot may chu xac thuc AS (Authentication server), & d6 AS yéu cau nguoi su
dung dua ra mot mat khau hop 1é (thong qua AP), va xdc thuc dap tng tir
nguoi st dung (néu hop 1¢). Sau d6, mot AP nhan dugc quyén tir AS, va mé
mot cong dé chap nhan dit liéu tir nguoi st dung. Client khong day khi dé
duoc phép gia nhap WLAN.

Khi dugc xdc thuc, client khong day va AS dong thdi tao mot PMK
(Pairwise Master Key), nhu 1a mot phan cta qua trinh xac thuc lan nhau.
Nhiing khod cht nay giong nhu phan goc ré ctia cay khod cho ra nhitng khoa
truyén. PMK 12 mot khod chia sé duoc st dung boi client khong day va AS dé
thuong thuyét nhitng khod truyén stt dung cho mot phién. N6 khong phai 1a
PMK, tuy nhién nhiing khod truyén (nhiing khoda PTK) duoc st dung trong
nhitng ham ma hod va bam. PMK khong lién quan truc tiép trong viéc tao
nhitng dong khoa cho ma hoa, né giip ngan chan nhiing khoa yéu. Khi khoa
chia sé chi dugc tao, AS truyén khod nay tGi AP thong qua giao thiic
RADIUS.

Co ché xac thuc chia thanh hai loai, bdi vi WPA phai giai quyét hai thi
truong rat khac nhau: xi nghiép va nguoi dung.

- O miic xi nghiép: Cap quyén, x4c thuc va kiém dinh 1a nhitng thanh
phan can thiét dé cung cdp mot tai nguyén an toan cho ngudi st dung miic xi
nghiép. Sir dung WPA dé xdc thuc nguoi sir dung, thudng thong qua mot may
chu RADIUS. Trong qua trinh xac thuc, nguoi sit dung nhan dugc mot khoa
cai (primary master key-PMK), khod nay sau d6 duoc sit dung dé thiét lap
thuat todn ma hoa duogc sit dung bdi TKIP. Do PMK dugc sinh ra nhu 1a két

qua cla qua trinh x4c thuc, khong cin nhitng mat khiau duoc Iuu cuc bo.
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Ngoai ra thong tin xac thuc dugc dua qua mot kénh ma hoa dé bao vé trude
nhiing ké nghe trom.

- Mitc nguoi dung: WPA khong chi 1a mot giai phdap mic xi nghiép, nd
ciing duoc dung dé dam bao an toan cho nhitng ngudi stt dung SOHO. Moi
truong nay khong thuc su can t6i mot may chu xac thuc, do d6, WPA phai ¢6
mot phuong phdp nao d6 dé tao PMK dugc st dung dé khéi tao qud trinh ma
hoa TKIP. Giai phap nay duoc tao ra bing cich st dung mot mat khau duogc
chia sé trudc di dugc ciu hinh truéc trong AP va tit ca céc nit. O mic ndy
WPA vé6i ch€ d6 khod chia sé truéc PSK (Pre-shared Key) dé bi tan cong hon
khi st dung WPA & mic xi nghiép.

WPA-PSK trong c6 vé lam viéc giong nhu WEP. Nguoi st dung thiét
lap AP bing cich lua chon WPA-PSK va nhap mot mat khau hay passphrase.
Sau d6, anh ta thuc hién nhitng thao tac tuong tu trén thiét bi khong day, khoi
dong két noi, va c6 thé ludt an toan trén internet. WPA khong chi bao gom tat
ca nhitng thanh phin va nhiing ric roi cia WEP (nhu KSA, PRGA, XOR, va
ICV), ma n6 con bo sung thém nhitng thuat todn va nhitng cong nghé khéc
nhu MD5, SHA-1, HMAC, PMK, PTK..

3.5.3. Quan ly khoa trong WPA

WPA két hop mot hé thong quan 1y khoa va tao khéa manh, két hop qua
trinh xac thuc va nhitng ham toan ven dit liéu. Sir dung giao thic 802.1x/EAP,
mot khoa cht duoc tao mot cach tu dong. Sau viec tao PMK, qud trinh trao doi
khod dugc xem 1a qud trinh bat tay 4 chiéu, va bat tay GTK (Group Key). Bat
tay 4 chiéu va GTK la nhing bat tay an toan dugc su dung dé thiét lap va cai
dat nhitng khod truyén dugc st dung gitta mot client khong day va mot AP
trong phién, gém nhitng khod ma hod TKIP. N6 1a mot qua trinh trao déi 4 goi
tin ctia nhitng tin khoa EAPOL. Nhitng géi khoa EAPOL 802.1x dugc stir dung
dé phan phoi nhitng khoa trén mdi phién t6i nhitng client khong day da duoc

xéc thuc thanh cong. Phai luu ¥ rdng nhitng khod truyén nay 1a tam thoi, va
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chi kéo dai khi mot client khong day duoc két hop va xac thuc téi mot AP.
WPA b6 sung mot yéu t6 x4c dinh kha nang an toan mang trong nhitng khung
802.11 d€ phan loai thong qua nhitng nhan t6 thong tin WPA (trong khung)
phuong phap xac thuc yéu cau (802.1x hay khod chia sé trudc) va ma hod phu
hop (WEP, TKIP, AES). Nhiing yéu t6 thong tin WPA san c6 trong nhiing
khung sau: nhitng khung bao hiéu (AP téi tit ca client trong BSS), dap tng
tham do (AP t6i client khong day), yéu cau két hgp (client téi AP) va cac yéu
cau tai két hop. Client khong day s€ 1y nhiing thong tin nay tit nhiing yéu to
thong tin WPA dé x4c dinh phuong phap cip quyén va ma hod phu hop.

3.5.4. Panh gia chung vé giai phap an toan WPA

WPA khong phai 1a mot giai phap hoan hao, né boc 16 mot s6 gidi han,
TruGe hét, né dé bi nhiing tdn cong DoS. Nhu da dé cap & trén, giao thic TKIP
trién khai hai bién phdp doi ph6é dé han ché nhitng yéu kém trong thuat toan
Michael. Khi hai géi dit liéu c6 16i MIC trong mot chu ky 60 gidy, mot AP,
gia su dang chiu mot tan cong chu dong, sé giai két hop tat ca client duoc két
hop t6i né. Két qua, két ndi mang s€ ngung trong 60 gidy. Tuy nhién, mot ké
tan cong s& khong thé tim ra thong tin vé nhitng khod ma hod. Ngoai ra,
802.11i (gébm ca WPA) khong gidi quyét yéu kém an toan biang mot vai giao
thic EAP nhu LEAP va PEAP.

WPA thuc thi an toan WLAN hon WEP. Hau hét nhiing 16 hong dugc
dua ra trong WEP da duoc WPA xir Iy, TKIP tang dédng ké sic manh va do
phtic tap ctia ma hoa khong day, 1am cho mot ké tan cong thém khé khan khi
muon dot nhap vao mot WLAN. Thong qua WPA, nhiing bién phdp an toan
khong day dugc md rong goém: kich ¢& khod, s6 lugng khod st dung bang
cach bo sung thém viéc tao khod dong trén moi géi tin, mot ma hoa manh hon
(TKIP), tao ra mot co ché kiém tra toan ven va két hgp xdc thuc 14n nhau.
WPA giai quyét va loai bo nhiing tdn cong thu dong va bi dong duoc biét.

MIC ¢6 thé do ra bat ky nhitng bién déi tin nao, do d6 loai bo nhiing tdn cong
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nhu 1at bit, dung lai, quy nap. Nho thuat todn tron khod TKIP, viéc khoi phuc
nhitng dong khod WEP 1a khong thé thuc hién dugc. Nhitng khoi phuc khoa
WEP dua trén co so tir dién ciling khong thé thuc hién duoc, boi vi ké tan cong
khong thé doan thém gi dugc nita. Viéc pha WEP ciing bi ddnh bai bing thuat
toan tron khoa TKIP. WPA ciing cung cap trg gidp cho viéc do nhitng AP gia
mao.

Vay cu thé WPA giai quyét nhitng yéu kém ctia WEP nhu thé nao?

- Vecto khdi tao yéu kém va nhitng va ddp

Gia tri vecto khoi tao dugc st dung dé cung cép cho méi géi tin mot
khoa duy nhat (vecto khai tao cong v6i mot khoa chia sé truée). Khoa duy
nhat nay tao ra mot tré ngai nghiém trong cho bat ky mot ké tdn cong nao,
don gian boi vi méi goi tin phai duoc xtr 1y nhu 1a mot muc tiéu duy nhat.
Crack mat khau clia mot géi tin chi cung cip truy cap téi géi tin d6 ma thoi.
WEDP st dung vecto khéi tao chi c6 24 bit, do d6 vecto khdi tao sau vai gio s€
bi lap lai, tao ra 16 héng dugc goi la nhitng va dap (collision), tir d6 ké tan
cong c6 thé dé dang gianh quyén truy cap dit liéu.

WPA khic phuc nhugc diém nay ctia WEP bing cich ting kich c&
vecto khoi tao 1én 48 bit, cung cap it nhit 900 nam dung mat khau khong lap
lai, loai bo 16 hong va dap trong WEP.

WPA thay d6i gia tri vecto khdi tao. Miac du cling st dung cung thuat
todn nhu WEP nhung do ki€ém soat duoc gia tri vecto khoi tao & dau vao thuat
todn nén né 14p dugc nhitng 16 héng an toan trong WEP. Ngoai ra, mat khau
mdi dugc thay d6i mot cdch tu dong sau mbi 10,000 géi tin.

- Gia tri kiém tra tinh toan ven (ICV)

WEP sir dung mot gid tri kiém tra tinh toan ven ICV (Integrity Check
Value) dé dam béo ring nhiing géi tin khong bi stta d6i trong sudt qua trinh
truyén. Gia tri ki€ém tra tinh toan ven ndy khong may an toan. D€ khic phuc

nhugc diém ndy, WPA sir dung thuat toan Michael, tao ra mot gia tri toan ven
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duy nhat, sit dung nhitng dia chi MAC cua bén nhan va bén glri. Tuy nhién,
Michael stt dung mot so d6 ma hod don gian c6 thé bi phd bing nhiing tan
cong kiéu bat ép tho bao. Dé chong lai tdn cong nay, néu nhu Michael do ra
nhiéu hon hai géi tin khong hop 1é trong vong chua ddy mot phit, né sé treo
mang trong mot phit va khdi dong lai tat ca cdc mat khau. Tuy nhién, bién
phap nay lai m& cira cho nhitng ké tdn cong thuc hién mot ki€u tan cong tir
chéi dich vu bang céch chén thém nhing géi tin 161, tuy nhién, dé c6 thé thuc
hién dugc di€u nay, ké tan cong truGe hét phai trai qua nhi€u ting bao vé khac
nhau.

- Gid mao va dung lai (Forgery and Replay)

WEP khong ¢6 bién phap bao vé chong lai nhitng tdn cong gia mao hay
dung lai. Bat ky ké tdn cong nao déu c6 thé chén gaéi tin nao d6 vao trong mot
mang. Ngoai ra, mot ké tan cong c6 thé sir dung lai mot géi tin thu duoc trong
viéc chén thém nay. WPA chong lai nhitng tdn cong kiéu ndy thong qua mot
gia tri I'V 48 bit.

Trude hét, IV duoc tao ra sit dung nhiing dia chi MAC cua card mang
g va mot gia tri d€m chudi. K§ thuat nay ngin chin nhitng tdn cong gia mao
bdi vi mot ké tdn cong phai biét MAC va nhiing gia tri IV duogc ma hoa trong
g6i tin. Thi hai, IV bao gobm mot bo dém chudi. Khi mot goi tin dugc nhan,
gia tri d€m cua n6 phai ndm trong pham vi chap nhan duoc néu khong né sé bi
bo qua. Két qué, nhiing tdn cong dung lai s& khong thé thuc hién dugc.

- Xdc thuc nguoi stt dung

WEP khong dua ra nhiéu cdch thitic xac thuc. C6 thé thiét 1ap mot hé
thong xac thuc chia sé, tuy nhién st dung phuong phap nay mé ra nhitng nguy
co an toan khdc. Dé giai quyét van dé nay, WPA hd tr¢ xdc thuc thong qua
giao thic xdc thuc tang cuong 802.1x qua LAN (EAPoL - Extensible
Authentication Protocol over LAN), thuong bang mot may chu RADIUS.
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3.5.5. WPA2 (Wi-Fi Protect Access 2)

WPA2 dugc Wi-Fi Alliance cong b6 vao thang 9 nam 2004. N6 dua
trén co s& phién ban sira doi cudi cling ctia chudn 802.11i. WPA?2 1a thé hé thi
hai cta an toan WPA tich hop co ché€ ma hoa tién ti€n hon, sit dung giao thic
CCMP (Counter —-Mode/CBC-MAC) duogc goi la AES (Advanced Encryption
Standard) [24]. Xac thuc WPA2 van st dung so d6 xac thuc 802.1x/EAP duogc
néu trong WPA. Tuy nhién, chuin 802.11i ddy du két hop EAP qua mot giao
thic LAN Ethernet (EAPOL) cho phép client x4c thuc trude v6i AP. Diéu nay
dugc thuc hién bang cdch glti mot xdc nhan client thong qua mot LAN hitu
tuyén, khién dé dang hon cho viéc thuc hién roam giita nhitng AP va tir nhiing
moi truong hitu tuyén téi nhitng moi truong khong day. Ngoai ra, WPA2
twong thich trd lai va tich hgp hoat dong véi nhitng san phdm dugc x4c nhan
Wi-Fi cho WPA.

CCMP dua trén co s AES méi duge dua ra da nhan duoc su xem xét
danh gia k¥ ludng cua cac chuyén gia mat ma trén toan thé€ giéi. AES dép ting
nhitng yéu cau an toan chinh phit My, va duoc chap nhan nhu 12 mot chuin
ma hod phu hop. CCMP la mot thuét toan manh khong tuong thich vGi phan
cing van hanh WEP truéc d6 va sé yéu ciu nhitng thay déi vé giao thic va
phan cing. CCMP cung cdp ma hoa (do6 tin cdy), toan ven tin manh hon TKIP,
va ciing bao vé truc tdn cong dung lai. Tuong lai cha nhiing trién khai
WLAN dich chuyén theo huéng dang CCMP.

AES dugc NIST lua chon nho stic manh mat ma cua nd, va tinh dé dang
thuc hién. Pugc tao ra ti thuat todn Rijndael [25], AES 1a mot ma hod don
gian sir dung mot tinh todn hoédn vi — thay th€. N6 duoc trién khai v6i ca phan
cing hoac phdn mém, va yéu cdu rét it bd nhé. AES la mot ky thuat ma hod
kho4 doi xiing st dung mot phuong phdp ma khoi dé ma hoa nhitng bit dudi
dang kh6i ban 16, dugc tinh todn doc 1ap. Méi khai ¢6 kich ¢d 128 bit, va trién

khai mot khoa c6 do dai 128 bit. AES hoat dong trén mdt mang byte 4x4 dugc
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goi 1a mot trang thai. Vi WPA2, ¢6 10 vong, va 4 giai doan tao mot vong.
Bon giai doan nay gom:

- Nhiing byte phu (mot phép thay thé€ phi tuyén)- moi byte dugc thay thé
biang byte khac theo mot bang déi chiéu.

- Dich hang (ShiftRows) - budc chuyén vi — mdi hang clia trang thai
duoc dich chuyén vong tron qua mot s6 budc nhat dinh.

- Tron cot (MixColumns) — mot bude tron — mot phép tron dugc thuc
hién trén nhiing cOt cla trang thdi, két hop 4 byte trong moéi cot st dung mot
phép bién ddi tuyén tinh.

- Cong khod vong (AddRoundKey) — phép XOR — mdi byte clia trang
thai dugc két hgp véi mot byte cia vong khoa phu st dung phép XOR.

Cho dén nam 2005, van chua c6 tdn cong thanh cong nao chdong lai
duoc AES. AES la mot thuat todn mat ma cuc ky an toan. Vao thiang 4/2006,
WPA2 s& mang tinh bat budc véi nhitng san pham khong day dugc x4c nhan
logo Wi-Fi.

3.6. Mang riéng ao VPN cho WLAN

Cong nghé mang riéng 4o 1a cong nghé dang phat trién nhanh chéng
cung cip truyén dit liéu an toan trong nhitng co s& ha tdng mang. VPN
(Virtual Private Network) thuong duoc str dung trong 3 truong hop khac nhau:
d6i v6i truy cip ngudi st dung tir xa, doi v6i két ndi LAN-to-LAN, va doi véi
Extranet. VPN trién khai nhitng k§ thuat mat ma dé bao vé thong tin IP khi n6
truyén tir mot mang sang mang k€ ti€p hoac tir mot vi tri téi vi tri k€ ti€p. Di
liéu bén trong “duong ham” VPN dugc ma hoa va tach roi khoi luu lugng
mang khac. Mot VPN cho két noi site-to-site dugc minh hoa & hinh duéi day.
Trong truong hop nay, luu lugng truyén tir ving A sang viing B duoc bao vé

khi n6 di chuyén trong Internet.
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Bao vé IPsec

Hinh 3.9: Bdo vé bang VPN

Hau hét cac VPN suir dung ngay nay tan dung bo giao thic IPsec. IPsec
duoc phét trién boi IETF (Internet Engineering Task Force), 1a mot khung ctia
nhitng chuidn m& dé dam béo truyén tin riéng qua nhitng mang IP. N6 cung
c4p nhitng ki€u bao vé sau:

- Do tin cay.

- Tinh toan ven.

- Xéc thuc nguodn goc dit liéu.

- Bao vé phan tich luu luong.

Tinh toan ven phi két n6i dim bio mot tin nhan duoc khong bi thay déi
s0 V4i tin gdc. Xac thuc ngudn goc dit liéu dam bao tin nhan duoc gui di tir tac
gia thuc cua né chit khong phai bsi ké gia mao nao khac. Bao vé dung lai
(replay) dam bao cung mot tin khong duoc truyén nhiéu 1an va cdc tin khong
bi x40 tron khi truyén. Do tin cay dam bao nhiing ngudi khac khong thé doc
thong tin trong tin truyén. Bao vé phan tich Iuu lugng ddm bao gidn diép
khong thé xac dinh duoc ngudi dang truyén tin hodc tan s6 hay khoéi luong
truyén tin. Dau ESP (Encapsulating Security Protocol) cung cap tinh riéng tu
va bdo vé chéng lai nhitng thay déi c6 dc y, va header xac thuc (AH-
Authentification Header) bao vé chong lai su thay déi nhung khong cung céap

tinh riéng tu. Giao thitc IKE (Internet Key Exchange) [26] cho phép nhitng
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kho4 mat va nhitng tham s6 c6 lién quan t6i nhitng bao vé khic dugc trao déi
trudc cho mot cudc truyén tin ma khong can ¢6 su can thiép ctia nguoi st
dung.

Viéc su dung IPsec véi WLAN dugc mo ta 6 hinh dudi day:

An toan giao thitc Internet (IPsec)

WEP SEQHTY

AP|
I

,1, -
Thiét bi VPN 7

Client khong day
Hinh 3.10: An toan VPN
Nhu minh hoa & trén, duong 6ng IPsec dugc cung cép tur client khong
day qua AP t6i thi€t bi VPN. Véi IPsec, cac dich vu an toan dugc cung cap &
ting mang clia ngin giao thic. Diéu nay c6 nghia tit ca nhiing ing dung va
nhiing giao thic hoat dong trén tang d6 (vi du trén tang 3) duoc bao vé boi
IPsec. Cac dich vu an toan IPsec 1a doc 1ap véi an toan xuat hién & tang thi 2,
an toan WEP. Véi chién lugc phong thi sau, thi nén c¢6 ca VPN va IPsec. O

hinh trén, VPN ma hod dit liéu duoc truyén tdi va tir mang c6 day.

Mang xi nghiép ) Céng VPN

Hinh 3.11: Bdo vé WLAN bang VPN
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Hinh trén minh hoa mot vi du khiac vé mot mang khong day véi “vat
phtt VPN”. Nhu minh hoa, véi nhitng thiét bi khong day duogc trang bi VPN,
céc client c6 thé két néi an toan t6i mang doanh nghiép thong qua mot cong
VPN. Cic client khong day thiét 1ap nhiing két noi IPsec t6i cong VPN khong
day-bé sung cho hoic thay th€ WEP. Luu y ring client khong day khong can
phan cing dac biét; né chi can dugc cung cdp v6i phan mém client
IPsec/VPN. Céng VPN c6 thé str dung nhitng khod mat ma dugc chia sé trudc
hodc nhitng xac minh s6 (dua trén co s& khoa cong khai) cho xac thuc thiét bi
client khong day. Mot t6 chiic st dung nhitng khoa chia sé trudc cho mot giai
phdap VPN sé phai d6i mat v6i nhitng van dé phan phéi khod tuong tu nhu &
WEP. Ngoai ra, x4dc thuc ngudi sit dung véi mot cong mang riéng 40 VPN c¢6
thé xuat hién viéc st dung dich vu ngudi sit dung quay s0 xac thuc tir xa
(RADIUS) hay nhitng mat khau on time (OTP). Cong mang riéng 4o c6 thé
hoic khong thé c6 mot tudng Ilra tron ven dé gidi han Iuu luong t6i nhitng vi
tri nhat dinh trong mang. Ngay nay, hau hét cac thiét bi VPN c¢6 tuong lira két
hop cuing 1am viéc dé bao vé toan mang khoi truy cap khong dugc quyén va dit
liéu nguoi st dung truyén qua mang. VPN va tuong lira két hop sé tiét kiém
chi phi va giam gdnh nang quan tri. Ngoai ra, céng VPN c6 thé hodc khong
thé c6 kha ning tao mot nhat ky kiém tra moi hoat dong. Mot dau vét kiém tra
1a mot ban ghi theo thit tu thoi gian vé cac hoat dong clia hé thong dé c6 thé
khoi phuc lai va kiém tra chudi cdc moi trudng va cdc hoat dong. Mot nha
quan 1y an toan c6 thé sit dung mot vét kiém tra trén céng VPN dé giam sét su
tuan tha chinh séch an toan va hi€u dugc liéu chi c¢6 nhitng ngudi duge quyén
mdi c6 quyén truy cap vao mang khong day.

Ciing can luu y rang mac du phuong phdp VPN tiang cudng an toan giao
dién truyén trong moi truong khong khi, tuy nhién, phuong phdp nay khong
hoan toan giai quyét van d¢ an toan cho mang doanh nghiép. Vi du, xéc thuc

va cdp quyén cho nhitng tng dung xi nghiép khong phai lic nao ciing dugc
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giai quyét bang giai phdp an toan nay. Mot so thi€t bi VPN c¢6 thé sir dung
nhitng chinh sdch ngudi sir dung cu thé yéu cau xdc thuc trudc khi truy cap t6i
nhiing ung dung mdc xi nghiép. Cdc co quan mong muon tim ki€m su ho tro
trong viéc phat trién mot chién luge an toan mic xi nghiép tong thé.

D6i v6i nhitng mang cuc bo khong day khi nhitng 16 hong cia WEP
tinh bi khdm ph4, VPN da nhanh chéng duoc dua ra nhu 1a mot cich dé dam
bao an toan dit liéu truyén qua mang WLAN. VPN la mot giai phap cuc ky tot
dé dam bao an toan khi truyén dit liéu trén mot mang c6 nhiéu ké thu nhu
Internet (mac du chat lugng cua nhiing thuc thi VPN la khong giéng nhau).
Tuy nhién, né khong can thiét 12 giai phdp tot nhit dé ddm bao an toan cho
nhitng WLAN noi bo. D6i véi loai ting dung nay, mot VPN dua ra it hon hoac
khong dua ra tinh chat an toan bé sung gi so v6i nhitng giai phdp 802.1x trong
khi d6 lai 1am ting mot cadch dang ké do phiic tap va chi phi, giam kha ning sir
dung.

Luu y: diéu ndy khong giong véi viec st dung VPN dé dam bao an
toan Iuu lugng truyén qua nhiing hotspots. Viéc bao vé dit liéu mang cla
nhitng nguoi st dung két n6i qua nhitng mang tir xa la mot st dung VPN hop
1y.

3.6.1. Nhiing uu diém sit dung VPN bao vé WLAN

- Hau hét céc t6 chiic di c6 mot giai phap VPN duoc trién khai do vay
nhiing nguoi st dung va nhan vién IT s€ thdy quen véi phuong phap nay.

- Bao vé dit licu VPN thuong st dung ma hod phan mém cho phép
nhitng thuat todn duoc thay doi va cap nhat mot cdch dé dang hon ma ho4 dua
trén co s& phan cung.

- Ban c6 thé str dung phén ciing véi chi phi thdp hon boi vi bdo vé VPN

la doc lap vé6i phan cing WLAN.
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3.6.2. Nhuoc diém str dung VPN

- VPN thiéu tinh trong sudt nguoi st dung. Nhiing client VPN thuong
yéu ciu ngudi st dung khdi tao bang tay mot két néi t6i may chu VPN; do dé,
két noi nay s€ khong bao gio trong sudt nhu mot két noi hitu tuyén. Nhiing
client khong phai Microsoft ciing ¢ thé khoi dong cho nhiing xdc minh ding
nhap tai két n6i ngoai mang chuin hay diang nhap mién. Néu nhu VPN ngit
két noi, do mot tin hiéu WLAN ngheo nan hay do nguoi sit dung roam gitta
cac AP, nguoi st dung s€ phai két ndi lai.

- Do két n6i VPN chi la khéi tao nguoi st dung, mot mdy tinh gia mao
khong dang nhap s& khong thé két noi t6i VPN. Do d6, mot mdy tinh khong
thé bi quan Iy tir xa hay bi theo ddi tir xa trir khi mot ngudi st dung da dang
nhap vao. Nhiing thiét 1ap GPO (Group policy object) may tinh nhat dinh, nhu
nhitng ma khdi dong va mdy tinh dugc gan phan mém s& khong bao gid duoc
ap dung.

- Nhitng hién tugng roaming, nhitng ma dang nhap, va phan mém dugc
trién khai t6i ngudi sit dung sit dung GPO ¢6 thé khong lam viéc duoc nhu
mong doi. Trir khi nguoi sit dung lua chon dé diang nhap st dung két noi VPN
tr khoi dong dang nhap Windows, may tinh s€ khong két noi t6i LAN lién
hop cho dén sau khi ngudi sit dung da dang nhap va khoi dong két néi VPN,
V6i mot client VPN khong phai Microsoft, khong thé thuc hién mot ding
nhap mién day du qua mot két noi VPN.

- Su khéi dau lai tir ch€ do standby hay ché do nghi khong tu dong thiét
lap lai két n6i VPN; ngudi st dung phai thuc hién diéu nay bang tay.

- Mac du dir liéu bén trong duong ham VPN dugc bao vé, VPN khong
dua ra su bao vé cho ban than WLAN. Mot ké tan cong van c6 thé gia nhap
vao WLAN va ¢6 ging tham do hay tan cong bat ky thiét bi nao dugc gan téi
WLAN.



119

- Nhitng mdy chi VPN ¢6 thé tr& thanh mot nit ¢6 chai. Tt ca client
WLAN truy cap t6i LAN lién hgp dugc chuyén qua mdy chi VPN. Nhiing
thi€t bi VPN phuc vu mot s6 luong 16n nhitng client tir xa toc do thap; do vay,
hdu hét cdc cong VPN sé khong thé doi mat voi hang chuc hay hang tram
client chay & toc do LAN tdi da.

- Chi phi cho viéc bd sung phan cing va quan 1y nhitng thiét bi VPN
chic chan cao hon nhiéu mot gidi phap WLAN don thuidn. Mdi mot ving s&
phai can t6i may chu VPN cua chinh n6 ngoai nhitng AP WLAN.

- Nhitng phién VPN thién vé ngat két noi khi nhiing client roam giita
nhitng AP. Mic du nhiing ting dung s& thudng phai chiu mot ngat két noi tam
thoi khi chuyén mach nhitng AP khong day, nhitng phién VPN s& thuong
xuyén bi phd v&, yéu cdu ngudi sir dung tai két ndi lai bang tay.

- Chi phi ctia mdy chu VPN va nhitng cdp phép phan mém client, ciing
nhu chi phi trién khai phdn mém, c6 thé 12 mot van dé véi nhitng gidi phap
VPN khong phai 1a Microsoft. Ban ciing ¢ thé phai quan tam tdi twong thich
phan mém client VPN bai nhitng client khong phai Microsoft thuong thay thé
chiic nang Windows chinh.

Nhiéu nha phan tich va nha san xuét cho rang an toan VPN thuong tot
hon an toan WLAN. Mic du diéu nay 1a ding cho WEP tinh, nhung khong
hoan toan vé6i nhitng giai phdp dua trén co s& EAP 802.1x. Nhitng phuong
phdp xdc thuc VPN, cu thé, thudng kém an toan hon va khong manh hon. Vi
du, nhiing giai phap WLAN dugc hé trg boi Microsoft sit dung cting phuong
phap xac thuc EAP giong nhu nhitng phuong phap VPN cua n6 (EAP-TLS va
MS-CHAP v2). Nhiéu thuc thi VPN, dac biét 1a nhiing thuc thi dua trén co sG
ché do dudng ham IPsec, st dung xdc thuc khod chia sé (mot mat khau
nhom). Diéu ndy tao ra nhitng 16 héng an toan nghiém trong giong nhu WEP

tinh.
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Mot VPN khong lam diéu gi dé dam bdo an toan cho ban than WLAN.
Maic du di liéu bén trong nhitng duong ham VPN la an toan, bét ky ai van c6
thé xam nhap vao WLAN va c6 ging tan cong nhiing client hop phap va
nhing thiét bi khac trén WLAN.

VPN phi hop nhét dé dam bao an toan cho luu lugng truyén qua nhitng
mang cong cong, & dé ngudi sit dung dang két n6i qua mot két ndi bang thong
rong gia dinh hoac tu mot hotspot khong day. Tuy nhién, VPN chua bao gio
duoc thiét k&€ dé dam bdo an toan luu lugng mang trén nhitng mang bén trong.
D6i v6i hau hét céc t6 chic, VPN trong vai trd clia né s& qia cong kénh va
han ché€ vé mit chiic nang cho ngudi st dung va qud dat do va phic tap cho
phong IT dé c6 thé duy tri né. Trong nhitng trudng hop ngoai 1¢ & d6 an toan
cao hon cho mot két néi cu thé hay kiéu luu luong cin thiét, diéu ndy cé thé
duoc cung cap bai mot duong ham VPN hoac ché do van tai IPsec ngoai bao
vé WLAN don thuan.
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CHUONG 4: TRIEN KHAI WLAN AN TOAN TRONG MOI

TRUONG GIAO DUC

4.1. Vai tro tiem nang caa WLAN trong gidao duc

Mang cuc bd dua trén cong nghé khong day s€ dong mot phan quan
trong trong viéc phat trién co s& ha ting cong nghé thong tin tai cdc trudng
cao dang va dai hoc trong mot vai nam t6i. N6 dac biét hitu ich d6i vé6i nhitng
moi truong gido duc mong muén md& rong hé thong mang hién hanh cta ho
sang cac khu vuc méi xay dung, boi vi cong nghé WLAN chéc chin sé 1a mot
céch thitc hiéu qua nhat vé chi phi cho viéc mé rong hé thong mang ciing nhu
kéo theo no 1a su gia tang dong thoi s6 luong ngudi sir dung.

Ngoai nhiing 1oi ich vé mat kinh t€, WLAN ciing cung cap cap tinh co
dong hon so v6i LAN hitu tuyén vi nhiing 1y do sau:

Thit nhat, WLAN cung cap tinh co dong vat ly, boi vi bat ky dau trong
khong gian gido duc ngudi st dung 1am viéc, ho van c6 thé sir dung hé thong
mang. Vi mot mang hitu tuyén, diéu nay chi cé thé thuc hién duoc bing cich
phai quyét dinh vi tri dat may tinh va cai dat nhiing socket mang tai noi do.
Thudng viéc sit dung khong gian thay déi theo thoi gian, va khi d6, véi trién
khai hitu tuyén ta phai dat lai duong cdp, con d6i v6i cong nghé khong day
diéu nay khong can thiét, n6 hoan toan c6 thé dp tng dugc truéc nhitng thay
doi do.

Thit hai, v6i mot mang hitu tuyén, s6 lugng t6i da ngudi sit dung phai
dugc xdc dinh khi khong gian dugc lap day dan va s6 lugng phit hop nhitng
socket mang dugc cai dat. Diéu nay dong nghia véi viéc c¢é qua nhiéu socket
mang dugc cai dit, dan dén ton kém tién bac, va khi cau vugt qua cung mot s
ngudi sit dung khong thé st dung mang. Vi mot mang khong day, mac du
hiéu nang mang ciling s€ giam khi lugng st dung tang, trir khi c6 mot nhu cau

rit cao tit ca nguoi sit dung cung truy cap mang.
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Thit ba, mang khong day c6 thé dén vdi nhitng noi ma mang hitu tuyén
khong thé dén dugc, nhu nhitng pham vi ngoai troi, do tin hiéu c6 thé bao
trum & pham vi hang tram mét tir cac toa nha.

Viéc trang bi hé thong mang khong day & khu truong dai hoc cho ta kha
nang tuong tac nhiéu hon gitta nhitng gido vién va nhitng sinh vién. Ho c6 thé
truy cép thong tin va nhiing ing dung mang dé dang hon, & bat ky dau trong
khuon vién cua truong. Ngoai ra, né con khuyén khich sir dung nhitng may
tinh xach tay cé trang bi cong nghé khong day cua chinh sinh vién, lam tang
kha nang hoc tap nghién cttu cua ho cling nhu khong gian hoc tap khong bi go
bé trong 16p hoc ma van dat hiéu qua cao.

Gido vién
Nhiing bai giang va thong tin

2\

Thu vién N . Quan tri
Séch dién tir va thong tin truc tuyén Co s ha tang WLAN Nhiing ban ghi va thong tin
Sinh vién

Hoc truc tuyén va thong tin

Hinh 4.1: Truy cdp thong tin cé thé thuc hién bdt ky dau trong khuon vién voi
cong nghé WLAN

4.2. Lua chon giai phap an toan WLAN cho khu truong hoc

Ngoai nhitng thuan loi néu trén cia WLAN, ciling giong nhu véi bat ky
cong nghé mdéi nao khac, WLAN ciing c6 nhitng van dé di kém véi né nhu
kha niang ddp ung truc nhitng thay d6i nhanh chéng vé nhiing chuin cong
nghé WLAN; van dé chia sé dai thong; va van dé an toan.

An toan 1a mot van dé quan trong trong WLAN, tuy nhién khong cé

nghia 1a khong thé trién khai WLAN vi n6 hong hon so v6i LAN hitu tuyén.
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Bat ky mang nao déu c6 nhitng nguy co an toan tiém 4n néu nhu ching ta
khong chi y t6i viéc bao vé né trude nhitng tdn cong. Daoi véi ting moi trudng,
muc dich st dung cu thé, can lua chon giai phdp an toan phu hop.

Trude day, doi véi nhiing thi€t k&€ WLAN cho mot khu (campus) nao
do, khong thé cung cidp roaming két ndi lién tuc giita nhitng toa nha, dic biét
khi VPN duoc sir dung dé dam bao an toan WLAN. Viéc roaming giita cdc toa
nha yéu cdu tuong tdc ngudi stt dung & dang treo va bat ddu lai nhitng ing
dung khi ho di chuyén tir toa nha nay sang tod nha khéc. Chinh vi thé, WLAN
thuong dugc xay dung trén mot subnet duy nhat.

Nguoi str dung
tur xa v6i Client
VPN

:

B subne

DMZ

Hinh 4.2: Topo mang WLAN truyén thong — tdch roi nhitng nguoi sit dung
khong ddy sit dung mot subnet duy nhdt.
Tuy nhién, hién nay chiing ta c¢6 thé thiét k&€ dich va WLAN bao pht
toan bo khu nha bang hoé trg IP di dong [27], mot chuén s& cho phép roaming

gifta c4c toa nha.
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Subnet hitu tuyén Subnet khong day W E

N

p
i Trung tam dit liéu hay ‘ Internet i '
E L ! (e l:.d closet hitu tuyé'n //‘3,_
(et -:}
| —

Ry DMZ

it . I&#_-““&
E_ | |'L |:I i
=g = Quin I
"""""""""""" Subnet khong day Tang cuong chinh sach B UL ‘ Nguoi sir dung tir

] ma ho4, xac thuc, kiém xa véi client VPN
% soat truy cap — -—i‘i‘ﬁ
g z Nhitng may chi chinh | —= ﬂ
_ O | sach/xac thuc
I:[ Nhitng ing dung xi nghiép ———
Subnet hitu tuyén va nhitng may chu dir licu =

Hinh 4.3: Topo mang WLAN voi nhitng phdn doan mang khong ddy va co day

dan xen, két hop chdt ché vdi nhitng mdy chu chinh sdch va xdc thuc

V6i su phat trién ctia cong nghé WLAN trong giai doan hién nay, sit
dung cong nghé VPN cho ma hod manh gitta WLAN va mang lién hop cung
Vi trién khai x4c thuc dé hd tro kiém sodt truy cap sé cung cap cho ta miic do
an toan tot nhat. Pay ciing chinh 12 giai phap dugc trién khai hdu hét & céc
trudong dai hoc trén thé gi6i co trién khai WLAN.

Nhiing chuin an toan WLAN dang néi lén hién nay, nhu TKIP va
nhitng chuén tuong lai, nhu chudn ma hoa AES trong 802.11i s& 1a mot giai
phdp lau dai dé dam bao an toan WLAN ma khong can dén ma hoa VPN.

4.3. Pé xuat thuc thi WLAN an toan tai truong ky thuat nghiép vu
cong an.

Hién nay, muc dich trién khai WLAN tai trudng ky thuat nghiép vu
cong an la m& rong hé thdng mang hitu tuyén hién cé sang cac khu vuc khac

trong khuon vién ctia Trudong ma khong can phai thuc hién thiét k& va trién
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khai dudng cdp mang. Sir dung cong nghé WLAN sé gitip giam bét chi phi lap
dat, m& ra kha nang néi mang giita nhitng toa nha hoac gilta cic tang trong
mot tod nha khé trién khai cdp, hodc phai thuc hién nhitng phd d& vé xay
dung, kién tric..

Khi trién khai WLAN phai giai quyét hai van dé an toan co ban , d6 la:

- Xac thuc (ngudi st dung va thiét bi).

- Bao mat thong tin trén dudng truyén.

Trién khai WLAN v6i muc dich m& rong hé théng mang LAN vin
phong va hé thong mang LAN thuc tap chuyén nganh.

D6i v6i hé thong mang van phong c6 thé sir dung nhitng bién phdp an
toan WLAN co ban nhu da dé cap 6 trén nhu sir dung WEP tinh, loc.., hoic c6
thé sir dung giai phdp an toan t6t hon nhu WPA & ché do PSK.

boi v6i hé thong mang thuc tap chuyén nganh, do dac thl, cac bién
phdp bao vé vat 1y duoc chi y hang ddu dé dam bdo an toan thié€t bi mang.
Ngoai ra van dé bao mat luu luong mang (bao mat thong tin truyén trong
khong khi) ciing 12 quan tam chinh khi trién khai WLAN cho mang nay. Sir
dung k¥ thuat mat ma manh dé ma ho4 thong tin truyén trén mang 1a mot bién
phdp dam bao an toan t6t nhat. C6 thé st dung mat ma khod d6i xiing, véi co
s& ha ting khod ma hod/giai ma sin c6, cung cap cho bén truyén va bén nhan
tin dé thuc hién ma hod/giai ma file truyén/nhan. Khi d6 trén cac client s&
dugc cai dat phan mém ma hod giai ma file.

Phan phu luc s€ trinh bay mot chuong trinh phdn mém minh hoa ma

hod/giai ma file st dung mat ma khoa doi xung.
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KET LUAN

Mang WLAN s€ la cong nghé mang cuta tuong lai. Tuy nhién, do tinh
chat md clia mang nay, van dé€ an toan ciing can dugc dat 1én hang dau.

Hién nay nhitng cong nghé an toan nhu WEP, loc.. dugc xem la nhiing
cong nghé an toan co sO, duoc trién khai cho WLAN tir thoi ky béat ddu cua
mang nay. Cong nghé mang riéng ao VPN va 802.1x duoc xem la cong nghé
an toan dang duoc 4p dung trién khai tai thoi diém hién tai, va nhiing cong
nghé nhu 802.11i va WPA chinh 1a su lua chon cua tuong lai khi thuc hién
trién khai WLAN. Tuy nhién, viéc Iua chon cong nghé an toan nao la phu hop
hoan toan phu thuoc vao timg muc dich an toan cu thé. Doi v6i moi trudng
mang yéu cau tinh bao mat cao (nhu bao méat thong tin qudc gia) thi can lua
chon giai phap an toan cé st dung ky thuat mat ma va xac thuc ngudi dung
manh.

Qua tim hiéu vé mang WLAN va nhitng van dé an toan cho mang nay
t0i nhan thdy trong twong lai khong xa, viéc xay dung du 4n trién khai cong
nghé WLAN an toan cho truong dai hoc ky thuat cong an nhan dan la hoan
toan c6 thé thuc hién dugc. D6 ciing chinh 12 mot phan trong dinh huéng

nghién cttu ti€p theo cua luan van.
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PHU LUC CHUONG TRINH MA HOA/GIAI MA FILE
Chuong trinh ma héa/giai ma File st dung ky thuat ma dong doéi xung.
File trudc khi truyén dugc ma héa biang mot khod mat ma nham dam bdo an
toan thong tin trén dudng truyén. Tai noi nhan, s& sitr dung khod tuong tu dé
giai ma. Chuong trinh hé tro ma hoa file nén (Winzip); st dung phuong phap
mat ma tang cuong MD5 va SHA dé€ bam khod, dam bdo an toan cao. Dudi
day 1a mot s6 phan trong chuong trinh dugc xay dung trén ngdn ngit 1ap trinh
VB 6.0.
sk ks sk sk sk sk sk sk sk Rk sk sk Rk sk sk ok ok sk sk sk ok
Phan ma hoa/giai ma dung thuat toan ma dong doéi xing
skske sk sk sk sk sk sk sk sk sk sk sk sk ske sk sk sk sk sk sk sk sk ske sk sk sk sk sk sk skeske sk skeske sk sk sk sk ske sk sk
'Khoi tao thudt todn
Public Sub RC4ini(Pwd As String)
Dim temp As Integer, Aini As Integer, bini As Integer
'Luu khod trong madng byte
bini =0
For Aini =0 To 255
bini = bini + 1
If bini > Len(Pwd) Then
bini = 1
End If
kep(Aini) = Asc(Mid$(Pwd, bini, 1))
Next Aini
'Khdi tao S-box
For Aini =0 To 255
s(Aini) = Aini
Next Aini
bini =0
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For Aini =0 To 255
bini = (bini + s(Aini) + kep(Aini)) Mod 256
" Swap( S(1),5() )
temp = s(Aini)
s(Aini) = s(bini)
s(bini) = temp
Next Aini
End Sub
'Chi su dung thu tuc nay cho nhiing text ngan
Public Function EnDeCrypt(plaintxt As String) As String

Dim temp As Integer, rccounter As Long, i As Integer, j As Integer, k
As Integer

Dim TempArray() As Byte
Str2ByteArray plaintxt, TempArray
For rccounter = 1 To UBound(TempArray)
1=(1+ 1) Mod 256
J=( 4+ s(1)) Mod 256
Swap( 5(1),5(j) )
temp = s(i)
s(i) = s())
s(j) = temp
'Tao k byte khod
k = s((s(i) + s(j)) Mod 256)
'Bytebdnré xor Bytekhod
TempArray(rccounter) = TempArray(rccounter) Xor k
Next rccounter
EnDeCrypt = StrConv(TempArray, vbUnicode)

End Function
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Private Sub EnDeCryptfile()
Dim eNr As Integer
Dim DNr As Integer
Dim Answer As Integer
Dim dCount As Double
Dim dRest As Double
Dim sTemp As String
Const CPY_BUFFER = 10240
On Error GoTo Error
'Thiét lap bo dém Set-Box vé 0
i=0:j=0
If olefile = "" Then
path = SaveDialog(Me, "*.*", "Lua chon file de ma hoa/giai ma",
App.path)
Else
path = olefile
End If
If path = "" Then
txtpwd.SetFocus
Exit Sub
End If
'In mot text trang thdi
Form1.Caption = "Dang xu ly file"
'Disable the Mousepointer
MousePointer = vbHourglass
'Xod man hinh

Form1.Refresh
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If Winzip And encrypt Then
Call Zip
End If
eNr = FreeFile
DNr = FreeFile + 1
Open path For Binary As eNr
If LOF(eNr) = 0 Then
Close eNr
GoTo Error
End If
If encrypt Then
'Néu nhu dd cé file thi canh bdo nguoi st dung
If FileExist(path + ".enc") Then
Answer = MsgBox("File " & path + ".enc da co - tiep tuc?",
vbYesNo, "Loi")
If Answer = vbYes Then
SetAttr path + ".enc", vbArchive
Else
'Enable the Mousepointer
MousePointer = vbDefault
'San sang!
Form1.Caption = StatusCaption
'Thiét lap Focus
txtpwd.SetFocus
Exit Sub
End If
End If
Open path + ".enc" For Binary As DNr
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Else
path = Left$(path, Len(path) - 4)
'Néu nhu dd co file nay roi thi canh bdo nguoi sit dung
If FileExist(path) Then
Answer = MsgBox("File " & path + " da co - tiep tuc?", vbYesNo,
"Loi")
If Answer = vbYes Then
SetAttr path, vbArchive
Else
'Enable the Mousepointer
MousePointer = vbDefault
'San sang!
Form1.Caption = StatusCaption
'Thiét lap Focus
txtpwd.SetFocus
Exit Sub
End If
End If
Open path For Binary As DNr
End If
'Bdam khod (MDS5 hodc SHA)
If Hash_Sel = "MD5" Then
Call md5_hash_msg(txtpwd.Text)
sign_msg = Trim(Str(Context.State(1))) + Trim(Str(Context.State(2)))
+ Trim(Str(Context.State(3))) + Trim(Str(Context.State(4)))
Else 'Default Setting
Call sha_hash_msg(txtpwd.Text)
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sign_msg = Trim(Str(bufA)) & Trim(Str(bufB)) & Trim(Str(bufC)) &
Trim(Str(bufD)) & Trim(Str(bufE))
End If
'Khoi tao nhiing S-Box chi mot lan cho mét file (vdi bam khod)
RC4ini (sign_msg)
'Poc file va ma hod
'Néu nhu file lon hon 10Kb
If LOF(eNr) > CPY_BUFFER Then
sTemp = Space(CPY_BUFFER)
dCount = Int(LOF(eNr) / CPY_BUFFER)
dRest = LOF(eNr)
Fori=1 To dCount
Get eNr, , sTemp
Put DNr, , EnDeCrypt(sTemp)
dRest = dRest - CPY_BUFFER
Next i
sTemp = String(dRest, " ")
Get eNr, , sTemp
Put DNr, , EnDeCrypt(sTemp)
'"Néu nhu file nho hon hodc bang 10 Kb
Elself LOF(eNr) <= CPY_BUFFER And LOF(eNr) > 0 Then
sTemp = Space(LOF(eNr))
Get eNr, , sTemp
Put DNr, , EnDeCrypt(sTemp)
End If
sTemp = Empty
Close eNr
Close DNr
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Close 1
Close 2
If FileExist(oldzipname) And encrypt Then Kill oldzipname
'Tao con tré chuot
MousePointer = vbDefault
'San sang!
Form1.Caption = StatusCaption
'Thiét lap Focus
txtpwd.SetFocus
Error:
End Sub
Private Sub Zip()
Dim zipname As String
'Kiém tra xem file da duoc nén chua
If InStr(path, ".zip") > 0 Then GoTo Error
If InStr(path, ".") > 0 Then
'Xod bé sung md rong cii .zip

zipname = Chr(34) + Left$(path, Len(path) - 3) + "zip" + Chr(34) + "

oldzipname = Left$(path, Len(path) - 3) + "zip"
Else
'"Néu nhu file khong cé bo sung mao rong .zip
zipname = Chr(34) + zipname + ".zip" + Chr(34) + " "
oldzipname = zipname + ".zip"
'Kiém tra xem dd cé file nén chua
If FileExist(oldzipname) Then

MsgBox "Da co mot file duoc nen: " + oldzipname, vbOKOnly,
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GoTo Error

End If
End If
'Khaoi dong Winzip
ShellAndWait Winzippath + " " + zipname + Chr(34) + path + Chr(34)
'Tén file nén
'File dé nén
'Luu duong dan mdi bdi vi bdy gio muén ma hod file nén!
If FileExist(oldzipname) Then

path = oldzipname
Else

MsgBox "Khong the nen file...", vbOKOnly, "Loi!"
End If
Error:

End Sub

'Dung cho Drag and Drop
Private Sub Encryptb_OLEDragDrop(Data As DataObject, Effect As
Long, Button As Integer, Shift As Integer, X As Single, y As Single)
Dim filecounter As Integer
For filecounter = 1 To Data.Files.Count
If (GetAttr(Data.Files.Item(filecounter)) And vbDirectory) = 0 Then

olefile = Data.Files(filecounter)
encrypt = True
Call check
End If

Next

End Sub
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Private Sub Decrypt_OLEDragDrop(Data As DataObject, Effect As

Long, Button As Integer, Shift As Integer, x As Single, y As Single)

toan"

Dim filecounter As Integer
For filecounter = 1 To Data.Files.Count
If (GetAttr(Data.Files.Item(filecounter)) And vbDirectory) = 0 Then

olefile = Data.Files(filecounter)
encrypt = False
Call check
End If

Next

End Sub

Private Sub check()
'Kiém tra 16i
If txtpwd.Text = "" Then
MsgBox "Ban can nhap khoa de ma hoa hoac giai ma", 0, "Loi!"
txtpwd.SetFocus
Exit Sub
Elself Len(txtpwd) < 8 Then
MsgBox "Ban nen su dung khoa dai hon 7 ky tu!", 0, "Canh bao an

End If

If Verify Then
Ok.Visible = True
Cancel.Visible = True
temp = txtpwd

txtpwd =
txtpwd.SetFocus
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Form1.Caption = "Xac thuc khoa!"

Else

Call EnDeCryptfile
End If
End Sub

'Dung cho xdc thuc khod

Private Sub Ok_Click()

If temp = txtpwd Then
Ok.Visible = False
Cancel.Visible = False
Call EnDeCryptfile

Else
Ok.Visible = False
Cancel.Visible = False
Form1.Caption = StatusCaption
txtpwd ="
txtpwd.SetFocus
Exit Sub

End If

Form1.Caption = StatusCaption

End Sub
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