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- Lugin van thac si Khoa hoc: Nghién ciru vé mang lwu triv va dé xudt phwong dn mang lwu triv
urng dung cho Tong Cong ty Bdo hiem Viét Nam -

1.OI CAM ON

Trong loi dau tién cia ludn vin Thac si khoa hoc nay, em muon guri
nhitng loi cam on va biét on chan thanh ciia minh t6i tat ca nhitng nguoi ho
tro, gitlp d& em vé chuyén mon, vdt chdt va tinh than trong qud trinh thiee hién
Ludgn van.

Trudc hét, em xin chdn thanh cam on thay gido Tién st Trinh Van Loan
nguoi da truc tiép hudng dan, nhdn xét, giip dé em trong suot qud trinh thire
hién luan van.

Em xin chdn thanh cam on cdc thdy, c¢é gido trong khoa Cong nghé
Thong tin, B6 mén Ky thudt Mdy tinh, Trung tdm dao tao va béi dwong sau dai
hoc va cdc thay cé trong Truong Pai hoc Bdch Khoa Ha Ni, nhifng nguoi
da day do, chi bao em trong suét nhiing ndm hoc tdp tai truong.

Cudi cing, em xin bay 16 long biét on t6i gia dinh, nhitng nguoi ban
than va cdc ban dong nghiép da giip do, dong vién em trong sudt qud trinh
hoc tdp va lam lugn van 16t nghiép.

Do thoi gian thye hién cé han, kién thire chuyén mon con nhiéu han ché
nén lugn van em thuc hién chdc chén khong trdnh khéi nhitng thiéu sét nhat
dinh. Em rat mong nhdn dwoc ¥ kién déng gdp ciia thdy cé gido va cdc ban.

Em xin chan thanh cam on!

Ha Noi,ngay 15 thdng 11 nam 2006
Hoc vién

Hoang Dwong Thinh

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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- Lugin van thac si Khoa hoc: Nghién ciru vé mang lwu triv va dé xudt phwong dn mang lwu triv
urng dung cho Tong Cong ty Bdo hiem Viét Nam -

MO DAU
Trude ddy hé théng mdy tinh 16n thuong duoc sir dung dé quan 1y tap trung
cdc dich vu dir liéu. O nhitng hé théng nay thiét bi luu trir duoc gfm truc tiép vao
cdc kénh vao/ra cia mdy chii. Mdy chu doc quyén truy xudt va quan Iy tat ca thiét bi
luu trir gan truc tiép vao chiing. Khi d6, cdc ing dung hodc cdc mdy tram chi c6 thé

truy xuat dir liéu mot cach gidn tiép thong qua mang.

Workstation Laptop

Network & LAN

[T

Disk array Disk array

Hinh 1 - M hinh thiét bi luu trir gan truc tiép

e
ALY

M hinh “thiét bi luu trit gén truc tiep” hoat dong hi€u qua trong mot thoi gian
dai, dac biét trong mdi truong xi nghi¢p vira va nhd. Tuy nhién khi 4p dung md hinh
nay cho cac doanh nghiép 16n (doanh nghi¢p dang str dung cic ting dung c6 lugng
dir liéu luan chuyén 16n va c6 nhiéu yéu cau dic biét) thi md hinh trén boc 16 nhiéu
diém han ché:

Kha niang mé rong: S6 thiét bi gan truc tiép vao kénh vio ra ciia mdy chu

thudng bi gidi han boi mot s cd dinh. Vi du nhu kénh SCSI gidi han 16 thiét

bi trén mot kénh ké ca thiét bi diéu hop. Khi d6, dung luong dir liéu luu trix
cling bi gidi han theo.

Hiéu ning thyc thi: Cdc thiét bi luu trit chia sé bang thong trén kénh vao ra

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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ma ching gan vao. Do vdy, khi gan thém thiét bi luu trit vao mot kénh s& 1am
giam hi€u nang thuc thi.

Gi6i han vé mit khoang cach: Khong gian dat thiét bi luu trit bi rang budc
nhat dinh vé khoang cdch, dic biét trong cdc kénh giao tiép song song. Nhiam
dam bdo hi€u nang thuc thi va k¥ thuat tin hi¢u di¢n, cdc kénh vao ra c6 do dai
t6i da thuong chi vai mét.

Kha niing siin sang: Ngudi quan tri phai tat hoat dong ctia toan bo chudi thiét
bi trén mot kénh khi mudn bd sung, loai bo hay cau hinh lai hé thong luu tri.
biéu nay anh hudng dén su hoat dong lién tuc ctua hé théng.

Bio vé dir liéu: Khi c6 nhiéu mdy chi, chi phi cho thiét bi sao luu dit liéu ting
nhanh dong thoi viée quan tri cang phirc tap do phai sao luu dit liéu trén timg
mdy chu riéng biét. Ngoai ra, viéc sao luu thong qua mang cuc by s€ anh
hudng dén hoat dong ctia mang doanh nghiép trong mot thoi gian dai.

Hiéu qua: Khé phan phéi lai khong gian luu trir do mdi mdy chu quan 1y hoat
dong cua cac thiét bi mot cach riéng biét. Pidu nay dan tdi hau hét céc cong ty
phai mua b6 sung thiét bi cho mdy chu nay trong khi mdy chu khéc con nhiéu

khong gian luu trit chwa ding dén.

Nhirng han ché ctia m6 hinh “thiét bi luu trit két ndi truc tiép” ciing chinh la
nhitng 1y do thic ddy cong nghé luu trit di sang mot thé hé méi, thé hé “mang luu
trir”. Mang luu trit ¢6 tiém ning dugc tmg dung rong rdi béi nhimg wu diém sau:

- Mang luu trit dua ra kha ning md rong, cho phép két ndi hang ngan thiét bi

luu trir phan tan trong pham vi rong 16n.

- Mang luu trir cho phép luu chuyén dit lidu giita cdc thiét bi luu trir ma
khong chiém dung bang théng cia mang cuc bo va khéng phai trung
chuyén qua nhitng mdy chil.

- Mang luu trit cho phép cau hinh lai hodc bao tri hé théng luu trir ma khong

yéu cau dimg hoat dong ctia ca hé thong.

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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- Mang luu trit cung cAp mot giai phdp quan 1y tip trung nang lyc luu trir.

M4y nim gan diy, thi truong SAN dat mic ting truéng cao nhd sy hd tro va
da dang héa cdc giai phdp két ndi. Theo thong ké cta cta to chic Gartner Group’s
Dataquest, chi riéng thi truong Nhat ban da dat doanh thu 7.2 ty d6 la my va dat
mirc tang trudng 17.5% trong ndm 2005. Cong nghé SAN da dugc 4p dung & nhiéu
nude trén thé gioi. O Viét Nam, cong nghé SAN méi gy duoc sy quan tim trong
thoi gian gan ddy va méi bude dau duoc tng dung.

Luan vin tip trung nghién ctru céng nghé SAN, tinh hinh phat trién SAN trén
thé gidi va kha nang ung dung cong nghé SAN tai Viét Nam, qua d6 xay dung giai
phdp thich hop luu trit khdi lwong dit lidu 16n tai mot doanh nghiép cu thé. Cau triic
luan van bao gom:

Phan: “M& dau” gi6i thiéu vé su hinh thanh cong nghé luu trir SAN, nhiing
tiém nang ctia SAN.

Chuong 1: “Mang luu trit - SAN”. Téng quan hé thong mang luu trir: cdc khéi
niém co ban, céc thanh phan chinh, cic tmg dung trong mang SAN, viéc quan Iy va
khai thdc mang SAN.

Chuong 2: “IP SAN”. Phén tich chi tiét hai giao thirc iFCP va iSCSI. Céc giao
thirc nay s& dugc sir dung 1am co so phat trién cong nghé SAN dya trén nén tang IP.

Chuong 3: “Ung dung SAN giai quyét bai todn thuc tién”, thiét ké mang luu
trir giai quyét bai todn luu trit khéi luong dir lidu 16n ciia Téong Cong ty Bao Hiém
Viét Nam ( Bao Viét).

Cubi cing, phan: “Két luan” tong hop lai nhimg nghién ctu chinh cia ludn
van, giéi thiéu mot s hudng phat trién va nhitng khic phuc mot sé nhitng han ché

hién tai cua SAN.

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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CHUONG 1: MANG LUU TRU - SAN

1.1. Mang luu trir 1a gi?

Mang luu trit SAN (Storage Area Network) dugc dinh nghia 1a mét mang danh
riéng lién két giira cdc mdy chua va thiét bi luu trix [6]. N6 ¢6 cdu trilc twong ty mang
cuc b (LAN) nhung tich biét khoi mang cuc bd. Mdy chu va cac thiét bi luu trtr goi

la céc nit (node) trong mang luu trir. So dd mang luu trlr dugc thé hién qua hinh 2

Desktop Workstation Laptop computer
[ ]
= = !
Network & LAN

"

Main frame

Server

Storage Area Network

— N
= ————
1 D[l
=

=

— ] ——

OO

Disk array Tape drive Disk array
Hinh 2 - So d6 mang luu trix
Mang luu trit 12 gidi phdp méi két ndi cdc thiét bi luu trir véi mdy chi. SAN sir
dung nhiing tién bo trong cong nghé mang nham nang cao biang thong, hiéu ning
thyc thi va d6 san sang cao cho hé théng luu trir [6]. Mang luu trtr dugc su dung dé
két ndi: cac mang dia dugc chia sé¢ (Shared Storage Array), cic cum mdy chu
(Cluster Server), céc dia hay b bang tir cia may tinh 16n (MainFrame Disk or Tape)

v6i cdc may chi hodc mdy tram. Pon gidan, mang luu trir [a mot mang thong thuong

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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dugc tao nén tur giao di€n céic thiét bi luu trit.

Do mang luu trit tich biét v6i hé thong mang théng thuong nén khi hoat dong
s& khong chiém bang thong cia hé thong mang. Mang luu trir thé hién mot hudng
chia sé khong gian luu trit méi, cho phép nhiéu mdy chu ciing chia s¢ mot khong
gian luu trit. Mang Iuu trit ho trg ba kiéu trao doi dit liéu:

- Mady chu téi thiét bi luu trir: 1a kiéu két ndi truyén thdng, mang luu trit c6
vu diém 16n 1a cho phép nhiéu mdy chu truy xuat tudn tu hodc cing liic toi
mot thiét bi luu tri.

- Mady chu téi mdy chu: sir dung mang luu trit 1am duong truyén thong gitra
céc may chu.

- Thiét bi luu trit t&i thiét bi luu trir: cho phép truyén tai dit lidu gitra céc thiét
bi luu trit ma khong c6 su can thiép cia mdy chi. Piéu nay gitp cho di
liéu dugc truyén tai nhanh hon dong thoi khong ton thoi gian xir 1y cua
CPU.

Tuy cau tric gidng mang théng thudng, mang luu trit SAN ¢6 mot s6 khac biét

do dugc tao dung tur giao dién céc thiét bi luu trir. Néu nhu trong mang thong
thuong giao dién két néi c6 dang tuan ty thi trong mang luu trit giao dién két nbi c6

thé 1a cdc chuan két ndi song song.
1.2. Thiét bi lru trir gin mang (NAS - Network Attached Storage)

Thiét bi luu trir gin mang (NAS - Network Attached Storage) 1a ddy cdc dia
gan tryc tiép voi mang LAN thong qua giao dién két ndi nhu Ethernet [6]. Vi chiic
nang 12 mot mdy chu trong mo hinh Client/Server, NAS c6 bd vi xur ly riéng, hé
diéu hanh riéng va ddi twong xur 1y 1a céc file. Pai dién tiéu biéu nhat cho mé hinh

thiét bi luu trit gan mang 13 Server Message Block va Network File System.

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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Ethernet

NAS Processor IDE, SCSI Disk
Hinh 3 - Kién tric NAS
Phan biét NAS véi SAN: dua trén phuong thirc trao doi dit liéu theo file hay khéi
(block). NAS truyén tai cic file qua cdc giao thirc hudéng file nhu NFS (Network
File System) hay CIFS (Common Internet File System) trong khi SAN truyén tai cac
khéi bang giao thirc huéng khdi nhu SCSI-3.

NAS FCP SAN iSCSI SAN
Data Base Data Base Data Base
Applications Applications Applications
Block I/O Block I/O Block I/O
Block I/0
converted to
File /O protocol

IP Network File
Protocols (NFS, CIFS ..

IP Network
1SCSI Protocols

FC Network

SCSI Protocols
File I/O protocol
converted to
Block I/0
Pooled Storage Pooled Storage Pooled Storage

Hinh 4 - So sdnh NAS va SAN
1.3. Cac thanh phin ciia mang luru trir - SAN Components
1.3.1. May chu SAN
Mady chii SAN la nhing phan tir tinh todn duoc gin tryc tiép vao mang SAN

[3]. Mdy chii SAN ¢6 nhiém vu quan 1y t6pd mang va triru tuong héa thiét bi luu

trit. Mdy chu SAN c6 thé hoat dong trén nhiéu hé diéu hanh khic nhau nhu

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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Windows NT, UNIX, 0S/390. Mot mang SAN c6 thé c6 nhiéu may chit SAN hoat

dong trong mot moi truong hdn hop.
1.3.2. Giao dién két néi SAN

SCSI, FC-AL, SSA, ESCON, Bus-and-Tag, va HIPPI 1a nhiing giao dién két
nbi thudng dugce str dung trong SAN. Nhiing giao dién niy cho phép thiét b luu trit
dugc mo rong pham vi khoi mdy chu va c6 thé chia sé dir liéu. Ching ta c6 thé sir
dung nhiéu kénh két ndi dé ting hiéu ning thyc thi ciing nhu tao kénh du thira (du
phong). Tuy SCSI 1a giao dién truyén dir liéu song song, ngudi quan tri van cé thé
mo rong, tron kénh, chuyén mach, hay két néi véi cong mang giéng nhu véi giao
dién nbi tiép.

1.3.3. Két ndi SAN

Giéng nhu mang LAN, SAN thuong sir dung mot s6 thiét bi nhu  Extenders,
Mux, Hubs, Routers, Switchs, Directors dé két ndi giira cdc thanh phan SAN. Trong
giai phdp mang SAN cu thé, ngudi ta ¢6 thé sir dung nhiéu loai thiét bi va kién triic

két ndi khac nhau dé dat duoc hiéu qua tdt nhét.
1.3.3.1 Cac thiét bi két néi SAN

- Thiét bi diéu hop (Host Bus Adapter): HBA 12 thiét bi két ni giita thiét
bi cht quan (thiét bi luu trit hay mdy chil) véi mang SAN va chirc ning cia
né 1a bién d6i nhitng tin hiéu song song tir bus cua thiét bi luu trir hay cia
mdy chu sang dang tin hiéu tudn ty dé giri vao mang SAN.

Mot HBA ¢6 thé c6 nhiéu cong giao tiép cuing hay khéc loai nham cung cp
thém két nbi véi mang SAN. Ciing twong ty, mot thiét bi chii quan c6 thé
duoc ga‘in mot hodc nhiéu thiét bi diéu hop cung hay khéc loai.

- Thiét bi kéo dai (Extenders): Thiét bi kéo dai duoc sir dung dé kéo dai
khoang cich cho phép giita cic niit trong mang SAN. Vé mat vat 1y, thiét
kéo dai 12 mot bo khuyéch dai lai tin hiéu.

- B0 tron (multiplexors): bd tron dugc su dung dé tan dung hi€u qua cua

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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duong két ndi biang thong rong bang cach tron dit liéu luan phién tir nhidu
nguén khac nhau vao mot két nbi duy nhét. Bo tron con cé nhiéu vu diém
khac: cho phép nén dit liéu, sira 161, nang cao tdc d6 truyén va kha ning
ngiat nhiéu két néi mot lic.

- B tap trung (hubs): b tap trung cung cip két ndi giita cdc nit véi nhau.
Tat ca cdc nidt nay cing chia sé bang thong nén hiéu qua dat duoc khong

cao nhu bo chuyén mach.

- Bo dinh tuyén (routers): bo dinh tuyén cho thiét bi luu trir khic voi bo
dinh tuyén ¢ mang thong thuong. Dir liéu duoc dinh tuyén sir dung céc
giao thiic dinh tuyén cho thiét bi luu trit nhuw FCP hay SCSI trong khi mang
thong thudng sir dung cdc giao thirc théng diép nhu TCP/IP. Puong truyén
dir liéu trong cdc thiét bi luu trir giéng duong truyén thong diép trong mang
thong thudng nhung ndi dung truyén s& chira nhimng thong tin riéng cia

giao thuec.

- Chu (Brigdes): cau thuong dugc sir dung dé két nbi nhitng doan mang

LAN/SAN hodc nhitng mang c6 giao thitc khac nhau.

- Céng mang (Gateways): céng mang dung dé két ndi hai hodc nhiéu mang
¢6 giao thirc khong gidng nhau. Thiét bi nay thuong dugc ding dé két nbi
gitta LAN va WAN. SAN sir dung cong mang dé mo rong mang thong qua
mang WAN.

- Bo chuyén mach(switchs): bd chuyén mach 12 mot trong nhiing thiét bi
duogc str dung nhiéu nhat. B4 chuyén mach c¢6 nhiéu vu diém nhu: cung cp
kha ning két ni dén mot lugng 16n thiét bi, bing thong 16n, giam thiéu tic
nghén, dé mo rong. Vi bd chuyén mach hd tro kiéu két ndi toi mot diém bat
ky nén phan mém quan 1y bo chuyén mach c6 thé dat tuy chon két ndi riéng
cho timg cong. Mot sb cong ty 1on st dung du thira b chuyén mach hoic

céu hinh nhiéu bd chuyén mach song song nham ting bang thong va kha

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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nang chiu 16i [3].
- B0 dinh huwéng (Directors): nhu bo chuyén mach nhung dugc sir dung véi
giao dién két ndi ESCON.
1.3.3.2 Cac kién tric két néi SAN
Viéc lya chon kién tric két ndéi SAN ¢6 anh huéng nhiéu dén hiéu ning cua
toan bo hé thdng ciing nhu quyét dinh trang thiét bi két ndi. Kénh truyén vat ly
trong kién triic két ndi ma luén van dé cap 1a kénh quang hoc (Fibre channel). Cic
kién triic két ndi trong mang SAN.
- Két néi tryc tiép diém - diém (point to point topology): diy 1a phuong
thirc két ndi dé thyc hién va d& quan tri nhat. Mot kénh két ndi cao tde duge
duoc thiét 1ap gitra hai nit nhu ¢ hinh 5.

100 MB/s —
= [ —

= D_‘ Full duplex E
= —

= J 200MB/s

— |l
: 100 MB/s A
Disk array Server

Hinh 5 - Kién tric két n6i diém toi diém
Kién triic két ndi c6 hiéu qua khi két ndi cidc mdy chu cung cip dich vy file
(File server) téi chudi céc dia (Disk array). Kién tric khong sir dung thiét
bi két ndi s& giam chi phi cho hé thong nhung khéng thé dp dung cho
nhitng mang SAN 16n.

- Két ndi vong (loop) véi thiét bi tap trung (Hubs): kiéu kién triic nay cho
phép ta xay dung dugc két ndi c6 bang thong rong va chi phi thap. Mot nit
mudn truyén dit liéu s& phai doi nhan dugc thé diéu khién kénh (giéng nhu
thé bai trong mang Token Ring). Khi d6, nit c6 thé diéu khién kénh s& thiét
1ap mot két ndi kiéu diém - diém (két ndi a0) téi mot nit khdc trén vong.
Dit liéu duoc trao doi giita hai nit d6. Khi qué trinh trao d6i hoan thanh,

cic nit khéc trong vong s& nhan duoc thé diéu khién kénh.

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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Server

Hinh 6 - Kién tric két n6i vong

Kién tric két n6i vong c6 mot s6 dac diém sau:

o

o

Han ché s thiét bi két ndi trong mot vong: 126 thiét bi.

Mot niit trong vong bi hong khong anh huong dén hoat dong cia
vong.

Ty do tim (qud trinh nay xdc dinh dugc toan bd cic nit trén vong va
thong bdo cho moi nit khéc).

Cho phép thiét 1ap két ndi 4o (giira hai thiét bi trong vong).

Mot vong c6 thé két ndi voi thiét bi chuyén mach (Switch) dé mo rong

vong.

- Kién tric chuyén mach (Switches): Kién tric nay hay duoc sir dung trong

thyc & voi nhiéu uu diém nhu: bang thong rong, sd lugng thiét bi két ndi

16n, ¢6 kha ning mé rong toc do thuc thi, cho phép sy du thira duong két

noi.

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-
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Hinh 7 - Kién tric chuyén mach

Qua viéc tim hiéu céc kién tric két néi mang SAN trén, chiing t6i nhin
thdy c6 thé xdy dung cau triic mang SAN tir nhidu bo chuyén mach cho
phép két ndi nhiéu thiét bi voi nhau. Khi céc bd chuyén mach dugc két ndi
v6i nhau, théng tin cdu hinh ctia timg bd chuyén mach s& duoc sao chép
cho céc bd chuyén mach khic. Hién nay c6 hai dang kién tric chuyén

mach: chuyén mach khong phén tang va chuyén mach phan tang [3].

Chuyén mach khéng phéan ting (without cascading): chuyén mach
khong phan tang dugc tng dung trong nhimg hé thdng 16n c¢6 hiéu ning
cao. Hé thong khong két ndi truc tiép cdc bd chuyén mach voi nhau ma
thiét 1ap cAu hinh dam bao bat ky hé thdng con nao déu c6 thé truy cap
duoc to1 moi bo chuyén mach. Véi cau hinh nay, hé théng van hoat dong
lién tuc khi mét bo chuyén mach bi héng, tuy hiéu nang cua hé théng s€ bi

giam di so vdi ldc ban dau.
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Hinh 8 - Kién triic chuyén mach khong phén tang
Chuyén mach cé phan ting (Cascade Switching): Kién tric nay lién két
cac bo chuyén mach vo61 nhau tao thanh bo chuyén mach logic c6 cic céng
1a tap cong cia cdc bd chuyén mach riéng 1¢. Moi cong trong kién tric
chuyén mach phan tang déu lién thong véi cdc cong con lai.
V&i mo hinh nay cong viéc quan Iy phtic tap hon. Ngudi quan tri can phat
hién kip thoi dudng lién két hong gitta cdc bo dinh tuyén dé dam bao tinh

lién théng va kiém sodt viéc luu thong giita cc khdi dir liéu trong mang

I:[ Server Server | |
;- | 1

[IDHT

Il
il

Switch Switch
| |
[o] [oooooo] [o0] [o] [oooooo] [oo]
Switch
|
[o] [oooooo] [o0]
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Hinh 9 - Kién tric chuyén mach phén tang
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Két hop kién tric chuyén mach va Kién tric vong (Mixed topology):

Dé két hop kién tric chuyén mach va kién tric vong, bd chuyén mach phai
¢6 cong lap dé gin két vao vong. Qud trinh phét hién thiét bi va phan mém

quan 1y SAN s trd nén phirc tap hon khi hé thng 4p dung kién tric nay.

= —
o D Server A=
Optical|drive

= =
E= o
L—J | IZI Server

Switch

Switch

[ E

Disk array

]
[o] [oooooo] [oo]

A
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[o] [oooooo] [oo]

Disk/array Disk array _
Tape|drive

(=]l Server

Hinh 10 - Kién tric chuyén mach hon hop

1.3.4. Ung dung SAN
Mang luu trit cung cap cho cic ing dung: kha ning quan 1y, kha ning mo rong

va téc do thuc thi. Mot sb ung dung dac trung trong mang SAN [3]:

Shared Repositor &
Data Interchange Data Sharing
Clustering SAN Applications Data Backups
Data Protection & Network
Disaster Recovery Architechture

Hinh 11 - Céc trng dung SAN

Chia sé khong gian lwu trit va chia sé dit liéu: SAN hd tro md rong khong

gian luu trlt va tap trung héa dit liéu. Khi d6, dir liéu dugc chia sé gifra
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nhiéu mdy chu ma khong anh huéng dén hiéu ning hé théng. Khdi niém
“chia sé dit liéu” m6 ta kha nang truy cap dir liéu chung boi nhiéu may chu.

Céc mdy chu luu trit dir li€u chia sé¢ c¢6 thé dugc cai dat trén nhiéu hé dicu

hanh khéc nhau.
Storage Subsystem - Based
Sharing
| |
Storage Sharing Data-Copy Sharing "True" Data Sharing
Homogeneous Heterogeneous

Hinh 12 - Chia sé khong gian luu trit va chia sé dir li¢u

+ Chia sé khong gian luu trit (Storage Sharing): Cho phép mét hodc nhiéu
mdy chu chia sé cuing mot khong gian luu trir con. Khong gian luu trir con
cling c6 thé duoc chia 1am nhiéu phan viing (partition) va mdi phin viing

dugc s¢ hitu boi mdt hoac nhiéu mdy chu.

+ Chia sé ban sao dit liéu (Data Copy Sharing): Bang cich gui nhiing ban
sao dir liéu, cdc mdy chu chay trén nhiéu nén hé diéu hanh khic nhau c6 thé
truy xuat cing mot dir liéu dugc chia sé. C6 hai hudng tiép can chia sé ban
sao dir liéu gitta hai may chii: truyén file phang (Flar file) va dung 6ng
chuyén d6i (Piping).
+ Chia sé dir lieu thyuc (True Data Sharing): dit 1i€u chia sé c6 thé duoc
truy Xuat boi nhiéu may chu chay trén cdc nén hé diéu hanh khic nhau.
Hién cdc tmg dung kiéu nay chi str dung dugc trén cdc mdy chi c6 nén tang
ddng nhat nhu Oracle Parallel Server hay 0S/390 Parallel Sysplex. C6 ba
co ché chinh thuc hién viéc chia sé dir liéu thuc:

o Tuan tuy, tai ting thoi diém chi ¢6 mot mdy cha c6 thé truy xuat dir

lidu.
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o Nhiéu mdy chu ddng thoi doc dit liéu va chi ¢6 mdt mdy chii duoc
phép cap nhat dir licu.

o Nhiéu mdy chii dong thoi doc va ghi dit liéu.
Kién tric mang: Trong hé thong, mang thong diép nhu Ethernet thudng
dugc xdc dinh 1a mang chinh, SAN dugc coi 1a mang th hai (con goi la
mang sau may chil - The Network behind the Server). Kién tric mang nay
cho phép tap trung héa khdng gian luu trir bang cch sir dung két ndi nhu
mang LAN, WAN véi cédc thiét bi nhu router, hub, switch, gateway. Khi
d6, SAN duoc hiéu nhu mang cuc bg hay tir xa, chia sé¢ hodc danh riéng.
Chinh vi 1y do trén, mang SAN dugc ddnh gid c6 kha nang sin sang, toc do

thuc thi va kha ndng m¢ rong trong khong gian luu trit.

Sao lwu dir li¢u (Data backup): SAN cho phép truyén thong giita cac thiét
bi luu trir nén di lidu c6 thé chuyén truc tiép tir dia dén 6 bang tir. Dit liéu
tir cdc dia khdc nhau duoc sao luu trén nhimng 6 bang tir ding chung. Thao
tac sao luu dir liéu dugc 1ap lich va quan 1y tap trung, khong gay anh huong
t6i mang LAN ciing nhu giai phéng médy chi khoi cong viéc sao luu sd
liéu.

Tinh toan cum (Clustering): Nho nhidu mdy chil hoat dong dong thoi trén
mot tap dir liéu, tinh todn cum cung cip tdc do thuc thi va kha nang chiu 16i
cao hon cho tng dung. SAN cung cdp méi trudng tinh todn cum hiéu qua
boi chiing cho phép nhiéu mdy chu truy xuat dir liéu ding chung véi bing
thong rong.

Bio vé dir licu va khoi phuc div liéu: Ky thuat nhan ban di liéu
(replication/mirror) dugc dp dung dé dam bao cho tmng dung van tiép tuc
hoat dong ngay ca khi mot ban dir liéu bi hdng. SAN tao va lién két cdc ban
sao dé bao vé va khdi phuc dit liéu bang phuong phap du thira dir liéu

nham dédp tng céc img dung c6 yéu cau san sang cao.
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1.3.5. Quan ly SAN

Luya chon phan mém quan 1y SAN 1a mét trong nhiing diém mau chét trong

cdc giai phap SAN. Pé tan dung duoc cic diém manh ctia SAN nhat thiét phai c6

phan mém quan ly SAN hiéu qua va phan mém nay c6 thé dugc cai dat trén cédc

mdy chu SAN.

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

Applications Management

Data Management

Resource Management

Network Management

Element Management

- Logical and financial views of IT

- Business process policy/SLA definition/execution

- Resource optimization across business processes

- Load balancing across SANs/LANs/WANs/VPNs, etc.
- Application optimization, failover/failback, scalability

- File systems

- "real time" copy (mirroring, remote copy, replication)
- "point-in-time" copy (backup, snapshot)

- Relocation (migration, HSM, archive)

- Data sharing

- Inventory/asset/capacity management & planning

- Resource attribute (policy) management

- Storage sharing (disk & tape pooling), clustering, tape
- Media management

- Volume management

- Physical to logical mapping within SAN network
- Topological views

- Zoning

- Performance/availability of SAN network

- Configuration, initialization, RAS
- Performance monitoring/tuning
- Authentication, authorization, security

Hinh 13 - Kién tric phan mém quan 1y SAN

Nham tao tién dé cho céc nha phat trién, t6 chitc SNIA da dua ra mot chuan

mé mo ta kién tric phin mém quan Iy SAN. M6 hinh kién tric dugc to chiic theo

phan cap 16p, mdi 16p dam nhiém cung cip nhitng chirc ning khdc nhau va cung

cép dich vu cho 16p bén trén hodc bén dudi.

* Lop quan ly ing dung- Applications Management:
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Day 12 16p quan 1y cao nhit trong md hinh, ¢6 nhiém vu cung cdp mot khung

nhin trong sudt va toan dién vé toan bo tai nguyén hé thdng. Céc thong tin nhu ciu

hinh, trang thdi, hiéu ning, dung luong hitu dung... déu duoc chuyén tir nhiing tang

bén dudi [én cho 16p ting dung quan ly.

Céc chuc ning cia 16p tmg dung quan 1y bao gom:

Cung cép cdi nhin chi tiét va logic vé hé thong SAN.
Thiét 1ap va thyec thi chinh séch giao dich, bao mat.
Tbi wu héa tai nguyén theo md hinh nghiép vu.

Can bang tai trong SAN, LAN, WAN, VPN ...

Téi wu héa tng dung, ngan ngira 18i, khic phuc 15i.

Hai t chitc SNIA va SNMWG dua ra md hinh giao tiép chung (Common

Interface Model) 1am chuan giao tiép cua 16p Gmg dung véi 16p dudi. Pay 1a co s&

cho cdc nha phat trién viét ing dung SAN hoat dong duoc trén mdi trudng hdn hop.

Management Applications

Common Interface

; .

Entity Mapping

\ 4 T v

nband Management .
(SNMP. SES..) Native APIs

, i ! 1

Element Management
(Hubs, switchs, Interconnects ..)

o]

Hinh 14 - M6 hinh giao dién chung cho phin mém quan ly SAN

* Lop quan ly dir liéu - Data Management:

L6p nay chiu trach nhiém kiém so4t vé chat luong dich vy dif liéu:
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Dam bao tinh sin sang dit liéu va cung cap kha ning truy cap dit liéu cho
céc ung dung.
Dam bao vé mat hi€u nang dit liéu cho cac tmg dung.

Dam bao kha nang khoi phuc dit ligu.

Valop con cung cap cac dich vu dir li€u co so:

Dich vu file.

Céac dich vy sao chép thoi gian thuc: tao anh (mirroring), nhan ban
(replication).

Céc dich vu sao chép tai mot thoi diém: sao luu, ban chup nhanh.

Cic dich vu di chuyén di liéu

Chia sé dir ligu.

* Lop quan ly tai nguyén - Resource Management:

L6p quan 1y tai nguyén lién quan toi hidu qua s dung, tinh thong nhit, ty

d6ng héa quan 1y tai nguyén luu trit va kién trdc luu trit. N6 con cung cdp kha ning

tur dong stra 16i khi can. Lép nay cung cap cdc chirc ning:

Tao quy dia.
Quan ly khong gian luu trtr.
Tao quy va chia sé thiét bi luu trit ¢6 thé thdo lap.

Tang cuong cho tinh ndng luu trir tirc thoi.

Yéu cau ciia 16p nay 1a phai cung cp mot khung nhin don nhat vé hé théng va

tir mot diém c6 kha ning quan 1y duoc tit ca cdc ngudn tai nguyén luu trit phan tdn.

* Lop quan ly mang - Network Management:

L6p quan 1y mang thuc hién viéc quan 1y cic két ndi gitta cic thyc thé cia

SAN, cdc thyc thé niy c6 thé 1a thuc thé logic hay vat Iy. Toan bo kién tric két nbi

va két ndi vat Iy cua cdc thanh phan ciia SAN déu duoc 16p nay quan ly. Pong thoi

n6 con quan ly cdc moi quan hé gitra cac thyc thé vat 1y bang cach tao ra cac thuc

thé logic nhu viing (zone). Lép nay cung cép cic chiic nang:

Anh xa logic va vat 1y trong mang luu trit.
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CAu trdc lién két mang (fopology).
Phan vung (zoning).
Do sin sang va hiéu ning mang ctia mang luu tri.

Quan 1y 15i két ndi.

* Lép quan 1y thanh phan - Element Management:

L6p nay lam viéc véi cic thiét bi phan cing xdy dung 1én SAN. Cic thiét bi

nay c6 thé 1a cdc hé dia théng minh, cdc thiét bi luu trit ¢6 thé thdo roi, cic bd

chuyén mach, ..vv. Thong thuong cdc nha cung cap thiét bi s& cung cap kem theo

nhitng chuong trinh co s& (firmware) dé quan 1y thiét bi.

Céc chuc ning cu thé duge 16p nay cung cip bao gdbm:

CAu hinh, khoi tao, thiét 1ap két ndi tir xa (RAS) cho cic thanh phan.
Theo d&i va diéu chinh hiéu niang.

Xéc thuc, cAp phép va bao mat.
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CHUONG 2: IP SAN

Sau mot thoi gian dai phat trién va ung dung trong thuc té, giao thirc TCP/IP
trd thanh chuan chinh thic va dugc tng dung trong hau hét cdc hé thong mang cia
cdc doanh nghiép trén thé giéi. Viéc tmg dung SAN dua trén nén tang giao thic

TCP/IP c6 nhitng wu diém sau:

- SAN duoc xdy dyng tlr nhiing thiét bi trong hé théng mang LAN nham
gitip doanh nghiép tan dung thiét bi da duoc trang bi trudc d6, giam dugc
chi phi d2o tao va chi phi diéu hanh.

- C6 thé sir dyng mang internet nhu 12 cong cu dé truyén va luu trix dir lidu

khi luéng dir liéu vuot qua nhiing gidi han cua LAN.

Tuy nhién, giao thirc TCP/IP ban ddu khong dugc thiét ké riéng biét cho nhiing
tmg dung nhu SAN nén khi sir dung SAN trén nén IP ton tai mot sé6 nhugc diém
sau:

- TCP sir dung co ché diéu khién ludng va kiém sodt 16i phirc tap. Diéu nay

s& 1am giam hiéu suat truyén tai dir liéu.

- Qud trinh dinh tuyén (routing) va chuyén tiép géi tin (forwarding) ddi héi
phai c6 thoi gian xir 1y thong tin tidu dé géi tin (header), s& 1am giam hiéu
sudt truyén tai dit liéu.

Nhirng han ché trén c6 thé duge khic phuc khi ta sir dung nhiing thiét bi mang

c6 hd tro co ché dam bao chat lugng dich vu (QoS) hay bd diéu hop mang
(Adaptor) duoc thiét ké nham tang tdc cho mot sd tac vu duoc st dung trong giao

thirc TCP.

Trong chuong nay ching tdi phén tich chi tiét hai giao thtrc: iSCSI va iFCP -

nhitng giao thirc dugc tmg dung cho SAN dya trén nén tang IP.
2.1. Giao thirc iFCP (Internet Fibre Channel Protocol)

iFCP 1a giao thirc tir cong mang téi cong mang (gateway to gateway), két nbi
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cic thiét bi kénh quang hoc di c6 bang cach st dung mang IP nham cung cip dich
vu kénh quang hoc (Fibre Channel Services) cho cdc thiét bi cubi c6 cong 1a kénh
quang hoc dua trén mang TCP/IP [1]. iFCP sir dung TCP lam cong cu diéu khién

ludng va kiém soat 10i.

2.1.1. Kién triic mang iFCP

iFCP thich nghi véi cdc thiét bi cudi trén kénh quang hoc bang cich gia 1ap

giao dién cong két nbi quang hoc (F_Port). Khi d6, iFCP c6 chirc nang nhu mot

thiét bi chuyén mach quang hoc (Fibre Channel Switch) nhu hinh 15 duéi day.

Fibre Fibre Fibre Fib Fibre Fibre
Channel Channel Channel Chl re ) Channel Channel
Device Device Device T;nfrilf Device Device
Address | N_Port N_Port N_Port N_Port Flbre Channe}
Device Domain
F Port F Port F Port F Port
s |
1 iFCP Layer iFCP Layer
P Control
. D .
Address iFCP Portal ata iFCP Portal IP Fabric
Maping
1FCP Frames
< >
iFCP Gateway Region iFCP Gateway Region

Hinh 15 - Kién tric iFCP
Tai téng iFCP, dia chi (24 bir) cia mdt thiét bj kénh quang hoc dugc dnh xa
v6i mot dia chi IP duy nhét va cung cap dia chi IP cho thiét bi ngudn va thiét bi dich
(thiét bi kénh quang). Tuong ng véi ting van tai ciia kénh quang (FC-2) dugc
iFCP thay thé bang giao thic TCP/IP dé truyén tai dit liéu qua mang IP.
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Fibre Channel
Server Fibre Channel
Tape Library

(11111 —

Fibre Channel
Tape Library

Fibre
Channel

. . Server
Device to Device

Session
iFCP Gateway

IP Network for Storage

iFCP Gateway iFCP Gateway

Device to Device
Session

Fibre Channel Fibre Channel

II Disk Array - L3 Server
o

Hinh 16 - sir dung iFCP két ndi c4c thiét bi théng qua mang IP

Channel
Server

LTy

Viéc két ndi t6i cdc thiét bi kénh quang duoc cung cip thong qua cong
FL_Port (kién tric két nbi vong) hay qua cong E_Port (kién tric két ndi chuyén
mach) gitra mot cong ciia iFCP (iFCP gateway) va mot b chuyén mach quang. Pic
tinh nay cho phép nhitng SAN kénh quang riéng 1¢ ¢6 thé duoc st dung trong kién
triic IP. Liic nay cic thiét bi kénh quang duoc gan vio thiét bi chuyén mach quang
d6 s& duoc gan cho mot dia chi IP 4nh xa. Nhu vay iFCP cung cap phuong thirc két
nbi mém déo két ndi céc thiét bj kénh quang véi nhau nén né cé thé duoc ding dé

thay thé cdc b chuyén mach quang.
3.1.2. Pia chi iFCP

Dic ta iFCP xdc dinh hai ché do dia chi ctia céc thiét bj kénh quang 1a: ché do

trong sudt (transparent mode) va ché do chuyén ddi (translation mode).

O ché do trong sudt, cédc thiét bi kénh quang dugc xic dinh boi dia chi duy
nhat c6 do dai 24 bit, 1a dia chi theo cdch ddnh ctia chuan kénh quang. Theo chuin
nay, cic by chuyén mach quang chiu trdch nhiém cép phat mdt dia chi duy nhat cho
céc thiét bi kénh quang khi céac thiét bj nay thyc hién qua trinh dang nhap (login).

Hinh 17 thé hién dinh dang dia chi cta céc thiét bi cudi kénh quang, con duoc goi la
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dia chi N_Port. Dia chi N_Port c¢6 d6 dai 24 bit va chia 1am 3 phan, mdi phan c6 d6
dai 8 bit (1 byte): byte thu nhét chira thong tin nhan dang mién (Domain ID), byte
thir hai chira théng tin nhan dang viing (Area ID) va byte cudi cling chtra thong tin

nhan dang céng (Port ID).

Domain Area Port

Fibre Channel N_Port Address

Hinh 17 - Dinh dang dia chi N_port ctia thiét bi kénh quang

Theo chuan kénh quang, mdi bo chuyén mach duoc gan twong Ung voi mot
dinh danh mién. Nhu vy trong mot mang quang thi sé mién tdi da 1a 239 mién va
mdi mién c6 kha ning cdp phat dugc 65000 dia chi khdc nhau cho céc thiét bi cudi.
Khi biét duoc dia chi ciia mot thiét bi cudi kénh quang, ching ta c6 thé xéc dinh
duoc vi tri cua thiét bi d6. Dinh danh mién gitp ta xac dinh dugc bo chuyén mach
ma thiét bj dugc gén vao, cdp dinh danh Vl‘mg/céng (Area/Port) gilp ta xac dinh

duogc cong ma thiét bi dugc gan vao.

Dia chi N_Port phy thudc vao vi tri cua thiét bi trong mang quang nén khi ta
chuyén két ndi cua thiét bi tir cong nay sang cong khdc ctia b chuyén mach hay tir
bd chuyén mach nay sang b chuyén mach khdc thi dia chi N_Port ciing thay doi
theo. Su thay ddi dia chi N_Port budc qué trinh dinh tuyén dir liéu thay doi. Tuy
nhién thiét bi kénh quang s& van dugc xdc dinh duy nhit nho dia chi cng WWN.
Pia chi WWN Ia duy nhat trén toan cau va c6 do dai 64 bit. Pia chi WWN khong
duogc diing dé dinh tuyén vi d6 dai cta né khd 16n va khong ¢ cau tric phit hop véi
viéc dinh tuyén nhu dia chi N_Port.

Trong khung dir liéu cua kénh quang, cé hai truong chira dia chi N_Port:
truong D_ID (Destination ID) chua dia chi N_Port bén dich dén va truong S_ID
(Source ID) chira dia chi N_Port bén nguén. bia chi D_ID va S_ID dugc st dung
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sudt qud trinh trao doi dir lidu. Két thic qué trinh giao dich, trong khung dit liéu s&
chtra dia chi WWN. Thong tin nay rit can thiét d& dam bao tinh toan ven cua giao
dich vi dia chi ngudn hodc dich c6 thé bi mot thiét bi khac chiém dung khi thiét bi

nay dugc cam vao cho thiét bi ngudn hoac dich cam.

iFCP ¢6 mot s6 han ché do st dung lugc dd d4nh dia chi cua mang quang. Moi
iFCP gateway déu duoc coi nhu mot khdi gdm 65000 dia chi ngay ca khi chi c6 mot
vai dia chi dugc su dung cho vai thiét bi dang hoat dong. Hon nira, khi mot bo
chuyén mach duogc gin vao, mang quang sé& thuc hién qué trinh gan dinh danh mién
moi va yéu cau toan bo thiét bi gin vao né thyuc hién qud trinh ding nhap dé cap
phat lai dia chi N_Port mgi. Mot mang quang ¢6 qui mé I1én véi nhiéu bd chuyén

mach va thiét bj s& mat nhiéu thoi gian dé 6n dinh lai toan bd mang quang.

Dé dam bao SAN duya trén nén tang IP mo rong hon nhing giéi han cia mang
quang, iFCP con sir dung ché do dia chi chuyén ddi. Trong ché do dia chi chuyén
d6i, iFCP gateway van gan nhiing dia chi N_Port 24 bit cho nhing thiét bi gin vao
né. Vé mit chirc ning, nhitng giao dich ndi bd trong ciing mot iFCP gateway ciing
gidng nhu mot bd chuyén mach quang. Nhung khong gidng véi bd chuyén mach
quang, iFCP gateway con gdn dia chi N_Port cho nhitng thiét bi tir xa (khong cling
trén mot iFCP gateway) va coi ching nhu nhitng thiét bi cuc bd. Dia chi dugc gan
cho céc thiét bi tir xa nay con dugc goi l1a dia chi N_Port uy nhiém (proxy address)
va chiing chi ¢6 thé duoc sir dung trong pham vi cuc bd iFCP gateway, khong duoc
quang ba khip IP SAN. iFCP gateway thyc hién chuyén ddi dia chi N_Port uy
nhiém voi dia chi N_Port thuc su. N6 s€ thay thé truong D_ID cua dia chi uy nhiém
bang dia chi thyc su trong khung dit liéu khi giao dich. Qua trinh nay 1am ting thém
thoi gian xtr 1y tai iFCP gateway nhung né tranh dugc nhitng van dé phat sinh trong
so d6 ddnh dia chi ciia mang quang.

iFCP thuc hién 4nh xa dia chi IP, dia chi nay dugc luu trong phﬁn thong tin
tiu dé IP (IP header) ciia khung s6 liéu iFCP. Trong hinh 18, iFCP gateway duy tri

mot bang tra ctru (lookup table) dé 4nh xa dia chi N_Port véi dia chi IP. Trong ché
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d6 chuyén d6i dia chi, bang tra ciru nly bao gdm ca dia chi N_Port oy nhiém va dia
chi N_Port thuec.
Outbound

Fibre Channel Frame iFCP Lookup Table Outbound iFCP Frame
Fibre Channel Header IP header
D ID 80XXYY
S_ID 03XXYY o IP Destination
Destination IP Source
IP Portal /
Payload Address TCP Header
A N_Port ID
\ Key iFCP Header
AA.BB.CC.DD
01XXYY
AN Payload
\ Fibre Channel Header
™ D_ID 01XXYY

S_ID 03XXYY

|y  Payload

Hinh 18 - Ché d6 chuyén ddi dia chi iFCP va dia chi IP

Trong so dd trén, “80” 1a gia tri dinh danh mién cia dia chi D_ID trong mang
quang. dia chi N_Port iy nhiém trong khung s6 liéu nay thong bdo véi iFCP rang:
khung sb liéu nay can dugc chuyén dén mot thiét bi tir xa ndo ddy. iFCP gateway
thuc hién thao tic tim dia chi trong bang tim kiém, két qua tra vé 1a dia chi IP va
N_Port thuc twong ung. Trong qud trinh xay dung khung dir liéu iFCP, dia chi
N_Port thuc sy dugc gan vao phan thong tin tiéu dé kénh quang, dia chi IP dich
dugc dién vao phan thong tin tiéu dé IP cua khung s6 liéu iFCP.

Quad trinh 4nh xa va chuyén d6i dia chi 1am ting thoi gian tré xir y. Tuy nhién

trong thuc nghiém, iFCP van c6 thé dat duoc téc do gigabit.
2.1.3. Gia lap dich vu kénh quang hoc cia iFCP

Giao thiic iFCP dugc thiét ké hd tro thiét bi cudi quang hoc ciing nhu thiét bi thuan
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1iFCP. Do mot céng mang iFCP c6 thé thay thé truc tiép mot bo chuyén mach kénh
quang va cho phép két ndi N_Port, né phai gia lap nhitng dich vu kénh quang chuan
nhu ding nhap, diang ky SNS va ELS. Hon nita iFCP gateway chin céc yéu cau cua
kénh quang nhu ding nhap cong (PLOGI) va phai thiét 1ap két néi TCP/IP véi

iFCP gateway dich.
Fibre Channel Local No % "lS"EtP[/JIIl)) . | Transmit
PLOGI Command N_Port? " ) "| PLOGI to N_Port
Connection
Yes
ELS Transmit |
Local N_Port | -
IFibre Channel DomainI I IP Domain I

Hinh 19 - iFCP gateway xur ly PROGI

Hinh 19 minh hoa qué trinh mét thiét bi kénh quang cuc bo giri yéu cau
PLOGI t6i dich. Pau tién, iFCP phai xdc dinh dich 1a cuc bd hay & xa. Néu PLOGI
duoc gui dén dia chi dich 12 mot thiét bi cuc bo, iFCP chuyén tiép téi cong tuwong
tmg. Nguoc lai, cong mang iFCP thiét 1ap két ndi TCP/IP dén ding iFCP gateway
¢ gan thiét bi d6 va gui yéu cau PLOGI théng qua khung dit liéu iFCP. Budc tiép
theo 1 qud trinh dam phan vé kich ¢ t6i da ctia khung s6 liéu giita hai thiét bi kénh
quang, két qua dam phan duoc cdp nhat vao trudng qui dinh kich c& tbi da cho
khung s liéu. N6i chung, cong mang iFCP khi dam phan s& dé nghi kich ¢& géi dix
lidu toi da 1a 1.5KB dé dam bao khung sb liéu kénh quang dugc déng géi trong

mang Ethernet ma khong lam phan manh géi tin

Trong mang kénh quang, bén ngudn giri truy van SNS t6i bo chuyén mach, két

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-



28 —
- Lugin van thac si Khoa hoc: Nghién ciru vé mang lwu triv va dé xudt phwong dn mang lwu triv
urng dung cho Tong Cong ty Bdo hiem Viét Nam -

qua nhan dugc 1a danh sich dia chi kénh quang cta bén dich. iFCP gateway cling
gia 1ap dich vu nay, nhung lai chuyén di truy van SNS thanh truy vin iSNS. Khi
nhan dugc phan hoi tir may chil iSNS, iFCP gateway ghi lai dia chi kénh quang va
dia chi IP twong mg vao trong bang chuyén d6i dia chi (Translation Table Address)
va dinh dang thanh hoi ddp SNS dé gui cho bén ngudn. Hinh 20 thé hién mot qud
trinh xir 1y yéu cau SNS, trong qua trinh nay viéc cdp nhat lai bang chuyén dbi dia

chi dé tao thuén 1gi cho qud trinh truyén thong sau nay giita bén ngudn va bén dich.

Name Service Convert to iSNS Name
ELS iSNS Query Service Query
A 4
Name Service | Format ELS | Convert to
ELS Response | Response | iSNS Query
Fibre Channel Domain IP Domain

Hinh 20 - Qua trinh iFCP gateway xtr Iy mot yéu cau SNS
Nham hd tro cic thiét bj kénh quang giri va nhan yéu cau mot cdch thuan tién,
iFCP st dung nhitng dia chi da dugc chuan héa trong kénh quang. Vi du dich vy
SNS c¢6 dia chi “FF FF FC” & ca bo chuyén mach va iFCP.
2.1.4. Ditu khién két ni TCP va iFCP
iFCP gatewway c6 hai loai giao tiép: F_Port giao tiép véi thiét bi cudi kénh
quang va FCP Portal giao tiép véi mang TCP/IP. iFCP gateway khong sir dung dich

vu truyén ciia kénh quang (dua trén giao thirc dinh tuyén FSPF - Fabric Shortest
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Path First) ma thiét 1ap két ndi TCP/IP t¢i iFCP gateway khdc va sir dung giao thiic
dinh tuyén nhu OSPF (Open Shortest Path First) dé truyén.

Khi cédc thiét bi da phat hién ra nhau thong qua iSNS, iFCP gateway c6 thé
thiét 1ap nhiéu két ndi TCP/IP giita ching. Két ndi TCP duoc quan 1y nho hinh thirc
trao d6i thong diép két ndi giita cic iFCP gateway. Két ndi TCP goi 1a ¢6 rang budc
khi céng N_Port dang luu thong dit liéu st dung két néi nay. Két ndi TCP goi 1a
khong rang budc khi két néi ton tai nhung khong c6 sy luu thong dir liéu. Khi thiét
bi kénh quang guri yéu cau PLOGI t&i mot thiét bi kénh quang khac khong gan cling
iFCP gateway, iFCP gateway chon mot két ndi TCP khong rang budc néu cé hodc
thiét 1ap két néi TCP moi cho phién dang nhap d6. Mot két ndi TCP khong rang
budc s& tré thanh két ndi TCP rang budc néu iFCP dua ra 1énh rang budc két ndi t6i

iFCP gateway cua thiét b dich.

Trong qué trinh dang nhap, thiét bi kénh quang dugc rang budc véi mot két nbi
TCP, né s& st dung két ndi nay trong sudt thoi gian giao dich. Khi phién giao dich
két thiic, két ndi TCP s& chuyén sang trang thdi khong bi rang budc va san sang cho
mot qud trinh didng nhap méi. iFCP gateway lai khdc, n6 c6 thé c6 nhiéu két ndi
TCP t6i nhiéu iFCP khéc va cic cdc két ndi nay c6 thé duge 4p dung nhiing chinh

sdch chét lugng dich vy khéc nhau.
2.1.5. Kiém soat 18i ciia iFCP

iFCP c6 trach nhiém phdt hién 13i trén ca kénh quang hoc va TCP. iFCP lu6n
phai theo doi gid tri gi¢i han thoi gian x@ 1y (timeout) cuia kénh quang nhu
E_D_TOV va R_A_TOV ciing nhu céc 156i cia TCP. Néu mot két ndi TCP hodc
mot thiét bi kénh quang phat sinh 16i khong thé khic phuc duoc, cong mang iFCP
s& ngat két néi TCP d6 va huy bo céc khung dir liéu chua dugc xir 1y xong. Tiép d6
iFCP yéu cau thiét bi cudi kénh quang bén ngudn thuc hién mot phién dang nhap
mai t6i bén dich. Khi cong mang iFCP phat hién ra 16i nghiém trong nhu bo dinh
tuyén hodc bo chuyén mach gin vai né bi 15i thi iFCP s& két thiic toan bo cdc két

nbi TCP va thiét 1ap lai két ndi t6i mang IP dich. Trong trudng hop c¢6 mot trong
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nhiéu két néi bi hong, iFCP chi xir 1y két ndi hong d6 va duy tri nhitng két ndi con

lai.
2.1.6. An ninh iFCP

Bdo mat cic giao dich iFCP duogc thuc hién theo mot sb céch khac nhau. Hinh
thirc dau tién 12 bao mat giao dich ngay tir mirc vat Iy. ban than mang quang kénh
quang dd c6 su bao mat vé mit vat ly, iFCP gateway duoc str dung dé thay thé céc
bd chuyén mach kénh quang. Ngoai ra, cdc iFCP gateway duoc két ndi véi nhau
thong qua mang IP SAN tich biét v6i mang IP LAN thong thuong nham dam bao

tinh bao mat cho dir liéu luu trir.

Ngay trong trung tdm luu trit, dit liéu c6 thé bj chia tich thanh nhiéu viing cho
cdc tmg dung hodc d6i tuong sir dung khdc nhau. Hé thong can bao mat sao cho dbi
tugng khong c6 quyén truy nhap cdc viing s& khong truy xuat dugc dit liéu. Trong
mang quang, viéc phan tdch khong gian luu trit dit liéu dugc goi la phan chia vung.
Trong iFCP, chirc ning tuong tu duoc thuc hién thong qua dich vu khdm phd mién
(Discovery domains), dich vy nay cho phép bén ngudn (da duoc cap phép) c6 thé
phat hién va thiét 1ap phién lam viéc véi thiét bi dich. Céc giao dich bén ngudn va
bén dich dugc bdo mat nho sir dung phuong thirc xac thuc véi khéa cong khai hodc
khoéa riéng. Mdy chu iSNS va iFCP gateway quan 1y qud trinh x4c thyc nay.

iFCP tang cuong kha ning bao mat trong mang IP bang cédch sir dung giao
thirc IPSec dé x4c thyc va md héa dir liéu nham han ché IP SAN bi tin cong. Kha
ning bao mat s& cao hon néu cic thiét bi trong IP SAN (nhu bo dinh tuyén hay bo
chuyén mach) 4p dung chinh sich bdo mat sir dung danh sich diéu khién truy nhap
(Access Control List). Khi @6 dé thiét 1ap duoc két ndi thi ca bén ngudn va bén dich
dich déu phai c6 trong danh sich diéu khién truy cap. Hon nita, iFCP gateway c6
thé st dung thiét bi tuong lira loc g6i tin (firewall) dung trude bao vé. Thiét bi
Firewall ngan chin su tin cong tir bén ngoai va cung cip mang riéng 4o cho viéc

Iuu thong dir liéu luu trir.
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Fibre Channel Fibre Channel

Tape Library Fibre Channel Tape Library
1| Server

Fibre Channel

Server
[

[
0

iFCP

iFCP
Gateway Gateway
iFCP iFCP
Gateway Gateway

Fibre Channel
Server
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Hinh 21 - Str dung Firewall dé bao mat trong mdi trudng iFCP

Hinh 21 minh hoa viéc sir dung cic thiét bi Firewall nhim bao mat két ndi
gifra cac céng mang iFCP. Mang SAN su dung iFCP c6 nhiéu Iva chon va linh hoat

hon trong van dé bao mat so v4i nhitng mang SAN chi sir dung kénh quang.
2.1.7. Cé4c vén @@ ciia iFCP

Trong giao thirc chuan danh cho mang SAN dua trén giao thuc IP, chi ¢6 giao
thirc iFCP dugc thiét ké dé hd trg ca thiét bi mang quang va thiét bi trén nén IP
(trong d6 thiét bi trén nén IP phai sir dung chdng giao thic iFCP). Cic dic ta cla
giao thirc iFCP khong hd trg cho thiét bi iSCSI. Nha cung cap can c¢é nhitng bd
sung thich hop dé thiét bi iSCSI, thiét bi kénh quang va thiét bi iFCP c6 thé két nbi

lam viéc cung nhau va tao nén mot mang IP SAN da giao thuc lién Kkét.

DPam bao hoat dong cta cic thiét bi kénh quang trén méi truong IP SAN doi
hoi iFCP tim cdch thich (mg nhimng dich vu ma mang kénh quang truyén théng cung
cip. Chirc nang Diéu khién tic nghén trong trong kénh quang duoc iFCP thich ting
bang cdc sir dung co diéu khién ludng cia giao thirc TCP. FCP dya vao WWNs dé
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xdc nhan duy nhat thiét bi va sir dung dia chi 24 bit trong dinh tuyén. iFCP thich
{mg bang cich sir dung dnh xa dia chi IP (IP Mapping) va co ché chuyén doi dia chi
(Address translation). Tém lai, iFCP ludn phai diéu chinh dé tuong thich v&i cac
van dé phat sinh trong mdi trudng kénh quang nguyén thuy [1].

2.2. Giao thirc iSCSI (Internet SCSI Protocol)

Giao thuc iSCSI (Internet SCSI Protocol) cho phép nhimng khéi dir liéu SCSI
(1énh hoic dit liéu) chuyén qua hé théng mang dua trén nén tang TCP/IP. Giao thic
iSCSI dugc danh gid nhu mot cong nghé then chdt dé phat trién thi truong SAN [1].
Do tinh phé bién ctia mang nén iSCSI dé dang dugc chap nhan va dugc Gmg dung
rong rai.

2.2.1. M6 hinh 16p ciia giao thirc iSCSI

M hinh 16p trong giao thirc iSCSI dugc thé hién théng qua hinh 21:

Initiator Target
SCSI SCSI Application SCSI SCSICDB
protocol
iSCSI iSCSI
iSCSI protocol iSCSIPDU
Data Sync Data Sync
TCP TCP
TCP
Lower Functional Level TCP/IP protocol Lower Functional Level Connections
(e.g IPSec) (e.g IPSec) for iSCSI
Session
1P IP
Link Link
Data Link
and Physical
S

Hinh 22 - M6 hinh giao thirc iSCSI

Pic ta iSCSI bd sung thém vao giira ting giao van TCP/IP mot 16p chirc ning

nham cung cép thém mot s6 dich vu nhu dich vu ma héa dir liéu IPSec. Lép Data
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Sync phuc vu co ché dinh hudng va dong bo dit liéu. Lép Data Sync dam bao diing
thtr tu 1€nh, dt liéu va lam phu hgp dir liéu khi ghi truc tiép vao vung bg nhd cua
tmg dung. Néu khong c6 16p Data Sync, thiét bi iSCSI doi héi luong bd nhé dém
16n hon va phai thyc hién mot sd tic vu sao chép dé luu trit cling nhu sap xép lai dir
lidu trudc khi chuyén chiing 1&n 16p trén.

Viéc thiét 1ap mot phién giao dich iSCSI giita Initiator va Target can dung mot
hodc nhiéu két ndi TCP dé véan chuyén cdc 1énh, trang thdi va dir liéu SCSI bén
trong cac cic goi dir lieu iSCSI (1a don vi dir li€u cua giao thuc - PDU). PDU chua
khéi mo ta 1énh SCSI chuén theo cdu tric thong diép bdo cho bén nhan biét d6 1a
g6i dit liéu hay 1énh diéu khién.

2.2.2. Pia chi iSCSI va qui wéc dat tén

Initiator Target
Network Entity Network Entity
(iSCSI Client) (iSCSI Server)
1SCSI Node 1SCSI Node 1SCSI Node
Network Portal Network Portal Network Portal
IP Address IP Address IP Address
TCP Port # TCP Port # TCP Port #

IP Network

Hinh 23 - Stir dung tén va dia chi dé lién két gitta ngudn va dich
Gidng nhu SCSI, iSCSI thyc hién theo md hinh Client/Server trong d6 Target
lam chic ning cung cap dit lidu theo yéu cau cua Initiator. iSCSI hoat dong trén
toan mang nén cad Target va Initiator déu phéi c6 dinh danh mang, mdi thuc thé
duoc gdn mdt hoac vai dia chi IP. Hinh 23 minh hoa viéc sir dung tén va dia chi dé

lién két gitra bén ngudn va dich thong qua mang IP.
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Mot nit iSCSI duge dinh nghia nhu mot thiét bj SCSI dic biét bén trong mat
thuc thé mang, c6 thé truy cép dugc thong qua Network Portal. Mot thyc thé mang
¢6 nhiéu ndt iSCSI thé hién dau vao cia nhiéu Intiator va Target. Mdi nit iSCSI
dugc nhan di¢n thong qua mét tén iSCSI duy nhét, c6 d6 dai tbi da 255 ky tu va
duoc thiét 1ap boi ngudi quan tri.

Viéc tach biét tén iSCSI va dija chi iSCSI dam bao: mdi thiét bi luu trit chi cé
mot dinh danh duy nhét trong mang. Tén iSCSI dugc gan mém va doc lap véi thiét
bi phan ctng. Dia chi iSCSI gitip ta phat hién ra thiét bi ngay ca khi ta thay doi vi tri
cta thiét bi trong mang. Vi du khi nguoi quan tri chuyén thiét bi sang mot phan
doan mang khdc, dia chi IP va sb hiéu cong TCP c6 thé bi thay dbi nhung tén iSCSI
van dugc giit nguyén. Vi 1y do d6 dai (cho phép tdi da 255 ky tu), tén iSCSI khong
dugc sir dung cho muc dich dinh tuyén. Khi d6 niit iSCSI sir dung dia chi IP va s6

hiéu céng TCP (ngudi quan tri gan cho) dé thuc hién giao dich.

Tuy khéng bat budc (chi cin dam bao tinh duy nhét), viéc dat tén iSCSI nén
tuan theo nhitng qui dinh chuan vé dit tén tai nguyén duoc mé ta trong RFC 1737.
Giao thttc iISCSI con cho phép khai bdo thém tén bi danh (alias), mac du tén bi danh
khong thay thé dugc cho tén iSCSI. Tén bi danh ciing c6 do dai tdi da 1a 255 ky tu
va dugc trao ddi trong qud trinh ding nhap. Tén bi danh duoc st dung nhu cong cu

dé nguoi quan tri phan biét thiét bi luu trit mot cich nhanh chéng.
2.2.3 Quan ly phién giao dich iSCSI

Trude khi thyc hién mot phién giao dich gitta bén ngudn va dich, hé thong
phai thyc hién mot tién trinh dang nhap con duoc goi 1 pha dang nhap iSCSL Qua
trinh nay thyc hién viéc trao ddi cdc tham sb va trong mot ) truong hgp, né bao
gdm ca viéc xdc thuc hai bén. Néu thanh cong, bén dich phat di théng bdo chip
nhén vi¢c dang nhap cho bén nguén. Nguoc lai viéc dang nhap bi loai bd va két ndi

cling bi ngit.

Tién trinh dang nhap sir dung cdc trudng text dé trao d6i nhitng tham sé bién
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dugc phép. Nhing trudng nay bao gdm céc tir khod va gid tri cia ching. Vi du
truong: s6 két ndi téi da (MaxConnections) ding dé thiét 1ap sé két néi TCP tdi da
cho mot phién giao dich iSCSI. Néu s6 két ndi t6i da dugc qui dinh & bén ngudn va
dich khac nhau thi gid tri dugc chon la gia tri nho nhét. Truong text ciing dugc su
dung dé trao ddi tén va tén bi danh ciing nhu cdc tham s khdc nhu giao thiic an
ninh, gia tri timeout...

Trong thyc té, viéc thiét 1ap phién khd phirc tap vi mot thiét bi iSCSI ¢6 thé c6
nhiéu céng mang (gém dia chi IP + s6 hiéu céng TCP) va c6 thé dai dién cho nhiéu
iSCSI Target (vi du day cac dia). Khi bén nguén thiét lap phién lam viéc SCSI véi
bén dich, cdc s6 nhan dién phién lam viéc dugc sinh ra dé xdc dinh duy nhét timg
giao tiép gitra nit iSCSI cu thé véi nhitng thuc thé mang twong tng. Bén ngudn
dang nhap va gii di: tén iSCSI va s nhan dién phién 1am viéc ctia né cho bén dich
(ISID). Bén dich tao ra s6 nhan dién phién duy nhat (TSID) ddp mg yéu cau ding
nhap cia bén ngudn. Két qua cua qué trinh “bat tay” tao ra mot cip gid tri
ISID/TSID véi nhiéu két ndi TCP giita chiing (trong d6 cap tén iSCSI/ISID dbi véi

bén ngudn va bén dich 1a duy nhat trong thyc thé mang).

) 1SCSI Session ) )
1SCSI Host 1SCSI Device
TCP Connection O
iSCSI
Target
iSCSI TCP Connection O
Initiator
T TCP Connection O iSCSI
Target
1SCSI Session

Hinh 24 - Két ndi TCP trong céc phién giao dich
Khi qué trinh dang nhap hoan thanh, phién iSCSI cho phép thuc hién nhiing
giao dich binh thuong. Trudng hop phién cé nhiéu két ni thi timg cip ra lénh/ddp
{mg déu phai thuc hién diing qua két ndi twong tmg. Didu nay dam bao cdc 1énh doc

va ghi dit liéu dugc hoan thanh ma khéng phai kiém tra timg két ndi. Mot 1énh doc

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-



-36—
- Lugin van thac si Khoa hoc: Nghién ciru vé mang lwu triv va dé xudt phwong dn mang lwu triv
urng dung cho Tong Cong ty Bdo hiem Viét Nam -

hodc ghi dit liéu duoc thuc hién thong qua mot két ndi don cho dén khi tat ca dir
liéu duogc truyén xong. Mot giao dich khic ¢ thé dién ra ddng thoi dya trén nhiing
két ndi cua ching trong cting mot phién giao dich.

Trong hinh 25, R2T (iISCSI PDUs bdo trang thai san sang nhan) dugc st dung
dé giri 1énh, trang thdi, dit liéu va thyc hién vai trd diéu khién ludng SCSI giita
ngudn va dich. Pbi véi thao tic ghi, R2T duoc hiéu 1a trang théi théng bdo bo dém
cua thiét bi dich da sin sang tiép nhan thém dit liéu. Khi qud trinh ghi hoan thanh,

bén dich s€ gtri thong bédo trang thdi R2T xdc nhan giao dich da thanh cong.

Initiator Protocol Data Unit Target
Command SCSI Command Write
N N Queue Command
Request > >
Write Ready to Transmit Prepare Buffer
“ < Send R2T
SCSI Data
Ready to Transmit
< < Send R2T
................... Send ROT
Final SCSIData || ..
SCSI Response
Commapd < < Status and Sense
Completion

Hinh 25 - Vi dy vé qud trinh ghi trong mot phién giao dich

Dit liéu van chuyén trong qud trinh doc hodc ghi duoc theo ddi thong qua trang
thai, sé tudn tu cua goi dit liéu va cdp thong sb: con tro cla bd nhd dém va trudong
d6 dai dir lidu truyén trong géi s liéu iSCSI. Bén dich diéu khién téc do nhan dir
liéu bang cach diéu chinh gid tri do dai dit liéu truyén. Bén dich c6 thé yéu cau
truyén cédc khdi dir liéu theo mot thr tu nhat dinh bang céch thiét 1ap dia chi con tro

bd nhd dém khi bit dau giao dich.
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Khi bén ngudn khong nhan dugc hoi dap yéu cau tir bén dich, né s& giri mot
thong bdo gidng nhu 1énh ping (1énh kiém tra két nbi), kem theo dit liéu dé kiém tra
trang thdi bén dich. Néu bén dich khong hoi dap hodc hoi dap véi dit liéu 16i thi bén
ngudn s& ngat két ndi va thiét 1ap lai mot két ndi moi.

Phién iSCSI va két ndi cua chiing dugc gitt nguyén ¢ trang thai mé va chd 1énh
SCSI tir ting ng dung bén trén gii xudng. Bén ngudn thuong gian két tai nguyén
dfa trong mang luu trir va hiém khi ngat cdc két ndi trir khi phai thuc hién qua trinh
khoi dong lai. Trong moi trudong iSCSI, bén ngudn c6 thé yéu ciu nhiéu két ndi
TCP cho mét giao dich. Do d6, néu mot vai két ndi trong phién Iam viéc bi ngét thi
cling khong 1am gidn doan phién 1am viéc d6. Diéu nay rat hiru ich trong mot sb
truong hop, vi du nhu trudng hop can ngit két ndi dé bao tri mang, thiét bi. Lénh
thodt khoi phién 1am viéc iSCSI (logour) duoc st dung dé két thiic phién hodc ngat
céc két nbi trong mot phién béng (néu ¢6 tham s6: sd nhan dién két néi) . Truong
hop 151 két ndi, 1énh logout dua ra mot két ndi thay thé hodc thiét 1ap mot két ndi
moi.

2.2.4. Kiém soat 15i iSCSI

Kién tric SCSI duoc thiét ké véi gia thuyét moi truong khong 16i, Thiét bi
SCSI duoc gin vao kénh danh riéng song song, khong xay ra hién tugng gidn doan
kénh. iSCSI dugc trién khai trén mang IP toc do cao, kién tric truyén théng khong
tin cdy. Nhung tang TCP lai cung cap tinh tin cdy can thiét cho iSCSI. iSCSI cung
cap thém céc co ché kiém tra két ndi TCP va phat hién 15i trong cic g6i sb liéu (tai
tang nay). iSCSI sir dung tham sb fimeour va thiét 1ap pham vi tim lai dit liéu. Khi
g6i s lidu trong mot day g6i tin lién tiép nhau bi 15i, thi bén dich phai pht lai cic
g6i s6 liéu d6. Trong mang Gigabit, viéc phat lai ca day géi so lidu khong gy anh
huéng qud nhiéu dén tdc d6 hiéu dung.

Phuong phdp kiém soét 16i iSCSI yéu ciu ca bén ngudn va bén dich phai c6

kha ning luu 1énh va nhitng hoi ddp trong bd dém cho dén khi ching duoc xdc
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nhan. Vi du véi 1énh ghi SCSI, bén nguén phai git lai trong bd dém dir li¢u da
chuyén di cho dén khi bén ngudn nhan dugc théng bdo R2T tir bén dich (R2T thong
bao dir liéu chuyén di trudc d6 da duogc nhan va bén dich dang sin sang nhan dir
liéu moi). THi thiéu thiét bi iISCSI phai ¢6 kha ning tao dung lai nhitng géi dit liéu
bi mét hoic bi hong trong qua trinh truyén dé thuc hién truyén lai.

Trong qud trinh truyén, L3i ¢6 thé xuat hién & phan thong tin mao dau (iSCSI
PDUs header) hay ¢ phﬁn dir li€u (content) ctia don vi dir liéu iSCSI (iISCSI PDUs).
Ldi xuét hién c6 thé chia ra hai loai:

- Lbi khuon dang (format error): 16i nay xay ra khi mot trudng trong phan
thong tin mao dau bi mét hodc céc truong chira dung nhimg thong tin trai
nguoc nhau.

- Ldi ndi dung (Digest Content Error): 15i nay xuat hién khi noi dung cia
phan thong tin tiéu dé& hodc ndi dung dir lidu mang theo (payload) trong

PDUs bi hong.

Trong truong hop 16i dinh dang, bén dich s& gui hoi ddp c6 chira con trd
(offset indicator) tré tGi byte dau tién bi 15i trong phan thong tin mao dau. Ngugc
lai, bén dich s& loai bo géi tin 16i va yéu cau g lai bang cich sitra d6i gid tri truong
offset trong R2T PDU.

iSCSI phét hién sy that lac dir liéu bang cach theo di sb tuan ty cua géi tin
(SNACK - Sequence Number Acknowledgment). Trong giao dich, mdt hoac mot
vai PDUs trong mot day PDUs c6 thé bi that lac. Chi nhitng PDUs bi that lac nay
moi duoc truyén lai theo 1énh SNACK cua bén dich s€ dam bdo hi¢u qua kénh
truyén.

Phat hién va khic phuc 16i iSCSI ¢6 thé xay ra ¢ nhiéu cip do. N6 c6 thé thuc
hién tai ting SCSI ma ciing c6 thé 1a ting bén dudi, tang TCP. Két néi TCP dugc sir
dung dé chuyén tai dir liéu c6 thé bi 18i va trong truong hop nay iSCSI sé& cb khic
phuc théng qua I1énh khoi tao lai. Mot phién giao dich iSCSI lai ¢6 thé gdm nhiéu

két ndi TCP nén c6 thé khong phai chi mot két ndi phai khoi tao lai. Trong truong
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hop x4u nhat, khi phién giao dich bi 15i khong thé khac phuc dugc, né s& déng tat ca
cic két ndi TCP, tam ngung tat ca cdc cong viée, cic 1énh trong hang doi va thyuc

hién tao lai giao dich md&i thong qua qua trinh dang nhap.
2.2.5 An ninh iSCSI

Do iSCSI dugc thiét ké dé c6 thé trién khai trén mang dién rong nhu Internet
nén cic giai phdp vé an ninh cho iSCSI 12 hét sirc quan trong. Cic giai phdp vé an

ninh cho iSCSI SAN bao gom [1]:

* Discovery Domains (DDSs): phuong phdp nay dya mot phan vio dich vu
iSNS. iSNS cung cip nhiing tién nghi dé dang ky, phat hién, quan 1y thiét bi
Iuru trit (IP Storage) va quan 1y nhing thay d6i vé trang thai. DDSs tao ra mién
va cho phép nhiing thiét bi (dugc xdc nhan boi iISNS) trong cung mat mién c6
thé thiét 1ap dugc phién giao dich. DDSs duoc sir dung trong IP SAN tuong
duong vai dich vy Zoning cua kénh FC SAN.

* LUN Masking: phuong phap nay dua trén viéc 4n gidu cdc LUNs. Binh
thudng khi bén ngudn thiét 1ap mot phién lam viéc véi bén dich, bén ngudn s&
gui dén bén dich 1énh truy van vé s6 hiéu LUNs cua nhitng dia né dinh doc
hodc ghi sé liéu. Bén dich s& dép lai bang cich giri danh sich s hiéu céc
LUNs ma né c6 bang 1énh “Report LUNs” cho bén ngudn. Nhu vay gii han
danh s4ch cdc LUNs ciia bén dich tra vé cho bén ngudn ciing 1a mot phuong
thirc an ninh. Tinh ning “LUN Masking” khéng bat budc phai cé trong cic
thiét bi luu trit iSCSI. N6 chi 1a mot lya chon trong cdc phuong thitc an ninh

cua IP SAN.

* Danh sdch diéu khién quyén truy cdp (Access Control Lists -ACL): Nhiing
thiét bi mang nhu bg dinh tuyén hay bo chuyén mach c6 thé cung cép chinh
sdch bao mat don gian thong qua ACLs. ACL don gian duoc hiéu nhu mot
bang c6 chira danh sich dia chi nao (véi tang 2 1a dia chi MAC va tang 3 la

dia chi IP) thi duoc quyén truy cép, dia chi nao thi khong. ACL ciing c6 thé st
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dung loai dich vu van chuyén (TCP hay UDP) hay sb hiéu cong TCP dé giéi
han quyén truy cap.

* Mang do (VLAN): VLAN c6 thé dugc dp dung dé phan tich va thiét lap
quyén uu tién cho cdc ludng dit liéu ludn chuyén qua thiét bi mang. Ung dung
vao IP SAN, VLAN la mot giai phdp dé bao mat ciing nhu dé phan ving

(zoning).

* [PSec: IPSec gom hai co ché chinh: mao dau xdc thuc (AH) va déng géi an
toan dit liéu (ESP). IPSec cung cép cac dich vu ma hoa, xac thuc cho dir li€u
truyén tai trén mang IP.

IPSec cung cép hai ché do két ni 1a ché d6 van tai (Transport Mode) va ché
d6 duong ham (Tunnel Mode). Ché d6 van tai bat budc dp dung co ché an ninh
& tit ca céc diém thudc két ndi con ché do dudng ham chi yéu cau co ché an

ninh tr diém dau dén diém cudi cua duong ham.

Tl’ansp()rt D w . 000000] [00] D

IP Router IP Router
Mode  1piiator Target

le N
) Encrypted Data !

[0] [00] [o] [o0]
Tunnel N 5 ; N

Sercurit Sercurit
Mode Tnitiator 5,00 a}}/] Gatew a}}: Target
le e e N
" Clear Data | Encrypted Data T Clear Data'

Hinh 26 - Hai ché do két ndi cua IPSec

IPSec c6 thé duoc dp dung hét stc linh hoat trong IP SAN, N6 ¢6 thé dugc dp
dung trén toan mang SAN hay chi trén nhiing doan mang c6 kha nang rui ro
cao. Néu sir dung IPSec thi SAN bi giam hiéu nang do phai van chuyén thém
thong tin ciia khéa khi trao doi dir lidu va lam tang thoi gian tré khi xdc nhan,

ma héa hodc giai ma. Dé khic phuc diéu nay, cac thiét bi mang va thiét bi luu
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trit can tich hop sin IPSec.

Viéc thoa thuan kiéu béo mat gitra hai thiét bi iSCSI duogc thuc hién trong qua
trinh ding nhap. Néu thanh cong, céc géi dir liéu trao ddi gitra cdc thiét bi
iSCSI s& duoc dinh dang cho phit hop v6i nhitng yéu ciu cia tién trinh an

ninh. Tién trinh nay c6 thé duoc thyc hién véi su trg gitip ctia may chu iSNS.
2.3. So sanh FCP SAN va IP SAN

Cic giao thic nén tang dwoc st dung trong SAN bao gém: FCP (Fibre
Channel Protocol), FCIP (Fibre Channel over IP), iFCP (Internet Fibre Channel
Protocol), iSCSI (Internet SCSI)..vv. Mdi giao thirc déu c6 nhiing diém thuan loi va
nhitng han ché riéng. Trong luan vin ndy, chiing t6i chi xem xét, danh gid hai giao
thirc dugc st dung phd bién nhét trong thuc té 12 FCP va iSCSI.

Khai niém SAN thuong gan v6i mang quang, danh riéng phuc vu két ndi gitra
cdc thiét bi luu trit hodc gifra thiét bi luu trir va mdy chu. Giao thic dung dé van
chuyén cic khéi dir lidu ciing 1a giao thirc kénh quang (Fibre Channel). Trong thoi
gian gan ddy, iSCSI duoc coi 12 giao thirc ddy tiém ning trong viéc phat trién thi
truong SAN. Nhitng vu diém va nhugce diém cua giao thirc iSCSI dua trén co so
giao thirc van tai dir liéu ma n6 s dung (TCP/IP). Chinh vi vay, ta cé thé coi viéc
so sanh gitra hai giao thirc cia SAN 1a FCP va iSCSI chinh 1a so sdnh gifta hai giao
thirc van tai dit li¢u kénh quang (FC) va TCP/IP.

So sanh céac chi tiéu:

Khodng cdch két noi:

FCP cho phép thuc hién cic két nbi c6 khoang cach xa 1én t6i 10 km. Tuy vay,
viéc trién khai nhitng két nbi nhu vy 1a khong thyc tién d6i véi cdc doanh
nghiép. Trong thyc té, nhilng mang SAN c6 sir dung két néi kénh quang cho

trung tim dit liéu & trong mot hay nhiéu tdoa nha gan nhau.

iSCSI khong chi cung cép giai phap xdy dung SAN cho nhiing trung tdm dir

liéu tap trung, né con thyc hién tot viéc két noi gitta nhitng khodng céch cuc
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16n nhd mang internet toan ciu. Su phét trién hé thong mang internet bing

thong rong s€ 1a mdt thuan lgi cho viéc phat trién thi truong iSCSI [5].

Kha nang twong tdc:

Cic nha phat trién thiét bi luu trir kénh quang van phat trién va cai tién san
pham phan cimg va phan mém mét céch riéng r&. Didu nay din dén kha ning
tuong thich khong cao cua cic thiét bi. DPé giam b6t nhitng 16i phat sinh, ngudi
str dung thudng phai giam thiéu viéc sir dung cdc tinh ning méi cua céc thiét
bi kénh quang. iSCSI sir dung nén giao thic TCP/IP 1a chuan thong nhat nén
khong phat sinh nhiing 18i lién tac giita cdc thiét bi.

Chi phi:

Trong thyc té cho thiy chi phi cho SAN dya trén iSCSI thuong thap hon. Céc

yéu t6 1am giam chi phi cho iSCSI SAN bao gom:

- Gid cdc thiét bi thanh phan SAN duya trén giao thirc iSCSI thap hon do tinh
ph6 dung, s6 lugng nha cung cap va qui md san xudt cua cdc thiét bi xay
1én SAN nhu bo diéu hop, bd chuyén mach, bd din duong,..vv.

- Thoi gian dao tao, chi phi dao tao va duy tri iISCSI SAN thip hon nhiéu so
v6i FCP SAN. TCP/IP gan nhu 12 k¥ ning co ban cia cdc k¥ thuat vién
cong nghé thong tin va viéc dao tao ciing nhu duy tri hé théng SAN khong
doi hoéi cac chuyén gia thudc céc linh vuc cong nghé thong tin khac nhau
[2].

Vi iSCSI, két ndi cua thiét bi luu trit véi mdy chu rat da dang théng qua IP

SAN, qua IP LAN hay tham chi ndi thang vao mdy chu va dugc sir dung nhu

Ia mot thiét bi luu trix gén théng (DAS - Direct Attacked Storage) [5]:
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iSCSI appliance
storage

iSCSI appliance
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storage

Hinh 27 - Céc dang két nbi iSCSI

Hiéu nang, thong luvong truvén tai:

iSCSI appliance

storage

TCP/IP khong phai 1a mot giao thirc dat hi€u qua cao trong viéc tan dung bang

thong. Ly do 12 né phai thuc hién déng/giai géi tiéu d& (pack/unpack header) &

c4 hai ting TCP va IP. Hon nita co ché dé kiém sodt 161, diéu khién Iuu luong,

diéu khién tic nghén ctiia TCP phirc tap 1am ting thoi gian tré xir 1y [5].

TCP/IP Packet iSCSI Data Packet

Ethernet
P | TCP DATA
Header Ethernet 1 | 16p | jscst scs1 CRC
Header
FCP Data Packet Destination | Source
Preamble Address Address Type | IP | TCP Data FCS

FC SCSI DATA CRC
Header Ethernet Payload

Hinh 28 - So sdnh FCP SAN va iSCSI SAN

Hiéu ning gitta FCP va iSCSI s& cang khdc biét néu iSCSI str dung két ni
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theo chuan Ethernet. Kich ¢& dau géi s liéu (over head) cua FCP chi 1a 36
byte trong khi kich ¢& géi sd liéu tiéu dé theo tiéu chuan Ethernet 12 66 byte
(mdt byte bat ddu va mot byte bdo hiéu két thic géi sb lidu). Céc sb lidu sau
thé hién r6 hon sy khéc biét trong viéc chuyén tai 256 MB dit liéu [2]:
* FCP:
256MB * 1 *  36B  =436MB
2112B 1

Trong do:
o 2112B lakich c& dit liéu t6i da c6 thé mang trong g6i sd liéu FCP.

o 4.36 MB la tong kich c& tiéu dé.

* Ethernet:
1 *  66B
256MB * T460B I =11.57 MB
1 *  66B
256MB * 158 1 =37.22 MB
Trong do:

o 1460B la kich c& dit liéu toi da c6 thé mang trong g6i sb liéu Ethernet.
o 454B 1a kich c& dit liéu t6i thiéu c6 thé mang trong géi sd liéu

Ethernet.
o 11.57 MB va 37.22 1a téng kich c& tiéu dé twong tng véi timg trudng

hop.

Str dung nhitng cong nghé hd trg nhu TOEs hay iSCSI Accerleter s& khic phuc
dugc nhuge diém cua iSCSI (thdng luong truyén tai). Do d6 iSCSI SAN 1a giai
phédp khd hoan thién. Bao viét s€ sir dung gidi phdp iSCSI SAN lam giai phdp luu

trit trong hé théng thong tin ctia minh.
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CHUONG 3: UNG DUNG SAN GIAI QUYET BAI
TOAN THUC TIEN

3.1 Gi6i thiéu bai toan

Bao viét bat dau hoat dong kinh doanh bao hiém tir 15/01/1965, c¢6 pham vi
hoat dong trén tit ca cdc tinh, thanh phd trong cd nudc va 1a mot trong 25 doanh
nghiép nha nudc 16n nhat ciia Viét Nam. Ké tir ngay 30/06/2004, Bao viét s& duoc
t6 chirc theo mo hinh tap doan tai chinh bao hiém véi hai tong cong ty truc thudc

hach todn ddc 1ap kinh doanh & hai mang nghi€p vu nhén tho va phi nhan tho.

V61 muc ti€u “tr¢ thanh tap doan tai chinh hang dau Viét Nam” trong linh vuc
bao hiém nhan tho, bao hiém phi nhéan tho, dau tu tai chinh va dau tu chiing khodn,
Béo viét phdi ludn thyc hi¢n viéc nang cao trinh d6 quan ly, chat lugng phuc vu
khach hang trong bat ky linh vuc kinh doanh nao cta tap doan, tir viéc nghién ciru
phét trién cdc san pham, dich vu t&i viéc tu van cho khach hang céc giai phdp toi wu
hodc xay dung cdc mbi quan hé hop tic chit ché, cling phét trién voi khach hang va
cdc d6i tic. Viéc ung dung cong nghé thong tin vao trong cic hoat dong giao dich

trd thanh mot yéu t6 quan trong givip muyc tiéu dé ra sém tré thanh hién thuec.

Nim 1995, Bao Viét xdy dung hé théng ha tang cong nghé thong tin va cic
tmg dung cho hau hét nghiép vu kinh doanh trong Bao Viét. Hé théng thong tin Bao
Viét hién duoc t6 chtc theo md hinh phan tdn va phan cép. Tai mdi don vi thanh
vién & céc tinh thanh, Bao Viét da xdy dung co s& ha tdng thong tin va trién khai
nhiing (mg dung quan 1y nghiép vu thong nhat trong toan nganh.

Khong gian luu trir hién 1a mot trong nhirng van dé dugc quan tam trong dinh
huéng xay dung va phat trién co so ha ting thong tin. Nhimng con sb théng ké: hon
30 triéu lugt khach hang mdi nam, hon 2 van cdn bo nhan vién céc dai ly can quan
1y va hon 6 ngan ty dong doanh thu can duoc tap hop, quan Iy va phan bd trong nim

phan nao néi 1én lugng dir lidu phét sinh trong hoat dong ctia doanh nghiép. Véan dé
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khong gian luu trir cang tré 1én thiét yéu khi Bao Viét ¢6 dinh hudng xiy dung
nhitng tng dung tryc tuyén, xdy dung kho dit lidu (Dataware house), hay trién khai

nhiing dich vu tich hgp nhu thu thoai hay Call center.
3.2. Hién trang hé thong thong tin
3.2.1. Céc thanh phan va kién tric két ndi cia hé thong thong tin Bao viét

Tb chirc thong tin cta hé thong thong tin Bao viét bao gom:
- Trung tdm dir liéu dat tai Ha noi.

- Trung tdm dit liéu dit tai thanh phd H6 Chi Minh

- Hé thong thong tin cta cdc don vi thanh vién

- Hé théng thong tin tai cdc van phong dai dién truc thudc don vi thanh vién.

Kién tric két ndi Bao viét:

Trung t€m d= liCu TrungHti@;:Jnédf lidu

TP Ha ChYMinh

Workstation

Lease Line Lease Line

Public Commucation Area

Dialup
Dialup
Cong ty thanh vién
Workstation
|E Workstation
Cong ty thanh vién

Hinh 29: So d t6 chitc mang truyén théng Bao Viét.

Trong do:
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- Hai trung tdm dir liéu dugc trang bi két ndi thué bao riéng (lease line).

Chiing thuc hién cdp nhét sd lidu truc tuyén véi nhau thong qua dudng

truyén thong nay.

- Céc don vi trao ddi s6 liéu ciing nhu 14y nang cip chuong trinh thong qua

duong két ndi quay s6 (dialup). Trong twong lai gan c6 thé cdc két ndi nay

s€ dugc nang cap 1€n lease line va su dung VPN dé trao doi so li€u voi cac

trung tam dir liéu thong qua mang Internet.

3.2.2. H¢ théng thong tin thanh phin

3.2.2.1. Hé thong thong tin cia trung tim dir liéu dit tai Ha ndi

Dit tai 94 ba triéu, Trung tim thong tin 12 noi tap trung, xir 1y, dong bo dir licu

nghiép vu cua toan Bdo viét.

My chii: Trung tim dugc trang bi cdc mdy chu chay trén cic nén tang phan cing

va phan mém khic nhau. Cic mdy chi cung cap cdc loai hinh dich vy khéac nhau

nhu: co sé dir li€u trén nén tang Oracle, dich vu web dya trén Oracle Portal, Dich

vu FTP, dich vy lam viéc nhém nhu mail, dich vu fax, quan 1y cong van ..

CPU/ H¢ Dung lugng Dich vu /
Thiét bi Pi¢u hanh | Luu trir Ung dung
HP Proliant 530 | Intel/Windows | 120 GB Quan ly cong van, Lotus Notes
2000
HP Proliant 530 | Intel/Windows | 120 GB Ké todn, T6 chirc cdn bo.
2000
HP LH6000 Intel/Windows | 60 GB Bao hiém phuong tién, bao
2000 hiém con ngudi - hoc sinh, bao
hiém chdy - xay lap, bao hiém
tau - hang héa.
HP 9000 HP/ Unix 160 Bao hiém nhan tho
HP 9000 HP/ Unix 160 Bao hiém nhan tho
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HP Proliant 530 | Intel/Windows | 120 GB Luu s6 liéu nghiép vu ké todn
2000 cua cdc coOng ty thanh vién

truyén ve.

HP Proliant 530 | Intel/Windows | 120 GB Luu sb licu nghiép vu bao
2000 hiém nhan tho ctia cdc cong ty

thanh vién truyén vé.

HP Proliant 530 | Intel/Windows | 120 GB Luu sb liéu nghiép vu bao
2000 hiém phi nhén tho cta céc

cong ty thanh vién truyén vé.

Thiét bi mang: Cic thiét bi mang dugc trang bi cho trung tam déu hoat dong dua

trén nén tang IP.

Thiét bi Muc dich sir dung

Cisco 3600 — RAS Cung cap két ndi tir xa cho cdc don vi thanh vién, s6

két ndi hién dang sir dung 1a 16 duong.

Cisco 6500 — Switch Cung cap két ndi trong toan bo trung tim bang cdch
gan két gitra cdc bo chuyén mach kénh quang va cic
chuyén mach Ethernet khic. Né6i céch khac né cung

cap truc xuong song cho cic phan doan mang con.

Cisco Pix 525 - Firewall | Pam nhan viéc cung cap két ndi véi mang Internet va

bao vé mang LAN khoi s thim nhép tu bén ngoai.

Cisco 7800 Hoat dong nhu mot téng dai, cung cép dich vu thoai

trén nén tang IP.

Cisco Switch 3550 Pugc trang bi cho cic tang, cung cap két ndi 100 Mb

cho cdc mdy tram véi nhau va 1Gb véi dudng tryc.

3.2.2.2. H¢ thong thong tin tai cac don vi thanh vién

Do s6 luong tng dung trién khai tai cdc don vi thanh vién thanh vién it hon

nén thiét bi trang bi cho don vi ¢6 cdu hinh thip. Céc tng dung chinh bao gdm: co
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s& dir licu trén nén Oracle, dich vu Iam viéc nhém nhu thu va quan ly cong van trén
nén Lotus Notes. Dir liéu cdc giao dich phat sinh trong dia ban dugc tich iy tai day

va s& duoc truyén vé trung tim dit liéu hang thang.

May chu: Do lam vi¢c véi lugng dit liéu nhé hon nén cic don vi thanh vién duoc

trang bi cdc mdy chu ¢ cong sudt nho va dung lugng luu trit it hon.

Thiét bi CPU/ H¢ Dung lwong Dich vu/
diéu hanh Luu trir Ung dung
HP Proliant 370 | Intel Xeon 2GHz | 60 GB Lotus Notes va cidc nghi€p
/Windows 2000 vu dugc xdy dyng trén nén

tang File Server

HP A500 HP/Unix 40 GB Bvlife (co sé dir liéu
Oracle)

Thiét bi Mang: Céc don vi thanh vién dugc trang bi nhiing thiét bi sau:

Thiét bi Muc dich sir dung

Cisco 3600 — RAS Cung cap két ndi tir xa cho cdc vin phong dai dién dat tai

cac huyén.

HP Switch Cung cip duong két ndi 10/100 Mb cho cic mdy tram

trong van phong cong ty.

Modem 33.6 Kb La phuong tién két ndi giita van phong dai dién v6i don

vi va don vi véi trung tam thong tin.

H¢ thong thong tin tai cdc vin phong dai dién truc thude don vi thanh vién: bao
g6m hé théng két ndi mang ngang hang sir dung giao thitc TCP/IP. O cép do nay, hé
thdng thong tin khong duoc trang bi may chu va cdc (mg dung tai day déu dua trén
nén tang chia sé tap tin. Di liéu cdc giao dich trong ngay s& dugc truyén va trao doi

thong qua két ndi dial-up vé6i don vi thanh vién truc tiép quan 1y.

3.2.3. Cac ing dung hién dang sir dung tai Bio viét:

- Hoang Dwong Thinh — Lép Cao hoc CNTT 2004 - PHBKHN-



-50 -

- Lugin van thac si Khoa hoc: Nghién ciru vé mang lwu triv va dé xudt phwong dn mang lwu triv
urng dung cho Tong Cong ty Bdo hiem Viét Nam -

Chiém da s6 1a cac tmg dung co s& dit liéu 16n, mdi ing dung c6 thé phuc vu

cong tic quan 1y cho timg nhém nghiép vu bao hiém. Céc ung dung déu cé giao

dién tiéng viét va déu s dung font TCVN3. Trong thoi gian t6i, khi céc dir liéu

chuyén sang dinh dang unicode thi lugng khong gian luu trit doi hoi s& phai ting

dang ké.

Nhirng tng dung chinh c6 ) lugng s6 liéu 16n hién dang duoc st dung tai Bao

Viét bao gom:

o BVLife - Bio hiém nhan tho: (phin mém nén: Oracle)

Nhiém vu:

©)

©)

©)

o

o

©)

Quan 1y gidy yéu ciu bao hiém cho tit ca cic nghiép vu.

Quan 1y cap phat hop ddng bao hiém.

Quan 1y cap nhat, thay ddi cho céc hop hop ddng bao hiém.

Lap ké hoach va in héa don thu phi (héa don in sin - quan 1y ma
vach).

Lap va quan ly quy dy phong.

Lap chuong trinh chdm s6c¢ khach hang.

Quan 1y 14i chia hgp dong bao hiém.

Quan 1y hop ddng d4o han.

Luong s6 liéu: s6 liéu qui chuan 1a khoang 140 GB nhung khong gian chiém

thuc té 1a gan 500 GB. Luong dit liéu phat sinh do:

©)

o

o

o

o

Quan 1y gan 3 triéu hop dong.

Quan 1y gan 20 triéu giao dich trong mot nam.

Quan 1y hoa hong cho hon 2 van dai ly.

Quan 1y 1ai chia hang ndm cho hon mot tri¢u khach hang.

S6 lidu dugc liy ké tir ndm nay sang nam khac (hop dong c6 thé kéo

dai t6i da 1a 17 ndm).

o Ke toan: (phan mém nén: Foxpro)

Nhiém vu:
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o Quan ly hoat dong thu chi hoi so.
o Quan 1y hoat dong thu chi nghiép vu.
o Quan ly lvong thudng cdc can bo trong doanh nghiép.
o Quan 1y chi hoa hong dai ly.
o Quan ly tai san doanh nghiép.
o Quan 1y ké hoach chi tiéu trong doanh nghiép.
o Lap béo cdo tai chinh doanh nghiép.
o Lap béo cdo tai chinh riéng bdo cac bd Tai chinh.
Luong s6 liéu: s6 liéu qui chuan chiém khoang 12 GB hang nam phat sinh
chu yéu do:
o Quan 1y khoang 60 tri¢u giao dich trong mdt nam.
a Té chirc can bd: (phin mém nén: Foxpro)
Nhiém vu:
o Quan ly nhan sy cia doanh nghiép.
o Quan ly dai Iy bao hiém.
o Quan 1y chi nhanh va van phong dai di¢n.
o Quan 1y co cau phong ban trong cic don vi thanh vién.
Luong s6 liéu: s6 liéu qui chuan chiém khoang 100 MB phit sinh do:
o Quanly hd so cta hon hai van can bd va dai ly.
o Gan hai nghin chi nhanh trong ca nudc.
o DocMan - Quan Iy cong vin: (phin mém nén: Lotus Notes)
Nhiém vu:
o Quan ly céng vin dén, di ciia doanh nghiép.
o Quan ly céc van ban ISO cua doanh nghiép.
o Quan ly thong tin thi truong.
o Quan ly nhi€ém vu cta cdn b trong doanh nghiép.
o Quan 1y td trinh va trao ddi nghiép vu giira cdc phong ban.
o Tich hgp v6i hé thoéng thu dién tir intranet va internet ciia doanh

nghiép.
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o Lap lich lam viéc cua cd nhan.
Luong s6 liéu: Chiém gan 60 GB dugc sinh ra chi yéu tir viéc luu trir fax va
thu dién tir tr nAm 1999 dén nay.
o Bio hiém phuwong ti¢n: (phin mém nén: Foxpro)
Nhiém vu:
o Quan Iy nghiép vu bao hiém xe co gidi bao gébm: quan Iy cap don,
quan 1y don, quan 1y hoa hong, quan 1y hd so bdi thuong.
o Quan 1y 4n chi xe in san.
o Cham séc khach hang, ti tung hgp dong bao hiém.
o Bio cdo théng ké, xdy dung biéu phi bao hiém xe
Luong s6 liéu: hang nim chiém hon 3 GB va duoc phat sinh ra dé quan ly:
o Hon hai tri€u xe co gidi.
o Gan hai triéu khach hang.
o Bao hiém con ngudi, hoc sinh: (phin mém nén: Foxpro)
Nhiém vu:
o Quan ly nghiép vu bao hiém con ngudi, hoc sinh bao gdm: quan ly
cap don, quan 1y don, quan Iy hoa hdng, quan Iy hd so boi thuong.
o Quan 1y 4n chi in sin.
o Cham séc khach hang, ti tung hop dong bao hiém.
o Bido cdo thong ké, xay dung biéu phi bao hiém con ngudi
Luong s6 liéu: hang nim chiém gan 5 GB va duoc phat sinh dé quan 1y:
o Gan bbn triéu hoc sinh cdc cap.
o Bao hiém chay, xay lip: (phan mém nén: Foxpro)
Nhiém vu:
o Quan ly nghiép vu bao hiém chdy, xay lap bao gdm: quan 1y cip don,
quan Iy don, quan 1y hoa hong, quan 1y hd so bdi thuong.
o Quan 1y 4n chi in san.
o Cham séc khach hang, t4i tung hgp dong bao hiém.

o Bdo cdo thong ké.
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Luong s6 liéu: Chiém hon 1GB dé phuc vu quan 1y hon 100 000 déi turong
bao hiém khéc nhau
o Bio hiém hang héa: (phin mém nén: Foxpro)
Nhiém vu:
o Quan Iy nghiép vu bao hiém hang héa: quan 1y cap don, quan 1y don,
quan Iy hoa hong, quan 1y hd so bodi thudng, tai bao hiém.
o Quan 1y 4n chi in sin.
o Cham séc khach hang, ti tung hop dong bao hiém.
o Bio cdo thong ké.
Luong s6 liéu: Chiém hon 2GB dé phuc vu quan 1y gan 300 000 luot chuyén
cho hang héa trong nam.
Vi luong dit lidu 16n nhu vay, Viéc giai quyét bai toan luu trix 1 rat can thiét.
N6 1a c¢& sé dé duy tri hoat dong cta cdc ung dung hién tai va xay dung nhimng tng

dung méi phuc vy hoat dong kinh doanh cua Bao viét.
3.2.4. H¢ thong lvu trir

Dit liéu nghiép vu cua toan Bao viét déu tap trung vé trung tim dit liéu. Do d6
16n cua dit liéu 16n nén viéc luu trir phai phan tdn ra nhiéu mdy chu. Trung tam dit
liéu bao viét hién t6 chic lwu trit nhu sau:

Lueu triv dit liéu cua cdc don vi thanh vién:

- St dung mot may cha “HP Proliant 530” dé luu trit s6 liéu do cic cong ty
thanh vién truyén vé cho cdc nghiép vu sau: hang héa, bao hiém hoc sinh,
bao hiém con ngudi, bao hiém xe co gidi, bao hiém chdy.

- Sir dung mot mdy chi “HP Proliant 530" dé luu trit s6 liéu do cdc cong ty
thanh vién truyén vé cho nghiép vu ké toan.

- Sir dung mot mdy chu “HP Proliant 530 dé luu trit s6 liéu do cdc cong ty
thanh vién truyén vé cho nghiép vu bao hiém nhan tho.

Lueu triv dir liu tdc nghiép:

- Mady chii tmg dung dugc st dung dé luu trir dir liéu cho nghiép vu twong
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ung.

Sao luu bao vé 5o liéu:

Cac méy cha ung dung sir dung thiét bi sao luu di kem dé sao luu s6 lidu
nghiép vu tuong tng.
Cé4c mdy chu luu trit dit 1i€u cua cdc don vi thanh vién cling st dung tape di

kém dé sao luu so liéu.

Giai phdp luu trit trén da va dang boc 16 nhidu nhuoc diém trong qud trinh van

hanh. Thoi gian sap t6i, Bao viét s& phai thay dbi giai phdp luu trir dé ddp ing nhu

cau luu trit dir liéu phat sinh trong hoat dong kinh doanh.

3.3. Xay dung giai phap luu trir cho Bio viét

3.3.1. Tiéu chi xay dung giai phap

Xay dyng hé théng tir nho dén 16m, thiét ké vira du cho nhu cau trong thoi gian

gan nhung c6 thé mé rong ma khong 1am gidn doan hoat dong hé thong.

Viéc thiét ké, xay dung hé thdng luu trit théng tin Bao viét phai dam bao ddp

ung dugc cic yéu cau sau:

Thiét ké cdc hé luu trit phit hop véi diéu kién kinh té, qui mo t6 chuc, qui
md dit liéu cho timg cap d6 khic nhau.

C6 kha niang mé rong hé théng khi c¢6 phat sinh nhu ciu.

C6 kha ning tan dung nhing thiét bi c6 sin.

Diép ung duogc céc tiéu chi vé toc do truy xudt dir liéu, d6 san sang cao, 6n
dinh.

An ninh dir liéu phdi dugc ddm bdo sao cho: cidc mdy chu ung dung chi cé
thé truy xuat duoc ving luu trit dit liéu cua né.

Van dé an toan thong tin phai duoc tu dong héa (sao luu va phuc hoi dir

ligu).

3.3.2. Phuong 4n cho trung tAm s liéu

3.3.2.1. Kién triic SAN

Duya trén phuong phdp xiy dung hé théng SAN tir 16n dén nho, tir don gian
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dén phirc tap. Pong thoi phai can bang cdc yéu td: d6 sin sang, toc do, sb lugng
thiét bi phai trang bi. Kién tric SAN cia trung tim thong tin Bao viét dugc du kién

nhu hinh 30.

M,y nghip vo M,y nghi(p v6

iSCSI SAN t'] thunh
phé Ha ChYMinh

§ - éng thu?
bao ring

ThiQ bp ThiQ bpP ThiQ bp
[-u tr+ iSCSI [-u tr+ iSCSI [-u tr+ iSCSI

Hinh 30 - Kién tric iSCSI SAN cuia Bao viét
3.3.2.2. Lua chon thiét bji mang
Hé théng mang Bao viét duoc xdy dung chii yéu tir nhitng thiét bi cta hang
Cisco cung cap va duoc van hanh béi mot ky su cong nghé thong tin. Viéc sir dung
thiét bi ctia mot hing khéc s& 1am cho hé théng mang phai d6i mat voi nhitng van dé

vé tinh twong thich, va kém theo d6 1a phai dao tao thém cho nguoi van hanh. Hién
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nay, Cisco 12 hang cung cip thiét bi mang uy tin 16n nhét trén thé gidi, do d6, viéc
tiép tuc str dung san pham cua Cisco 1a phit hop.

bé phuc vu cho viéc thiét 1ap mang SAN, Cisco da dua ra san phém “Cisco
catalyst 6509 switch” véi nhiéu tinh nang wu viét. San pham nay duoc thiét ké cho
mdi truong doanh nghiép véi nhidu tinh ning manh va mdi cua cong nghé mang
LAN truyén thong. Nhimg thong sé k¥ thuat cua thiét bi ¢ 1oi trong viéc tng dung
vao SAN bao gom:

Bang thong:

Mot diém bat 1oi ctia SAN duya trén nén tang TCP/IP 1a ty s “bang thong hitu

ich” trén “bang thong cho phép” khong cao nén viéc ting cudng tbi da bing

thong & ting mang s& ngin ngira su xuat hién nit chai tai ting TCP/IP trong

SAN.
- Backplane: 32Gbps shared bus
- Port max speed: 10 Gbps

Kha nang mo rong:

Céc trung tam dir liéu thuong trang bi mot sé luong 16n thiét bi luu trir, may
cht va mdi thiét bi trén lai c6 thé thiét 1ap nhiéu két ndi (multi path) dén nhau
nham ning cao bing thong hay ting cuong d6 chiu 16i ctua hé thong. S6 lugng
cong két ndi phan anh kha ning mé rong cia SAN va 1a mot yéu té can duoc
cin nhac dé dam bao kha niang mé rong theo nhu ciu ndy sinh trong hoat dong
kinh doanh.

- 10/100/1000 Ethernet  : 576 ports, all support Inline Power

- 10/100 Fast Ethernet : 1152 ports, all support Inline Power

- 100 Base FX : 288 ports
- Gigabit Ethernet : 194 ports (2 ports provided on supervisor engine)
- 10 Gigabit Ethernet : 32 ports

HJ tro két néi WAN:
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Tinh ning nay la can thiét cho viéc trao ddi dir liéu giita hai trung tim ctia Bao
Viét dit tai Ha noi va thanh phd Ho Chi Minh thong qua kénh thué bao riéng.
N6 gitp cho viéc cAu hinh nhu mot SAN tu xa (remote SAN) cho trung tdm dit

lidu tai thanh phd H6 Chi Minh duoc thuan 1oi.

- OC-3 POS ports : 192
- OC-12 POS ports : 48
- OC-12 POS ports : 24
- OC-48 POS/DPT ports 24
- Digital T1/E1 Trunk ports : 216
- FXS Interfaces : 864

Tich hop bao mat:

Viéc tach ro1 SAN khoi LAN cling 1a mot hinh thirc bao mat khong cho nguoi
ding thuc hién bién d6i dit liéu mot céc trdi phép. Tuy nhién trong nhiéu trung
tam dir liéu con yéu cau viéc bao mat phai chat ché hon. Vi du nhu nhung
trung tAm c6 nhiéu nguoi quan tri, mdi quén tri vién lai quan tri mot nhém mdy
cha Gng dung riéng r&. Vi cdc mdy chu nay dé dugc gin vao IP SAN nén viéc
doi hdi phan viung dir liéu cho cdc mdy chu tng dung va dam bdo cho phan
viing dir liéu nay khéng bj truy xudt boi cdc mdy chu & phan ving dit liéu
khéc. Cdc tinh niang hd tro bao mat cta “Cisco catalyst 6509 switch” bao gom:

o Gigabit firewall.

o High-performance SSL.

o Gigabit VPN and standards-based IP Security (IPSec)

o VPN layer 2.

Do san sang cao:

Cho phép két nbi nhiéu duong (multi path) nham dam bao tinh sin sang va
tang bang thong cho SAN. Trong mang LAN thong thuong, khong don gidn 1a
chi tao nhiéu két ndi song song la thyc hién dugc két ndi nhiéu duodng vi hién

tugng gbi tin di vong c6 thé xay ra. “Cisco catalyst 6509 switch” hd trg thém
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mot s& giao thuc ddc biét 1am cho viéc két nbi nhidu duong trd nén dé dang.
Céc giao thtrc d6 bao gdm:

o Gateway Load Balancing Protocol.

o Hot Standby Router Protocol.

o Multimodule EtherChannel.

o Rapid Spanning Tree.

o Multiple Spanning Tree.

o Per VLAN Rapid Spanning Tree.

o Rapid Convergence L3 Protocols.
3.3.2.3. Lua chon thiét bi luu trir

Do giao thirc nén tang dugc chon lya 13 iSCSI nén thiét bi luu trit cling s& phai
twong thich véi giao thirc nay. IBM 1a nha san xudt tién phong trong viéc xdy dung
va phat trién chudn iSCSI va hién nay hang da c6é mot sé dong san pham luu trit
iSCSI. “IBM IP Storage 200i model 210” 12 mét san pham c6 cau hinh manh nhat
cia hiang hién nay, dugc thiét ké dé 1am viéc trén moi truong hdn hop (WinNT,
Windows 2000, Linux) va c6 gid thanh hop 1y nén phit hgp v6i mdi trudng phan
mém va qui m6 cua Bao Viét. Cic thong s6 vé thiét bi luu trit duoc thé hién qua

bang:

Giao tiép mang va két noi: dugc trang bi sin giao tiép mang 10/100/1000
Mbps hodc giao tiép quang (mang quang hoat dong theo co ché LAN). Giao
tiép mang s& dugc bd sung thém khi can nhd cic khe cdm con tréng.

- Network 10/100/1000 or Gigabit Fibre

- PCI slots 5 (4x64-bit and 1x32-bit)

Khoéng gian luu tri: pham vi dao dong cua khong gian luu trir kha rong tir mirc

192GB dén mtc tdi da 1a 3.5 TB. Diéu nay cho phép giam thiéu chi phi trang

bi ban dau va bd sung khdng gian luu trix khi can.
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- Disk type/ capacity/ Ultral60 SCSI/36.4 GB / 10 000 rpm

speed Ultral60 SCS1/73.4 GB / 10 000 rpm (option)
- Number of disks/ 3/109.2 GB

capacity (min.)

- Number of disks/ 6/440.4 GB (internal)

capacity (max.) 48/3.52 TB (with three 4125 Expanded)

Khd ndng xit Iy: hé théng duoc trang bi tdi da 1 GB bd nhé trong va 2 bd vi xir

1y hoat dong theo co ché da xir Iy ddi xtmg. Diéu nay 12 rit can thiét boi giao
thirc TCP/IP chiém tai nguyén CPU & ca bén ngudn, bén dich hay ca ¢ nhiing
thiét bi dinh tuyén.
- Processor Two 1.13-GHz Pentium III with 133-MHz
front-side bus
- Level 2 cache per processor 512 KB
- Memory ECC SDRAM memory 1 GB

Khd nang chiu 16i: dé dam bao kha nang hoat dong lién tuc, hé théng duogc trang

bi nhitng cong nghé phong ngtra 16i dya trén phuong phdp du thira. C4c thanh
phan du thira ctia hé thong bao gdm ngudn va phan dia cing.

- RAID accelerator ServeRAID 4H - four-channel

- Power supply Three 250-W (hot swap, auto-restart and redundant)

Phdn mém: “IBM IP Storage 200i model 210” duoc trang bi sin mot 6 cing
20GB dé chira cdc phan mém di kem va cdc phan mém dugc bo sung sau niy.

- Internal disk 20-GB IDE 20-GB IDE

- Operating system Linux

- Network management =~ SNMP

- Remote administration =~ Web-based GUI Web-based GUI

- Configuration IBM ServeRAID Manager RAID Configuration

and Monitoring.

IBM Appliance Configuration Utility.
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3.3.2.4. Lua chon thiét bi sao luu

Vi khoi lugng dir liéu cua Bao Viét phdi sao luu la rat 16n, nén viéc chi s

dung mot bang tur 1a khong kha thi. Chung toi lua chon cho giai phdp sao luu la
“IBM TotalStorage™ Ultrium Scalable Tape Library 3583”. Giai phdp nay cho

phép sir dung nhiéu bing tir trong qud trinh sao luu va tu dong hod cong viéc sao

Iru. Céc thong s6 ki thuat chinh cia thiét bi bao gom:

Dung lirong: Thiét bi cho phép sao luu lwong dit liéu khé 16n, ngay ca khi st
dung ché d6 sao luu toan phan (Full Backup) thi né van dam bao du khong

gian chira dir 1i¢u Bao viét hon mot thang.

- Media type : IBM TotalStorage LTO Ultrium 200GB Data
Cartridge
- Capacity per cartridge : Up to 400 GB per cartridge compressed

- Number of tape cartridges : 72
- Total Capacity per library  : Up to 28.8TB compressed; 14.4TB native

Téc do sao luu: tc @6 cua thiét bi nay cho phép sao luu toan bd dir liéu cua

Bao Viét chi mat khoang mot gio. Viéc giam thiéu thoi gian sao luu 1a yéu td
quan trong dé nang cao tinh an toan cua dit liéu, thoi gian sao luu cang dai thi
kha nang mét dit liéu do su cb trong qua trinh sao luu cang cao.
- Number of drives :Upto6
- Sustained data transfer rate : Up to 70 MB/sec compressed
- Aggregate sustained datarate  : Up to 1482 GB/hour with six drives
(compressed)
Giao tiép: Thiét bi cung cép hai giao tiép dé sir dung sao luu s6 liéu trong moi
truong SAN 1an mdi truong DAS (gan tryuc tiép vao mdy chu)
o Native switched fabric 2Gb Fibre Channel.
o LVD Ultra2/Wide or Ultra 160 SCSI.

3.3.2.5. Lwa chon thiét bi b6 sung
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Danh séch thiét bj bo sung thém cho giai phap SAN ciia bao viét bao gom:

e Cisco SN5420 Storage Router: Stt dung dé cung cap két ndi dén céc thiét bi
SCSI ¢6 giao tiép kénh quang thong qua mang TCP/IP. N6i céch khéc thiét
bi nay hoat dong nhu mot bd dinh tuyén SCSI (SCSI Routing) dua trén
giao thirc iSCSI. “Cisco SN5420 Storage Router” rat hiéu qua trong nhiing
SAN sir dung ca thiét bj kénh quang 14n TCP/IP. Giao tiép cia thiét bi bao
gom:

o Gigabit Ethernet Port.
o Fibre Channel Port.

e Alacritech SES1001T iSCSI Accelerator: 1a mot giai phdp nham cai thién
tbc d6 luan chuyén dir liéu trong IP SAN Ia sir dung cong nghé TCP
Offload Engine. Cong nghé nay thay thé cong viée xir Iy g6i tin TCP/IP ctia
phan mém bang cich sir dung phan cung chuyén biét. Nho d6, N6 giam
thiéu su chiém dung nang lyc CPU cta mdy chu va giam thoi gian tré xuor
1y. “Alacritech SES1001T iSCSI Accelerator” cling ap dung phuong thirc
nhu vy, tuy nhién né cing hod dén 16p iSCSI.

HBA Data Flow

SCSIASCSI SCS1ASCSI1
SCSl Buffer SCSsl Buffer

iSCSITCPAP NIC iSCS]TCPAP NIC

Hinh 31 - Ludng dit liéu thong qua thiét bi “iSCSI Accelerater”
3.3.2.6. Lwa chon phin mém quan ly

IBM 1a mot tap doan san xudt thiét bi cong nghé thong tin 16n nhat thé gidi.

IBM khong chi cung cép thiét bi phan cirng ma con cung cép cdc giai phdp chon géi
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gdém nhiéu thanh phan: mdy cha, mdy tram, thiét bi mang, thiét bi luu trix, hé diéu

hanh, hé quan tri co s¢ dit liéu, hé phdn mém hd tro nhém ..vv. Nhiing hiéu biét

chuyén siu vé cdc linh vuc cong nghé thong tin 12 mot thuan loi cho viée thiét ké va

xdy dung phan mém quan ly SAN tét. “IBM Tivoli Storage Manager” 1a mot trong

nhitng phan mém quan Iy SAN duoc thiét ké theo kién tric mé dé dam bao kha

ning hoat dong trén moi trudng hon hop.

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

Layers

Functions

Applications
Management

Logical application view

Data
Management

File management

Resource
Management

Asset management
Monitoring/reporting
Policy management

Network
Management

Error management configuration
Performance

Element
Management

StorWatch Specialists/Experts
SAN hardware management

Centralized, enterprise management

Backup/restore data movement HSM

Products

Tivoli Global Enterprise Manager

Tivoli Storage Manager

Tivoli Data Protection for Workgroups
Tivoli Data Protection for Applications
Tivoli Disaster Recovery Manager

Tivoli Decision Support for Stor Mgt
Analysis

Tivoli Space Manager

Tivoli SAN Removable Media Manager
Tivoli SAN Disk Manager

Tivoli SAN Data Sharing

Tivoli Decision Support for Stor
Resource Mgt

Tivoli SAN Manager

Tivoli Management Agent
Tivoli Integration Tool Kit

Hinh 32 - Kién tric phan mém Tivoli

“IBM Tivoli Storage Manager” khong 12 mot g6i phan mém ma 12 mot tap hop

cdc mo dun phan mém. Trong d6 mdi 16p trong md hinh chuin mé& tuong tng véi

mot hodc nhi€u md dun phan mém. Viéc chia nho thanh cic mé dun dam béo tinh
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linh hoat trong viéc phat trién phan mém quan 1y. Hon nita khach hang c6 thé khong
phai mua toan b ma chi mua nhing thanh phan can thiét cho nhu cau hién tai. Diéu
nay rat phit hop véi Bao Viét néi riéng va cac don vi ciia Viét nam néi chung do
nguén Iuc vé tai chinh rat han hep.

Nhirng md dun phan mém Tivoli du kién trang bi cho giai phdp SAN ciia Bao
viét bao gom:

* Tivoli Global Enterprise Manager (Tivoli GEM): Thudc 16p quan 1y tng
dung, Tivoli GEM cung cip c4i nhin trong sudt, tong thé vé hé thdng luu trir. N6
gitip quan tri vién tdi wu héa tai nguyén theo ing dung va theo doi tinh trang hoat

dong cua SAN.

* Tivoli Storage Manager (TSM): Khong thé thiéu mé dun ndy trong giai
phdp, né cung cép nén tang dé quan ly dir liéu. Thudc 16p quan ly dir lidu, TSM
dugc cai dat nhu 1a mdt 16p bén trén cua 16p quan 1y co s¢ dir liéu (Database
Manager). TSM s& t6i uu héa cdc truy xuét dit liéu cua tmg dung ddi véi co sé dix
liéu. TSM con cung cip thém céc chirc ning:

- Chia sé 6 tape (Tape Resoure Sharing).

- Sao luu dit liéu tor may tram ma khong stir dung bang thong cua LAN (LAN-

free backup/client transfer).

- Truyén tai dit liéu khong thong qua may chu (Server-free data transfer).

* Tivoli SAN Disk Manager (Tivoli SDM): sit dung Tivoli SDM, quan tri hé
thdng c6 thé: tao quy dia 4o tir cdc thiét bi luu trit gan vao SAN, bdt hoidc phin bd
thém khong gian luu trit 40 d6, bao mat, thiét 1ap két ndi logic giira thiét bi chii quan
v6i cac LUNs (Logical Units) trong SAN. Nam trong 16p quan 1y tai nguyén, Tivoli
SDM bao gdm céc thanh phan:

- Common Discovery Agents: Tich hop cidc Agent dé phuc vu chirc ning

quan ly cho cdc md dun thudc 16p bén trén.

- Host to LUN mapping: cho phép tao két ndi logic va bao mat theo céc kich

ban:
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o Mot s6 LUN véi mot thiét bi chii quan.
o Mot s6 LUN véi nhiéu thiét bi chii quan (hay st dung vdi clustering).
o Két hop ca hai kich ban trén.

- HG tro quyét dinh trong qudn Iy tai nguyén luu tri: bang viéc dua ra cdc sb
liéu théng ké vé tai nguyén luu trit:

o S6 liéu vé thiét bi: thong tin vé& toan bd céc thiét bi phan clmg trong
SAN.

o S6 lidu vé khong gian luu trir: thong tin vé khong gian luu trir thuc
dung, khong gian luu trit thyc té, dung lwong con trong ...

- Tw dong cdp phdt khéng gian luu triv: cho phép ngin ngira 16i xay ra khi
mg dung st dung hét khong gian dia dugc cap phat. Khi ty 1& phan tram dit
liéu luu trit/ khong gian luu trit cia mot phan vung logic 16n hon ngudng
do ngudi quan trj thiét 1ap. Hé thong sé tu dong phan bo khong gian luu trit
dy phong cho phan viing dé. Chi tiét su phan bd dya theo cic thong tin do
ngudi quan tri cung cap nhu: cip phét thém bao nhiéu dung luong, 1y tir

ngudn du phong nao.

* Tivoli SAN Manager (Tivoli SM): M6 dun ndy cung cip thong tin quan 1y &
mirc mang cho cdc md dun phan mém thudc 16p trén. NG sir dung “Common
Discovery Agents” dé phét hién va theo dai cac thiét bj gan vao SAN. Moi thong tin
thu thap duoc 1a co s dé né dwa ra mé hinh kién triic vat 1y cia SAN. Ngudi quan
tri thyc hién phan viing hodc 4nh xa céc két ndi tir thiét bj chu quan dén thiét bi luu
trir hay va két ndi tir thiét bi luu trir dén thiét bi chii quan dya trén mo hinh kién triic
vat Iy d6. Tivoli SM ludn theo ddi trang théi hoat dong cua cic thiét bi. Khi xdy ra
16i, mot mat né thong bao voi ngudi quan tri, mit khac né s& cd gang cd 1ap 16i.

* Tivoli Management Agent (Tivoli MA): Thudc 16p quan 1y thanh phan,
Tivoli MA quén 1y céc thiét bi phan ctng tir céc nha san xuat khac nhau bang cich
tu cap nhat, bo sung céc trinh diéu khién thiét bi di kém vao phﬁn mém. Nho st

dung ding phan mém diéu khién thiét bi cho timg thiét bi, Tivoli MA loai trir duoc
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su hoat dong khong on dinh cua céc thiét bi thanh phﬁn.

3.3.2.5. Thé hién chi tiét va danh gia

M,y nghiCp vo M.y nghiCp vo
L =TI iSCSI SAN t'j thunh
phé Ha ChYMinh
IP LAN
6 hi Lease Line
om m,y chi . s A -
QntV?_QP g on °dAC gr? Cg ,ync . C%wgn&%gh "
= = = = = B =
= = = = = = = = iSNS
~ = o= == — = > = server
Firewa |
G iSCSI | \26bps 2Gbp =
Accelerater Cisco SN5420
: e Router
=  Cisco 6509 Cisco 6509 == ' :
IP SAN :
ibre Channe
IBM
2Gb Tape |l =
2Gbps P Library|iii
3583
A AT G iSCS i » - i
I‘I‘ HI I HI Accelerater i ) i -
IBM IP Storage IBM IP Storage IBM IP Storage
200i model 210 200i model 210 200i model 210

Hinh 33 - Thiét ké SAN cua trung tam dir liéu tai Ha ndi
Tinh sdn sang cao: Hé théng duoc thiét ké dé dam bao tinh sin sing cao & tat ca
céc mtc:
- Mady chu dugc t6 chire thanh céc Cluster (cum).
- Hé thong mang backbone ciing bao gdm mot cip hai bd chuyén mach
Cisco Catalyst 6509.

- Céc ket ndi gitra thiét bi luu trlr voi nhau va voi mdy chu déu st dung ket
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nbi nhiéu dudng (2 dudng). M6 hinh két ndi & ddy 12 moé hinh két ndi day
du.

Cic thiét bi luu trit s& duoc dp dung cong nghé RAID nhiéu ting dé bao vé
dir liéu. Ban than thiét bi luu trir s& dugc cau hinh RAID 5 bao vé dir liéu
trong ting hé thdng luu trir con (IBM IP Storage 200i). Tiép dén 1a st dung
phan mém Tivoli dé cau hinh RAID 10 cho timg cum hai “IBM IP Storage
200i series 210”.

Vi thiét ké trén, do san sang ctia hé thong dat duoc khd cao. Kha ning duy tri

hoat dong duogc tinh (theo md hinh kha nang Markov) nhu sau:

Goi Py: 1a kha nang thai hoat dong binh thuong ctia hé théng.

Goi P;: 1a kha niang mot thiét bi bi hong nhung hé thdng van hoat dong
duoc.

Goi P,: 12 kha niang hé thdng bi hong (ca hai thiét bi cling hong).

Pop+ P +P,=1.

Goi A: 12 tAn suét xuat hién 15i (tinh theo don vi 15i/gid)

Goi : 1a thoi gian khic phuyc 13i (tinh theo gid).

Khi d6, quan h¢ gitta Py, Py, P, duogc thé hién qua h¢ phuong trinh:

6) Py = L (P+Py).
P, (37\, + }l) =6\ Py.
W P, = 3\ P;.

Udc tinh theo s6 lidu cua hing Cisco cung cip (1 =0.5 gid, A = 1.39 x 10°), D6 sin
sang ctia hé thong dat khoang 99.999999%.

Khong gian luu triv: Theo thiét ké nay, khong gian luu trit t6i da cia SAN c6 thé

duoc tinh nhu sau:

73.4GB*54%(2/3)*(6/2) = 7927.2GB (xap xi 8 TB)

Trong dé:

73.4 GB la dung luong mot 6 cung trong mot thiét bj “IBM IP Storage 200i
model 210”.
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54 (48 external + 6 internal) 1 s6 & cung tbi da trong mot thiét bi “IBM IP
Storage 2001 model 210”.

2/3 1a ty s6 dung lwong luu trit thyc khi thiét bi “IBM IP Storage 200i
model 210” duoc cu hinh RAID 5.

6/2 1a ty s6 dung luong luu trir thuc khi 6 thiét bj “IBM IP Storage 200i
model 210" thiét bi cau hinh RAID 10.

Khong gian luu trit s& dugc phin bd cho cdc may chil g dung tiy theo nhu

cau dir li¢u. Mdy chu trong trung tam so liéu dugc td chiric thanh cdc cum, moi cum

s€ chay mgt nhém céc ng dung riéng biét. Chi ti€t td chtrc dich vu cta cic cum

may chu bao gdm:

Cum mdy chu tng dung BV Life sir dung phan mém quan trj co s& dit lidu
Oracle. HE quan tri Oracle s& dugc cAu hinh dé thuc hién céc thao tic vao
ra dya trén cédc khdi dit liéu logic (I/O Block) ma phian mém quan 1y SAN
(md dun Tivoli Storage Manager) cung cip, nham dat hiéu ning cao trong
viéc truy XUat va cap nhat co s¢ du ligu. Phan mém Oracle 9i s& duoc cai
dit trén nén hé diéu hanh Unix va trén phan nén phan cimg HP Class 9000.
Cum mdy chii img dung ké todn, quan 1y nhan sy sir dung dich vu file do
md dun Tivoli Storage Manager cung cap. Nén tang phan cting duogc sir
dung & day sé& 1a Intel va hé diéu hanh Windows 2000.

Gidng nhu cyum may chi img dung BVLife, cum mdy chii img dung phan
mém nhém (thu, quan 1y cong van) cling st dung dich vu vao ra dya trén
khéi do “IBM Tivoli” cung cap. Phdn mém Lotus Domino s& truc tiép st
dung khdi trong cédc thao tdc doc ghi dir li¢u cia minh. H¢ diéu hanh dugc
sit dung trong Cluster nay 12 hé diéu hanh mi ngudn mé Linux trén nén
Intel (HP Proliant 530).

Cum mdy chi tmg dung bao hiém phi nhan tho dugc s dung cho céc
nghiép vu: xe co gidi, bao hiém con ngudi va hoc sinh, bao hiém chdy, xay

lap, bao hiém hang héa. Vi cic tmg dung dua trén co s 1a chia sé file (file
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sharing) nén mé dun Tivoli Storage Manager sé& cung cap dich vu file cho

nhitng (rng dung nay.
Toan bd khong gian luu trit cia SAN s& dwoc nhém thanh bdn ving logic (logic
Zone) nho sy hd tro ciia mady chu iSNS dé chua dit lidu cho cédc ing dung thong qua
“Tivoli Resource Management”. Dit liéu ludn chuyén trong ting phan viing thuc
chat s& sir dung chung cidc két ndi phan cting nhung lai hoat dong trong bdn
VSAN(Virtual SAN) khic. Cac VSAN duogc tao ra nho st dung tinh nang VSAN
ma “Cisco Catalyst 6509 switch” cung cép.

Trong mdi ving logic ta c¢6 thé phan bo tiép thanh cic 6 logic khic nhau. Vi du
phéan vung 4 s€ chira dir liéu phuc vu cho cum may chu trng dung phi nhéan tho. May
chu nay cung cap dich vu chia sé file cho 4 ing dung bao hiém phi nhan tho khic
nhau nén ta ¢ thé tao ra bdn 6 logic dé chia sé cho bon nhém ddi twong khai thic

dir liéu khac nhau.

Sao luu bdo vé dir liéu (backup): Qua trinh sao luu s€ dugc ty dong hda, cic may
chu duoc cai dit phan mém Tivoli Storage Manager s& cho phép cdc may tram 1ap
lich cong viéc sao luu va ra 1énh phuc hoi dir liéu. Nho thiét ké tach biét SAN va
LAN nén dir liéu sao luu sé& chi luén chuyén trong SAN va khong chiém dung bang

thong cua LAN.

Bing tir s& duoc t6 chiic thanh cdc bo (Media Set), mdi bo s& gom 12 bang ti.
Cach thuc sao luu duoc thuc hién nhu sau:

- B0 thu nhét s& sao luu theo ché do sao luu toan phﬁn (Full Backup) vao

ngay cudi tuan (Chu nhat)

- BO thir hai s& sao luu theo ché d6 ting cuong (Incremental) theo ngay chan.

- BO thir ba s& sao luu theo ché d6 ting cuong theo ngay 1¢é.

Phuong thiic t6 chtc sao luu nhu vay dé dung hoa duoc hiéu qua sao luu va
thoi gian khoi phuc dit lidu. Cong viéc thay ddi cdc bd bang mdi ngay ciing s& duoc

tu dong hoa bdi “IBM TotalStorage™ Ultrium Scalable Tape Library 3583”.
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Hiéu nang: SAN duoc két cau tir nhidu thanh phan, hiéu ning ctia SAN khong chi

phu thudc vao cdu hinh phan cting céc thiét bi thanh phan. N6 con phu thudc vao
kién trdc két néi, cAu hinh cu thé va ca phén mém khai th4c nita.

Hé thong mang SAN s& dugc tich roi voi mang LAN dé trdnh gdy tic nghén
va dam bao an ninh dit liéu. Toan bd mang SAN théng nhat su dung két ndi
Ethernet Full Duplex c6 toc do 2 gigabit. Toan bd cdc mdy chil va cdc thiét bi luu
trir “IBM IP Storage 200i model 210” déu dugc gin card ting toc “Alacritech
SES1001T iSCSI Accelerator” dé ting cudng hiéu qua sir dung bang thong mang va
giam thiéu chiém dung CPU cta mdy chil.

Hiang Alacritech dd thir nghiém thiét bi “Alacritech SES1001T iSCSI
Accelerator” trén thuc té dé kiém tra tdc do truyén tai dir liéu thong qua mat két nbi

Ethernet 2 Gigabit (Full Duplex). Két qua dugc thé hién qua biéu do:

220.31 MBFs Maximum Thearelical Throug hput

100

= 90

1 80

2 1% T 7
2 E-
E10:: 1 =
= = g

5 =

Q—o——O——O—”’J—f‘/‘/ T

o ' : : : : : : o

1ME  512KE  256KBE  128KE  ®4KE  32KE  16KB 8KEB
Transaction Size

Hinh 34 - Biéu d6 chiém dung CPU va thong luong truyén tai
Két qua do thé hién téc do luan chuyén dit liéu dao dong tir khoang 160 MBps cho
dén 210 MBps va ty 18 chiém dung CPU dao dong tir 5% dén gan 30%. Thiét bi luu
trir “IBM IP Storage 200i model 210" chi gin céc 6 clmg c6 toc do truyén dit lidu 1a
160 MBps. M6 hinh SAN ciia Béo viét ¢6 sir dung nhiéu duong két ndi va dit liéu

thyc tién ciing dugc phan manh trén cic thiét bi luu trir khic nhau nén toc do trao
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d6i dit liéu cia mot ing dung c6 thé vuot qua ngudng 210 MBps. Céc chi s6 toc do

s& sat hon khi 4p dung nhitng phan mém do dac trong hé thong SAN thyc tién.

3.3.3. Phwong an cho cac don vi thanh vién

Mo hinh SAN duoc trién khai tai cic don vi thanh vién s& hét sic don gian,
cic thanh phan ctia né bao gom:

- Giao thtrc co so: iISCSIL

- Thiét bj luu trir: IBM IP Storage 200i model 210.

- Thiét bi két ni: Alacritech SES1001T iSCSI Accelerator.

- Thiét bj sao luu: Sir dung thiét bi san c6.

- Phan mém quan ly: IBM Tivoli Storage Manager.

Tai cdc don vi thanh vién, hai mang SAN va LAN van duoc tich roi. Tuy
nhién mo hinh két néi SAN Ia két ndi thang, khong thong qua céc thiét bi két ndi
nhu bd chuyén mach.

Laptop computer PC/Workstation

Windows 2000:
ch'y eng déng [==
kOto, n, Lotus |-
Notes, taechgc

c,nbé ...

HP Unix: ch'y
ong déng
—1 BVLife

Full duplex
gigabit

1SCSI
Accelerator FZ=F1

IBM IP Storage
200i model 210

Hinh 35 - M6 hinh SAN & cac don vi thanh vién
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3.3.4. Phwong an cho vian phong dai dién

Khong ¢6 sy thay ddi trong cdc van phong dai dién, nhu ciu luu trit s& duge duge
giai quyét bang cdch trang bi thém thiét bi luu trir thdo Iip ngoai hay nang cap 6
ctimg. Diéu d6 c¢6 nghia 1a nhitng tng dung duogc trién khai tai vin phong dai dién

van s€ hoat dong trén 0 cirng cua mdy tram.
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KET LUAN

Xuat phat tir sy can thiét nhu cau tim kiém cua tdc gia vé giai phap luu trit c6
thé (mg dung tt cho nhirng ddi hoi céng viée hién tai dé ra va c6 thé mé rong trong
twong lai, Luan van nay nghién ciru vé giai phap SAN néi chung va giai phéap IP
SAN néi riéng va van dung nhiing hiéu biét trong qua trinh nghién ctru dé tmg dung
trong thuc té.

Qua qud trinh tim hiéu chiing t6i nhan thiy rang:

- FC SAN la giai phap khd hoan thién. N6 khong chi ¢6 tdc d6 ludn chuyén
dir liéu 16n ma con ddp ung duoc cédc tiéu chi nhu sy on dinh, bao mat va
dam bao chat luong dich vu. Tuy nhién, trién khai né khong phai 1a mot
nhiém vy dé dang nhét 12 trong diéu kién nudc ta hién nay.

- IP SAN nbi 1én nhu 12 mot dbi tha tiém tang nhét cia FC SAN nho tinh
pho dung va sy phit trién ca vé chiéu rong 1an chiéu siu ctia mang Internet.
Trién khai IP SAN khd dé& dang khi cdc san pham phan cimg phan mém hd
trg cho giao thirc TCP/IP rat phong phii. IP SAN c6 thé vuot qua nhiing
khoang cich 16n nho két ndi théng qua mang internet ma van dam bao an
ninh dir liéu. Mot diém kha bat loi cua IP SAN 14 hiéu niang khong cao do
d6 tré gdp phai trong qud trinh xt 1y g6i sd liéu TCP/IP. Han ché nay da
dugc khic phuc phan nao nho cong nghé TOEs (TCP Offload Engine) hay
1SCSI Accerleter.

- Nam trong giai phdp IP SAN, giao thirc iSCSI nhu chia khéa dua hé thong
luu trit SCSI chuyén sang thé hé luu trit méi, vuot qua nhitng giéi han cia
kénh SCSI truyén thdng. iSCSI SAN vira ¢6 cdc uu diém ciia IP SAN vira
tiép thu nhimng thanh tuu ctia cong nghé SCSI sau nhiéu nim phét trién.
Pic biét, chuan SCSI-3 s& hd tro giao thirc iSCSIL. Nhu vy, iSCSI ¢6 thé

xuat hién hau hét trong cdc hé thong thong tin trong mot twrong lai gan.

Cong nghé SAN duoc phit trién duge nho su tién bo cta cong nghé két ndi
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nén theo ddi sy phat trién cua cong nghé két ndi ciing 12 mot cich du dodn xu
huéng phat trién cia SAN. Trong thoi gian t&i, ching ta c6 thé bat gap nhitng SAN
dua trén cd so két nbi khong diy. “Wireless SAN” 1a mot hudng tiém ning trong

dinh hudng phit trién SAN.

Sy phong phii cdc loai hinh dich vu ma cdc doanh nghiép cung cip lam thay
d6i quan niém vé dir liéu. Khuon dang dir liéu duoc luu trit ngay nay khong chi Ia
cic con sb hay text. Am thanh, hinh anh tham chi ca video ciing 1a nhimng ddi tugng
dé luu trir va xir 1y. Yéu cau cia nhitng dir liéu nay khong chi doi hoi vé bang thong
ma con ddi hoi vé chat lugng dich vu. FC SAN c6 thé ddp tng dugc khé tét vé chat
lugng dich vu. Pam bao chat lugng dich vu trong IP SAN 1a mt hudng nghién cuu

can thiét & 1am phong phi giai phap IP SAN.
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