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MO DAU

1. Ly do chopn @@ tai

Trong Hu hét lich sr mat ma ke, khda ding trong cac qué trinh
ma hoéa va gi ma phi duoc giir bi mit va dn duoc traoddi bang
mot pheong phap an toan khac (khéng dungtma) nhr gap nhau
tryc tiép hay théng qua &t nguoi dua thr tin cly. Vi vay qué trinh
phan pldi khéa trong tirc & gip rat nhicu kho khin, dac biét Ia khi
so lugng ngroi sir dung rt lon. Mat ma hoéa khéa cong khda gi
quyét dugc van dé nay vi né cho phép ngi ding gri théng tin mt
trén duong truyén khéng an toan ma khéngrcthoa thuin khoa tr
trudc.

Trong niit ma ke, RSA la ndt thuat toan nit ma hoa khda cong
khai. Pay la thit toandau tién phu bip Véi viéc tao ra chir ky dién
tr ddng thyi véi viec ma héa.NGtanh diu mot sr tién bo vuot bac
cia inh wrc mat méa hpc trong véc ar dung khoa cong @ng. RSA
dangduoc sr dung phb bién trong throng mai dién tr vaduoc cho 1a
dam bao an toan &i diéu kién do dai khoatu Ion.

Hé ma RSA thrc hién tinh toan @i sb nguyén én, co ttt [én i
hang t&m chir s6.D9 phic tap aia viéc giai ma dia & ma nay i ¢
thuan v6i d6 lon aia cac 8 nguyén tham gia vao &g tao khéa ma
héa va khoa céng khai. Viy, ¢¢ hé madugc an toan 4n ting kich
thudc aia § nguyén. \in dé tang kich throc caa $ nguyén & dan
dén thoi gian xr ly chuong trinh ma hoéaimg ting 1én. Mit khac
thdng tin ma héa ngay cadg daing va cé kbi luong lon doi hoi hé
ma gim thiéu thoi gian Xt ly.



Bén @nh do, do ngay cang c6 rthi cong @, pran mém hd tro
nhim tim cach b khoadé liy cip cac théng tin vi thhé ma én
dugc nang ép tinh ko mat.

D6 1a nhing ly do ma téi cbn nghién ¢u va thrc hign dé tai
“T 6i wu hoa gii thuat xir Iy sb hoc trong hé¢ ma héa RSAdudi sy
hudng din aia thiy gido PGS.TSKH. Tn Quic Chién.

2. Muc dich nghién aru

Muc tiéu da dé tai 1a nghién eu ly thuyét vé hé mat ma hoéa
cong khai RSA, xayhg thuit toan 6i wu hda nm ting higu qua
cac phép tinh toanév sd nguyén én, tr d6 ting ¢ do xu ly, tinh
bao mit cia k¢ ma va thrc hién ma hoa — gi ma cacip tin van ban.
3. Pdi twong va pham vinghién aiu

* Poi twgng nghién aru

Nghién aru ly thuyét co ban vé hé ma héa céng khaidiac biet hé
ma hoa RSA latéi tugng nghién ¢u chinh éa dé tai nhim phat
hién cac phép toanaxly sd hoc cin i wu.Tir d6, brdc dau duoc thir
nghiém hé ma hda RSA chod& qua t6i uu héa.

* Phgm vi nghién aru

Trong phm vi nghién &¢u caadé tai nay, tac gi thuc hién 6i vu
hoa \6i mot sb phép toan & nguyén &n va xay gng ang ding ma
héa - ghi ma @p tin van kan.

D¢ tai con trong pim vi dua ra gii phap, vi vy dé tng ding
vao thrc tién can cé nhéu thoi gian hon nira.

4. Phrong phap nghién @éu

- Thu thap va phan tich cac taiéli v cap, tai liéu trén Internet
lién quandén dé tai.

- Thao luan, lya chon huéng gii quyét van de.



- Tim hiéu céc that toan >t Iy sd nguyén &n cia b ma hoéa
cbng khai RSA.

- T6i wu hoa cac phép toarirty sé hoc aia hé ma RSA laming
kha nang xir ly ¢ tirng hréc.

- Thyc nghém caidat tng ding dé danh gia va so santékqua
truge va sau khidi vu hoa.

5. Y nghia khoa hpc va thyc tién

* Y nghia khoa hyc

Két qua nghién ¢u c6 t 1am tai liéu tham kio cho véc phan
tich cac that toan ¢a le ma hoa RSA.

Phan nghién @u ly thuyét s3 dua ra ndt cach nhindng quat ¢
ma héa cong khai véim dé toi vu hoa phép toanuxly sé hoc Vi sb
nguyén &n trong & ma RSA.

* Y nghia thec tién

Cai dat thir nghiém cac phép tinh toansivsé nguyén cé gia ir
lén va sr dung thuit toan 6i vu héa xay dng ung ding ma héa —
giai ma cacip tin van ban.

6. CAu trGc caa luan vin

Ngoai pin ms dau, két luan va tai lu tham ko trong luin
vin gom c6 cac chong nhr sau :

Chuong 1 : Ly thugt va thyc tién ma hoa d li¢u

Chuong 2 : Phan tichccché haat dongaia b ma i khda cong
khai

Chuong 3 : Ti vu héa gii thuat xir Iy sb hoc va caidat thu
nghiém he¢ mat ma RSA



CHUONG 1-LY THUYET VATHUC TIEN
VE MA HOA DU’ LI EU

1.1 KHAI NI EM VE MA HOA D U LI EU

1.1.1 Lich s phét tri én

1.1.2 Khai niém chung W& mat ma

1.1.3 NHhing yéu du dbi véi hé mat ma hién dai
1.1.4 Cac plwong phap méa hoa

1.1.4.1 H théng ma hoadéi xing

1.1.4.2 K théng ma hoa [t déi xing

B o Banmé | = » N
Ban ro "1 Ma hoa 7| Giai ma "1 Banrod
A A
Khéa ma Khoéa aiai

Hinh 1.2: & d6 hcat dong aia ma hda khoébdt déi xing

1.2 KHAI NI EM PQ PHUC TAP THUAT TOAN
1.2.1 Mét sb dinh nghia

Dinh nghia 1.1:

Dinh nghia 1.2:

Mot thuat toanduoc goi 1a c6dd phac tap da thic, haic co thi
gianda thic, réu & cac phép tinhan thiét khi thuc hién thuit toan
khéng wrot qua O(P(n)),trongté P(n) lada thrc bic cao (ir 2 troy
[én).

Céc thadt toan i thoi gian O@"), trongdo o > 1, duoc goi la
cac thidt todn \bi d6 phac tap mi, haic thoi gian m.



Tdn tai nhirng thuit toan c6dé phic tap trung giangia da thic
va mi.Cac thit toandé duoc goi la thuat toan dréi mi.
Bang 1.1: Bing chi phi tlyi gian phan tich
s nguyén n ra tha s nguyénd

Sb chir sb Sb phép tinh o

thap phan trén bit Thai gian
50 1,4.16° 3,9 gv
75 9,0.18? 104 ngay
100 2,3.16° 74 ram
200 1,2.16 3,8.10 nam
300 1,5.16° 4,9.16° nim
500 1,3.16° 4,2.16° nam

1.2.2 Céc bai toan kho tinh toan varng dung trong mat ma hoc

binh nghia 1.3:

Dinh nghia 1.4:

Vi du vé ham nat chiéu:

- Véi N = p*q, trongdé p va q la cacésnguyén & 16n, khidé ta
dé dang timduoc N khi bét p va g, nieng réu cho teée N thi
khé ma timduoc 2 $ p va q.

- fgn 0 X — g mod N & ham @t chiéu. Thit vay, phép tinh
g‘mod N codophirc tap da thic; nhrng tinh * lai [a bai toan gc khé
(bai toan logarithmai rac).

1.3 00 SO TOAN HQC CUA MAT MA H QC
1.3.1 Mét sb dinh nghia
1.3.2 Ly thuyét dong dw thirc



DPinh nghia 1.5:Cho a va b 1a cadsguyén, aluoc goi la ddng
du v6i b theo modulo n, ky B 1a a= b (mod n) Bu n chia kit (a-
b). $ nguyén niugc goi la modulo Gadong dr.
1.3.3 Ham phi Euler

Dinh nghia 1.6

Cho n>1, dit o(n) la &p cac & nguyén trong khing [1, n]
nguyén & cung nhau & n. Ham e nhe thé dugc goi 1a ham phi
Euler.

Tinh chit cia ham phi Euler:

1. Néu p la $ nguyén é thie(p) = p -1

2. Ham phi Euler 1a ham cé tinh nhanéWNgcd(m,n) = 1 thi
o(m.n) =p(m).p(n). (trongdé ged(m, n) la ky fiu woc 5 chung bn
nhit cia m va n)

3. Neun =p =P .p**trong d6 pr, Po,...pc 1A CAC tha &
nguyén & caa n, e(i=1...k) 1a ding bién d6i sd mii ciia n thi:

o(m) = (01 — VD1 (0, — D21 (0 — D™
C6ng thrc nay la not tich Euler va thong duoc viét 1a
1
pn)=n 1-—
[16-3

véi tich chay qua cac&nguyén é p lause aia n.
Vi du:
1. ¢(7)=7—1=6 (7 1a s6 nguyén t0)

2. ged(3.5) = 1 thi 6(3.5) = 9(3) 9(5) = (3-1).(5-1) - 8

3. 0(36) = (3%22) = 36 (1 - %) (1 —i) =36.2.-=12



binh ly 1.1 (Euler)
1.3.4 Khbng gian 4

* Cac dinh ngha trong khdng gian Z

* Céc tinh clit trong khéng gian Z
1.3.5 Nhém nhan Z,
1.3.6 Thang dw

Pinh nghia 1.7
1.3.7 Céc thdt toan trong Z,

* Thugt todn tinh nglkth dao nhén trong €

Bai toan phat Bu nhr sau: Cho & Z,, hay tim & mod n ru
co.

Bugc dau, dung that toan Euclid ny rong saudé tim cac 6
nguyén x va y sao cho:

ax + ny =d i d = gcd(a,n).
Néu d > 1 thi & mod n khdngdn tai.Nguoc lai, return (x).
Thuit toan Euclid na rong(N'={1,2,3,...,}
Algorithm Euclid
INPUT:  a, kE N'; //N'latdp cac $ nguyén dong

OUTPUT: x,yE Z thoa ax + by = gcd(a, b)

Method
%=1 : %=0 : =0 : y;=1,
While b>0
r=a mod b;
if r=0 then Exit While;
g=a/ bx= ¥X1*q;y= Yo-y1*aQ;
a=b;b=r;%=x1;X1=X;Yo=Y1,Y1=Y;
endwhile;

return (X, y);



Vi du:V6i a=29, b=8, dii thuat trai qua cac béc nhr sau

end.

“Bw6Ci | r | Mieg | Tieo | Gien | Xi | Xiea | Xiwa | Vi | Viea | Vi
0 29 8 5 3 0 1 0 1 -3
1 8 5 3 1 0 1 -1 -3 4
2 5 3 2 1 1 -1 2 -3 4 -7
3 3 2 1 1 -1 2 -3 4 -7 11
4 2 1 0 2

Tukétquatréntacox=-3,y =11
1.3.8 Thuat toan kiém tra tinh nguyén t6




CHUONG 2 — PHAN TiCH CO CHE HOAT PONG CUA
HE MA V Ol KHOA CONG KHAI

2.1 HE THONG MA V Ol KHOA CONG KHAI
2.1.1 Gipi thiéu chung
2.1.2 Mt sb quan diém cia hé mat ma véi khéa cong khai
2.1.3 Nguyén ly hat dgng aia h¢ mat ma véi khoa céng khai

Déi voi héthdng ma hoa khoa cong khai:dMnguoi st dung
phai tao riéng cho minh 6t cap khéa. Trongtd, mt khdéa cdng khai
(public key) cling &i thuat toan ma héa Ejuoc céng b rong rai i
thu muc dung chung cho o nguoi s dung. Con 4i la khda riéng
(private key) cung & thuat toan giai ma D duoc gitr bi mat boi
nguoi st dung.

Nhu vay, ngroi A mudn giri théngdiép Rdén cho ngroi B:

Gia sir:

Khoa cbng khaiwa B la: Kz, Khoa riéng ¢a B la: Ms

Khoa cbng khaiia A la: K, , Khoa riéng ga A 1a: My
Thuat toan ma hoéa: E, thutoan gii ma: D

Nguoi A tim khoa cong khai K cia ngroi B trong thr muc
dung chung va tinh C = EfKR), sauié gri ban m& C cho ngoi B.

Khi nhan ban ma C ngoi B € giai ma dra vao khoéa riéng W
cia minhdé tinh R = D(M, C).
2.1.4 Céac yéu #u ciia hé mat ma véi khéa cong khai
2.2 HE MAT MA KHOA CONG KHAI RSA
2.2.1 Bai toan phan tich & nguyén

Bai toan 2.1 (Bai toan phan ticld aguyén):

Bai toan 2.2 (Bai toan RSA):



Cho $ nguyén dong N, N=p*q i p va q la cac&nguyén &
phan bét, 5 nguyén e sao chodh man ged(e, (p— 1) * (q — 1)) = 1,
va $ nguyén c. Tim @t o nguyén m sao chom ¢ (mod N).

Bai toan RSA @ing c6do kho trong tir nhr bai toan phan tichhs
nguyén, nong né @& dangduoc giai néu nhr biét dugc hai $
nguyén é p va q.

2.2.2 Quéa trinh tao khoa, mé hoa va dgii ma
2.2.2.1 o khoa:

- Tao hai $ nguyén é phan bét p va q bn, sao cho bai toan
phan tich tht sy 1a kho ghi (kich & mdi sé khaang 512 bits—
1024 bits).

- Tinh N =p*qvap(N) = (p - 1) * (g - 1).

- Chon mit sb nguyén ndu nhién e sao cho 1< epdN) va
ged(e,o(N)) =1

- S dung thuit toan Euclid né rong, dé tinh $ nguyén d duy
nhat, sao cho 0 < dg(N) va e * d= 1 mode(N) (d & nglich dao
cia e modulap(N))

- Hai $ (e, N) lam khéa céng khai, con (d, Biyoc gii bi mat
lam khéa riéng.

Céc 9 nguyén é p, g $ bi x6a khi Kt thic qua trinhab khoa.
2.2.2.2 Ma héa:

Gia sir dé gui théngdiép M cho ngroi B. Nguai A thyc hién nhr
sau:

- Lay khoa cong khaiia ngroi nhan B: (e, N).

- Bién dbi thdngdiép M thanh nktng $ nguyén M tuong tng
sao cho Nk N, (i = 1,..., k). Theo phép &i d6i sau:



- Bién d6i cac ky tr trong théngdiép M thanh cac & nguyén
trong ung, thi di theo qui ic: Dau cach— 00, A= 01, B —
02,...,Z2— 26.

- Chia thongdiép wra bén d6i thanh k nhom cé obu dai
bing nhau, @i nhém béu dién mot b nguyén M€ {0,..., N — 1}
(Voi 1<i< k).

- Thie hién ma hoéadn luot cho trng $ Mi— G, bing céach:

Ci = M® (mod N).

Tap cac 8 nguyén {G, C,,...,.G} 1a ban madé gui dén ngroi
nhian B.
2.2.2.3 Gii ma:

Nguoi nhan B thrc hién cac lréc sau:

- Thie hién giai ma Bn luot tirng $ nguyén G~ M,bang céch:

M = D(G) = G (mod N) \6i 0< M, < N, (d 1a khoa bi it
cua B).

- Thuc hién phép bin doi nguoc lai tir cac $ M; thanh cac chii
ky tu trong ing dé khai phic lai noi dung théngtiép M bandau.
2.2.3 Tinhdung cia qua trinh giai ma

Vi du 2.2 Minh hoa aia ¢ mat ma RSA

+ Tago khoa:

Chon p va q la nting $ nguyén é nho véi myc dich minh la

- Chon hai $ nguyéné p = 41, q = 67;

- Tinh N = 41 * 67 = 2747 va(N) = (41- 1) * (67-1) = 2640;

- Chon e = 59 tlha man gcd(ep(N)) = gcd(2640, 59) = 1;

- Do gcd(2640, 59) = 1 nén aprdy thiuit toan Euclid ny rong
tim phan tr nghich dao d = 179 (d la pdn tr nghich ddo aia e
modulogp(N)).



- Cong b khoa cong khai 1aap $H( e = 59, N = 2747), khéa bi
mat la (d,p,q) = (179,41,67)

+ Ma hoa

Gia s ngi dung @n ma hoa l1a M = “MA HOA CONG KHAI”

- Bién d6i cac ky tr caa théngdiép thanh cac&tuong ung nhr
sau:

M A L H O| A|..|C (0] N G

13 | 01| 00O 08| 15 01 00 03 15 14 0Q7 00

K H A |

11 | 08| 01| 09

- Chia théngiép thanh 8 khi, mdi khdi gdbm 4 chi sb biéu dién

mat S nguyén MKN, VoI Mi €
{1301;0008;1501;0003;1514;0700;1108;0109}.
- M& héa én luot tirng $ M; : G = M° ( mod 2747) (8)

Ma héa § dau tién M, = 1301 theo céch tinh (8) ta co:

C, = M, mod 2747 130f°mod 2747 = 2352,

Tiép tuc tinh cac & C,,...,G tir c&C $ M,,...,Mg theo (8). Ta c6
duogc két qua ¢ oot G la bin mAdé gui d¢én ngroi nhan:

Kh i 1 2 3 4 5 6 7 8

M; 1301| 0008 1501 0003 1514 07Dp0O 1108 0109

C=E(M;) | 2352 | 2537 1745 2733 1203 2651 05934 0454

+ Gidl ma:
- Thue hién giai ma An lwot tirng ¢ ot G (1< i < 8)
M; = Dw(C) = G'"°(mod 2747) 9)
Giai ma $ dau tién G = 2352 theo céach tinh (9) ta c6:
M; = G'"° mod 2747 = 2352° mod 2747 = 1301
Tiép tuc tinh cAc & M,,..., Mg tir cac $ C,,...,Gtheo (9) ta c6
bang minh la cac 8 M; duoc giai ma tr cac $ G nhu sau:



Kh i 1 2 3 4 5 6 7 8

C=E(M;) | 2352| 2537| 1745 2738 1203 2651 0534 0454

M; 1301 | 0008] 1501 0003 1514 0700 11208 0109

- Thuc hién phép bén déi nguoc tir cac $ M; thanh cac chii ky
ty twong ung dé khéi phic lai thong diép goc bandau M = "MA
HOA CONG KHAI".

2.2.4 Chi phi thec hién trong qué trinh m& hoéa va gii ma

- Chi phi cho qua trinh ma hoa:

Tinh C = M mod N, i sb mii e throng dwoc chon c6 ding e =
2'°— 1 Nhr vay, téng chi phi éa qua trinh ma héa 1a hamim

- Chi phi cho qua trinh gi ma:

Quaé trinh gii ma aa ke RSA, chi thyc hién phép tinh M = &
mod N, \6i s6 mii bi mat d theong it Ion (= N) dé dam bao do an
toan cho & liéu. Vi vay, chi phi thrc hién giai ma dia ¢ RSA trong
duong Wi chi phidé thuc hién ham nd.
2.2.5Panh gia ¢ mat ma khoa céng khai RSA
2.2.5.1P¢ an toan

HERSA duoc thiét ké dua tréndokhé gii bai toan phan tich ra
thra € nguyén é. Hau hét cac plrong phap tham mashRSA nhr
tim cAc tira $ p va q, timp(n), hay tim khéa riéng d.déu kho nhr
bai toan phan tich.

Sauday,ta cé Bng chi phi thi gian én thiét dé phan tich nting
hé mat ma RSA c6 kich & s modulo N khac nhau,ihg nhing
thuat toan phan tichét nhét hign nay.O day chi phi tinh toaduogc
tinh bing don vi MIPS-Years ¢6 la $ cac phép tinldd hoan thanh
boi mot may trong thi gian bt nam, wi tdc d6 khaang 10 phép
tinh trén ndt gidy, ta c6 IMIPS-Yeard 2* phép tinh).



Bang 2.2: Bing chi phi tli gian ain thiét
dé phan tich cacénguyén N

. . . Chi phi phéan
So chir s So Thuat
Hé RSA R . i Niam | tich (MIPS-
thap phan | bit toan
Years)
RSA-129 129 462 MPQS 1994 5000
RSA-130 130 430 GNFS 1996 1000
RSA-140 140 465 GNFS 1999 2000
RSA-155 155 512 GNFS 1999 8000
RSA-576 174 576 GNFS 2008 13000

2.2.5.2 Hiu suit thgc hién vading dung
2.3 HE MAT MA RSA WITH CRT
2.3.1Pinh ly déng dw Trung Hoa
2.3.2 Thuat todn Garner
2.3.3 Cac qua trinh ao khoa, ma hoa va gii ma
2.4 PHAN TICH CO CHE HOAT PONG CUA HE MA RSA
2.4.1 Phan tich qué trinh 40 khoéa:

- Tao hai $ nguyén & phan bét p va g én, sao cho bai toan
phén tich tht sx la kho gai.

-TinhN=p*qva(N)=(p—-1)*(q-1).

- Chon mjt sd nguyén ndu nhién e sao cho 1< epf) thoa
man gcd(ep(N)) = 1

- Sir dung thuit toan Euclid nd rong, dé tinh $ nguyén d duy
nht, sao cho 0 < de(N) va e * d= 1 mode(N) (d la nglich dao
cia e modulo N)

- Hai $ (e, N) lam khéa céng khai, con (d, Biyoc giit bi mat
lam khoa riéng.

Céc 9 nguyén é p, g $ bi x6a khi Kt thic qua trinhab khoa.



Nhu vdy, mau chbt dé ting tinh an toanta k& ma RSA la taan
thuc hién duoc qué trinh ma hoéa #uphat tr cAc $ nguyén é p, g
l6n.

2.4.2 Phén tich qua trinh ma héa:

Gia sir dé gui théngdiép M cho naroi B. Nguoi A thyc hign:

- Lay khoa cong khaii@ ngroi nhan B: (e, N).

- Bién dbi thdngdiép M thanh nktng $ nguyén M tuong tng
sao cho Nk N, (i = 1,..., k). Theo phép &i d6i sau:

- Bién d6i ky ty trong théngdiép M thanh cac & nguyén trong
g, thi di theo qui 4c: Diu cach-00, A—01, B«02,.., Z«> 26.

- Chia théngdiép vira bén déi thanh k nhém c6 chii dai king
nhau, ndi nhém béu dign mot s nguyén M€ {0,..., N — 1} (v6i 1
<i<K).

- Thie hién ma hoéadn luot cho trng $ Mi— C; bang céch:

G = M (mod N).

Tap {Cy, C,....,GJ} la ban madé giri dén ngroi nhan B.

Ta thiy rang quéa trinh ma hoéa pithyc hi¢n lién tiép viec ma
hoéa cac & Mitheo cong thc: G = M (mod N).

Khi p va q bn thi ta c6 N = p*qét l6n.

Trén ly thuyt, sb e c6 i chon chi cin thoa man ged(ep(N)) =
1, tuy nhiéndé tang tinh an toan,ése throng duoc € 1a $ 16n hon
Max(p,q) \6i Max(p,q) t& vé sb |6n nhit giita p va q.

Do d6, qué trinh ma hoas sthuc hién véi cac $ rat 16n nhrng
van phii dam bao thoi gian thre hién viéc mé hoéa lau tot.

Xuit phat fr cac |i do trén, tadn tacdong vao qua trinh ma héa
bang cac that toan bt dé c6 th thoa man cac yéuaa trén.

2.4.3 Phén tich qua trinh gii ma:
Nguoi nhan B thyc hién céc lxgc sau:



- Thue hién giai ma Bn luot tirng $ nguy@n G— Mbang céch:
M = D(G) = G (mod N) \6i 0 < M< N, (d 1a khoa bi
cua B).

- Thuc hién phép bén d6i nguoc lai tir cac M, thanh céc chii
ky tu trong ing dé khoi phic lai ni dung théngtiép M bandau.

Qua trinh gii ma ding phii thuc hién viéc tinh toan lién &p
dé tim M, theocdng thc: M; = D(G) = G° (mod N), qua trinh nay
ciing thrc hién trén cac & 16n vi ta c6 d 1a&1on. Do do, qua trinh
giai ma ding én ¢ cac taadong dé dam bao thoi gian gii ma la
chip nhin dugc. Pidu nay c6 y ngia rét quan tong vi i¢ ma RSA
c6 9 lugng phép tinhdn, bén anh d6 dé co tré thuc hién voi cac
ban ré c6 ®i dung bn thi ta pli giai quyét duoc vin dé nay.

Két lugn: Trong thrc t, tbc d6 ma hoa va gi ma aia RSA
chim so Wi cac i ma khadiéu nay dn dén visc RSA chi yéu
dugc dungdé ma héa khda bi fih haic cac cac in ré ngin.PHin nji
dung chinh &n gii s& dugc ma hoa fing mdt phuong phap ma héa
khac c6 éc @6 thuc hién nhanh bn (Phrong phap nay tiong kém
an toan hn so \6i RSA). Ngroi nhan s giai ma bing RSAdé ldy
khéa bi nit rdi méi tién hanh gii ma rdi dung é@n nhan.

2.5 KHA NANG BI BE KHOA C UA HE MA CONG KHAI RSA
2.5.1 Mjt sb phwong phap tin cong & ma RSA.

2.5.2P§ an toan aia h¢ méd RSA.

2.6 HE MAT MA KHOA CONG KHAI ELGAMAL

2.6.1 Bai toan logarithm wi rac

2.6.2Pinh nghia c4c fip lam viéc cia hé¢ miat ma ElGamal

2.6.3 Qué trinh tao khod, ma hoa, gii ma

2.6.4Pbanh giad¢ an toan va khi ning wng dung aia hé mat ma
khoa cong khai EIGamal



CHUONG 3 —-TOI UU HOA GI Al THU AT XU LY SO
HOQC VA CAl PAT THU NGHIEM HE MAT MA RSA

3.1 PHAN TiCH CAC THUAT TOAN XU LY SO HQC CUA
RSA

Trong qué trinh ab khéa ta #n phii tao ra hai 8 nguyén &
phan bét p va g én, sao cho bai todn phan tichittrer 1a khoé
giai.Nhu vay, d& dam bio an toan chodma RSA, gii thuat xu ly
phai thuc hién dugc véi cac $ 16n hang tim chir 5.
3.1.1 Phép nhén, éng va trir

Trong qué trinhdo khoa, ta phi tinh dugc N = p*q vae(N) =
(p-1)*(g-1). Dodé chrong trinh én xaly dwoc phép nhan hai b9
va g \6i p va q la cacénguyén é gia ti lon.
3.1.2 Phépiiy thwra

Quaé trinh gii ma aia RSA én tinhM = Cmod N, Wi s mii
bi mat d throng rat Ion (d® N) dé dam bao d6 an toan choiliéu.
Vi vay chi phi thrc hién giai ma aia ¢ RSA trong duong Wi chi
phidé thuc hién phép tinhiy thira nhanh 1a ham i

Do d6 chrong trinh @n phii xu Iy dugc cac phép tinhiy thira
nhanh Bing cach:dua phép iy thira & dang phép nhan liéndp sr
dung céc tinh cht dong dr. Vi thé, dé tai sr dung ghi thuat Fast
Fourier Transforndé giai quyét van dé nay.
3.2UNG DUNG GlAl THU AT FAST FOURIER TRANSFORM
TRONG XU LY PHEP NHAN
3.2.1 Givi thiéu thuat todn FFT

Cho hai 6 16n X va Y wi kich thréc I6n nhit 1a n-1, chang c6
thé duoc viét & dang sau:

X=P(B), Y=Q(B)



Véi B la @ sd (Théng throng B=10 hdc la iy thira aia 10). P

va Q¢yhaiy thic:, 0@ = Y v,
J=o i=a

Két qua khi thuc hign nhan P(z) &i Q(z), khidé ta coduoc tich
X.Y=R(B). Bing cach #p xép lai theo It s5 ta thuduoc két qua cia
phép nhan X &i Y.

Duya trén ly thugt nay, ta &p ehg déthuc hién viéc nhan haita
thirc ¢6 kic nhd hon n. Mt da thic cé Hic nhd hon m la duy nht
khi né dugc tao boi cac gia ti cu thé tai m diém. Dodd, dé tinh tich
R(2)= P(2).Q(z) taan di tinh cac gia irR(w) tai 2n diém phan bit
rng Wi mdi wy, diéu nay éing cé ngla la ta én tinh cac gia trcua
P(w) va Q(w). Thuit toan FFT la rt goi ¥y phu hyp Wi viéc lra
chon cho ME@Q aladon vi.

wy=e n =w"|3 gn phic bic n @a 1, trongddé k =
0,1,....2n-1

Véi céch fra ctpn ndy, céac gia trw, thoa man hai théc tinh
sau:

- Tap hop cac gia tr (P(w),...,P(vn-1)) va (Q(wy),...,Q(Wan.1)) €6
thé tinh toanduoc trong thi gian O(n logn).

- Tur cac gia tr R(w), da thrc R(z) thuduoc trong thvi gian O(n
logn).

Khi @6, ke sb thi k ki hiéu | , caa R(z) thha méan:

in—-1

1
re = 5=T0vx), T@= ) R(w)=

;=0

3.2.2 Bén déi Fourier
Cho day A = (& ..., &n.1), tim cang bién d6i Fourier gia day
A.



Goi Fa(A) 1a dang bién dbi Fourier @ia A, khi do Fn(A) dugc
biéu dién nhr sau:

2n-1

Fan(A) = (Dgs By, s Ban_g), by = z a; 0

=0
trongdé k=0,1,2,...,2n-1
Cudi cung ta thuduoc R(z) king dang bén doi Fourier ngrgc
V6i cac It sH R(®”) duoc thé hién trong cong the sau:

in—-1

Fan(A) = (g, by, eeu Bz _4) by = Z G.'”J_;k

=0
3.2.3 Bén dbi Fourier nhanh

Thuit toan Fast Fourier Transform lawymg phapdé tim ra
dangbién ddiFourier dia day & A trong thyi gian O(n logn). Cach
nay nhanh bn v6i phuong phép trugn thong céin dén thoi gian
O(r?) véi n 1a liy thira aia 2.

in-1 n—1 n—1
. o ok . ik
by = Qs = Qg;llwl~)] +w” Qzisq Llw]=)
= i=o =0

N6i cach khacdé tinh toan cac hsd bcua F(A), ta thre hign
cac lwée sau:

binh nghia 2 day con kich thoc n, Ay chira cac B sd chin con
A, chira cac i 5 lé.

Ao= (v, &y @02, V& A= (a,3..,3n1)

Tim céc bén doi Fourier:

C =Fi(Ao) = (C,C1,...,G))  va D =FA;) = (cb,dh,...,0h1).

Tir d6 suy ra biu dién Fourier @a B = (,by,...,0on.1) = Fon(A)
theo céc cong tfc sau:

bh=G+@ “d, bu=G-®*d, 0= k<n
3.2.4Ung dung xir ly phép nhan



3.2.4.1 g#i thiéu thudt toan
Trong plin nay § trinh bay that toandé thuc hién phép nhan
hai $ I6n v6i FFT.
Cho n la tiy thira aia 2 va hai & nguyén én X va Y cé it on n
hé s6 khi bi¢u dién & dang da thic o, s6 B.
%va'yco gng biéu diénvpla_,t@ phesau:
=0 —Q
Pé tinh Z=XY ta thrc hién cac xéc sau:
- Tim chng bién d6i Fourier X cua X wi kich thréc 2n:
X = (X0 X1 oo Xona ) = FolXoXts .1 %0-1,0,...,0)
- Tim cang bién d6i Fourier Y cia Y wi kich thrc 2n:
Y = 0o i Yont) = FarlYoYae- Yns.0,...,0)
- Nhan céc pin tr twong tng aia X v6i Y™ rdi luu két qua
trong Z:
Z =2,z Zonl) VO Z =X YF
;Bié’n d6i Fourier ngroc ﬂé_tj_m Ztr Z:

& =g Sye e mgn—a :2”_-':.-: )
an=1

»ha f§fc Z ghinh 12 kt qua cin tim aia tich XY:
=o

Cha y #ing X |a dang bién déi Fourier dia aia day (%,X4,..., %
1) V6i n s5 0 duge thém vao sau daygx, ..., %.1) va Y la cang bién
d6i Fourier @ia aia day (y,Y1,...,¥n.1) VOi N $5 0 dugc thém vao sau
day (%.Y1,---:¥n-1)-
3.2.4.2 Thugt toan DFT
3.2.4.3 M6 pléng thugt toan FFT
3.2.4.4 Thuit todn FFT
3.2.4.5 % do thugt toan



Thuc hién viéc nhan nhanhdéslén sr dung thuit toan FFT &p
dung trong nhan nhanh hai &yn nhim bién ddi roi rac Fourier trong
thoi gian O(nlogn), Kt hop woi Giai thuat Discrete Fourier
Transform (DFT):

[0.81,. . Ena] - [oo.by, . ]

Thém$ 0 Thém$ 0
J | J
[80.81,...,611,0,0,....0 " [boby,....001,0,0,....0
DFT DFT
[Yo:Yur- - Yol (20,24, Zon1]

Thuc hién
khéi nhar

[YoZo,Y121, .-\ Yor1Zan]

v

DFT naroc

v

[Co,Cay. ., Coma]

So db 3.1: Thit toan nhan nhanhrsiung DFT




3.3 CAI PAT THU NGHIEM CAC PHEP TOAN

Céc thidt toan FFT va DFTuoc viét dudi dang cac module va
dugc ar dung trong cac qué trinlad khéa, ma hoa vagima trong
hé m& RSA.

3.3.1 Xir ly phép @ng —trir

Giai thuat cong — tir hai $ nguyén &n c6 th duoc thre hign
dang khi hai & da duoc t chic di liéu dé biéu dién.

Vi du 3.1:

Gia sr ta éin odng hai $ a, bda duoc biéu dién ¢ dang chi |a
Sa va Sb. Gi thuat cong hai $ 16n c6 thé dugc thyc hién nhr sau:

Buoc 1:

Dua hai  a, b ¥ cungdo dai N (Néu d6 dai aia a va b la khéac
nhau) ling cach thém cad 9 vaodau aia $ c6do dai nk hon. Ta
dugc Sa va Sb cé6 cungd dai N wi N =Max[Length(Sa),
Length(Sh)]

Buoc 2:

Gan gia tr Remem =0 (Remem ladni ¢¢ nho sb hang chc aia
két qua (Salk] + Sblk]),dao ngroc Sa va Sb.

Buoc 3:

Cong trng \itri twrong ung aia hai chdi Sa va Sbit trai sang
phai. Luu két qua mdi budc trong chdi Sc wi Sc[k]= (Salk] +
Sblk][+Remem) mod 10,Remem = (Salk] + Sb[k]) div IBan
Sc[N+1]=Remem.

Buoc 4.

Dao ngroc Sc (Chlay tir vi tri 1 dén vi tri cudi cung khéc 0) ta
thu dugc két qua trong Sc. (Chiu dai @ia Sc ¢ th tir 0 dén N+1)
Giai thuat trén c6 tk ap ding trong tir cho phép ir, bén anh cach



t6 chac di lieu bing chdi (Thuong gip han cké vi chéu dai @a
chubi ciing c6 goi han) ta c6 th to chac di liéu s dung Stack.

Dé thay do phirc tap aia thuit toan nay luén la O(n).
3.3.2 Xir ly phép nhan

C6 nhéu giai thuat dé thyc hién nhan nhanh habddon.O day ta
st dung gii thuat nhan nhanhrng ding ghi thuat Fast Fourier
Transform (FFT). Gii thuat nhan nhanh haiésnguyén &n v6i N
chir sb ¢ thé thuc hién duoc véi do phic tap O(n In(n)In(In(n))) khi
ap ding thuit toan FFT.
3.4 XAY DUNG HE MA RSA THU NGHIEM
3.5 NHAN XET VA PANH GIA

Thuc hién qud trinh tir nghiém ma hoéa va gi ma wi cac tham
sb cho Kt qua kha thi. Chrong trinh thir nghiém véi cac b sd p, g
lén va cho Kt qua chinh xé&c, thi gian thrc hién nhanh chong.



KET LUAN VA HUONG PHAT TRI EN CUA PE TAI

1. KET LUAN

Pé tai brdc dau dua ra gii phapdé xir ly cac phép toandshoc
vé6i sb 16n trong cac & ma cdng khaiwia trén © s toan toc va tinh
toando an toan ¢a cac B ma cbng khai.

Céc Kt qua nghién ¢u vaung ding bmdc du da thrc hién
dugc myc dich aia dé tai.Bang viéc ti wu hda cac phépixly tinh
toan phircc tap trong & mé cong khai va minh éhg trong & ma a
thé RSA.Ghi thuat dugc 4p ding dé t6i wu hoa phép nhan Ia aji
thuat xa ly c6 d6 phic tap nhd nhat duoc biét dén cho 6i thoi
diémhién nay.

Chuong trinh thir nghiém dwoc xay drng nlim chrng minh tinh
kha thi cia cac Kt qua nghién @u.Chrong trinh hoan tln cin c6
sy dau tr nhiéu hon vé mat thoi gian va céng &cDé tai co tit tiép
tuc phat trén d&é dem ki (ing ding dapang duoc yéu éu thrc €.

2. HUONG PHAT TRI EN CUA DE TAI

Céac Kt qua caa dé tai co tit dugc 4p ding trong nhiu hé ma
cong khai khac nhau v&pi tuc duoc cii tién dé co duoc tc do thuc
thi tot hon.

Cac Kt qua co the dugc ap ding trén nhiu hé thong bio mit,
thuc hién trong cac giaoidh trén nang, thrc hién tao va xac trc
chir ky dién .

Bén anh dé, din i uvu hon nia cac phép toanihg cac caiit
duogc thir nghém véi cdc ngdn ng 1ap trinh nanh.

Tac gh mong mun cé tre tiép tuc phat trén dé dua cac kt qua
d& nghién ¢u vaoung ding trong thrc t.



