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AP DUNG KY THUAT QUAN LY RUI RO VAT LY NHAM TANG 
Z \ m AN NINH CHO TRUNG TAM DV LIEU VA TU MANG 

Michael ZlatiC - G D quan ly sin pham cip cao APC 

Viic gia ting nhanh chdng nhu cau an 

ninh ciia bat ky mang cdng nghe 

thdng tin (CNTT) nio diu bao gdm 

rit nhiiu yiu td giup dim bio sy bao ve tuyet 

ddi cho mang, frong dd hai nhdm yiu td rOng, 

dac trung cho cic loai rui ro: riii ro sd vi riii ro 

vat ly. Rui ro sd bao gdm cie yiu td nhu hack

ers, vi-rut, nghen mang, nhttng hdng hoc khic 

vi an ninh do vd tinh hoac cd y, su thdng nhat 

vi luu thdng du heu. Nhung rQi ro vat ly bao 

gdm cic trudng hgp nhu cic diiu kien hoat 

dOng can td'i uu cia mdi trudng vi su can thiep 

cd tinh hoac vd </ cia con ngudi vio ty nhien. 

Nhiing phuong phip trayin thd'ng di ddi phd 

vdi nhtmg rii ro niy nhu viec kiim tra hing 

thing da khdng cdn phii hgp vdi sy thay ddi 

cdng nghe nhanh chdng eiia cic thiit bj hien 

nay. Sy thit bai cua cie phuong phip trayin 

thdng li kit qui cua nhung quy djnh diiu 

chinh vi nhting tieu chuan yeu ciu kiem soil 

thudng xuyen ddi vdi cic thiit bj nay. Sy xuat 

hien ciia cic miy chi dang phien (blade 

servers) vi io hoi (virtualization) dang ning 

cao nhu ciu nang lugng vi lirgng hoi ndng 

thii ra trong mdi rack cua thiit bj. Nhung qui 

djnh nhu Dao luat Sarbanes-oxley vi Luat 

Trich nhiem frao ddi bio hiim y t i HIPAA 

tie'p tuc nhan manh vio tam quan trgng eiia 

mgt cich tiip can chu ddng hon trong viec bio 

vi d cirng vat ly vi cic dtt heu dugc luu tru 

trong dd. Nhttng chuin qui djnh nhu cua 

Green Grid, td chuc toin ciu chuyen vi hieu 

qui ning lugng tai cic trung tam du lieu vi 

he sinh thii dien toin, yeu cau su giim sit Uen 

tuc mdi trudng vi cie thiet bi de dim bio hieu 

qui tdi uu nhim loai bd chat thii. Can thiit 

lip mOt he thd'ng ty van hinh de bio ve cic 

thiet bj CNTT (IT assets) khdi cic rili ro vit ly 

trong mOt trang tam du heu (TTDL) hoie tu 

mang, loai bo tinh trang dut doan hay sy ed 

cua cau tnic cdng nghe thdng tin. Vdi mdt loat 

nhttng ung dung dugc ndi mang cd khi nang 

md rgng, cic bO cim biin, kiim soil tray cip 

vi cic miy quay dugc thiit k i di bao ve cic 

thiit bj CNTT thi cic giii phip ky thuat di 

dim bio an ninh cd the md rOng khi nhirng 

thiit bj CNTT them dugc dua vio hoat dOng 

di dip ling cic tii miy tinh gia ting trong 

tuong lai. 

Ba thinh td chinh cau tao nen kha ning kiim 

soil mdi trudng va an ninh trong mOt TTDL 

hoie tu mang li: mdi hudng, giim sit vi kiim 

soil tray cap. 

Thu nhat, viec dinh gii cic chi sd sue khoe 

hay mdi tradng ehii chd't nhu nhiet dO lanh 

trong hing, dd im eua hing, ludng khi vi su 

xuat hien cua cic tap chat luu bit diu mieu ti 

mdi trudng trong dd cic thiit bi CNTT hiin 

dang vin hinh. 

Thu hai, bing cich iing dung he thdng tich hgp 

quay video, nhttng doan phim ghi lai se cung 

cap bang chung vi viec nhung ai da tiip can 

cic thiit bj CNTT khi cd sy cd xay ra, bit ki su 

cd dd do con ngudi hay mdi trudng giy ra. 

Thu ba, cie he thd'ng dien tu giup gidi han 

viec tiep can vio cic rack dua tren ung dung 

the cim iing cua mdi ngudi su dung. Neu 

khdng dugc phip tray cip thi qui trinh truy 

cap si bj tu chdi vi ngay lip hie mOt file ghi 

nhd se dugc thiit lip vi luu trtt cho viec tra 

ciiu sau niy. Canh bio sdm vi nhttng nhan td 

mdi tradng hay egn ngudi cd the giiip ngan 

chin nhttng su cd hoac hu hdng thiet bj nhd he 

thdng chii ddng thdng bio cho eac ben cd 

tham quyin vi mOt su kiin se xiy ra trong 

tuong lai gin hoac vua xiy ra. Luu trtt trang 

din dii han quyit dinh xu hudng cua mdi chi 

sd: cic xu hudng hing ngiy, hing tuin hoac 

theo chu ky cd thi di ding dugc xic djnh vi 

cic bien phip sua chtta dugc dit dung ehd 

nhim ngin chin tinh trang cic thiit bi CNTT 

cd the hoat ddng ngoii tam kiem soat mi nhi 

san xuat cho phep. 

TTDL vi cic iing dung tu mang ddi hoi nhttng 

cich tiip cin die biet khic nhau tdi viec kiem 

soil an ninh vi mdi trudng. Trong mdt TTDL, 

cic rack ludn ludn dugc gin liin vdi nhimg 

bing die d phia tren, ben trii, ben phii trong 

khi mat Oiidc vi phan sau dugc lim tii cic ludi 

kim loai cung cho phep khi lanh cd the di vio 

eac thiit bi CNTT tu phia trudc vi khi ndng se 

thoit ra tu phia sau. Mdi rack tao thinh mOt 

mdi trudng nhd (micro-environment) de giii 

thoit khi tu cic thiit bj CNTT vi diy cflng 

chinh li nhin td inh hudng tdi tudi thg cia 

thiet bj, die biet li niu thiit bi khdng dugc duy 

tri d nhiing mdi trudng td'i uu. Theo Vien 

Nghien ciiu toin ciu vi trang tim dtt heu Up

time cua My (Uptime Instihite), vdi mdi I5oF 

ti-en 75oF mi cic thiit bj CNTT dugc sir dung 

nhu tien, tiidi thg cua tiiiit bj CNTT cd thi bi 

giam xudng vdi he sd li 2. Diiu niy dung vdi 

cic tu mang nhd tuy nhien ddi vdi cic TTDL 

thi iing dung niy cd khic ddi chut. Trong nhiiu 

tioidng hgp, tii mang chua hai hoie bdn rack 

phia sau vi cd thi md ra mdi tindng d tiong 

phdng. Kiem soil tray cap vio thiit bj dugc 

duy tii cho ciia din phdng. Mdi tindng cila mOt 

phdng dugc xem Ii ddng nhat khi khdng cd 

nhirng ddng khi khic biet. Cic giii phip cho 

nhOng loai iing dyng niy bao gdm kiim soil d 

cip do phdng hon li kiim soil d timg rack cu 

the cung nhu ddi vdi cic rack khip kin. 

MOt biin sd mdi trudng de hiiu nhit li nhiet 

do. Niu nhiet dO khdng dugc duy tii d muc dd 

td'i uu thi cd thi sdm dan din nhttng su cd xiy 

ra ddi vdi cie thiit bi CNTT. Xem xit phin 

tich hieu qui ciia mOt TTDL sau diy. Dua tien 

sy di chuyin ning lugng tu liic di vio cic Idp 

vat ly tdi d Cling miy tinh, tdi cic chip vi cudi 

cung Ii tdi cac thiit bj ung dung. 6 mdi budc, 

phin Ion ning lugng dugc chuyin thinh khi 

ndng. Cu thi, trong khi chi 0.001% Ii dugc sir 

dung mdt cich httu Ich thi 99.999% nang 

lugng cdn lai bj chuyin thinh khi ndng, do viy 

vin di tai sao nhiet dO ludn gia ting Ii mOt 

viec hiin nhien. Nam 2005, Vien Uptime da 

nhan thiy ring 10% cac rack hoat dOng d nhift 

dd qui ndng vi khdng dip ung dugc nhOng 

tieu chuin cua nginh vi khi nang hoat dOng 

vi muc do tin cay cdng nghe tdi da. Ngoii ra. 
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sau khi da tinh din nhttng xu hudng gin diy nhu io hda, miy 

chu dang phiin, hdi hi dioai vi dtt heu thi thim chi ngudi ta cdn 

thdng ke dugc ring hon 10% cic hang rack hoat dOng d nhiet 

da ndng qui muc cho phep. Theo dinh gii cua Tip doin Cisco, 

muc ning lugng tieu thu bdi mdt tu mang tiling binh di tang vgt 

(theo cip sd 10) trong 10 nam qua. Gia sii hiu hit ning lugng 

chuyin thinh khi ndng thi nhu ciu kiem sgit mdi tindng cua 

cic thiit bj cdng nghe se cing trd nin hue thiet. Do dd, nhu 

ciu vi tinh hieu qua cao han vi ky thuit kiim soat toin bd 

ngiy cing ldn hon. Niu khdng dim bao ring cic thiit bi dang 

hoat dOng theo dung nhung chi sd ky thuit cua nha sin xuat thi 

tudi thg cua thiit bi se bi nit ngin ding ki. 

Trong khi cic nhan td vi mdi tradng dang dirge xem l i budc 

diu uen cho cic cdng ty trong qui trinh giim sit nguy co vit 

ly, ngay cing cd nhiiu chuyen gia ve phdng mang nhd vi trang 

tim du heu chu trgng tdi bio mat vdi viec tuan thi theo dung 

cic quy dinh va giim thiiu su cd. Theo thdng tin tu vien nghien 

ciiu Uptime, hon 60% su ed do con ngudi gay ra, tu viec vin 

hinh, xiy dung vi thiit k i cic hang muc lien quan. Nhung 

nhan td khic quyet djnh din an ninh Ii nhting quy dinh nhu 

cia Sarbanes-Oxley vi HIPAA khiin viec quin ly khi ning 

truy cap vM ly d cip dd tii rack ttd nen ngiy cing quan ttgng 

hon. Rat nhiiu cdng ty giim khi ning tray cap tdi cic khdng 

gian CNTT vi tiin hinh giim sit toin bO cic thiit bi ciia hg di 

dat dugc hieu qui big mit mgng mudn. Tuy viy viec kit hgp 

chuc nang diiu khiin tray cip vi giim sit vdi cic cdng cy cinh 

bio vi phan tich cOng rit quan tigng. Nd cho phip cic su cd 

hay cic Id hdng vi an ninh cd thi nhanh chdng dugc tiieo ddi, 

tim tdi nguyen nhin cia su cd. 

Cu tudng tugng ring mdi ngiy trong cudc sdng, eon ngudi 

dugc viy bgc bdi rat nhiiu cie he thdng tir ddng lim viec di 

bao ve cuOc sdng va tii sin cQa con ngudi, tao ra mdt loat cic 

luu trtt vi nhttng su kiin tiong toin bO qui tiinh nhu: 

• He thdng chdng hoa hoan di bio ve cuOc sdng vi tii sin cua 

con ngudi. 

• He thdng kiim soil tray cap giiip ngin chin sy xam nhip frii 

phep qua ciia vio. 

• Giim sit video tao ra mdt loat kiim duyet bang hinh inh cia 

cac su kien 

• Hi thdng Diiu hda thdng gid HVAC duy tri mOt mdi trudng 

cd Igi cho sue khde cua cdng ddng tiong mOt cdng tiinh. 

• Cac nhin vien bio ve dim bio anh ninh tai cic dia diim cung 

nhu khu vye cim xam nhip 

• Bom xi nude luOn dim bio d muc nude thip bio ve cic tda 

nhi khdi ngap nude 

Nhung ciu hdi vin cdn tdn tai li, nhttng giii phip nio bio ve 

thie't bj CNTT chdng lai cic nguy co vat ly cd tiii gay ra su co 

hoac su huy hoai ddi vdi ha ting CNTT? Gidng nhu cic he 

thdng bio ve cuOc sdng vi tii sin, cic thiit bj CNTT phii cd 

du sice chju dugc muc dO bio ve hay chiu dugc muc phi hoai 

cd thi xiy ra cia nhihig he thdng khdng dugc bio ve • 

Tich ligp cac cong nglie iP va cong 
nghe quang nang cao hieu nang 
mang va giam chi phi van hanh 

Ngoc Cirvng 

Nokia Siemens Networks va Juniper Networks, dang cung hgp tic 

trong linh phit tiiin cic giii phip IP qua DWDM (IP over DWDM) 

tdi uu hda chi phi lOG, 40G va lOOG, tich hgp quin ly vi sir dung 

chung bing dieu khiin GMPLS. Muc tiiu cia 'mdi nhin duyin' niy 

nhim cho ra ddi Giii phap IP-Quang tich hgp - Mdt giii phip tie't 

kiim chi phi vi ed dO linh hoat cao trong viec md rOng he thdng 

mang cua hg nhim quin ly sd lugng cic iing dung dtt lieu, thoai vi 

da phuong tien ngiy cing gia tang. 

Cudc nhin duyen niy se cho ra ddi nin ting cdng nghe mdi gdm 

cdng nghe dinh tuyin IP cua Juniper dugc kit hgp vdi cdng nghe 

truyin du lieu ghip kenh theo budc sdng cao (Wavelength Division 

Multiplexing - WDM) cua Nokia, ciing vdi cic he thd'ng quin ly 

hoat dOng cua ci hai cdng nghe niy. Viec cd ca hai thi gidi dudi mOt 

mii nhi quin ly mang cung ddng nghia vdi viec can dam bio chi't 

lugng cao nhi't cd thi trong ci hai yiu td li sy don giin vi tinh hiiu 

qua. Theo dng Uwe Fischer, dai dien cua Nokia Siemens Networks 

thi: Khi cic nha khai thic hgp nhi't cic mdi trudng IP va DWDM cua 

hg di big dim tang cudng hieu qui ve chi phi, giii phip miroi niy 

se giup phi bd nhiing rio cin gitta cic lop quang vi dien. 

Khi nhung xu thi nhu video, ao hda vi dien toin dim miy tiip tuc 

djnh hudng nhu ciu vi nang lye mang ldi, cic nhi khai thic se tim 

kiem nhttng phuong thuc di md rOng he thd'ng mang cua hg mgt 

cich hieu qua va tiit kiem chi phi. Viec kit hgp cic cdng nghe ttuyin 

din quang vi IP se giup ting cudng hiiu qui cua he thd'ng mang. 

Viec trien khai dua quang hgc DWDM vio cic the giao dien ddng 

bo djnh tuyen se giiip ting hieu qui cua he thd'ng mang nhd viec 

lam giim bdt nhu ciu vi cic hi thdng tiip sdng du trtt, nhimg cd thi 

lam niy sinh nhung thich thuc vi quin ly he thd'ng mang bai vi cic 

he thdng mang quang vi IP theg truyen thdng li dugc quan ly hoin 

toin dOc lip vdi nhau. De giii quyit nhttng mdi lo ngai niy, Nokia 

Siemens Networks vi Juniper dang nghien ciiu vi phit triin mOt giii 

phap sing tao cd thi quin ly toin bO kit ndi bO djnh tuyen-tdi-quang 

nhu la mOt thuc thi don nhat. Su dung cie Bd dinh tuyen Ldi ddng 

T-series cia Juniper, cic giao dien DWDM quang tich hgp bd dinh 

tuyin se hoin loan tuong thich vdi nen ting WDM hiT7300 cua 

Nokia Siemens Networks va dugc quin ly bdi He thd'ng Quin Ly 

Mang Truyin Din (TNMS) ci'p do nhi khai thac cia cdng ty. 

Sir dung phan mim hoach dinh mang TransNet, giii phip chung 

niy se ning cao hieu qui tdng thi trong he thd'ng mang. Ben canh 

dd, nhi khai thic se cd thi cung cap dich vu mdt cich nhanh chdng 

hon khi chi cd duy nhi't giao dien DWDM Ii can phai dugc cii dat 

vi ciu hinh, dd tin cay cDng dugc tang cudng nhd khi ning phit 

hien ldi kit ndi sdm, cii thien viec xir ly sy cd vi don giin hda mOt 

cich tdng the. 
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