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He thong du phdng dddi goc nhin 
an toan thonng tin 

De cd he thing thdng tin an toan 

d n dam bao it nhl t ba yeu t l , dd la: 

Thd nhlt . he th ing xd ly thdng tin 

phai duac bao ve: He thdng xd ly [bao 

gIm eac server, th i l t bj ma hda / giai 

ma. cac bp chuyen mach, cae he tich 

hop phan edng phln m i m v.v) phai 

dupe dat trong he thong mang vdi 

nhilu d p dp bao ve khac nhau, duac 

kiem soat vdi eac th i l t bj an ninh mang 

chuyen dung nhu tudng Ida [Firewall), 

Praxy, thiet bj phat hien va ngan chan 

t i n cdng [IPS ], mang rieng do [VPN, 

vdi edng dyng chinh la de kiem soat 

cac truy cap td xa]... 

Thd hai, he thing phln m i m phai 

dupe bao ve: Phan m i m he thdng [he 

dieu hanh, ea so du lieu, phln m i m 

trung gian...] va cae phln mem dng 

dyng phai dupe c lu hinh dam bao an 

ninh, kiem tra dinh ky, cap nhat eac 

ban va mdi nhlt , dupe bao ve bang cae 

ehuang trinh phdng chdng virus/ma 

dpc/sau may tinh hdu hieu... 

Thd ba, ed he thing dU phdng. 

Trang dd, yeu td thu ba he thing 

du phdng la khau khdng the thi lu tmng 

an toan thdng tin. He thdng du phdng 

la het sde quan trpng ddi vdi sy an toan 

eua he thdng thdng tin eua cae doanh 

nghiep va cac nganh, cae ca quan. dae 

biet la he thdng thdng tin eua cae 

nganh, ca quan quan trpng nhu ngan 

hang, tai chinh... Nhiem vy chinh cua 

he thdng dU phdng la chia se tai 

nguyen, thdng tin vdi cac he th ing 

chinh. chia se tai va thay t h i he th ing 

chinh khi d n thiet, dam bao boat dpng 

thdng sudt eua he thing thdng tin. He 

th ing du phdng se lUu t rd va van hanh 

song song mdt he th ing thdng tin khae 

cdng ndi dung vdi he th ing chinh. 

Thdng tin dd lieu lUu t rd tai he th ing 

du phdng phdi ludn dupe cap nhat, 

d ing bp vdi thdng tin dd lieu eua he 

thdng chinh vdi myc dich dU phdng cho 

he th ing chinh. He th ing dU phdng 

cung phai bao gom dly dd co sd vat 

ch i t ky thuat, nang lUc xd ly de dam 

bao boat dpng chia se va thay t h i he 

th ing chinh khi d n thilt.Ngoai ra, he 

thdng du phdng cung cd the dUpc sd 

dyng cho myc dich dao tao, chuyen 

giao cdng nghe; thd nghiem cac giai 

phap edng nghe mdi. 

Yeu cau ddi vdi he thdng du phong 
IVIdt he thdng du phdng hoan hao 

phai dap dng cac yeu d u tdi thieu nhu 

sau: 

He th ing dU phdng phai dUac dat 

each biet vdi he th ing chinh va phai 

dupe b l tri vdi mdc an toan cao nhlt. 

Ndi chung he thong dU phdng phai 

duac b l tr i o noi du xa vdi he thong 

chinh de d l phdng sU c l hoac tham 

hoa ed anh hudng dien mng [iu lut, 

dpng dIt...) va phai dUpc b l tri bao v§ 

an toan mpi mat [ca v l hanh chinh, vgt 

ly, ky thuat...]. Viee b l tri he thing da 

phdng d g in vdi he thing chinh co the 

mang lai loi ich trUde m l t la don gian 

v l ha t ing ky thuat va giam ehi phi diu 

tu. Tuy nhien, ed the thly ngay la trong 

trudng hap nay he th ing dU phong 

cung t i lm chda cac rdi m chang kem 

gi nhu he thong chinh. vi dy nhU se chiu 

chung sU e l m l t dien dien rang, ngap 

lut hay hda hoan. Nhieu doanh nghiep 

chpn giai phap dat he thing dU phong 

d each xa he th ing chinh nhUng van 

trong pham vi quoc gia de giam thieu 

cac rdi ra phu hpp vdi chi phi cho phep, 

Cung ed cae to chdc. cdng ty ldn xay 

ddng va duy tr i he thong dU phong 

xuyen quIe gia hoac tren pham vi toan 

d u de dat duac mdc dp bao ve cao 

nhlt . Hien nay cung da ed hinh thdc di 

thue va cho thue he thing dU phdng. 

Cd CO sd vat ch i t ky thuat dpc lap, 

tach biet vdi he thing chinh. Cu the. h§ 

thdng du phdng d n cd dUdng dien va 

he th ing dien [bao gIm tram biln ap, 

UPS, may phat dien. ATS...) tach biet; 

ed he th ing dudng tmy in va mang 

rieng biet; ed du co sd phdng may, 

phdng iam viee, kho tang... Khi xay 

dung he thong dU phdng cung cin lau 

tam d in v ln d l bao dam eac dieu kien 

lam viee eua can bp van hanh thudng 

xuyen cung nhU tmng trUdng h(?p 

chuyen sang sU dung he thdng da 

phdng thay t h i cho he thing chinh. 

He th ing du phdng phai co du 

nang lUe ky thuat san sang dam nhan 

toan bd vai trd eua he th ing chinh 

tmng trudng hop he thong chinh bj si/ 

CO ngdng boat ddng va dap dng yeu 

c lu v l thdi gian van hanh toi thieu tgi 



he thdng du phdng. Chang ban. tmng 

tradng hap he th ing chinh bj pha huy 

hoan toan thi phai t h i l t lap mpt he 

thong xU ly mdi va khoang thdi gian van 

hanh tai he thong du phong se khdng bj 

gidi han. 

Phai ddm bdo tai he th ing dU 

phong thudng xuyen sao luu va cap 

nhat duoc thdng tin dd lieu boat dpng 

cua he thdng chinh. dap dng yeu cau 

muc tieu diem khdi phuc [RPO]. O day 

muc tieu diem khdi phuc [RPO- Recovery 

Point Objective ] la ton that tinh theo 

thdi gian. Vi dy RPO = 1 0 phdt ed nghTa 

la khoang ton t h i t la 10 phdt [ m l t dd 

lieu/he thong tmng 10 phut]. Chi tieu 

nay thudng mang y nghTa ton t h i t chip 

nhan duoc trong trUdng hop cd th^m 

hoa xay ra ddi vdi he thdng chinh va 

dac biet quan trpng d l i vdi cae he 

thong thdng tin xU ly giao dich trUc 

tuyln [online] va theo thdi gian thue 

[real-time] vi se lien quan den cac giao 

dich, dac biet la eac giao djch tai chinh 

bl m l t trang khoang thdi gian dd. Ndi 

chung, RPO dUOc xac dinh tdy thupc 

vao tinh ch i t va muc tieu hoat dpng 

cua he thdng thdng tin. ThUe t l cho 

thly mudn ed RPO nhd [ton t h i t it 

trong trudng hap ed su e l doi vdi he 

thong chinh phai chuyen sang sd dyng 

he thing dU phdng] thi phai d iu tU 

thich dang vao viee xay dUng va duy tri 

he thing dU phdng. 

Phai dam bao tinh san sang boat 

dpng cua he th ing dU phdng tren 

phuang dien nhU la he th ing chinh thd 

hai, trong dd dac biet quan trpng la 

thdi gian dua he thdng du phdng vao 

hogt ddng thay t h i hoan toan cho he 

thong chinh phai dap dng yeu c l u ve 

thdi gian khdi phuc [RTO - Recovery 

Time Objective], day la thdi gian can 

thilt de khdi phuc [tren he th ing dU 

phong] d l i vdi eac dng dung va he 

thing ehu ch i t cua doanh nghiep. 

Chang han doi vdi mpt doanh nghiep 

RTO CO the la 4 gid [nUa ngay lam viec] 

nhung dl i vdi doanh nghiep khac co the 

la 8 gid (1 ngay lam viec). Ngoai ra 

cung d n quan tam d in tinh san sang 

cua cac djch vy vi ln thdng nh lm dam 

bdo cdng tae tmyen thdng gida cae bd 

phan lien quan va ngUdi sd dung. 

Phai ddm bdo yeu d u v l thdi gian 

de quay ve trang thai boat dpng binh 

thudng, tdc la chuyen boat ddng tren 

he th ing dU phdng v l he thdng chinh. 

d day cung lien quan den RTO va ndi 

chung phai bao dam tinh kha chuyen 

hai chi lu d l i vdi hoat dpng gida he 

th ing chinh va he th ing du phdng. 

Xay dung he thdng dd phong khi 
con chua muon 

Ngudi Viet Nam ed cau: " M l t bd 

mdi lo lam chuong, ngUdi Trung QuIe 

thi ndi: "Mat de mdi lo lam chudng 

["Vong duong bo lao], ngUdi Anh ed 

cau: "Sdng ngua mdi lo khda chat eda 

(lock the stable door after the horse 

has bolted). T i t ea cac thanh ngd nay 

d iu mang ham y: Do khdng chiu phdng 

ngda hau hpa, khdng sua chda sai sdt 

kjp thdi nen phai ganh chju ton th i t . 

Nhu tren da neu. he th ing dU 

phdng la khau khdng the thi lu tmng an 

toan thdng tin va la het sde quan trpng 

ddi vdi sU an toan cua he thdng thdng 

tin CLia cac doanh nghiep, to chdc. Tuy 

nhien, trang thUc t l viee xay dUng va 

duy tr i he thdng du phdng khdng phai 

luc nao cung dupc cac don vj. to chdc 

quan tam dung mdc. Di lu nay cung cd 

ly do eua nd. Chang han, cd y kiln cho 

rang he th ing dU phdng chi dan gidn 

la diing de khdi phuc lai thdng tin dd 

lieu sau khi su eo hoac tham hpa x^y 

ra, va nhu vay cd ve nhu he th ing dU 

phdng la mpt sU lang phi, mdt kieu bao 

hiem qua xa xi. Khdng doanh nghiep 

nao mudn d iu tU mpt he thong dU 

phdng mpt tai san dat tien nhUng nhan 
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roi, nam thi mudi hpa mdi su dung den 

khi cd sU e l . Tat nhien, day la mpt 

each nhin phien dien. De tra Idi cho van 

d l nay can xac dinh ro rang he thdng 

du phdng dupe sU dyng vdi nhilu mye 

dich khae nhau, tmng dd mue dich dU 

phdng de thay t h i he thdng chinh khi 

d n thiet la chinh yeu, ngoai ra cdn cd 

muc dich chia xe tai vdi he thong chinh 

de tao ra sU can blng tai chung, chlng 

sU ach tac, nghen cd chai trong xU ly 

thdng tin; he th ing dU phdng cd the sU 

dung de sao lUu va sda chda eac Idi 

dng dung khi ma cac loi nay khdng the 

sda tren he thdng chinh do yeu d u van 

hanh lien tye; he th ing du phdng cung 

cd the phuc vu cac muc dich thd 

nghiem dng dung mdi, dao tao va 

chuyen giao cdng nghe... Ndi each 

khac, he thdng dU phdng dupe khai 

thac song song vdi he th ing chinh va 

dieunay gdp phan nang eao hieu suat 

lam viec va kha nang canh tranh eua 

doanh nghiep. 

Can nhin nhan he thdng dU phdng 

la giai phap bao ve hdu hieu nham dam 

bao kinh doanh lien tye ddng thdi dem 

lai nhdng khd nang mdi, day nhanh thdi 

gian t i lp can thj trUdng thdng qua cac 

dng dyng mdi va giam chi phi tong the. 

Cin xem xet viec xay dung va duy tri he 

thdng dU phdng tmng chiln lupe phat 

trien cua doanh nghiep, td chdc, g in 

vdi Ipi ich lau dai, gan vdi hoat dpng an 

toan, dn djnh cua he thong thdng tin 

ndi rieng va cua ban than doanh 

nghiep, to chdc ndi chung. 

Hay xay dung va duy tri he th ing 

du phdng kjp thdi, ddng de m l t bd mdi 

lo lam chudng • 




