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Vius may tinh - Nguy cd thudng true cua an 
ninh mang may tinh tai Viet Nam 

Trifding Son • Thanh Hai 

58,6 trieu lu'q't may tinh tqi Vict 

Nam bi nhiem virus; co 57.835 dong 

virus xudt hien mdi, virus lay lan nhieu 

nhdt Id W32.Conticker.Worm, no dd tdn 

cdng 6,5 trieu lu'tft mdy tinh; cdc virus 

sieu h hinh (Metamorphic virus) Id noi 

dm dnh vdi ngu'di sddung mdy tinh tqi 

Viet Nam, vdi khd ndng thay hinh ?di 

dqng de Idn trdn, 2 ddng virus Vetor vd 

Sality dd lan truyen tren 5,9 trieu lu'q't 

mdy tinh, vd trung binh mot ngdy dd cd 

ho'n 160 nghin mdy tinh bi nhiem virus 

do nhOng thdng tin md He thdng gidm 

sdt virus cua Bkav dd nghi nhdn te 

du'q'c trong ndm 2010, cho thdy bdo 

dpng do ve tinh hinh virus mdy tinh tqi 

Viet Nam. 

Bung n6 phan m6m diet virus gia 
mao FakeAV. 

Nam 2010 da chflng kiin sp bung 
no lopng miy tinh bi nhiem virus gia 
mao phin mIm diet virus, l in din 2,2 
trieu Iflpt, gip 8,5 l in so vai con s i 
258.000 cua nim 2009, 

Din dp ngfloi sO dgng tdi c ic 
website gia mao quit virus trgc tuyin, 
nhim cai dat ma die len miy tinh la 
die diem chung cua c ic FakeAV. Theo 
nghiin cOu cua Bkav, nguyin nhin 
chinh khiin r i t nhieu ngfldi sfl dgng tai 
Viet Nam da nhiem nhflng loai viurs niy 
la do thoi quen dung phin mem t r i i 
noi, khong c i bin quyen. Vai thi i quen 
niy, mac du da dope cac chuyin gia 
canh bao tO troic, nhOng ngoii so 
dgng vin de dang bin nhien b im vio 
mpi dgpng link cho dO chOa ro n i l i cai 
gi. Oiy la sa ho chit ngfloi d i c ic Fake 
AV lay nhiem vao may tinh. 

Chuyen gia Bkav khuyen cio: "Hay 
to bo thoi quen dung phan mem khong 
CO bin quyln, dieu nay se giim thi iu 
c ic nguy co v i an ninh dl i vdi miy tinh 
cOa ban. 

Gia mao file du lieu, xu hudng moi 
cua virus 

Hon 1,4 trieu loot miy tinh da bj 
nhiem ding virus gia mao thO mgc, gia 
mao file inh, file word, excel Theo 
phin tich cOa Bkav, ding virus niy se 
la mpt xu hudng mdi trong thai gian tdi. 

Bing cich sO dgng icon d l nggy 
trang, file thgc thi cfla virus trong cd 
ve giong het mpt thU mgc hay mpt file 
do lieu dang anh, file word, file excel 
Oieu niy da de ding dinh lOa cam 
quan cua ngodi sO dpng, tham chi l i 
c i c ic chuyin gia cd kinh nghiim, 
khien hg d l ding md file virus v i bi 
nhilm ma khong chut nghi ngo. Oay 
cung l i ly do khien ddng virus nay tuy 
moi xuat hiin nhOng da lan truyen voi 
t i c dp chong mat, 

Bkav khuyin cio ngOoi sO dung can 
hi t sOc canh giic voi xu hodng moi nay 
cua virus. Can sO dgng phin mem diet 
virus cd ban quyln de dupe tg ding 
bio v i , diet virus trPdc khi md file b i t 
ki t r i n miy tinh. 

Virus pha huy dii lieu quay trd lai 

Trong n im qua, h i thong gi im 
s i t virus cOa Bkav da 2 l in phit hien 
nhflng dot virus phi buy dO li iu moi 
xuit hi in. Cic ding virus niy dope 
Bkav dat t i n l i W32.Delfile.Worm, 
W32.FakeStuxer.Trojan, Tuy chOa gay 
hau qua nghiim trpng t r i n dien r ing, 
nhOng sp quay trd lai cua virus phi 
huy do lieu se l i ml i de dpa Idn d l i vol 
dfl lieu cua ngudi so dpng trong thdi 
gian tdi. 

Theo quy luat phit t r i ln hinh xoiy 
tron ic , sp quay trd lai cua loai virus 
nay vdi hinh th i i mdi se cd hanh vi tinh 

vi hon so vdi nhflng virus phi huy dfl 

lieu cua nhOng nam 90. Cic ddng virus 

pha buy dO lieu mdi dope trang bj cae 

ky thuit liy lan nhanh qua Internet, nin 

t i c dp phat t i n hon hin so vdi viic am 

th im liy lan cua nhOng virus phi huy 

do liiu trOoc day. Chinh vi viy, mflc dp 

nguy hiem gip hing nghin l in. 

Vdi xu hodng t i p trung nhilu dO 

lieu quan trpng tren may tinh nho hiin 

nay, virus phi dfl lieu quay trd lai vdi 

toe dp liy lan nhanh chdng, se giy ra 

nhflng hiu qui khin lOdng khi liy lan 

tren dien r ing. Oe phdng tr inh virus 

niy, ngOdi dung nen sO dung phin 

mIm diet virus cd ban quyln v i quit 

virus thuong xuyen. Olng thdi, nen sao 

lOu do lieu quan trpng ra cac thiet bj 

Iflu trO khac de d im bao an toin khi 

miy tinh xiy ra sfl cd. 

Bao dong tinh trang jihat tan virus 
de xam nhap he thing, tan cong DDoS 

Liin t i lp nhilu website Idn tai Viet 
Nam bj virus xim nhip, lo thong tin 
quan trpng hay bj t i n cong DDoS trong 
thi i gian qua dang l i vin de gay lo ling 
trong xa hpi. 

Cic chuyin gia cua Bkav da phat 

hien mpt so nhdm hacker da cai d i t 

virus xam nhip vio cic he thing mang 

tai Viit Nam, qua dd dinh cip thong 

tin bi mat npi bp cOa eie to chflc. Bin 

canh dd, chung eon kiim soit dUpe 

cac website chuyin download phin 

m im nhim ci i dat virus vio cic miy 

tinh tai phan mIm tfl c ic website nay, 

TO dd chung c i t h i diiu khiin mang 

lodi miy tinh ma - botnet - d i t i n cdng 

DDoS vao eie h i thong Idn tai Viet 

Nam, Oiy l i tinh trang ding bio ding 

vi ngoai viec c ic h i thong Idn eo the bi 

t i n cing bat eO lOc nio, eon c i hing 

chuc nghin miy tinh tren ea nOPe dang 

bj hacker dieu khien, cd the giy anh 

hoong den an ninh qudc gia. 
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iMm u 
Danh sach 15 virus iaynhi§u 

nhat trong nam 2010 

1 W32.Conficker.Worm 

2 W32.Vetor.PE 

3 W32.Sality.PE 

4 W32.AutoRunUSB.Worm 

5 W32.SecretCNC.Heur 

6 W32.ForeverX.Worm 

7 W32.CmVirus.Trojan 

8 W32.UpdateUSBA.Worm 

9 W32.StuxnetQKE.Trojan 

10 X97M.XFSic 

11 W32.SilityVJ.PE 

12 W32.BedolabD.Worm 

13 W32.Regsvr.Trojan° 

14 W32.DownRefronE.Worm 

15 W32.SysdiagTHA.Trojan 

O i t r i n h cho may tinh cua minh 

roi v io tam k i im so i t cua cac hacker 

nay, ngOOi sfl dgng c i n h i t sfle canh 

giac khi t i i cac ph in m i m ve m i y tinh 

cua minh. Chi nen tai c i c phan m i m 

can th i l t to website cUa chinh n h i san 

xuat, ban che toi da vi ic tai ph in mem 

t f l c i c nguon trung gian, k i ca do l i 

c i c nguin p h i b i in . Oong thai, ngoai 

sfl dgng cung c i n cap nhat t hu ing 

xuyen phan m i m diet virus tren may 

tinh cOa minh d i kip thdi ng in c h i n 

virus x i m nh ip , 

DU bao tinh hinh virus may tinh 
nam 2011 

Theo i n g Vu Ngpc Son - Giam doc 

B i ph in nghi in cflu C ing ty Bkav: 

Rootkit se la mpt xu hflong moi khi da 

t ro thanh cong cu dai chung hoa chfl 

khong con l i d i e quyin cua m i t so tin 

t i c b i i t ngh i nhfltrf ldc, Cac dong virus 

sieu da hinh se k i t hpp nhi iu ky thuat 

mdi d i tao ra nhflng sfl lay lan dai d ing 

k io d i i trong nhi iu nam. 

Cung sp pho b i in cua Windows 7 

vdi kha n ing dam bao an ninh cao v i 

mpi quyet djnh thgc thi quan trgng t r i n 

may tinh se thupc v i ngUoi sg dgng, xu 

hgpng virus d i nh Ifla ngflpi sfl dung 

b ing cam quan se p h i t trien manh, 

Trudng hop cac virus gia mao file dO 

l i iu [Fake icon] la nhung bi iu h i in d i u 

tien va xu huong n iy se t i i p tgc trong 

n i m 2 0 1 1 , 

Virus mang d ing co chinh tri-xa hpi 

se xu i t hien nhieu, Ipi dgng cac trang 

download ph in m i m p h i bien de ph i t 

t i n , tao ra mang botnet, t i n c ing co 

chu dich cac muc tieu dinh trUoc, l iy 

t r i m cac t h i ng tin bi mat cua to chflc, 

ca nh in . 

Se CO nhiiu cupc t i n c ing , ifla dao 

tren dien thoai di d i ng trong n i m 

2 0 1 1 , Co t h i se ghi nh in nhflng cuoc 

phat tan ma dpc dau tien t r i n d i in 

thoai dl d ing , voi hinh thflc t i n cong 

chu yeu dupi dang cac trojan, an n i u 

v i i n cap t h i ng tin ca nhana 

Quan ly viec truy cap Internet cua nhan vien 
I.SUdungPacketfence: 
Oiy la 1 trong nhflng c ing eg g i im 

sat va qu in ly cac boat d i n g trong 

toan bg h i thong mang, Chuong tr inh 

mien phi, ma nguon m i n iy d l c i i dat 

va quan trj tren nhi lu h i d i lu h inh nhfl 

Red Hat Enterprise Linux, CentOS, 

Ubuntu hoac Debian. Voi Packetfence, 

ban hoin t o i n co t h i g i im s i t v i c i p 

quyen cho nhflng ai dflpc ph ip truy cap 

Internet, trong thdi gian bao l i u , gioi 

han trong khoang nao.,. Ben canh do, 

nhflng tai khoan hoac t h i l t bi k i t n l i 

b in ngoai khing thuoc danh s i c h cho 

phep cung khdng t h i truy cap va so 

dgng Internet. 

2. SU dung Open DNS: 
OpenDNS l i 1 trong nhflng c i n g 

eg hflu dgng n h i t giup quan ly DNS. 

bao mgt he t h i ng . , , hoan t o i n dfla 

tren nen tang Web, Voi OpenDNS. 

ngfldi quan ly cd t h i be npi dung, ngan 

chan npn Ifla dao phishing, c i c dia ehi 

web [vdi phien ban Enterprise], phing 

ch ing malware [Enterprise],,, 

3. Quan ly true tiep muc tai nguyen 
he thdng: 

Va Net Spy Pro la 1 trong nhflng 

cong cg giup ngodi quan ly co the g i im 

s i t dope boat d i n g cua bat cfl tai 

kho in nao khi hp truy c i p Internet, 

t h i m chi con b i l t dflpc mpc bookmark 

v i favorite cua nh in vien, N i u dUpc i p 

dpng mpt c i c h hpp ly thi c i t h i xem 

d iy l i c i ng cg ho in h i o nh i t h i in nay, 

vi d i i khi ngOdi qu in ly can thiep qua 

sau v i o v i ic lam cung nho cac y iu t i 

ea nh in khic , 

4. Hay dam bao chinh sach su dung 
hop ly: 

Thay vi v i ic d i iu khi in v i k i im so i t 

bang ph in m i m , dfla vao tinh c h i t 

cong vi ic va m i i trOdng cua nhan v i in , 

hay i p dung nhflng chinh s i c h v i k i 

hoach sfl dgng t i i nguyin cua cong ty 

mgt each h i i h ia , hpp ly trong toan b i 

thoi gian lam vi ic. Hay c i gang tg tao 

ra 1 moi trfldng hoa d ing , nghi im tOc 

trong cong viec, nhOng khing n i n q u i 

c ing th ing . Van de la ngUOi quan ly se 

xO ly t h i n i o voi nhflng chinh sach cua 

hp doa ra, voi tflng tflong hpp nhan vien 

VI pham cg t h i , hp khing the i p dgng 

1 each kh i khan cung nhu khing t h i 

qu i don g i in , nhe nhing, . , vi lam nhu 

v iy se mang lai k i t qua kh ing mong 

muon, 

Oi k i m vol nhflng chinh s i c h i p 

dgng npi quy chat che, ban cflng n i n 

can nh ic d i n m i t s i quy c h i vdi tinh 

linh boat cao. Ban van c i the dam bao 

dupc t i i n dp cong viec va k i hoach, 

nhOng bO lai se m i t di nhflng m i l l i in 

ket c i n t h i i t gifla nhan vi in v i ngfloi 

quan ly, doi voi mpt so doanh nghi ip 

ho ic d i e thfl cong v i ic thi d i y lai la 

d i im m i u c h i t d i c i dupe thanh cong! 

Hong Ngpc [Theo Tech Republic) 
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