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cﬂrg HOAN THIEN HANH LANG PHAP LY V61 TOI PHAM
PHAT TAN VIRUS MAY TINH VA TAN CONG AN NINH MANG

Nguyén Quang

461 website Viét Nam bi hacker trong va ngoai nudc tén céng: 104 website Bkis
phét hién c6 16 hong nghiém trong; 33.137 dong virus méy tinh méi xudt hién
(trong d6 33.101 dong c6 xuat xit tir nude ngoail; 59.450.000 leot méy tinh bi
virus tan cong; trong dé virus W32.SecretW.Worm d 3y nhiém trén 420.000

may tinh, tré thanh virus nguy hiém nhét trong ném — D6 14 nhing nét chinh vé
tinh hinh an ninh mang cia cdng dong méy tinh, mang méy tinh Viét Nam trong
1 nam (ndm 2008). Véy ché tai nao dé diéu chinh céc hanh vi vi pham, tan céng

an ninh mang?

An ninh mang véi nhiéu tinh
huéng nguy cap

Nhigu nguoi sir dung Internet va nhidu 13n bi
dat vao tinh hudng nguy cap - D6 1a két luan
clia nhimg nguoi bao vé an ninh mang. Chua
¢ ndm nao thé gioi Internet lai co nhiéu tinh
hudng nguy cap nhur 2008. Nam qua, it nhét
3 Ian, tt cd ngudi s dung Internet trén thé
gi6i da bi dat trong tinh hudng nguy hiém va
nguoi st dung Viét Nam ciing ndm trong s6
dé. Dién hinh 12 sur ¢6 vé 15 hdng DNS Cache
Poisoning. Khi I6i nay chua duoc va, ké xau
c6 thé chuyén hudng truy nhap vao noi ndo
ching mudn va lira dao bat ky ai. Tinh hinh
nguy hiém téi mirc, héu nhur tat ca cac nha
san xuat phan cimg hay phan mém danh
tiéng cla thé gidi nhu Sun, Cisco, Microsoft,
Apple... déu phai tham gia phdi hop khdc
phuc. Hai 1an khac 14 viéc xuat hién nhing 16
héng fién quan dén hé diéu hanh Windows.
Trong ¢4 hai su ¢6, Microsoft déu phai dua
ra ban va khan cap, khong theo dinh ky nhu
théng €.

& Viét Nam, toi pham tin hoc sau 2 nam im
&ng da co dau hiéu quay trd lai. Cuy thé la
cac vu cudp tén mién cha Cong ty P.A Viet-
nam, vy hack website Techcombank hay vy
tan cong DDoS... Tuy nhién, sau khi mot s6
vu viéc bi dua ra anh sang va bi co quan
chic nang xt Iy thi lan song nay da dugc
ngdn chan kip thoi. Nhu Bkis da nhiéu lan
phat biéu, nhiing vi pham trén mang ciing
ludn ludn dé lai d4u vét nhu trong cude song
thue. Vi vdy, nguoi 6 hanh vi vi pham sém

muén ciing sé bi tim ra.

Viét Nam ghi d&u 4n an ninh mang véi cong
ddng qudc t&. Do la nhan xét clia cong dong
quoc té khi nhiéu trang tin cong nghé hang
déu thé gi¢i nhu CNET, PCWorld, Comput-
erWorld, InfomationWeek... nhiéu 1an ding
tai két qué nghién ctu, canh bao vé an ninh
mang cla cac chuyén gia Viet Nam. Nhing
canh bo nay lién quan dén cac thuong hiéu
toan cdu nhu Google, Microsoft, Asus hay
Toshiba... Sy kién da chimg to nguoi Vigt
Nam thuc sy ¢d nang luc trong finh vuc an
ninh mang.

Ngay 10/9, chi vai ngay sau khi ra mat trinh
duyét Chrome, Google Inc phai dua ra ban
va. nhor Bkis clia Viét Nam canh bao vé 16
hdng tran bo dém (Buffer Overflow) trong
tinh ndng SaveAs. Ngudi dung Chrome khi
truy nhép vao cac website chia ma khai
thac, sé bi hacker chiém quyén diéu khién
may tinh.

Ciing thai diém nay, Microsoft xac nhén 16
héng tuong tu trén phan mém Windows
Media Encoder duoc Bkis phat hién va canh
bao truoe do 5 thang. Sau khi phdi hop cing
cac chuyén gia Bkis, Microsoft da phat hanh
ban va ma s6 MS08 - 053.

Thang 12, Bkis cong bé 16 hdng trong cong
nghé nhan dang khudn mat clia ba hing san
xuat Asus, Lenovo, Toshiba. Tinh nang gilp
ngdn chdn truy cadp may tinh xach tay trai
phép co thé dé dang bi vuot qua, du dugc
thiét 1ap & mirc an ninh cao nhat. Sp t6i
day, vao thang 2/2009, cac chuyén gia cla
Bkis s& trinh bay nghién ciru nay tai Hoi thao
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Black Hat tai My (mét hoi thao thudng nién
c6 uy tin vé an ninh mang) theo I6i mi cia
Ban t6 chirc. Vivay, nhing ghi nhan trén I3
6 co & thyc tién.

May tinh bij virus 6 at tan céng

Ngudi sir dung Yahoo Messenger khdn dén
vi virus Kavo. Hang triéu nguoi st dung
Yahoo!Messenger tai Viét Nam da lao dao,
mat fién lac v6i ban be, déi tac do
YahooMessenger khong ding dugc khi may
tinh bj nhiém virus Kavo, tir Trung Qudc. Chi
tinh riéng trong thang 6, da c6 1,2 triéu may
tinh tai Viet Nam bi nhiém Kavo, véi hang
loat bién thé mai. Binh quan hon 40.000
may tinh bi nhiém trong mot ngay, mot ky
luc vé tdc do lay lan. Day ciing 13 loai virus
co toc dd xuat hién bién thé nhidu nhat tr
trudce ti nay, trung binh méi ngay co téi 20
bién thé moi clia Kavo duoc tung 1én mang.
Diéu tré tréu & chd, viec nan nhan cur ding
nhap vao Yahoo!Messenger [a bi thoat ra,
khong thé chat duoc lai khong phai la chi
dich clia ké phat tan virus. Muc tiéu clia
hacker |3 nhdm tan cong cac game online
dé 14y cép tai khoan clia nguoi choi. Nhung
do méc 13i trong 14p trinh, khi virus can thigp
vao b nhé clia YahooMessenger da tu sinh
ra I6i truy xuat bd nhé (memory exception),
khién ngudi str dung khong thé dang nhap

“vao Umg dung nay.

Ghi de file chudn cda Microsoft Windows ~
Xu huéng méi clia virus: Khong chi xudt hién
v6i s6 lugng I6m, xu huéng clia cac dong
virus mgi con [a “ling xuc” nhiing “ngéc
ngach” clia hé didu hanh Windows dé 4n
nau, ciing nhu dé tan cong trd lai nhimg
phan mém diét virus khong co kha ning khoi
phuc ma gdc. Déy sé 1a xu huéng chinh clia
virus trong nam 2009,

Cach thic cla nhimg virus nay la ghi de ma
doc én cac file chuan clia hé didu hanh. Vigc
nguy trang Iap & nhur vay danh Ira duoc héu
hét cac phan mém diét virus khong co co
ché khoi phuc file goc da bj virus ghi de. Vi
thé khi diét virus, cac phan mém nay dong
thei x6a ludn cé file chudn cla hé didu hanh


http://W32.SecretW.Worm

(file goc). Hau qua 1a 1am hong hé
dieu hanh. Chi trong thang
10/2008, Bkis da thong ké duoc t6i
92 dong virus mdi xuat hién st dung
co ché ghi dé file chuén va lay nhiém
trén 41.600 may tinh tai Viét Nam.
Ciing theo mat khao sat mdi nhat
ma Bkis vtra thuc hién, co téi 91%
nguoi st dung da phai cai lai hé diéu
hanh khi may tinh bi nhiém virus.
D3i pho véi loai virus nguy hiém nay,
(debug) virus, tim nhiing doan ma
goc clia file chuan bi virus ma hoa,
sau dé cap nhat thuat toan diét virus
vao Bkav. Nhu vay, co thé diét virus
nay triét dé ma khong gay hong hé
diéu hanh.

Virus gia gateway “qudy pha” tai hau
hét cac co quan, doanh nghiép:
Mang sép, website bi chén banner,
popup chit Trung Quéc 14 nhimg hién
tirong phé bién nhét trong nam 2008
tai cac co quan, doanh nghiép, trong
do ¢6 ca cac cong ty Hosting (cho
thué may ch) cling nhu cac ISP (Nha
cung cép dich vu Internet). Hau hét
cac quan tri da rét lung tung khi gap
nhiing su ¢ virus gia gateway do
chua trang bi mét giai phap tong thé
phang chéng virus.

Hién tuong nay do cac dong virus
gid gateway c6 xuat xir tr Trung
Qudc gay ra. Tir mot may tinh bi
nhiém, virus gli quang ba (broad-
cast) goi tin theo giao thirc ARP
{giao thirc phan giéi dia chi} toi tat
ca cac may tinh khac trong cuing
mang dé mao danh la Gateway clia
hé thong. Cac két ndi ra Internet cia
tat c& cac may tinh trong mang llic
nay sé bi Ilra di qua gateway gia mao
truéc, roi sau do moi t6i gateway
that. Khdng phai may tinh nao co
hién tuong bi chén banner ciing la
may nhiém virus va trong mang
hang tram may tinh, chi mét may

tinh bi nhiém ciing ¢6 thé lam sap .

toan b hé thong mang.

Nam 2009, hacker sé bi
SO gay

Dlng nhu cac du bado ma Bkis dua
ra hdi cudi nam 2007, tinh hinh phirc
tap clia cac mang xa hdi, blog d3 trd

thanh van dé ndi com va cac nha
cung cép dich vu nuéc ngoai nhu
Yahoo d3 hop tac véi co quan quan
Iy nha nudc xi ly mot so blog vi
pham. Google ciing cho biét, ho san
sang hop tac va tuan thi luat phap
cla ting nude, khong ngoai trir Viét
Nam, dé giai quyét nhiing van dé bat
tréc ndy sinh tir Internet. Virus [a mét
trong nhiing diém nong trong toan
canh an ninh mang 2008. So vdi
nam ngoai, s6 dong virus méi tang
gap 5 lan va s6 lugt may tinh bj
nhiém téng gan gép déi ndm ngoai,
tir 33 tridu lén gan 60 triéu.

Nam 2009, virus van sé tiép tuc
xuat hién hang ngay voi 6 luong
ngay cang tang, dac biét la cac
dong virus ghi deé file chuan. Tuy
nhién, nhiing diéu nay c6 thé sé thay
ddi néu du thao stra ddi luat hinh sur
méi day cla Trung Quéc sém duoc
théng qua. Theo dé, nhitng hanh vi
phat tan virus dé danh cap dif liéu
hodc tham nhap may tinh tai quéc
gia nay sé phai doi mat vai cac hinh
phat rat nang. Khi dé s6 luong virus
trén toan ciu c6 thé sé giam bot,
bdi phan lén s6 luong ma doc hién
nay la ¢ xuét xtr tir Trung Quéc.
Cac cudc tan cong va hack sé cé
chiéu huéng gidm bot vi nhiéu vy vi
pham trén mang da dwoc xu ly.

Nhimg vu viéc pham t6i lién quan téi

an ninh mang trong nhiing nam qua
& Viet Nam phan Ion 1a do thiéu hiéu
biét vé luat phap. Trong nam i, Luat
Hinh su stra déi va bd sung sé duoc
Qudc héi chinh thirc thong qua va
ban hanh vao dau nam 2010. Trong
do, cac diéu khoan lién quan dén toi
pham cong nghé cao da duoc Bo Tu
phap phdi hop cling B Cong an (cu
thé la Co quan phong chdng tdi pham
¢ong nghé cao C15), chinh sta va
b sung. Theo do, cac hanh vi pham
t6i nhur tan cong tur chdi dich vy, phat
tan virus, Wra d&o, tan cong tryc
tuyén... da duoc dinh nghia rét chi
tiét. Va hinh phat cao nhét cho cac
hanh vi nay c6 thé 1én dén 12 nam ti
giam. Day chinh Ia hanh lang phap Iy
dé ap dung xit Iy nghiém viéc pham
t6i cla tin tic m
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Exnress Advantage - G6i Gid
Phap danh cho cac BNN&VY

“.‘ n.E

IBM Viét Nam da ra mat goi giai phap Express Ad-
vantage mai v6i cac san pham, dich vu b sung va
tang cuang danh cho cac doanh nghiép nha va vira
(DNN&V), gilip cac DNN&V toi da hoa hiéu qua kinh
doanh trong nén kinh té hoi nhap.

Express Advantage tich hop cac san pham cong
nghé, cac giai phap kinh doanh toan dién duoc ho
tro béi mot mang Iui tai chd bao gom cac doi tac
kinh doanh ctia IBM va cac loai hinh dich vu khach
hang sé ho tro khach hang tich cuc hon va toan dién
hon thic ddy sang tao va tang trudng.

Ong V6 T4n Long, Téng Giam Bdc Cong ty IBM Viet
Nam cho biét: “Cac DNN&V ciing gap nhiéu thach
thirc vé cong nghé va kinh doanh tuong tu nhu cac
cong ty Ion va can phai giai quyét nhiig thach thirc
d6 véi ngudn luc va thoi gian co han. Express Advan-
tage cla IBM duoc thiét ké dé dap ung nhing nhu
cau nay voi cac giai phap da dugc tich hop tron goi,
dé chon lyra, dé mua va dé quan 1y."

Cac danh muc san pham Express Advantage gom:
dich vu luu tri va phuc héi an ninh mang, dong san
phdm may chil, phan mém doanh nghiép, hé thong
tich hop toan phan cho céc giai phap ban 18, cac giai
phap luu trir hé théng cling nhu cac goi dich vu va
dong may chii hoat dong trén bo xir [y POWERGA.
Express Advantage ciing bao gom cac gdi giai phap
tron goi nhu: gidi phap ban [é, gidi phap ching
khoan, giai phap quan Iy ngudn luc hiéu qua danh
cho cac doanh nghiép san xuat kinh doanh tao ra
nhiéu lra chon {ing dung va giam chi phi nang lrong
va quan tri cho khach hang.

Ong Hoang Thanh Tung, Giam ddc diéu hanh cong
ty ¢d phan Gidi Phap Truyén Thang APZON cho biét:
“Cac san pham cé trong goi Express Advantage
gilip cong ty ching toi ty tin hon khi dua ra cac giai
phap quan tri kinh doanh duoc tich hop va thiét ké
dac biét cho cac nhu cau quén Iy, van hanh toan
dién cta doahh nghiép 1a cac khach hang cla
chiing tdi. St dung cac san pham trong goi Express
Advantage chiing toi co thé ti uu hoa tinh nang cap
nhat va tich hop dé gitp cac khach hang ung dung
phén mém duy nhat dé tu dong hoa quy trinh hoat
dong, ¢6 thm nhin toan canh vé& mua ban hang, tinh
hinh tai chinh..., qua d6 doanh nghiép c6 thé duara
cac quyét dinh dang dan, kip thai va hiéu qua trong
hoat ddng kinh doanh.
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