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CAN HOAN THIEN HANH LANG PHAP LY Vffl TOI PHAM 

PHAT TAN VIRUS MAY TJNH VA TAN CONG AN NINH MANG 
Nguyin Quang 

461 website Viet Nam bj hacker trong va ngoai nuae tan eong; 104 website Bkis 

phat hien eo Id hdng nghiem trong; 33.137 dong virus may tfnh mai xuat hien 

(trong dd 33.101 ddng cd xuatxu tu nuac ngoai); 59.450.000 luoi may tfnh bj 

virus tan edng; trong do virus W32.SecretW.Worm da lay nhiim tren 420.000 

may tfnh, tra thanh virus nguy hiem nhat trong nam - Dd la nhifng net chfnh vi 

tinh hinh an ninh mang eiia cong ddng may tfnh, mang may tfnh Viet Nam trong 

1 nam (nam 2008). Vay che tai nao de diiu chinh cac hanh vi vi pham, tan edng 

an ninh mang? 

An ninh m a n g vdi nhidu t inh 

hudng nguy c^p 

Nhieu ngifoi SIJ dung Internet va nhieu lin bj 
dat vao tinh huong nguy cap - Do la ket luan 
cua nhQng ngiroi bao ve an ninh mang. Chua 
CO nam nao the gioi Internet lai co nhi§u tinh 
huong nguy cap nhu 2008. Nam qua, it nhat 
3 l^n, t§t ca ngtroi su ditng Internet tren the 
gioi da bi dat trong tinh huong nguy hiem va 
ngucri stJ dung Viet Nam cOng nam trong so 
do. Dien hinh la sir co ve 16 hong DNS Cache 
Poisoning. Khi loi nay chua duoc va, ke xau 
CO the chuyen huong truy nhap vao noi nao 
chiing muon va lira dao bat ky ai. Tinh hinh 
nguy hiem toi mirc, hau nhu ta't ca cac nha 
san xuat phSn cirng hay ph^n mem danh 
tieng cua the gioi nhu Sun, Cisco, Microsoft, 
Apple... 6ku phai tham gia phoi hgp khjc 
phuc. Hai l̂ n khac la viec xuat hien nhirng lo 
hong lien quan den he dieu hanh Windows. 
Trong ca hai si; co, Microsoft dSu phai dua 
ra ban va khan cap, khong theo dinh ky nhu 
thong le. 

0 Viet Nam, tpi pham tin hpc sau 2 nam im 
ang da co dau hieu quay tro lai. Cu the la 
cac vu cuop ten mien cua Cong ty P.A Viet­
nam, vu hack website Teebcombank hay vu 
tan cong DDoS... Tuy nhien, sau khi mpt so 
vu viec bi dua ra anh sang va bi ca quan 
chirc nang xi} ly thi lan song nay da duoc 
ngan chan kip thoi. Nhu Bkis da nhigu lan 
phat bieu, nhtrng vi pham tren mang cung 
luon luon de lai dau vet nhu trong cupc song 
thiic. Vi vay, nguoi c6 hanh vi vi pham som 

muon cung se bi tim ra. 

Viet Nam ghi dau an an ninh mang voi cong 
dong quoc te. 06 la nhan xet ciia c6ng d6ng 
quoc te khi nhi§u trang tin c6ng nghe hang 
dau the gioi nhu CNET, PCWorld, Comput-
erWorld, InfomationWeek... nhieu l§n dang 
tai ket qua nghien ciru, canh bao ve an ninh 
mang cua cac chuyen gia Viet Nam. Nhu'ng 
canh bao nay lien quan den cac thuong hieu 
toan cSu nhu Google, Microsoft, Asus hay 
Toshiba... Si; kien da chirng to nguoi Viet 
Nam thiic su co nang luc trong Unh vi/c an 
ninh mang. 

Ngay 10/9, chi vai ngay sau khi ra mat trinh 
duyet Chrome, Google Inc phai dua ra ban 
va. nha Bkis cija Viet Nam canh bao ve 16 
hong tran bo dem (Buffer Overflow) trong 
tinh nang SaveAs. Nguoi dting Chrome khi 
truy nhap vao cac website chira ma khai 
thac, se bi hacker chiem quyen di§u khien 
may tinh. 

Cung thai diem nay, Microsoft xac nhan 16 
hong tuong tt; tren ph^n m^m Windows 
Media Encoder duge Bkis phat hien va canh 
bao truac do 5 thang. Sau khi phoi hgp ciing 
cac chuyen gia Bkis, Microsoft da phat hanh 
ban va ma sd MS08 - 053. 
Thang 12, Bkis cong bo 16 hong trong c6ng 
nghe nhan dang khu6n mat cua ba hang san 
xuat Asus, Lenovo, Toshiba. Tinh nang giup 
ngan chan truy cap may tinh xach tay trai 
phep CO the di dang bi vugt qua, dii duge 
thiet lap a mirc an ninh cao nhat. Sip toi 
day, vao thang 2/2009, cac chuyen gia cua 
Bkis se trinh bay nghien ciru nay tai Hpi thao 

Black Hat tai My (mpt hpi thao thuong nien 
CO uy tin ve an ninh mang) theo loi moi ciia 
Ban to chirc. Vi vay, nhirng ghi nhan tren la 
CO cosdthiic tien. 
iVIay t inh bj virus d at tdn cong 

Ngucri su dijng Yahoo Messenger khon don 
VI virus Kavo. Hang trieu nguai su dung 
YahoolMessenger tai Viet Nam da lao dao, 
mat lien lac vai ban be, doi tac do 
YahoolMessenger khong dung duge khi may 
tinh bi nhiem virus Kavo, tir Trung Quoc. Chi 
tinh rieng trong thang 5, da co 1,2 theu may 
tinh tai Viet Nam bi nhiem Kavo, m hang 
loat bie'n the mai. Binh quan hon 40.000 
may tinh bi nhiem trong mgt ngay, mpt ky 
luc ve toe d6 lay lan. Day cung la loai virus 
CO toe dp xuat hien bien the nhieu nhat tir 
truac toi nay, trung binh m6i ngay co toi 20 
bien the miji ciia Kavo duge tung len mang. 

Di6u tro treu a ch6, viec nan nhan cir dang 
nhap vao YahoolMessenger la bi thoat ra, 
kh6ng the chat duge lai kh6ng phai la chii 
dich cua ke phat tan virus. Mijc tieu ciia 
hacker la nham tan cong cac game online 
de lay cap tai khoan ciia nguoi choi. Nhung 
do mgc 161 trong lap trinh, khi virus can thiep 
vao bg nha ciia YahoolMessenger da tir sinh 
ra I6i truy xuat bp nha (memory exception), 
khien nguoi su dung khong the dang nhap 

" vao irng dung nay. 

Ghi de file chuan cua Microsoft Windows -
Xu huong moi cua virus: Kh6ng chi xuat hien 
vai so lugng Ion, xu huang ciia cac dong 
virus mai con la "liing xijc" nhtrng "ngoc 
ngach" ciia he di§u hanh Windows de an 
nau, cung nhu de tan cong trd lai nhu'ng 
phan mem diet virus kh6ng c6 kha nang khoi 
phuc ma goe. Day se la xu huong chinh ciia 
virus trong nam 2009. 
Cach thifc cua nhirng virus nay la ghi de ma 
dpc len cac file chuin ciia he diiu hanh. Viec 
nguy trang lap la nhu vay danh lira duge hau 
he't cac phin mem diet virus khong co ca 
che kh6i phuc file goe da bi virus ghi de. Vi 
the khi diet virus, cac phan mem nay ding 
thai xoa luon ca file chuan cua he diiu hanh 
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(file goe). Hau qua la lam hong he 
diiu hanh. Chi trong thang 
10/2008, Bkis da thong ke duge toi 
92 dong virus moi xua't hien sir dung 
CO che ghi de file chuan va lay nhiim 
tren 41.600 may tinh tai Viet Nam. 
COng theo m6t khao sat mai nha't 
ma Bkis vira thi/c hien, co toi 91% 
nguoi sii dung da phai cai lai he diiu 
hanh khi may tinh bj nhiim virus. 

Doi pho voi loai virus nguy hiem nay, 
cac chuyen gia Bkis da phai giai ma 
(debug) virus, tim nhirng doan ma 
goe cua file chuan bi virus ma hoa, 
sau do cap nhat thuat toan diet virus 
vao Bkav. Nhu vay, co the diet virus 
nay triet de ma khong gay hong he 
dieu hanh. 

Virus gia gateway "quay pha" tai hau 
het cac ca quan, doanh nghiep: 
Mang sap, website bi chen banner, 
popup chti Trung Quoc la nhOng hien 
tuong pho bien nha't trong nam 2008 
tai cac caquan, doanh nghiep, trong 
do CO ca cac c6ng ty Hosting (cho 
thue may chii) cung nhu cac ISP (Nha 
cung d p dich vu Internet). Hiu hit 
cac quan tri da rat liing tiing khi gap 
nhiing sir co virus gia gateway do 
chua trang bi mpt giai phap tong the 
phong chong virus. 

Hien tugng nay do cac dong virus 
gia gateway co xuat xii' tir Trung 
Quoc gay ra. Tir mgt may tinh bi 
nhiim, virus giri quang ba (broad­
cast) goi tin theo giao thirc ARP 
(giao thirc phan giai dja chi) toi ta't 
ca cac may tinh khac trong ciing 
mang de mao danh la Gateway ciia 
he thong. Cac ket ndi ra Internet ciia 
ta't ca cac may tinh trong mang liic 
nay se bj lira di qua gateway gia mao 
trudc, rdi sau dd mdi tdi gateway 
that. Khdng phai may tinh nao cd 
hien tugng bj chen banner cung la 
may nhiem virus va trong mang 
hang tram may tinh, chi mdt may 
tinh bi nhiem cung cd the lam sap 
toan bd he thdng mang. 

Nam 2009, hacker se b[ 
sd gay 

Diing nhu cac du bao ma Bkis dua 
ra hdi cudi nam 2007, tinh hinh phuc 
tap cua cac mang xa hpi, blog da trd 

thanh van de ndi com va cac nha 
cung cap dich vu nudc ngoai nhu 
Yahoo da hgp tac vdi co quan quan 
ly nha nudc xu ly mdt so blog vi 
pham. Google cung cho biet, hp sin 
sang hgp tac va tuan thii luat phap 
cua tirng nudc, khdng ngoai tru Viet 
Nam, de giai quyit nhting van d i bat 
trie nay sinh tir Internet. Virus la mdt 
trong nhirng diem n6ng trong toan 
canh an ninh mang 2008. So vdi 
nam ngoai, sd ddng virus mdi tang 
gap 5 l in va sd lugt may tinh bj 
nhiim tang gin g ip ddi nam ngoai, 
tir 33 trieu len gin 60 trieu. 

Nam 2009, virus vin se tiep tuc 
xuat hien hang ngay vdi sd lugng 
ngay cang tang, dac biet la cac 
ddng virus ghi de file chuan. Tuy 
nhien, nhtrng diiu nay cd the se thay 
ddi neu du thao stia ddi luat hinh sti 
mdi day ciia Trung Qudc sdm duge 
thdng qua. Theo do, nhifng hanh vi 
phat tan virus de danh d p dtf lieu 
hoac tham nhap may tinh tai qudc 
gia nay se phai ddi mat vdi cac hinh 
phat r i t nang. Khi dd sd lugng virus 
tren toan c iu cd the se giam bdt, 
bdi phin Idn sd lugng ma ddc hien 
nay la cd xuit xir tir Trung Qudc. 

Cac cuoc t in c6ng va hack se co 
chiiu hudng giam bdt vi nhiiu vu vi 
pham tren mang da duge xu: ly. 
Nhifng vu viec pham tdi lien quan tdi 
an ninh mang trong nhifng nam qua 
d Viet Nam phan Idn la do thiiu hieu 
biet v i luat phap. Trong nam tdi, Luat 
Hinh su siia ddi va bd sung se duge 
Qudc hgi chinh thuc thdng qua va 
ban hanh vao diu nam 2010. Trong 
do, cac diiu khoan lien quan den tgi 
pham cdng nghe cao da duge Bp Tu 
phap phdi hgp ciing B6 C6ng an (cu 
the la Co quan phdng chdng t6i pham 
cdng nghe cao C15), chinh stra va 
b6 sung. Theo do, cac hanh vi pham 
tpi nhu t in c6ng tir chdi djch vu, phat 
tan virus, lira dao, t in cdng trtic 
tuyen... da duge djnh nghia r i t chi 
tiet. Va hinh phat cao nhit cho cac 
hanh vi nay cd the len den 12 nam tii 
giam. Day chinh la hanh lang phap ly 
de ap dung xii' ly nghiem viec pham 
tpi cua tin tac • 

Express Advantage - Goi Giai 
Pliap danli Clio cac DNN&V 

HdDiep 

IBM Viet Nam da ra mit goi giai phap Express Ad­
vantage mdi vdi cac san pham, djch vu bd sung va 
tang cudng danh cho cac doanh nghiep nhd va vira 
(DNN&V), giiip cac DNN&V tdi da hda hieu qua kinh 
doanh trong nen kinh te hdi nhap. 

Express Advantage tich hgp cac san pham cdng 
nghe, cac giai phap kinh doanh toan dien duoc hd 
trg bdi mdt mang ludi tai chd bao gdm cac ddi tac 
kinh doanh ciia IBM va cac loai hinh dich vu khach 
hang se hd trg khach hang tich ci/c hon va toan dien 
hon thiic diy sang tao va tang trudng. 

Ong Vo Tin Long, Tdng Giam Ddc Cdng ty IBM Viet 
Nam cho biit: "Cac DNN&V cung gap nhiiu thach 
thirc v i cdng nghe va kinh doanh tuang ft; nhu cac 
cdng ty Idn va cin phai giai quyit nhifng thach thirc 
dd vdi ngudn li/c va thai gian co han. Express Advan­
tage cua IBM duge thiet ke de dap ung nhifng nhu 
ciu nay vdi cac giai phap da duge tich hgp trgn gdi, 
de chgn li;a, de mua va de quan ly." 

Cac danh mijc san phim Express Advantage gdm: 
djch vu luu trif va phuc hdi an ninh mang, ddng san 
phim may chii, phin mim doanh nghiep, he thd'ng 
tich hgp toan phin cho cac giai phap ban le, cac giai 
phap luu trif he thdng cung nhu cac gdi djch vu va 
ddng may chu hoat ddng tren bd xd ly P0WER6A. 
Express Advantage cung bao gdm cac gdi giai phap 
trgn goi nhu: giai phap ban le, giai phap chung 
khoan, giai phap quan ly ngudn li/c hieu qua danh 
cho cac doanh nghiep san xuit kinh doanh tao ra 
nhiiu li;a chgn ung dung va giam chi phi nang lugn_ 
va quan trj cho khach hang. 

Ong^ Hoang Thanh Tiing, Giam ddc diiu hanh cdng 
ty cd phin Giai Phap Truyin Th6ng APZON cho biit: 
"Cac san pham cd trong goi Express Advantage 
giiip cdng ty chiing tdi ft/ tin ban khi dua ra cac giai 
phap quan trj kinh doanh duge tich hgp va thiet ke 
dac biet cho cac nhu ciu quan ly, van hanh toan 
dien cua doanh nghiep la cac khach hang cua 
chiing tdi. St} dung cac san pham trong gdi Express 
Advantage chiing tdi cd the tdi uu hda tinh nang cap 
nhat va tich hgp de giiip cac khach hang ung dung 
phin mim duy nhit de tu ddng hda quy trinh boat 
dgng, cd t im nhin toan canh v i mua ban hang, tinh 
hinh tai chinh..., qua dd doanh nghiep c6 the dua ra 
cac quyet djnh diing din, kjp thdi va hieu qua trong 
hoat dong kinh doanh. 
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