LUAN VAN TOT NGHIEP GVHD : NGUYEN CAO NAT

LOI GIOI THIEU

Trangchu | Muc luc

R g

ho Aien td (Mail) la mot trong cac dich vu internet rat pho bien.

Cung voi sO phat trien khong ngdng cua cac he thong mang may

tinh rong khap toan cau, viec s6 dung dich vu Mail khong con

may xa la fioi v6i ngd6i s6 dung. Dich vu Mail giup moi ng6di
co the trao fioi thong tin vOi nhau mot cach nhanh chong, tien 16i, va co tinh
kinh te cao. So 166ng tho fiien t6 hang ngay fid6c goi fii tren Internet len fien
hang van, hang trieu,.. va co the con nhieu hén the noa.

Tho tin fien t6 khong chz fibn thuan la cac ghi chep ca nhan fid6c¢ goi to
mot ng66i dung fien mot ngd6i dung khac tren mang, ma khi dung no ban co the
go6i cho nhau ca cac loai tai lieu nhgd: cac van ban, cac bao cao, cac chddng
trinh may tinh, .. va nhieu thong tin khac noa. Léi ich cua no la: cho phep
nhong ngddi 6 cach xa nhau co the cung lam viec chung v6i nhau tren cung mot
do6 an, fio la nhéng doé an nghien c6u 16n fioi hoi can phai co nhieu ngddi tham
gia, va nhdng ngooi tham gia vao cac do an nay co the khong nam trong cung
mot quoc gia, ho co the thuoc nhieu vung khac nhau tren the gioi, va co the ho
choa bao gid biet mat nhau. Thay vi trao fioi véi nhau qua id6ng bou fAien binh
thdbng, thi ngdoi ta co the s6 dung Internet. No cho phep lien lac nhanh hén,
thuan tien hén, va chi phi cua no thap hon rat nhieu so véi trao fioi tho to qua
fibdng bou fien binh thoong.

Noi voi théc te 6 ndoc ta, la mot nddc Aang phat trien, viec gia nhap vao
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dung Mail fie goi va nhan thong tin voi the gi6i ben ngoai la rat 16n. Tuy nhien,
chi phi cho muc fiich nay la kha 16n so voi cac n66c khac. Do fio, fioi voi mot
cong ty co tam c6 nho hoac trung binh, viec trang bo cho moi thanh vien cua
cong ty mot Account Mail rieng dung fie gbi va nhan Mail voi ben ngoai thi
khong can thiet va het soc lang phi.

Gan fay, xuat hien nhieu chdéng trinh che can s6 dung mot Account
Mail ma co the cho phep nhieu ng6éi co the gbi va nhan Mail giong nhé moi
ngodi fieu Aiang s6 dung mot Account rieng cua minh. Viec s6 dung cac ché6ng
trinh nho vay fia mang lai 16i ich rat 16n cho cac cong ty co qui mo voa hoac
nho. No fia lam giam chi phi mot cach fiang ke cho cong ty. Do thay vi phai
trang bo cho moi thanh vien cua cong ty mot Account Internet Mail fie cac
thanh vien nay co the g6i va nhan Mail voi the gidi ben ngoai thi gid fiay ng60i
ta chz can s6 dung mot Account Mail ma van thdc hien fid6¢c muc fiich fio.

Tuy nhien, cac chédng trinh nay phan 16n chz fid6c viet fie s dung tren
cac he fiieu hanh Window, bao gom : Window 9x, Windown NT.. , la cac he
fiieu hanh co giao dien than thien va de s6 dung cua hang Microsoft. Gan fiay,
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xuat hien he fiileu hanh Linux, fiay la mot bien the cua he fiieu hanh Unix, mot
he fiieu hanh thddng Addc s6 cho cac may Server boi vi tinh on fionh va bao mat
cao cua no. He fiieu hanh Unix khong pho bien bang cac he fiieu Window vi no
rat kho hoc va co giao dien khong than thien. Nhéng Linux voi tinh on fionh va
bao mat cao von co fi6oc thoa htdng td he fileu hanh Unix va gan fiay, d6oi sO
ho trd cua cac hang: RedHat, OpenLinux, .. no fia co mot giao dien de s6 dung
va than thien khong kem gi Window. Viec nghien c6u va s6 dung Linux la mot
fileu rat can thiet.

T6 cac quan fliem nay, chung em fia nghien cbu va xay dong chéong
trinh Shared Mail. Nay la chédng trinh Agdc théc thi tren he fieu hanh Linux,
ma chz s6 dung mot Account Mail fie cho phep nhieu ng6di co the goi va nhan
Mail. Do m6i tiep xuc voi Linux va ngon ngd C ,thd vien lap trinh cua C tren
Linux, flong théi phai tim hieu ve nghi thoc TCP/IP, cac giao théc SMTP, POP3
va cach van dung chung vao chédng trinh, mat khac gap nhieu so co trong qua
trinh nghien c6u ve mang va kinh nghiem lap trinh con non kem nen chééng
trinh cua chung em kho co the tranh fidéc sai sot, va con nhieu han che. Rat
mong f0dc s6 gop y va dan dat cua Qui thay co va cac ban fie chédng trinh
ngay mot hoan thien hon.
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TIM HIEU CAC GIAO THOC
TRUYEN NHAN MAIL

CHOONG 1 : CAC KHAI NIEM cO BAN
CHOONG Il GIAO THOC SMTP
CHOONG Il GIAO THOC POP3
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CHOONG I:

CAC KHAI NIEM CcO BAN

Giao thoc giao tiep (protocols) la nhdng qui tac, luat le ma cac qua
trinh truyen nhan thong tin tren mang phai tuan theo mot cach triet fie. Cac cap
nghi thoc nay fid6c chia thanh nhieu cap (layer), moi cap nghi thoc giai quyet
mot nhiem vu cu the trong qua trinh truyen nhan thong tin.

I. GIOI THIEU VE HE THONG OSlI:

OSI (Open Systems Interconnection reference Model) la he thong nghi
thoc Adoc dung pho bien nhat hien nay, no bao gom bay cap nghi thoc:
Physical, Data Link, Network, Transport, Session, Presentation, Application.

- Physical Layer: cung cap ket noi vat ly gida computer va network.

Bao gom cac chuan fi6dc s6 dung. Truyen nhan theo bit.

- Data Link Layer: 16p nay thoc hien viec fiong goi (pakages) va mo
goi (unpakages) do lieu truyen. No chuyen fioi thong tin thanh
frame. Mot frame bao gom nhieu bit co header.

- Network Layer: xac fiocnh Addng fii nhanh nhat (routing) cua thong
tin tren mang, bao gom noi ket fionh htdng (connection — oriented)
va noi ket khong fionh hodng (connectionless).

- Transport Layer: truyen nhan do lieu theo cac goi id6c fianh so.

- Session Layer: la mdc cao hén cua cap transport.

- Presentation Layer: flam bao cho viec truyen nhan tin cay va hieu
qua, khong bo thay fioi trong qua trinh truyen qua mang.

- Application Layer: cung cap giao tiep véi cac trinh 6ng dung ma
user sO dung: electronic mail, file transfer, ..

Khi mot qua trinh & may nay muon giao tiep vdi mot qua trinh 6 may
khac, no phai goi thong tin qua bay cap nghi thdc giao tiep trong may minh.
Moi cap nghi théc se x0 ly va them vao nhong thong tin can thiet. Sau fio cap
Physical truyen thong tin qua may kia. May nhan fi66c thong tin cung fi66c x0
ly b6i bay cap nghi thoc va moi cap nghi thoc se hieu id6c thong tin 6 cap cua
minh thong qua viec fioc cac header. Cuoi cung se co id6c thong tin ban fiau
cua may goi.

Viec truyen nhan thong tin qua bay 16p nho tren khong théc dung cho
lam do no fioi hoi phai ton bo nho cho phan header va thoi gian cua CPU dung
fie x6 ly cac overhead. Do fio trong he thong phan bo, ngddi ta chz sé dung phan
nao cua cac cap nghi thoc tren va fia fida ra cac mo hinh dba tren cac cap nghi
théc nay, fio la giao théc TCP/IP.
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1. SO LOOC VE GIAO THOC TCP/IP VA MO
HINH CLIENT/SERVER:

1. GIAQ THOC TCP/IP:

Giao thoc TCP/IP la mot tap hép cac chuan ma mo ta cach théc cac
may tinh trong mang co the lien lac voi nhau cung nhé cach théc do lieu co the
truyen qua cac may tinh ket noi voi nhau. TCP/IP la mot bo giao théc thddng
fidoc¢ goi la bo giao théc Internet.

TCP/IP cho phep ngdéi lap trinh 6ng dung co the thiet lap lien lac gita
hai trinh 6ng dung va ra ben ngoai he thong. Nay la kieu truyen thong Peer-To-
Peer (ngang cap). Cac trinh 6ng dung ngang cap co the théc hien viec truyen
thong tren cung mot may hay tren cac may khac nhau. TCP/IP xac fionh chi tiet
doé lieu ABdc truyen nho the nao gida cac 6ng dung nhéng no khong xac fionh ro
rang khi nao cac trinh 6ng dung ngang cap t66ng tac véi nhau.

TCP/IP co nhong fiac fiiem sau lam cho no rat phat trien va pho dung:

- Noc lap véi cach noi mang.

- Noc lap véi phan céng cua mang.

- Cac nghi théc theo chuan cua he mé.

- Co cach fanh fida chz pho dung.

- Cung cap cac dich vu fi66c s6 dung rong rai nhd: Email, Ftp, Telnet,

- Lac0 s6 fie xay dong cac 6ng dung theo mo hinh Client/Server.
2. MO HINH PHAN LOP TCP/IP:

Application Layer
Transport Layer
Internet Layer
Host-to-Host Layer
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- Application Layer: 16p nay chda cac 6ng dung ma s6 dung network
nho: ftp, web browser, .. Lop Application cua mo hinh TCP/IP todng
fiodng voi 16p Application va Presentation cua mo hinh OSI.

- Transport Layer: 16p nay cung cap s6 phan phoi do lieu end-to-end.
Toong AGong voi 16p nay la hai 16p Session va Transport cua mo
hinh OSI.

- Internet Layer: 16p nay fionh nghda cac datagram va viec routing cac
datagram. Datagram la cac packet tao béi giao thdc IP. Datagram
chdc fidng thong tin ve fita chz fiich, do lieu va cac fieu khien khac.
Todng Addng voi hai 16p Network va Datalink trong mo hinh OSI.

- Physical Layer: TCP/IP dung cac chuan fia co fie truyen do lieu.

3. MO HINH CLIENT/SERVER:

Viec s6 dung mang nham muc fiich chia se tai nguyen gi6a cac may
tinh trong mang véi nhau. O fay, chung ta can phan biet ro khai niem Client va
khai niem Server.

- Thuat ngd Server dung fie che nhong chddng trinh ma cung cap cac

A A

yeu cau fien t6 mang, thdc hien viec phuc vu va tra lai ket qua.
- Thuat ngd Client dung fie chg cac chddng trinh 6ng dung ma gdi cac
yeu cau fien Server va cho ket qua tra ve.

Request R
@ Server

Reply

Network

Mo hinh Client/Server

Cac chodng trinh Client va Server thddng thdc thi tren cac may khac
nhau. Moi chdéng trinh Server co the cung fiap 6ng cho nhieu chédng trinh
Client tren nhieu may tinh khac nhau cung mot luc.

4. GIAO TIEP SOCKET:

Socket la mot c6 che truy xuat file ma cung cap mot endpoint (fliem
cuoi) cho viec lien lac. Giong nhé viec truy xuat file, ché6ng trinh éng dung
yeu cau he fiieu hanh tao ra socket khi can thiet. He thong se tra lai mot so
dien ta cho socket tao ra goi la socket descriptor. S6 khac nhau gida file
descriptor va socket descriptor la fioi voi file descriptor thi he fileu hanh phai
lien ket voi file hay thiet bo nao fio, trong khi fio socket descriptor thi can phai
lien ket vOi mot fita chz khi tao ra. Co cac loai socket id6¢c mo ta nho sau:

- Stream socket: cung cap dong do lieu hai hoong (bidirectional), tin

cay, tuan to, khong trung lap do lieu.
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- A datagram socket: cung cap dong do lieu hai h6dng ma khong fiam
bao tinh tuan to, fo tin cay, hay trung lap.

- Araw socket: cung cap c6 che truy xuat cac giao thoc truyen thong
0 16p d66i ma ho tr6 cho socket.

Do6i fiay la sau chdc nang co ban ma socket API cung cap cho chung ta:

- open: m6 mot socket.

- send: gbi do lieu fien socket.

- receive: nhan do lieu to socket.

- status: choa thong tin trang thai cua socket.

- close: fiong ket noi.

- abort: huy bo tac vu fiang thoc hien va fiong ket noi.

I11. GI0I THIEU HE THONG VA DOCH VU EMAIL:

Email la mot phdong tien truyen thong tien 16i nhanh chong, re tien,
fidc so dung rong rai tren Internet. Khi nhac fien Internet thi ngodi ta khong
the khong noi fien Email. Sau fiay, chung ta hay xet fien mot so khai niem ve
mang Email.

1. CAC THANH PHAN CUA MOT HE THONG EMAIL:

Mot he thong Email bao gom cac phan nho sau:

- Ng00i g6i va ngtoi nhan.

- Phan giao tiep voi he thong Email, fio chinh la chédng trinh Email

ma chung ta s6 dung.

He thong mang Email gom co:

- Mot vung fiem dung fie chda cac message trooc khi fivoc goi fii.

- Mot chddng trinh client.

- Mot chdbng trinh Server.

- Cac MailBox dung fie choa cac thé nhan Ad6c.

Trong fia so he thong mang Email hien nay, cong cu giao tiep cua user
vOi he thong Email th6dng gan voi cac chééng trinh Client. MailBox chinh la
fida che hop tho cua user, ndi chda fidng do lieu cua Email.

2. CAC THANH PHAN CUA MOT HE THONG INTERNET
MAIL:

User Agent (UA) thay the cho chédng trinh Email va cac bo phan MTA
thay the cho cac qua trinh Server, Client.

Ng66i s6 dung tobng tac vbi chodng trinh User Agent, ma no thay the
cho ban trong viec t6dng tac voi kho chda do lieu Email (hay chinh la MTA).
User Agent se che chan cho ban khoi phai t66ng tac v6i mot mé cac he thong
Email khac nhau. Cung to6ong t6 MTA se che chan he thong Email khong phai
t00ng tac voi cac co quan fai dien cua ngooi s dung (UA) hay cac MTA khac.
Nieu nay giup cho he thong Email cua chung ta trd nen than thien, gan gui hén
voi ngddi so dung - va fio cung chinh la muc fiich chinh cua cac ché6ng trinh
Mail khac nhau.
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IV. CAU TRUC CUA MOT BOC MAIL:

Ve c6 ban, mot béc Mail bao gom 3 phan chinh:

Phan phong bi: Mo ta thong tin ve ngddi gbi va ngd6i nhan. Do he thong
tao ra.

Phan tieu fie (header): choa fibng cac thong tin ve ngooi goéi, ngddi
nhan, chu fie béc Mail, fita che hoi am .v.v.. Cac thong tin nay, mot so fidéc
ngd6i s6 dung cung cap khi gbi Mail, mot so khac id6c chédng trinh Mail then
vao, va so con lai do He thong fiien them.

Phan noi dung (body): chda fibng noi dung cua boc Mail, la noi dung
fiddc tao ra boi trinh soan thao Editor cua ch6dng trinh Mail. Sau fiay la chi tiet
cua téng phan:

1. PHAN PHONG BI (ENVELOPE):

Phan nay do cac MTA tao ra va s6 dung, no chba cac thong tin fie
chuyen nhan email nho fita chz cua néi nhan, fita chz cua néi gdi. Hay noi cach
khac, giao thoc SMTP se quy fionh thong tin cua phong bi, cac he thong Email
can nhdng thong tin nay fie chuyen dé lieu t6 mot may tinh nay sang mot may
tinh khac.

2. PHAN TIEU NE (HEADER):

Phan nay cung cap nhdng thong tin tong quat ve Email nhd ngddi nhan,
ngodi goi, ngay gid nhan...

Cau tao gom nhieu tré6ng (field) cau truc moi trédng la mot dong van
ban ASCII chuan 7 bit nho sau: <ten tr66ng >: <noi dung cua troong>.

Sau fiay la mot so trédng thong dung va y nghéa cua no :

- Date: chz ngay gié nhan mail.

- From: chz ngd6i goi.

- To: chg ng66i nhan.

- Cc: che ng66i nhong nhan ban copy cua mail.

- Bcce: che ra nhdng ngd6i nhan ban copy cua boc mail, nhéng téng ngdoi
khong biet nhéng ngé6i nao se nhan bdc thd nay

- Return-path: choéa cac thong tin fie ngd6i nhan co the tra 16i lai
(thodng no chinh la fita chz ngddi goi).

- Subject: chu fie cua noi dung Email.

Cac trodng tren la cac trodng chuan do giao thoc SMTP quy fionh, ngoai
ra trong phan header cung co the co them moat so trédng khac do chdéng trinh
Email tao ra nham quan ly cac email ma chung tao. Cac trodng nay i6oc bat
fiau bang ky t0 X- va thong tin theo sau la cung giong nho ta thay tren mot
tré6ng chuan.

3. PHAN NOI DUNG (BODY):

Ne phan biet phan tieu fie va phan noi dung cua béc Mail, ngdéi ta qui
00c fiat ranh gidi la mot dong trang (chuoi ky t6 "\r\n"). Ket thuc cua phan noi
dung la chuoi ky t6 ket thuc Mail: "\r\n\r\n". Nh6 vay noi dung béc Mail nam
trong khoang gida dong trang fiau tien va ky t6 ket thuc Mail, va trong phan noi
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dung cua bdc Mail khong i60c phep ton tai chuoi ky t0 ket thuc Mail. Mat khac
do moi tréong truyen thong la mang Internet nen cac ky t6 cau thanh phan body
cua béc Mail cung phai la cac ky t6 ASCII chuan.
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CHOONG II:

GIAO THOC SMTP

11]

I. GIOI THIEU:

Muc fiich cua giao thoc SMTP la truyen mail mot cach tin cay va hieu
qua. Giao thoc SMTP khong phu thuoc vao bat ky he thong fiac biet nao va no
chg yeu cau trat to cua do lieu truyen tren kenh truyen fiam bao tinh tin cay.

I1. MO HINH CUA GIAO THOC SMTP:

Giao théc SMTP fiddc thiet ke dbéa vao mo hinh giao tiep sau: khi co
yeu cau to user ve dich vu mail, sender-SMTP thiet lap mot kenh truyen hai
chieu tdi reciever-SMTP. Reciever- SMTP co the la fiich cuoi cung hoac chz la
fiich trung gian nhan mail. Cac lenh trong giao théc SMTP fi66c sender-SMTP
g6i tbi reciever-SMTP va reciever-SMTP gbi fiap 6ng tr6 lai cho sender-
SMTP.

a
=
User < S SMTP - ;
» | Command/Replies O &—»  File
. < > o
(5} i O
<}
%p]

Mo hinh cua giao théc SMTP

I11. NAC TA CHO SMTP:

1. CAC LENH CUA SMTP:

a. Ynghéa cac lenh:

Nhong lenh SMTP fionh nghéa s6 truyen mail hay chéc nang cua he
thong mail A66c yeu cau boi user. Nhong lenh SMTP la nhong chuoi ky t6 ket
thuc bang <CRLF>. Ban than ma lenh la nhéng ky t6 chd (alphabetic) ket
thuc b6i <SP> neu co nhéng tham so theo sau va neu khong co thi <CRLF>. Cu
phap cua nhdng mailbox phai tuan theo nhdng qui 66c¢ cua receiver.
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Mot phien giao dich mail chda fidng mot vai fioi tédng do lieu, AGoC
truyen nho la nhong fioi so cho cac lenh khac nhau. Reverse-path la fioi so cua
lenh MAIL. Forward-path la fioi so cua lenh RCPT. Va mail data la fioi so cua
lenh DATA. Nhong fioi so hay nhong fioi té6ng do lieu nay Aidéc truyen fii va
duy tri cho fien khi xac nhan truyen xong bdi s6 chz fiinh ket thuc cua mail data.
Mo hinh hien théc cho cach lam nay la nhdng buffer rieng biet iddc cung cap
fie 16u trd kieu cua fioi todng do lieu, fio la cac buffer : reverse-path, forward-
path, va mail data buffer. Nhdng lenh xac fionh tao ra thong tin ié6¢c gan vao
mot buffer xac dinh, hoac xoa fii mot hay mot so buffer nao fio.

HELLO (HELO)
Lenh nay fi66¢ dung fie xac fionh ra ai la ng6oi gbi mail. Vung fioi so
choa host name cua ben goi.
Ben nhan donh danh cho no fioi voi sender thong qua viec bat tay tra
16i ket noi.
Voi lenh nay va so tra 16i OK fie xac filnh rang ca sender va
reciever fiang 6 trang thai khdi fiau, tat ca cac bang trang thai va
buffer fia AGOC xoa sach.
MAIL
Lenh nay fAddc dung fie khdi tao qua trinh trao fioi mail ma 6 fio
mail data fiddc phan phat t6i mot hay nhieu mailbox. Vung fioi so
cua lenh co choa reverse-path.
Reverse-pat bao gom mot danh sach tuy y cac host va mailbx cua
sender. Khi danh sach cua host fid6c¢ chz ra, no la lo trinh nguon trd
ve ( reverse source route) va chg ra cac host ma mail se Ad6c
truyen tiep van qua cac host trong danh sach fio. Danh sach nay
fibdc s6 dung nho la mot lo trinh nguon fie tra 16i thong bao khong
phan phat id6c cho sender. Moi khi truyen tiep van host se them
vao phan fionh danh cua no vao fiau danh sach, no phai s6 dung ten
cua no khi fia fi6dc biet trong IPCE ndi ma no fiang truyen tiep van
mail hon la IPCE ma mail fia t6i( neu chung khac nhau).
Lenh nay se xoa cac buffer sau: reverse-path, forward-path, va
mail data buffer, va no them thong tin cua reverse-path td lenh nay
vao reverse-path buffer.
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RECIPIENT (RCPT)

Lenh nay fi6dc s6 dung fie fionh ra mot ngédi nhan mail; nhieu
ngudi nhan (cung mot noi dung mail) se Addc xac fitnh bang cach
goi nhieu lenh nay.

Forward - path bao gom mot danh sach tuy y cac host va mot hop
thd fAich can thiet. Khi danh sach nay fié6c che ra, fio la lo trinh
nguon va cho biet mail se fid6c¢ truyen tiep van toi host ke tiep nam
trong danh sach. Neu reciever-SMTP khong fid6c¢ hien thoc chdc
nang truyen tiep van thi thong bao tra ve co the la : khong biet
local user (550).

Khi mail fia fidéc truyen tiep van, host lam cong viec nay phai bo
phan fionh danh no t6 cho bat fiau forward-path va fiat no vao cho
bat fiau cua reverse-path. Khi mail fien figéc fiich cuoi cung roi,
reciever-SMTP bo no vao trong mailbox v6i s6 fiong y cua host
mail fio.

Lenh nay se chen fioi so la forward-path vao forward-path buffer.

DATA

Reciever se xd ly nhong dong theo sau lenh khi mail data fien to
sender. Lenh nay tao ra mail data fie fiat vao mail data buffer.
Mail data co the choa bat ky ky t6 nao trong bo ma ASCII.

Mail data id6c ket thuc bdi mot dong ma no di chéa mot dau

cham “.”.

SO ket thuc mail data fie yeu cau receiver phai x0 ly viec 16u tré
thong tin trong phien giao dich mail ngay. Qua trinh xu ly nay so
dung thong tin nam trong reverse-path buffer, trong forward-path
buffer, va trong mail data buffer, khi hoan tat lenh nay nhong
buffer nay se bo xoa. Neu qua trinh x6 ly thanh cong, reciever phai
g6i tra 16i OK. Neu bo loi, reciever phai goi thong bao loi.

Khi reciever chap nhan mot message cho so truyen tiep van hoac
phan phat fien fiich cuoi cung, no them vao cho khdi fiau cua mail
data mot dong fianh dau thdi gian. Dong fianh dau théi gian chz ra
fitnh danh cua host ma no nhan message, va ngay thang va thoi
gian ma mailfiddc nhan. Nhdng message fid0c truyen tiep van se
co nhieu dong fianh dau thoi gian.

Khi reciever tao ra “final delivery” cua mot message, no them vao
fiau cua mail data mot dong fiédng dan quay ve. N66ng dan quay
ve duy tri thong tin trong <reverse-path> t6 lenh MAIL. O fay,
“final delivere” co nghda la message thoat khoi moi trédng SMTP.
Thong thééng fiieu nay co nghia la no fia idéc phan phat t6i user
fiich, nhdng trong mot vai tré6ng hdp no co the iddc x0 ly tiep va
fidoc truyen fii bang mot he thong mail khac.

Co the fioi voi mailbox, itdng dan quay ve co the khac voi mailbox
thdc sd cua ngdbi godi, vi du nhd co thong bao loi fiac biet fiddc
truyen fi fie Aieu khien mailbox.
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SEND

Lenh nay i60c dung fie khoi tao sO truyen mail ma 6 fio maildata se
fiodc truyen Ai tdi mot hay nhieu terminal. Vung fioi so chda phan
reverse-path . lenh thdc thi thanh cong khi message fidéc phan phat
t6i terminal.

Reverse-path bao gom mot danh sach tuy y cac host va mailbox cua
sender. Khi danh sach cua host fi6éc chz ra, no la lo trinh nguon
quay ve va chg ra rang mail fia Ad6c truyen tiep van thong qua moi
host tren danh sach. Danh sach nay fi66c dung nhd la lo trinh nguon
fie tra ve thong bao non-delivery cho sender. Moi khi truyen tiep
van, host them phan fionh danh cua chinh no vao cho bat fiau cua
danh sach, no phai s6 dung ten cua no khi fia biet trong IPCE ma 6
fio mail fid6c truyen tiep van hon la mail id6c¢ truyen tdi ( neu chung
co sO khac nhau).

Lenh nay se xoa cac buffer sau : reverse-path, forward-path, va
mail data buffer, fiong thdi no them reverse-path 6 lenh nay vao
reverse-path buffer.

SEND OR MAIL (SOML)

Lenh nay fid6c so dung fie khoi tao so truyen mail ma 6 fio mail data
mot hay nhieu terminal hoac cac mailbox. Noi véi ngddi nhan, mail
data id6¢c phan phat t6i terminal cua ng6éi nhan neu ngédi nhan co
tich cdc, trai lai, la mailbox cua ngodi nhan. Lenh nay thanh cong
khi message fi6oc phan phat toi terminal hoac la mailbox.
Reverse-path bao gom mot danh sach tuy y cac host va mailbox cua
sender. Khi danh sach nay fié6c chg ra,no la lo trinh nguon quay ve
va chg ra mail fia i6oc truyen tiep van thong qua nhéng host trong
danh sach. Danh sach nay fi66c dung nho la lo trinh nguon fie tra ve
thong bao non-delivery cho sender. Moi khi co 9 truyen tiep van,
host them phan fionh danh cua chinh no vao fiau danh sach, no phai
sO dung ten cua no khi fia biet trong IPCE ma 6 fio mail AG0c truyen
tiep van hon la mail i6oc truyen toi ( neu chung co s6 khac nhau).
Lenh nay se xoa fii cac buffer sau: reverse-path, forward-path, va
mail data buffer, fiong thdi no them thong tin reverse-path td lenh
nay vao reverse-path buffer.

SEND AND MAIL (SAML)

Lenh nay id6c s6 dung fie khoi tao s6 truyen mail ma 6 fio mail data
mot hay nhieu terminal hoac cac mailbox. Noi véi ngddi nhan, mail
data fid6c phan phat t0i terminal cua ngd6i nhan neu ngd6i nhan co
tich cdc, va foi vdi moi ngddi nhan mail se tdi mailbox cua nhdng
ngdo6i nhan fio.

Vung fioi so chda fidhg mot reverse-path. Lenh nay thanh cong khi
,essage fi6oc phan phat téi mailbox.

Reverse-path bao gom mot danh sach tuy y cac host va mailbox cua
sender. Khi danh sach nay fid6c chz ra,no la lo trinh nguon quay ve
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va chg ra mail fia i6oc truyen tiep van thong qua nhéng host trong
danh sach. Danh sach nay fi66c dung nho la lo trinh nguon fie tra ve
thong bao non-delivery cho sender. Moi khi co s6 truyen tiep van,
host them phan ficnh danh cua chinh no vao fiau danh sach, no phai
sO dung ten cua no khi fia biet trong IPCE ma 6 fio mail AGoc truyen
tiep van hon la mail idoc truyen toi ( neu chung co s6 khac nhau).
Lenh nay se xoa fii cac buffer sau: reverse-path, forward-path, va
mail data buffer, fiong thdi no them thong tin reverse-path td lenh
nay vao reverse-path buffer.

RESET (RSET)

Lenh nay xac fionh so truyen mail hien tai fia bo huy bo. Cac sender,
recipient, mail data fia 16u se b0 huy bo va tat ca cac bang trang
thai, cac buffer bo xoa. Receiver phai goi mot reply OK.

VERIFY (VRFY)

Lenh nay yeu cau receiver xac nhan fioi so la ficnh danh mot user.
Neu no la mot user name, full name cua user fio (neu receiver biet)
va mailbox fac ta fiay fiu fidéc tra ve.Lenh nay khong anh hé6ng
fien reverse-path buffer, forward-path buffer va data mail buffer.
EXPAND (EXPN)

Lenh nay yeu cau receiver xac nhan fioi so la mot mailing list( danh
sach fita che) va tra ve mot thanh phan trong danh sach fio. Full
name cua cac user (neu biet) va nhéng mailbox fia xac fionh fiay fiu
fiddc tra ve trong mot reply gom nhieu dong.Lenh nay khong anh
hodng fien reverse-path buffer, forward-path buffer va data mail
buffer.

HELP

Lenh nay cho receiver nhong thong tin giup fid cho sender. Lenh nay
co the nhan mot fioi so (co the la ten lenh) va tra ve thong tin chi
tiet.

Lenh nay khong anh hodng fien reverse-path buffer, forward-path
buffer va data mail buffer.

NOOP

Lenh nay khong anh hé6ng cac tham so hay cac lenh fidéc fiva vao
tr66c no, no fiac ta khong co mot hanh dong nao khac hon la
receiver goi mot reply OK.

Lenh nay khong anh hdéng fien reverse-path buffer, forward-path
buffer va data mail buffer.

QUIT

Lenh nay fionh ro receiver phai goi mot reply OK va sau fio fiong
kenh truyen . Receiver se khong fiong kenh truyen cho fien khi no
nhan va tra 16i cho lenh QUIT (ngay ca neu co mot loi xay ra).
Sender se khong fiong kenh truyen cho fien khi no g6éi mot lenh
QUIT va nhan reply fio (ngay ca neu co mot loi tra 16i cho lenh
tro6c fio). Neu ma ket noi b fiong trodc thoéi gian mong muon
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receiver se lam viec nho neu voa nhan i6dc mot lenh RSET (bo tat
ca cac giao dich fiang treo ma choa lam, nhéng khong “undo” nhéng
fia truyen hoan tat trééc fio) sender se hanh fiong ngay khi lenh hay
qua trinh truyen fio trong quy trinh nhan fi6d¢c mot loi tam thdi (4xx).
TURN

Lenh nay xac fionh receiver phai géi mot trong hai reply sau: (1)
reply OK va sau fio nhan vai tro cua mot sender-SMTP, hay (2) goi
mot reply t6 choi va gi6 lai vai tro mot receiver-SMTP.

Neu program-A hien tai la mot sender-SMTP va no géi mot lenh
TURN va nhan mot reply OK (250) thi program-A tr6 thanh
receiver-SMTP sau fio program-A se trong trang thai khoéi fiong
ngay khi kenh truyen fia ficéc mé, va sau fio no goi 16i chao la hoi
dich vu fa san sang (220).
Neu chédng trinh B hien tai la reciever va no nhan fi66c lenh TURN
va no tra 16i OK thi B trd thanh sender. B khi fio 6 trang thai khoi
tao ngay khi kenh truyen Aid6¢c mo, va no ché nhan tra I16i dich vu fa
san sang (220).

Ne to choi thay foi vai tro receiver géi mot reply 502.

Co mot vai han che ve trat t6 khi dung nhdng lenh nay.Nau tien trong
mot phien trao fioi phai la lenh HELLO, lenh nay co the fi6éc dung sau fio
trong mot cuoc trao fioi khac. Neu fioi so trong lenh HELLO khong Ad6c chap
nhan, mot reply failure 501 phai id6c tra ve va receiver-SMTP fio phai 6 trong
cung trang thai.

Cac lenh NOOP, HELP, EXPN, va VRFY co the i60c s6 dung vao bat
ky thdi filem nao.

Cac lenh MAIL, SEND, SAML bat fiau cho so truyen mail. Khi fidoc
khoi fiong, sO truyen mail bao gom mot trong cac lenh khoi tao, mot hoac nhieu
lenh RCPT va lenh DATA. So truyen mail co the bo huy bo bdi lenh RSET.
Co the co nhieu hoac khong co s6 truyen nao trong mot phien truyen.

Neu fioi so bat fiau phien truyen khong idé6c chap nhan, thong bao 501
failurephaz fi6dc tra ve va reciever-SMTP phai nham trong cung trang thai. Neu
cac lenh trong phien truyen khong co tho to, thi thong bao 503 failure se fi6dc
tra ve va reciever-SMTP phai nam trong cung trang thai.

Lenh cuoi cung trong phien truyen la lenh QUIT. Lenh nay khong the
fiddc sO dung tai bat ky thdi gian nao trong phien truyen.

b. cu phap cua cac lenh:

Cac lenh bao gom mot ma lenh theo sau la fioi so cua lenh. Ma lenh la
4 ky 16 alphabetic. Khong phan biet chd th6dng hoac chd hoa.

Gida ma lenh va fioi so la mot hoac nhieu khoang trang. Tuy nhien
trong reverse-path va forward-path, kieu ché rat quan trong. Nac biet, tren mot
so host, ten user cung phan biet kieu chd hoa va thoong.

Noi so bao gom mot chuoi ky t6 co chieu dai bien fioi ket thuc bang
chuoi ky t6 “ <CRLF> *.

Dau ngoac vuong bieu dien cho mot vung fioi so tuy chon.
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Sau

fiay la nhong lenh SMTP:

HELO <SP> <domain> <CRLF>

MAIL <SP> FROM:<reverse-path> <CRLF>
RCPT <SP> TO:<forward-path> <CRLF>
DATA <CRLF>

RSET <CRLF>

SEND <SP> FROM:<reverse-path> <CRLF>
SOML <SP> FROM:<reverse-path> <CRLF>
SAML <SP> FROM:<reverse-path> <CRLF>

VRFY <SP> <string> <CRLF>
EXPN <SP> <string> <CRLF>
HELP [<SP> <string>] <CRLF>
NOOP <CRLF>

QUIT <CRLF>

TURN <CRLF>

2. CAC REPLY CUA SMTP:

So tra 16i cho nhong lenh cua SMTP fi66c fiat ra fie fiam bao cho so
fiong bo cho cac yeu cau va nhdng hoat fiong trong qui trinh truyen mail, va fie
bao fiam rang sender-SMTP luon luon biet trang thai cua reciever-SMTP. Moi
lenh SMTP phai tao ra chinh xac mot reply.

Mot
cho so) va

reply SMTP bao gom mot so ba chd so (fiooc truyen nho ba ky to
theo sau la mot so van ban (text). So fio id6c s6 dung mot cach to

fiong fie xac fionh trang thai fida vao ke tiep. Text & tren la danh cho ng6di s6
dung. Ba chd so fio fioéc an fionh chda fAay fiu thong tin A66c ma hoa ma

sender-SM

TP khong can kiem tra text fio va co the huy bo hay chuyen no qua

mot user thich hop. Nac biet text nay co the phu thuoc vao receiver va vao ngé

canh, vi va

y co so giong nhau trong s6 phan biet text cho téng ma reply.

a. Reply codes by function groups

500 :
501 :
503 :
504 :

211
214

Loi cu phap, khong nha dang fiédc lenh.

Loi cu phap ve thong so hoac fioi so.

Chuoi lenh loi.

Thong so lenh khong co.

Trang thai he thong, hay tra 16i giup fid ve he thong
Thong fiiep giup fid

- thong tin ve lam the nao fie dung receiver hay y nghda cua mot

- lenh khong chuan fiac biet ; reply nay rat co ich cho ngdi s6 dung
220 <domain> dich vu san sang
221  <domain> dich vu fiong kenh truyen
421  <domain> dich vu khong dung fidéc, fiong kenh truyen

nay

- no co the la mot reply cho nhieu lenh neu dich vu fio biet reply
phai shut down

250 Hanh fiong mail yeu cau OK, hoan thanh
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251 User khong cuc bo, se hédng fien “forward-path”
450 Mail iid6c yeu cau khong co, mailbox khong ton tai.
- chang han nhd mailbox khong tim thay, khong truy xuat fi6dc
451 Bo qua hanh fiong fddc yeu cau; loi trong qua trinh x6 ly
551 User khong cuc bo, thé lai <forward-path>
452 Hanh fiong fidéc yeu cau khong thu fiddc : he thong 16u tré khong

fiu
552 Bo qua hanh fiong yeu cau mail : voét qua cap phat 16u tro
553 Hanh fiong fidoc yeu cau khong chap nhan : ten mailbox khong
cho phep [nhd sai cu phap mailbox].
354 Khoi fiong viec nhan mail; ket thuc voi <CLRF>.<CLRF>
554 Tryuen bo bo sai.
b. Danh sach co th0 td cua ma so cho reply:
211 Tinh trang he thong, hay reply giup fié ve he thong .
214  Thong fiep giup Aid.
{thong tin lam the nao fie dung receiver hay y nghéa cua mot lenh
khong chuan fiac biet ; reply nay rat co ich cho ng6di s6 dung]
220 <domain> dich vu san sang
221 <domain> dich vu fiong kenh truyen
250 Hanh fiong yeu cau mail OK, hoan thanh
251 User khong cuc bo; se h6ong fien <forward-path>
354 Khoi fiong viec nhap mail; ket thuc v6i <CLRF>. <CLRF>
421 <domain> dich vu khong s6 dung fidé6c, fiong kenh giao chuyen
[no co the la mot reply cho nhieu lenh neu dich vu fio biet reply
nay phai shut down]
450 Hanh fiong mail yeu cau khong fidéc chap nhan : mailbox khong
co hieu 16c . [nhd mailbox ban]
450 Bo qua hanh fiong fi6dc yeu cau; loi cuc bo trong qua trinh xd ly
451 Hanh fiong yeu cau khong fid6c chap nhan; he thong l6u trd
khong fu.

500 Loi cu phap; khong chap nhan lenh
[no co the bao gom nhdng loi nhé: lenh qua dai]

501 Loi cu phap trong tham so hay fioi so

502 Lenh khong fi66c cung cap

503 Dong lenh sai

504 Tham so cua dong lenh khong fi66¢ cung cap

550 Hanh fiong fi66c yeu cau khong fi66¢c chap nhan; mailbox khong

hieu I6c. [nhd mailbox khong tim thay hay khong truy cap fi6éc]

551 User khong cuc bo; vui long thté <forward-path>

552 Bo qua hanh fiong yeu cau mail, vo6t qua s6 cap phat 16u tro

554 Hanh fiong Aid6c yeu cau khong chap nhan; ten mailbox khong cho
phep. [nho sai cu phap mailbox]

SVTH : Tran Ngoc S6n & Hoang Néc Quang Trang 17



LUAN VAN TOT NGHIEP GVHD : NGUYEN CAO NAT

555 So truyen sai.

3. VIDUVE MOT GIAO DOCH CUA SMTP:

: 220 BBN-UNIX.ARPA Simple Mail Transfer Service Ready.
: HELO USC-ISIF.ARPA

: 250 BBN-UNIX.ARPA

: MAIL FROM:<Smith@USC-ISIF.ARPA>

: 250 OK

: RCPT TO:<Green@BBN-UNIX.ARPA>

: 250 OK

DATA

: 354 Start mail input; end with <CRLF>.<CRLF>

PODDLTDTDITNT

X :

: 250 OK
:QUIT
: 221 BBN-UNIX.ARPA Service closing transmission channel.

I »w
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CHOONG III:

GIAO THOC POP3

111
I.  GIOI THIEU:

Post Office Protocol Version 3 (Pop3) la mot giao théc chuan tren
internet cho phep mot mot workstation co the truy xuat fiong fien mot maildrop
tren mot server td xa. Co nghéa la Pop3 fiddc dung fie cho phep workstation lay
mail ma server fiang gi6 no.

Il. CAC THAO TAC CO BAN:

Port chuan danh cho dich vu Pop3 fié6¢c qui ubc la TCP port 110. Pop3
server se khoi fiong va lang nghe tren port nay. Mot client muon s6 dung cac
doch vu cua Pop3 thi no phai thiet lap mot ket noi tdi Pop3 server. Khi ket noi
fidoc thiet lap thi Pop3 server se goi toi client mot 16i chao. Sau fio, Pop3
Client va Pop3 Server sau fio trao fioi cac request va reply cho fien khi ket noi
fidée fiong hay loai bo.

Cac lenh trong Pop3 khong phan biet cho thoéng va ché hoa, bao gom
mot tap t6 khoa (chieu dai t6 3 fien 4 ky t0), co the co hoac khong co fioi so
theo sau (chieu dai cua fioi so co the len fien 40 ky t6). Cac t6 khoa va fioi so
phan cach nhau b6i mot ky t6 trang fidn, va khong phai la cac ky t6 fac biet.

Cac reply trong Pop3 bao gom phan chz fionh trang thai va t6 khoa co
the co cac thong tin ho trd theo sau. Chieu dai cua reply co the len t0i 512 ky
t0, ket thuc bang cap CRLF. Co hai loai chz fionh trang thai la: “+OK” va -
ERR”. Server phai g6i cac chz fionh trang thai 6 dang chd hoa.

Reply cho cac lenh co the bao gom nhieu dong. Sau khi dong fiau tien
va cap ky t6 CRLF fi66c goi fii, cac dong them vao fi6oc goi i, moi dong ket
thuc bang mot cap CRLF. Dong cuoi la ky t6 “.” va cap ky t6 CRLF. Neu co
dong nao bat fiau bang ky t6 “.” thi phai kiem tra xem co phai la cap ky t6 ket
thuc CRLF.

Mot Pop3 session se phai trai qua cac trang thai: xac nhan
(Authorization), giao dich (transaction) va trang thai cap nhat (Update).

Trong trang thai xac nhan, client phai thong bao cho server biet no la
ai. Khi server fia xac nhan figéc client, session se fii vao trang thai giao dich.
Trong trang thai nay, client hoat fiong bang cach goi cac request t6i server. Khi
client goi lenh “QUIT”, session se fii vao trang thai cap nhat (Update). Trong
trang thai nay, Pop3 server giai phong cac tai nguyen va goi 16i tam biet. Sau
fio ket noi TCP fiong lai.
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Cac reply cua Pop3 Server cho Pop3 client se la ““ERR” neu lenh
khong nhan ra fi66c boi Pop3 server, hoac khong théc hien fi66c, hoac sai cu
phap, hoac sai trang thai.

Mot Pop3 server co mot khoang thdi gian time out. Khi xay ra time
out, session khong fii vao trang thai cap nhat (Update) ma server se t0 fiong ket
noi TCP ma khong xoa bat ky message nao hay goi fiap 6ng cho client.

I1l. CAC TRANG THAI CUA POP3:

Mot khi ket noi TCP fi66¢c m6 ra bdi mot Pop3 client. Pop3 server se goi
lai cho Pop3 client mot 16i chao.
Vidu:

S: +OK POP3 server ready
1. TRANG THAI XAC NHAN (AUTHORIZATION):

Sau khi Pop3 server goi 16i chao, session se fii vao trang thai xac nhan
(authorization). Luc nay, Pop3 client phai fionh danh va xac nhan no voi Pop3
server. Ne théc hien viec nay, client phai so dung ket hdp cac lenh USER va
PASS.

Nau tien, client se gbi lenh “USER username”, neu Pop3 server tra I0i
vOi che tho trang thai “-ERR” thi client co the fida ra mot lenh xac nhan méi
hay co the fida ra lenh “QUIT”.

Neu Pop3 server tra 16i vbi che tho trang thai “+OK”, thi client co the
g6i tiep lenh “PASS password” fie hoan tat s xac nhan hoac goi lenh “QUIT”
fie ket thuc session.

Khi client phat ra mot lenh “PASS”, POP3 server dung cap fioi so ©
lenh USER va PASS fie xac fionh neu fiung client se cho truy xuat fien maildrop
thich hop.

Sau khi trai qua qua trinh xac nhan, Pop3 server se cho phep client truy
xuat téi nhong mailbox thich hdp. Luc nay, Pop3 server se tao ra mot khoa truy
xuat loai trd tren maildrop fie fiam bao cho message khong bo séa fioi hay bo
xoa trédc khi session fii vao trang thai cap nhat (Update). Neu thanh cong,
Pop3 server se tra 16i vOi chg tho trang thai “+OK” va session se fii vao trang
thai giao dich (transaction) ma khong co message bi fianh dau xoa. Neu
maildrop khong mé fid6c vi mot ly do nao fio (vi du: sai khoa, client bo t6 choi
truy xuat t6i maildrop nay), Pop3 server se tra 16i voi chz tho trang thai “-ERR”
va server se fiong ket noi. Neu ket noi khong bo fiong thi client co the goi lenh
xac nhan moi va bat fiau trd lai hoac co the phat ra lenh “QUIT”.

Sau khi Pop3 server md fi6dc maildrop, no gan so thdé t6 cho moi
message Vva bieu tho kich th66c messge theo byte.

2. TRANG THAI GIAO DOCH (TRANSACTION):

Sau khi Pop3 server fia xac nhan thanh cong client, va mé cho no mot
maildrop thich hdp. Session se bodc vao trang thai giao dich (transaction). Luc
nay, Pop3 client co the gb6i cac request cho Pop3 server (cac request co the
fiddc gbi nhieu lan, toc la co the lap lai), va c6 sau moi request thi Pop3 server
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se phan hoi lai cho Pop3 client mot reply. Cuoi cung, neu client phat ra lenh
“QUIT” thi session se fii vao trang thai cap nhat (Update).

3. TRANG THAI CAP NHAT (UPDATE):

Khi client phat ra lenh “QUIT” td trang thai giao dich (transaction),
session se fii vao trang thai cap nhat (Update). Neu client phat ra lenh “QUIT”
t0 trang thai xac nhan (authorization), session se ket thuc nhong khong fii vao
trang thai cap nhat.

Neu session ket thuc vi cac ly do khac sau io mot lenh “QUIT” Ad6c
phat ra to client, session se khong fii vao trang thai cap nhat (Update) va phai
khong xoa mot message nao t0 maildrop.

IV. TOM TAT CAC LENH CUA POP3:

1. CAC LENH CO TAC DUNG TRONG QUA TRINH XAC NHAN
(AUTHORIZATION):
USER username:
+ Noi so username la mot chuoi fionh danh mot mailbox, chz co y nghta
fioi vOi server.
+ Tra 16i: +OK ten mailbox co hieu ldc.
-ERR khong chap nhan ten mailbox.
PASS string:
+ Noi so la mot password cho mailbox hay server.
+ Tra 16i: +OK khoa maildrop va san sang.
-ERR password khong hieu l6c.
-ERR khong fi66¢ phep khoa maildrop.

QUIT:
+ Khong co fioi so.
+ Tra 16i: +OK.
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2. CAC LENH CO TAC DUNG TRONG QUA TRINH GIAO DOCH
(TRANSACTION):
STAT:

+ Khong co fioi so.

+ Tra 16i: +OK nn mm.

“+0K” theo sau la khoang trang fidn, tiep theo la nn: so message,
khoang trang fidn, mm: kich thé6c cua maildrop tinh theo byte.

+ Cac message fi00c fianh dau xoa khong fid6c¢ fiem trong tong so.

LIST [msg]:

+ Noi so: so tho t6 cua message, co the khong tham khao toi cac
message fia i6oc fanh dau xoa.

+ Tra 16i: +OK scan listing follow.

-ERR nosuch message.

Mot scan listing bao gom so thd t6 message (message number) cua
message fio, theo sau la khoang trang fi6n, va kich thééc chinh xac cua
message fio tinh theo byte.

RETR msg:

+ Noi so: so thd to cua message, co the khong tham khao t6i cac
message fia i6dc Aanh dau xoa.

+ Tra 16i: +OK message follows

-ERR no such message

Tra 10i cua lenh RETR la multi-line.

DELE msg:

+ Noi so: so thd to cua message, co the khong tham khao t6i cac
message fia i6dc Aanh dau xoa.

+ Tra l6i: +OK message deleted

-ERR no such message

Pop3 server se fianh dau xoa cac message nay. Tuy nhien, qua trinh xoa

that sO se dien ra 6 trang thai cap nhat (Update).
NOOP:

+ Khong co fioi so.

+ Tra l6i: +OK

Pop3 server khong lam gi het, chz hoi am lai cho client voi tra 16i:
“+OK”.

RSET:
+ Khong co fioi so.
+ Tra 16i: +OK.
Phuc hoi lai cac message fia bo fianh dau xoa b6i Pop3 server.
3. CAC LENH COTAC DUNG TRONG QUA TRINH CAP NHAT
(UPDATE):
QUIT:
+ Khong co fioi so.
+ Tra 16i: +OK.
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4. VIDUVE MOT SESSION CUA POP3:
(ky hieu: C Client, S Server).
: +OK POP3 server ready
: +USER kate
: +OK kate valid
: PASS secret
: +OK kate’s mail box has 3 messages
:STAT
: +OK 3 460
:LIST
: +OK 3 460
:1120
12240
: 3100

:LIST 3

1 +0K 2 240

:RETR 1

: +OK 120 octets.

: Date: 09 Dec 99 11:22:33
: From: bill@somesite.com
: To: kate@gregcons.com

: Kate,

: Your message got through fine.

: DELE 1

: +OK message 1 deleted

:QUIT

: +OK interlog POP3 server signing off (2 messages left).

w
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PHAN 11

THIET KE CHOONG TRINH
SHAREMAIL

CHOONG | : TOM TAT PHOONG PHAP
GIAI QUYET VAN NE

CHOONG Il : KET NOI INTERNET SO
DUNG GIAO THOC PPP
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CHOONG I:

TOM TAT PHOONG PHAP GIAI
QUYET VAN NE

ShareMail la chédng trinh cho phep nhieu ngddi co the gbi va nhan
Mail thong qua mot Account Mail. Chddng trinh Addc chay tren mot he thong
gom co: mot may lam Server cua he thong, chay he fiieu hanh Linux, tren fiay
se cai fiat cac dich vu Mail ma chz s6 dung rieng trong he thong nay. Nay cung
chinh la may co ket noi troc tiep voi Server Mail cua nha cung cap dich vu, bao
gom Server goi Mail va Server nhan Mail. Cac may con lai cua he thong se la
cac Client. Cac Client nay co the s6 dung cac he fiieu hanh khac nhau:
Window, Linux, .. Ne gdi nhan Mail, cac user co the s6 dung bat ky chédng
trinh Mail Client nao fie g6i thong qua dich vu Aid6c cung cap bbi Server noi
bo.

Ne hien théc fidoc viec sé dung mot Account Mail ma cho phep nhieu
ngdo6i cung gbi va nhan Mail qua account nay, chdé6ng trinh ShareMail fia s6
dung phan fita chz md rong fid6¢c mo ta trong RFC 822. Theo nhé mo ta trong
RFC 822, phan fida chz cua mot boc Mail co dang ten ngd6i gdi, tiep theo la dau
“@”, va cuoi cung la ten domain cua ngd6i gobi, toc la co dang:
username@domainname. Phan fia cht m6é rong se co dang: fullname
<username@domainname>.

Do chg s6 dung mot Account Mail nen phan fiba chz ngd6i nhan cua cac
bdc mail khi ben ngoai goi fien cho he thong cua chung ta se la : “A@vnn.vn*,
neu chung ta co fiang ky mot Account Mail ten la A vdi vnn. Do fio, fie phan
biet fi6dc ngddi nhan that so la ai trong he thong cua chung ta can phai déa vao
phan mé rong, chinh la fullname cua ngd6i nhan that so trong he thong, fay
cung la phan fiéng trédc phan fita chz that s6 cua boc mail. O fiay, chung ta fa
thdc hien mot phep anh xa t6:

fullname<A@vnn.vn> sang thanh username@mydomain.

Ne co the théc hien viec anh xa tren, chéng trinh can phai co cac ¢6 sd
do lieu fie 16u do lieu can thiet cho viec thdc hien anh xa. Cac c0 s6 do lieu nay
se chéa it nhat la username va fullname. Nay chinh la hai thanh phan quan
trong nhat khong the thieu fie théc hien viec anh xa. Trong qua trinh nghien cou
va thdc hien chdodng trinh, chung em nhan thay trong he fAieu hanh Linux, file
“/etc/passwd” fia co chda cac thong tin can thiet nay. Thoc chat fiay la file 16u
chda cac thong tin can thiet khi mot user login vao he thong can phai co. Tuy
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nhien, do fullname la mot phan khong bat buoc fioi hoi phai co nen fie cho
them phan uyen chuyen, chung em fia s0 dung them mot file *“/etc/mapping” fie
thdc hien phan anh xa. Trong file nay, chz chéa username va fullname cua
user, phan cach nhau béi dau “:”.

Tren fiay la cac qua trinh can thiet phai x6 ly khi chung ta nhan fd6c
mot boc mail t ben ngoai goi vao he thong cua chung ta. Ne nhan mail, chung
ta se s6 dung chodng trinh Pop3Client, fiay la chédng trinh sé dung giao théc
POP3 cho phep lay mail t& Mailbox cua mot may Server 6 xa fiem ve hop mail
Inbox cua may Client. Dich vu POP3 fi66c cung cap bdi Server nhan mail cua
nha cung cap doch vu.

Sau khi nhan Aié6¢c Mail, chung ta can phai x0 ly fie tim ra ngd6i nhan
that s6 cua béc mail. Phan nay se do chédng trinh Deliver fiam nhan. Chdéng
trinh Deliver se tien hanh fioc phan header cua boc Mail, tim ra fida chz ngooi
nhan cua b6éc mail, théc hien viec anh xa fie tim ra ng6di nhan that s6 cua boc
Mail trong he thong cua chung ta va chuyen béc Mail vao hop thd Mailbox cua
ngooi Ao, thong thééng tren Linux, no se la: “/var/spool/mail/username”.

Noi voi qua trinh gdi Mail, khi mot ngdéi trong he thong cua chung ta
g6i mot boc mail, chédng trinh se xac fionh la boc Mail nay se fidéc gdi cho
ngoodi 0 ben trong he thong hay fiay la boc Mail se id6¢c goi ra ben ngoai. Neu
boc Mail nay fi6dc gbdi cho ngddi 6 ben trong he thong thi boc Mail se fi6éc
chuyen tréc tiep fien Mailbox cua ng6di nhan. Trong trééng hép boc Mail fiddc
gdi ra ben ngoai thi luc nay, do trong phan header cua mot béc Mail, co trédng
“Return-path:” dung fie xac fionh fita chz phan hoi khi ngddi nhan béc Mail
muon hoi Aap lai boc Mail nay, hoac trong trééng hép khong tim ra fiddc fiva
che ngd6i nhan thi chédng trinh Mail Server se dba vao fay fie gbi tra lai boc
Mail cho ngddi goi. Thong thédng, phan “Return-path:” se chda phan fiba chz
E-mail cua ngodi goi. Trong tréong hop cua chung ta, neu Server cuc bo cua
chung ta co ten la: “B.vnn.vn”, va ng6di goi la Quang, fita cht# Email cua
ng6oi nhan cuc bo fddc gan boi Linux thééng se la: Quang@B.vnn.vn. Do fio,
chddng trinh cua chung ta phai x0 ly phan header nay, chuyen no ra dang fita
chz m6 rong la fullname <A@vnn.vn>, fiay théc chat la mot qua trinh anh xa
to:

Quang@B.vnn.vn => Duc Quang <A@vnn.vn>

vOi fullname cua user Quang la Duc Quang.

Do fio chédng trinh cua chung ta phai x0 ly troéng “Return-path:” fie
fita chz trong phan nay se co dang fullname <A@vnn.vn> neu béc Mail AGoC
g6i ra ngoai he thong, con neu fida cht ngtdi nhan 6 ben trong he thong thi
chung ta co the khong can phai thay fioi gi. Chdéng trinh lam nhiem vu x6 ly
phan nay se la mot chdong trinh Server, ten la: SMTPD. Chodng trinh nay chay
daemon tren he thong, lang nghe tren TCP port 25 (co the cau hinh lai i66c
thong qua file config), khi co yeu cau gbi Mail t6 may Client, no se fiap 6ng
bang cach nhan lay boc Mail, kiem tra ng6oi nhan boc Mail fie biet boc Mail
nay fiodc goi ra ngoai he thong hay goi ben trong he thong. Neu gbi ben trong
he thong thi nho fia noi 6 tren, fidn gian la no se che Aay béc Mail vao Mailbox
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cua ngooi nhan trong he thong. Con neu goi ra ngoai, no se fiay béc Mail vao
hop mail outbox cua he thong: *“/var/spool/sharemail/outbox™.

Van fie cuoi cung la can phai gdi cac boc Mail nam trong outbox:
“/var/spool/sharemail/outbox” fien ngd6i nhan thoc s, chung ta se s dung fien
chdong trinh Smtp Client. Do he thong cua chung ta khong ket noi troc tiep voi
Server Mail cua nha cung cap dich vu mot cach lien tuc, viec nay khong can
thiet bdi vi khong phai luc nao trong he thong cung fieu co Mail g6i fii nen viec
ket noi th66ng xuyen se vo cung lang phi. Do fio, he thong cua chung ta se ket
noi voi Server Mail cua nha cung cap dich vu vao nhong théi filem fia fiddc xac
fionh tré6c. Khi co ket noi md ra, chddng trinh se thdc hien viec lay tat ca Mail
co trong Mailbox nam trong Server Mail cua nha cung cap dich vu, sau fio, no
se s0 dung Smtp Client fie goi tat ca cac Mail co trong outbox cua he thong
chung ta téi Server Mail cua nha cung cap dich vu fie nhd chédng trinh nay goi
cac boc Mail t6i ng66i nhan théc s cua no. Sau khi thdc hien xong, he thong
mdi thoc thi chddng trinh Deliver fie gdi cac Mail vda nhan fiddc trong Inbox
toi tong user that s6 trong he thong.
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Mo hinh tong quat cua he thong
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CHOONG II:

KET NOI INTERNET SO DUNG
GIAO THOC PPP

PPP (Point to Point Protocol) iddc s6 dung fie ket noi he thong Linux
vOi mot Server t6 xa thong qua cong noi tiep (com), thédng s6 dung bang
modem.

1. SETTING UP PPP:

Trong he thong Linux, Linux chia chdc nang cua PPP ra thanh hai phan:
mot cho High-Level Data Link Control (HLDC) protocol, filnh nghda nhéng qui
luat fie gbi cac goi PPP gida hai may. Va mot cho PPP deamon, goi la pppd, fie
thdc hien viec ket noi vdi cac thong so tuy chon. H6n nda, Linux cung cap mot
chddng trinh ten la chat, fie goi mot he thong to xa.

PPP thoc hien viec ket noi gida hai may thong qua modem, ngodi so
dung khong thay shell hoac login b6i vi PPP fia x6 ly dum chung ta. Ca HLDC
va pppd co nhieu thong so 16a chon fie chung ta co the s6 dung. Mot vai thong
so co the khong fi6dc s6 dung boi chung ta, nhdng quan trong la théc hien idoc
ket noi PPP va chay no fiung fian.

Ne thdc hien ket noi PPP, chung ta phai co mot fioa chz loopback, mot he
thong phan giai ten fiang hoat fiong, bao gom ca file “/etc/hosts™ hoac la chg
cache name server cua DNS.

2. THIET LAP MOT ACCOUNT PPP.

Neu co yeu cau ve bao mat, chung ta co the thiet lap PPP thong qua mot
account fiac biet (vi du: ppp) fie co fiddc nhong fieu kien tot nhat. Neu chung ta
s6 dung mot account binh thééng fie lam viec nay thi ngd6i khac co the xam
nhap vao nhong file trong he thong ma chung ta khong mong muon. Chung ta
co the tao mot account cho PPP fion gian chz bang cach them vao file
“/etc/passwd” dong sau:

ppp:*:201:51:PPP account:/tmp:/etc/ppp/pppscript

Trong trodng hop nay, account khong co password (khong ai co the
login vao account nay), home directory se la “/tmp”. Startup program fi06c
thiet lap la ’Tetc/ppp/pppscript”. File chda thong tin cau hinh ma ban co the
thiet lap. Vi du nho sau:

#!/bin/sh

mesg n

stty -echo

exec pppd -detach silent modem crtscts
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Dong fau tien buoc phai thoc thi trong Bourne shell. Dong tho hai
khong cho phep ghi vao ppp acount’s tty. Lenh stty can thiet fie ngéng viec goi
ngdoc lai cho he thong to xa. Cuoi cung lenh exec thdc thi pppd daemon va cac
chon 16a cho phan nay.

3. RUNNING PPPD

Ne thiet lap ket noi PPP, chung ta can phai goi pppd daemon. Neu
chung ta fia thoc hien ket noi PPP, va may cua chung ta log vao may t6 xa dung
account ppp, chung ta co the bat fiau pppd daemon. Gia s6 he thong chung ta
dung “/dev/cual” cho ket noi PPP vo6i toc fio 38.400 baud, chung ta co the bat
fiau pppd daemon nho sau:

pppd /dev/cual 38400 crtscts defaultroute

Lenh nay bao cho Linux kernel biet phai chuyen fioi giao tiep to
“/dev/cual” thanh PPP. Va théc hien mot ket noi IP v6i may t6 xa. Thong so
crtscts thodng dung cho cac ket noi khoang 9.600 baud. Noa chz IP cua he thong
cuc bo se dung fi6oc lay to local hostname, tré khi chung fia iddc dung cho mot
ket noi pppd khac.

Neu chung ta muon thiet lap lai fita chz IP local hoac td xa (remote) hén
la dung cac fita che mac nhien, chung ta ® the théc hien fiieu nay voi pppd
option theo fionh dang sau: fita chz IP cuc bo, dau hai cham ““;”, va theo sau la
fida chz IP cua may tod xa. Vi du:

147.23.43.1:36.23.1.34

Khi them dong nay vao cac lenh cua pppd, no se xac lap fita chz IP cuc
bo la: 147.23.43.1, va fita chz IP cua may t6 xa la: 36.23.1.34. Neu chung ta chg
muon soa fioi mot fda chg IP thi chz can bo trong phan kia.

147.23.43.1:

che xac lap lai fida chz IP cuc bo.

B6i vi chung ta chz chat thoc hien ket noi lan fiau, chung ta co the nhung
cac lenh cua chat vao fie s6 dung voi cac lenh cua pppd. Vi du: chung ta co the
dung lenh sau:

pppd connect “chat -f chat_file" /dev/cual 38400 -detach crtscts modem
defaultroute

Chung ta se phai chu y fien cac s6a fioi cua cac lenh pppd hén la xem
lenh cua chat nam trong cap dau nhay. Lenh nay chz ra script se quay so ma
pppd se bat fiau, trong khi option —detach noi pppd se khong théc hien rieng
trong mot onsole va se khong chay background. Lenh cua modem yeu cau
modem giam sat modem (trong tr66ng hép Addng truyen phai bo Adt) va bo treo
fidéng truyen khi cuoc goi fia hoan thanh.

Pppd daemon bat fiau xac lap cac thong so ket noi vdi he thong t6 xa
bang cach chuyen fioi fida chz IP, va xac lap cac gia tro ket noi doa tren thong
tin truyen. Khi fia hoan tat, pppd se xac lap 16p network cho Linux kernel cua
chung ta dung PPP link bang cach thiet lap giao tiep thanh “/dev/pppd0” (neu
fiay la PPP link fiau tien active tren may).

Neu chung ta muon chuyen fioi cac thiet lap mac nhien cua pppd
daemon, chung ta co the thoc hien fiileu nay thong qua cac option t6 dong lenh
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hoac file fiieu khien. SO dung cac file thi tot hén neu chung ta muon chuyen foi
thong so cho moi lan théc hien ket noi dung PPP.

Trooc khi thdc hien dong lenh, pppd se xem Xet tat ca cac file option co
the co. File “/etc/ppp/options” thodng dung fie chda cac gia trd mac nhien. Vi
du:

# /etc/ppp/options: globabl definitions

domain merlin.com

auth # force authentication

usehostname # use local hostname for authentication

lock # use file locking UUCP-style

domain fid6c thiet lap voi t6 khoa domain theo sau voi ten domain fiay
fiu. Hai dong ke tiep (auth va usehostname) dung véi qua trinh authentication
cua PPP, tranh viec s6 dung va truy xuat khong mong muon. Chung ta se xem
xet qua trinh authentication trong phan sau. Té khoa lock noi pppd khoa file
theo kieu UUCP fie tranh s xung fiot gida cac thiet bo. Locking nen dung voi
tat ca cac he thong PPP fie tranh loi xay ra.

4. KIEMTRALOI

Pppd daemon se phan hoi tat ca cac warning va error toi syslog mot
cach uyen chuyen. Neu chung ta co van fie gi trong ket noi PPP, chung ta co the
kiem tra syslog fie tim loi.

Syslog se choda tat ca cac warning va error, tré khi muc nhap trong
“/etc/syslog.conf” fivdc tai fionh hédng lai fie chuyen sang file khac. Ne l6u
nhong message to pppd va chat, them dong sau vao file “/etc/syslog.conf”:

daemon.* /tmp/ppp-log

Muc nay noi syslog I6u tat ca cac message t0 daemon téi file

“/tmp/ppp-log”.

5. PPP AUTHENTICATION

Giao thdc PPP rat phu cho viec giao tiep thong qua mofiem, nhdng co
mot van fie chu yeu la: co nhéng lo hong rat 16n ve tinh an toan. Neu cau hinh
khong chinh xac du la rat nho thi bat ky ai cung co the vao trong he thong thong
qua fivéng line ppp, hoac s6 dung line ppp fie fii ra he thong khac. Ne tranh tinh
trang nay, c6 che authentiction fia i6oc s6 dung.

PPP s6 dung hai cd che authentiction la :Password Authentication
Protocol (PAP) va Challenge Handshake Authentication Protocol (CHAP).
PAP giong nhé mot thu tuc fie login. Khi mot may nao fio goi fii thong tin login
va password toi may khac, ben may nhan se kiem tra thong tin bang c6 s6 do
lieu ma no co, véi tinh fién gian cua no nen no co mot van fie fio can chu y la
bat ky ai cung co the mac re nhanh vao fidéng day fiien thoai cua minh fie lay
thong tin password truyen tren fidong day.

Ne giai quyet van fie nay chung ta dung c6 che CHAP va fiay la dang
fidéc dung nhieu trong kieu noi PPP. CHAP cho phep mot may (may A) gdi mot
chuoi bat ky téi mot may khac cung v6i ten hostname cua no. Ben nhan (may
B) s6 dung hostname nay fie tim ra reply fiung, to hép chung voi chuoi ky to
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ban fiau, ma hoa chung roi goi lai cho may A cung voi ten hostname cua no.
May A se th75c hien cung cac thao tac nhé may B fioi v6i chuoi ky t0 no fia goi
fii luc Aau, neu hai reply giong nhau viec authentication cham dét. CHAP
khong thoc hien viec Authentication vao luc khéi fiong, ma vao bat ky luc nao
trong suat qua trinh ket noi.

Khi hai may ket noi vOi nhau, chung se khong thdoc hien viec
authentication neu khong co chg fionh. Neu c6 che authentication fidéc active,
fiau tien,mot may se s6 dung CHAP, neu may kia khong ho tré6 CHAP, thi no se
sO dung PAP. Neu ca hai cd che fieu khong Addc ho trd, viec ket noi se bo filong
lai.

Tat ca nhdng thong tin can thiet cho PAP va CHAP fi66c fiat trong hai
file: /etc/ppp/cap-serects va /etc/ppp/ppp-serects. Khi authentication A66c
active, may A se kiem tra may B thong qua cac file nay va s6 dung CHAP
trédc. Neu chung ta sé dung authentication cho moi cuoc ket noi, thi chung ta
tao ra cac file chap-serects va pap-serects. Neu chung ta fiat cau hinh cho ca
chap-serects va pap-serecs va xac fionh option trong /etc/ppp/option thi khong
may nao ma khong co authentication co the connect vao may minh.
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PHAN 11

HIEN THOC CHOONG TRINH
SHAREMAIL

DDDD

CHOONGI : CHOONG TRINH POP3 CLIENT
CHOONGII : CHOONG TRINH DELIVER
CHOONGIII : CHOONG TRINH SMTP CLIENT
CHOONGIV : CHOONG TRINH SMTP SERVER.
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CHOONG I:

CHOONG TRINH POP3 CLIENT.

Pop3Client thoc hien ket noi voi Pop3Server t6 xa so dung giao thoc
POP3 (Post Office Protocol version 3) cho phep user co the lay thd cua minh
nam tren hop thé cua mot may server to xa.

Nhiem vu cua Pop3Client la lay Mail nam trong Mailbox cua Server
Mail ve hop mail: *“/var/spool/sharedmail/inbox™ trong he thong. Do giao thtéc
POP3 fioi hoi phai co username va password trong qua trinh Authorization fie
login nen chung ta can phai co username va password dung fie login vao hop
Mail cua chung ta nam tren may Server. Username va password fi6dc cung cap
bdi nha cung cap dich vu. Sau khi login vao Server Mail, chédng trinh se lay
tat ca cac Mail co trong Mailbox cua Server fiem ve Inbox trong he thong (6
fiay khong théc hien qua trinh loc mail).

Chdong trinh Pop3 Client co the thdc hien lai ket noi trong trééng hép
ket noi bo ngat gida chdng, no se lay bdc thd fiang lay ma bo ngat gida chéng va
cac boc tho ke to fio tro fii, khong phai lay lai té fiau khi ket noi fiddc thiet lap
trd lai. Nieu nay rat la co ich vi khi ket noi lai, neu chung ta cé lay lai t6 fiau
cac béc mail trong Mailbox cua Server thi rat ton thdi gian va no that s6 khong
can thiet vi fia nhan AGOcC roi.

I.  GIOI THIEU CAU TRUC POP3_SERVER:

struct POP3_SERVER {
char host[POP3_HOST _LJ;
/*ten hay IP address cua may Server*/
char logid[POP3_LOGID_L];
[*username dung fie login vao he thong*/
char logpass[POP3_LOGPASS_L];
[*password cua username*/
char mailbox[POP3_MAILBOX_L];
/*ndi dung fie 16u gid mail lau to server ve*/

}

1. HOAT NONG CUA CHOONG TRINH
POP3CLIENT:

Choéng trinh Pop3Client Aiddc thoc thi fiau tien khi co ket noi voi
Server Mail cua nha cung cap dich vu. Khi fiddc thoc thi, fiau tien, no se goi
ham read_cf(), la ham fi6dc s6 dung fie lay cac thong tin nho: ten may hoac fica
che IP Server Mail cua nha cung cap dich vu, fiay chinh la Server gdi Mail,
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username va password dung fie login vao Mailbox tren may Server nhan Mail,
hop tho Inbox tren may cuc bo dung fie 16u gi6 cac thd iddc nhan ve, so lan ket
noi lai neu chdéng trinh flang nhan ma bo ngat giéa chéng, va thoéi gian timeout
trong tro6ng hop Server khong tra 16i.

Ke tiep, chddng trinh se khdi tao cac signal dung fie xd ly cac bien co co
the xay ra trong qua trinh nhan Mail, vi du: iddng truyen bo ngat, timeout,....
Neu cac bien co nay xay ra thi qua trinh se goi cac ham cai fiat san fii kem vo0i
bien co fie x0 ly.

Tiep theo, chddng trinh se thdc hien viec kiem tra lai xem username va
password dung fie login vao Mailbox cua Server Mail fia co trong cau truc
POP3 SERVER choa, neu fia co thi chdbng trinh se dung username va
password nay fie thdc hien qua trinh login vao Mailbox cua Server, neu chda
co thi se hien thi yeu cau nhap vao username va password fie thoc hien qua
trinh login.

Sau fio, Pop3Client se md0 mot socket fie thoc hien mot ket noi toi
Server nhan Mail, ma ten hoac fita chz IP cua computer ma chédng trinh
Pop3Server fiang chay fAd6c 16u gid trong trodng host cua cau truc
POP3_SERVER. Neu la ten, chédng trinh se thdc hien viec chuyen fioi sang
fita chz IP fie théc hien ket noi.

Neu ket noi thoc hien thanh cong, Pop3 Client se nhan fidéc mot 16i
chao fAd6c gbi téi bdi Pop3 Server va session se bodc vao qua trinh
AUTHORIZATION. Luc nay, Pop3Client se gbi username va password t6i cho
Pop3Server kiem tra.

Neu qua trinh AUTHORIZATION thoc hien thanh cong, session se
b6bc vao qua trinh TRANSACTION, neu khong thanh cong, Pop3Server se goi
thong bao loi lai cho Pop3Client. Luc nay, Pop3Client co the thoc hien viec
fiang nhap lai voi username va password khac hoac co the goi lenh “QUIT” fie
thoat.

Doo6i fay la fioan code théc hien qua trinh login, ham AskAnswer co
nhiem vu goi noi dung cua bo fiem buf qua socket tdi Server va nhan ket qua
tra ve t0 Server.

SVTH : Tran Ngoc S6n & Hoang Néc Quang Trang 36



LUAN VAN TOT NGHIEP GVHD : NGUYEN CAO NAT

/*g6i lenh USER username t0i Server*/

sprintf(buf, "USER %s", host->logid);

if (AskAnswer(sfp, gsocket, buf, SVRBUFSIZ) = OK)
return LOOKERRNO;

if (buf[0] !'="+") return LOGIN_FAIL;

/* goi lenh PASS password toi Server */

sprintf(buf, "PASS %s", host->logpass);

if (AskAnswer(sfp, gsocket, buf, SYVRBUFSIZ) != OK)
return LOOKERRNO;

if (buf[0] '="+") return LOGIN_FAIL;

Bod6c vao qua trinh TRANSATION, fiau tien Pop3 Client se gbi lenh
“STAT” t0i server fie kiem tra xem co mail trong mailbox hay khong. Neu co,
server se tra ve tong so thd hien co trong mailbox va kich th6dc cua mailbox.
Tiep fio, Pop3Client se gbi lenh “LIST” fie lay kich thodc cua tdng message.

Sau khi co fi66¢ tong so message co trong mailbox, Pop3 Client se boéc
vao vong lap dung fie nhan mail, v6i moi bd6c cua vong lap se thoc hien mot
lenh “RETR” v0i so tho to t6ong 6ng voi chz so cua vong lap dung fie nhan
message toong 6ng.

for (i=1;i<=num;i++)
{
sprintf(buf, “RETR %d”, i);
if (AskAnswer(sfp, socket, buf, SYRBUFSIZ) = OK)
return MISSOCKET;
if (*buf 1= *+") break;
while ((cur = readline(sfp, buf, SVRBUFSIZ)) > 0)
{
if (Istrcmp(buf, "\n")) break;
if (*buf ==".") fputs(buf+1, mboxfp);
else fputs(buf, mboxfp);
}
fputs("\n", mboxfp);
fflush(mboxfp);

/*sau khi nhan xong message, goi lenh DELE i, voi i la chz so
cua message fie bao cho Server biet béc Mail nay fia i6dc nhan roi,
can phai xoa bo no.*/
sprintf(buf, "DELE %d", i);
if (AskAnswer(sfp, gsocket, buf, SVRBUFSIZ) I= OK)

return MISSOCKET;
return OK;
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Sau khi nhan xong message, Pop3Client se goi lenh “DELE i t0i
server fie xoa message nay.

Sau khi lay het cac message co trong mailbox cua server, Pop3Client se
g6i lenh “QUIT” tdi server fie yeu cau server chuyen Pop session sang trang
thai Update va thoat.

Noi véi Server, khi bédc vao trang thai UPDATE, no se xoa that so cac
message fia id6c fianh dau xoa trong Mailbox vao fiong ket noi. Neu mot ket
noi fa fiong lai ma Server khong bdéc vao trang thai UPDATE thi cac message
fiddc fianh dau xoa se khong fiddc xoa trong Mailbox ma no se tro lai trang thai
ban fau.
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LOU NO CHO GETMAIL

Tao socket

Connect server No
tai port 110

Yes

G6i lenh
USER username \r\n

No
Response = +OK M

Yes

G0i lenh
PASS password\r\n

No
Response = +OK »

Yes

G6i lenh
STAT \r\n

Response = +OK No i

Bao loi

A

Nong Socket
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LOU NO CHO GETMAIL (Continue)

A 4
X6 ly hang nhan fié6c lay
tong so sessage

Gan i=1

'Y

Goi lenh
RETR i

Noc téng vao téng dong té
socket va ghi File cho fien
khi ket thuc béc mail.

incr i

NG

Goi lenh QUIT
Nong Socket
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CHOONG I1:

CHOONG TRINH DELIVER

Chdong trinh Deliver thdc hien viec phan phoi Mail toi fiung cac ng6oi
nhan & trong he thong cuc bo cua chung ta. Chédng trinh se dba vao phan

fullname

fie tim ra ngd6i nhan thdc s6 cua boc Mail va gbi boc Mail vao

Mailbox cua ng6oi nhan.

. CAC CAUTRUC DUNG NE LOU GI10 NOA CHE
NGOOI NHAN VA THONG TIN CUA BOC MAIL:

struct DLVTO

{

}

char *host;

[*address cua ngd6i nhan*/

struct DLVTO *next;

Cau truc DLVTO dung fie 16u gi6 cac fita che ngé6i nhan trong mot boc
mail. Trodng host co the chda phan fita chz nam trong cac trééng “To:”, hoac
“Cc:” cua boc mail.

struct SENDTO

{

intid;

/*s0 tho t6 cua béc mail*/

char *from;

struct DLVTO *to;

/*danh sach fida chz ngd6i nhan*/

long mleng;

[*kich thodc cua béc mail*/

long msgseek;

/*khoang cach cua bdc mail so voi fiau mail box*/
char *havemail;

/*kiem tra xem mail Aa A66c nhan hay chéa*/
struct SENDTO *next;
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Cau truc SENDTO dung fie 16u gi6 cac thong tin cua boc mail can phai
co trong qua trinh phan tich fie tim ra ngd6i nhan thdc so trong he thong cua
chung ta.

II. HOAT NONG CUA CHOONG TRINH DELIVER;:

Chdbéng trinh Deliver se fid6c thoc thi sau khi qua trinh goi cac boc
Mail trong hop Mail: *“/var/spool/sharedmail/outbox™ ket thuc, toc la sau khi
chddng trinh Smtp Client thoc hien xong. Khi thoc thi, viec fiau tien la no se
goi ham read cf() fie lay cac thong tin can thiet t6 file cau hinh
“Deliver.conf”. Cac thong tin nay bao gom: thong tin ve hop thé chda cac mail
can phan phoi, néi I6u tro thd cua cac user, user admin.

Tiep fien, Deliver se goi ham OpenFolder() fie lay tong so mail co trong
hop tho can phan phoi. Neu khong co mail can phan phoi hoac co loi trong qua
trinh m6 hop thd thi se thoat khoi chééng trinh.

Sau fio, Deliver se goi ham Delivery(int mails) fie phan phoi cac mail
nay toi tong user trong he thong. Trong qua trinh phan phoi, neu khong tim ra
ng66i nhan cua mot bdc mail hoac boc mail bo géi sai fita che thi cac bdc mail
nay se fiodc gobi toi user admin. Neu xay ra loi trong qua trinh phan phoi thi
Deliver se goi ham goi ham CloserFolder() fie giai phong cac tai nguyen cap
phat tro6c fio va thoat.

Cuoi cung, sau khi phan phoi cac mail t6i tong ngtoi nhan thanh cong,
Deliver se goi ham CloserFolder() fie giai phong cac tai nguyen cap phat troéc
fio va thoat.

1. HAM OPENFOLDER():

Ham OpenFolder() thdc hien mot loat cac tac vu, fio la tao ra mot file
tam dung fie chda cac mail Ad6c fioc t6 hop thd fie dung cho qua trinh Deliver.
Nong théi tao ra danh sach ngddi nhan *p cua béc mail nay. Trong fio, fita che
ngd6i nhan fid6c x0O ly sao cho co gang fida fiddc ve dang md rong cua minh.

Khi fidéc goi thoc thi, flau tien, ham OpenFolder() se tao ra mot file
tam dung fie choa cac boc Mail fioc fGdC t6 outbox.

Ke tiep, no se fioc lan 166t cac béc mail trong hop thd can phan phoi,
moi lan fioc vao mot hang cua boc mail, va xo ly.

Neu hang fioc vao thuoc phan header, no se kiem tra xem:

+ Neu hang bat fiau bang “From: ..”” thi thong tin theo sau se fi6dc 16u
vao p->from.

+ Neu hang bat fiau bang “To:..” hoac bang “Cc:..”, fiay la cac hang
choa thong tin fida chz cua ngd6i nhan. Cac ngddi nhan se Ad6c tach ra va l6u
vao p->to.

+ Nong thdi vdi viec xd ly nay la ghi lai cac thong tin nay vao file tam.

p = stinsert((struct SENDTO**) &send);
if (p ==NULL) goto tmperr;
p->id = ++mails; /*s0 thd t6 cua boc Mail*/
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fputs(buf, fld);

p->msgseek = ftell(fld);

p->havemail = (char *)malloc(2*SVRBUFSIZ*sizeof(char));
strepy(p->havemail,™);

while (fgets(buf, SVRBUFSIZ, fp) != NULL)
{
if (lisheader(buf)) break;
else if (ismailfrom(buf)) hf =S_FROM,;
else if (ismailto(buf) || ismailcc(buf)) hf=S_TO;
else if (ismailbcc(buf)) hf=S BCC,;
else if (*buf>'") hf =S_COMMON;
switch (hf)
{
[*save sender addr, write to top header: from*/
case S FROM:
if (p->from == NULL)
{
p->from = (char*) malloc(strlen(buf));
if (p->from == NULL) goto tmperr;
strcpy(p->from, &buf[5]);
chop(p->from);
}
break;
caseS_TO:
case S_BCC:
{
strcpy(addr_add, buf);
make_addr(addr_add, mailbox);
while (i = pos("\"", addr_add))
addr_add = delete(addr_add, i, 1);
if (AddToAddr(p, addr_add)) goto tmperr;
break;

¥

}
fflush(fld);

Neu khong phai la phan header thi fiay chinh la phan data cua bdc
mail, thdc hien ghi luon len file tam.

do

{
if (ismailstart(buf)) break;
fputs(buf, fld);
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} while (fgets(buf, SVRBUFSIZ, fp) != NULL);
fputs(*\n", fld);

Neu khong co loi xay ra thi ham se tra lai tong so béc mail co trong hop
tho can phan phat, con ngddc lai se tra ve ma loi.
2. HAM DELIVERY():

Nhiem vu chinh cua ham Delivery() la phan phoi cac message tdi tong
mailbox cua cac user trong he thong doa vao phan fita cht moé rong cua mail.

Khi bat fiau thdc thi, no se b66c ngay vao vong lap for voi p = send chg
t0i phan thong tin 16u gi6 trong cau truc SENDTO cua boc mail fiau tien.

for (p = send; p '= NULL; p = p->next)

{

[*Than vong for*/

}

Delivery() se thdc hien kiem tra xem co fita chz cua ngé6i nhan trong
tréong “to” cua cau truc SENDTO, va trong tréong “to” nay co ngddi nao hay
khong, neu khong co, no se thong bao loi va se chuyen sang message ke tiep.

for (p = send; p '= NULL; p = p->next)

{
if ((p->to == NULL) || (p->to->host == NULL))
{
printf("'no destinative address. abort mail %d#\n", p->id);
continue;
}
[*cac phan xo ly ke tiep*/
}

Sau khi kiem tra fia co phan fita chz cua ngd6i nhan, Delivery() se bd6c
vao vong for thd hai long trong vong for fiau véi r = p->to chz t6i fita chz cua
ngooi fau tien trong danh sach fida chz fiddc 16u gid trong cau truc DLVTO.

for (r = p->to; r '= NULL,; r = r->next)

{

[*than vong for*/

}

Tiep theo, Delivery() se kiem tra xem phan fita chz thoc s6 cua boc mail
(phan biet vdi fta chz md rong) co fiung la fida che email internet cua minh
khong. Neu khong fiung thi boc mail nay fia Addc goi sai fita chz va no se Aid6c
chuyen cho admin.

Neu boc mail nay fia gbi fiung fida che cua chung ta, nhéng no khong co
phan fida che md rong, fiay la mot béc mail khong hép le, va chung ta cung se
chuyen no tdi cho admin.
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Neu co phan md rong, chung ta se lay phan mod rong nay va thoc hien
viec tim kiem trong file “/etc/passwd” fie lay ra user 6ng voi ten mé rong nay,
neu tim trong file “/etc/passwd” khong co, chung ta se tim tiep trong file
“letc/mapping”, la mot file anh xa t6 ten md rong thanh ten cua user trong he
thong, ma fidoc thdc hien bdi ngddi quan tro. Neu khong tim thay user trong file
nay, co nghéa la user nay khong co trong he thong. Do fio, fita chz cua boc mail
nay cung khong hép le, va béc mail nay se fid6c chuyen cho admin fie xo ly.
Neu tim thay user trong he thong thi béc mail nay se fid6¢c chuyen tdi mailbox
cua user nay.

for (r = p->to; r '= NULL; r = r->next)

{

tmp = emailaddr(r->host);
/* kiem tra domain cua béc mail */
if (strcmp(tmp, mailbox/*MYDOMAIN*/)) tmp = admin;
/* kiem tra phan fioa chz mo rong */
else if ((tmp = extendaddr(r->host)) == NULL) tmp = admin;
/* kiem tra co user trong he thong khong */
else if ((tmp = scanpasswd(tmp)) == NULL) tmp = admin;
/* kiem tra xem user fia nhan béc mail nay choa */
if (strstr(p->havemail, tmp)) continue;
/* fianh dau la user fia nhan boc mail nay roi */
strcat(p->havemail, tmp);
strcpy(pathname, inbox);
strcat(pathname, tmp);
/* lock file lai, sau fio mai ghi len file */
dest_fi=open(pathname, O_CREAT | O_APPEND | O_RDWR);
if ('(dest_fi > 0)) return 0;
lock_file = flock(dest_fi, LOCK_EX);
if (lock_file <0)
{
close(dest_fi);
return;
}
f = fdopen(dest_fi, "a+t");
if (f == NULL)
{
close(dest_fi);
return;
}
/* tao lai phan header bo mat */
fprintf(f,"%s %s %s\n","From",emailaddr(p->from), timenow());
fseek(fld, p->msgseek, SEEK_SET);
while (fgets(tmpl, SVRBUFSIZ - 1, fld) = NULL)
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{
if (ismailstart(tmpl)) break;
fputs(tmpl, f);
}
flock(dest_fi, LOCK_UN);
fclose(f);
close(dest_fi);

}

Qua trinh nay se fiddc lap lai cho fien khi khong con ngddi nhan trong
cau truc DLVTO, tdc lar == NULL. Va luc nay, no se chuyen sang boc mail ke
tiep fie x0 ly.
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L6u Ao floc Mail

No

M©b Inbox ?

\4

Thong bao loi

Tao ra file tam ? t6dng 6ng va thoat

| Yes
Y
Noc téng dong mot béc Mail to
Inbox len.
Ghi vao trédng From cua
Trodng “From” cau truc SENTO va ghi
vao file tam
No
Trobng “To” Yes
No l
Ghi vao file tam.
Troébng “Cc” Xd ly roi ghi vao danh sach ng6éi
nhan cua cau truc SENTO
No
No
Con Mail trong

Mailbox ?

Nong outbox va thoat.
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L6u fio phan phoi Mail

l

Noc danh sach ngédi nhan va
lay ra ng66i fiau tien

g

y

X6 ly phan fida che m6 rong

Co fita chz m6 rong ?

La user trong he thong ?

M6&0G hoap mail

4

Chuyen tho t6i admin

No

culia user vag

Yes

Chuyen thd t6i ng66i nhan
t6éng 6ng

-

Y

No

Het ng66i nhan?

Thoat khoi chd6ng trinh |
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CHOONG I11:

CHOONG TRINH SMTPCLIENT

I.  CAC CAUTRUC DO LIEU DUNG TRONG
MODULE SMTP CLIENT:

struct DLVTO
{
char *host;
struct DLVTO *next;
}
struct SENTO
{
intid;
/*chg so id cua tho*/
char *from;
/*mail from*/
struct DLVTO *to;
I*send to*/
long mleng ;
[*chieu dai cua noi dung thé*/
long msgseek;
/*vo tri cua tho co chz so la id trong file*/
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1. SONO KHOI:
1. SO NO TONG QUAT:

M© va fioc file outbox

!

Co tho can go6i?

Tao socket ket noi tbi server

N
Deliver mail va tao back up Thoat va bao loi t6ong
neu co yeu cau ong
v
Nong ket noi
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2. SO NO KHOI CHO KHOI MO VA NOC FILE:

Mo file outbox fie foc
va xoa.

N
L4

Yes

No

Tao danh sach send, fioc td outbox
va ghi vao file tam

No
Co trébéng Bcec?

Tao ra danh sach ng6oi
nhan fioi véi mail nay.

V' N

Thoat va fiong file
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3. SO NO KHOI CHO KHOI DELIVER:

Goi lenh HELO

Reply == 250?

P =send;

w
Bao Loi va gbi QUIT

No P 1= NULL?

Yes

Go6i MAIL FROM:<ngd6i goi>

== ?
Bao Loi va Thoat < Reply == 2507

No

R=p->to;
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R = NULL?

G6i RCPT TO:<fita che tdng

ngoodi nhan>
5
o
8
Reply == 250? S
I
o
e
|_

GoOi DATA va mail data

5
o
ly ==354? S
Reply ==354" > g
I
2
+ =

Go6i QUIT, thong bao thanh cong
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I1l. HOAT NONG CUA MODULE SMTP CLIENT:

Khi chédng trinh fi6oc kich hoat, ham OpenFolder() Addc goi fiau tien.
Ham nay co nhiem vu mé file outbox — file chda cac thé can gdi ra ngoai — fie
kiem tra xem co tho can goi khong? Neu co no se lam cac cong viec sau:

- Tim ra vo tri fau tien cua mail trong file outbox fie lay ra phan
thong tin header cua mail, sau fio tao ra danh sach send ma moi
phan t6 co kieu cau truc do lieu la SENDTO.

- Kiem tra xem trong thé co trédng BCC khong? Neu co thi tao ra
danh sach nhéng ngd6i nhan se nhan cung mot noi dung mail nay
ma moi phan t6 cua danh sach co kieu do lieu la DLVTO.

- Neu trong file sntpclient.conf co chéa phan header can chen vao thi
chen vao file fie gbi fi.

Sau khi ham OpenFolder théc hien song, chung ta co itéc mot danh
sach cac la thd can goi fiong théi éng vdi moi la thd neu co troéng BCC thi
chung ta lai co them mot danh sach ngd6i nhan fioi voi tho tdong 6ng nay.

Tiep theo phai tao ra cau noi TCP tdi server fie trao fioi thong tin. Khi
tao cau noi thanh cong, ham dilevery fi66c goi. Ham delivery hoat fiong nh6
sau:

- Nau tien géi fii lenh HELO, neu nhan fi66c tra 16i 250 thi chéong

trinh b6éc vao vong for fie duyet danh sach cac tho can goi.
for (p=send,p!=NULL,p=p->next) {
go6i lenh MAIL FROM;
[* duyet danh sach ng60i nhan fioi voi la tho nay*/
for (r=p->to;p!=NULL;r=r->next) {
goi cac lenh RCPT TO;
}
goi lenh DATA va noi dung thoc s6 cua mail, ket
thuc bang dau cham “.”.

}
- Goi lenh QUIT ket thuc trao fioi.
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CHOONG 1V:

CHOONG TRINH SMTPD

.  GIOI THIEU:

Chobéng trinh SMTPD la mot chédng trinh mail server. No hien théc
giao théc SMTP (Simple Mail Transfer Protocol) iédc mo ta trong RFC 821. O
fiay, chung em chz hien théc mot phan cua giao théc nay fie théc hien yeu cau
cua fie tai.

SMTPD se chay tren may tinh Addc che fionh lam server cua he thong.
Nay cung chinh la may ket noi troc tiep voi Internet. Khi thoc thi, no se lang
nghe tren TCP port 25, nhan cac béc mail toé cac may client va goi toi cac fita
che fia fivC che fionh trong bdc mail nay. O fiay, chédng trinh se phan biet:

- Neu bdc mail nay fiddc gdi cho cac user 6 trong he thong, toc la fida chg
ngd6i nhan cua bdc mail nay la fida chz cuc bo, thi béc mail nay se fitdc
chuyen tréc tiep tdi mailbox cua ngd6i nhan.

- Neu boc mail nay fi6dc gbi cho cac user 6 ben ngoai he thong, toc la fida
chg ng6di nhan cua béc mail khong phai la fita chz cuc bo cua he thong,
thi bdéc mail nay se fdd6c chuyen fien hop thd outbox
“/var/spool/sharedmail/outbox”. Nay la hop thé dung fie cha cac béc
mail gbi ra ben ngoai cua he thong. Do he thong cua chung ta khong ket
noi voi Internet lien tuc nen khi co yeu cau ket noi thi se co mot ch66ng
trinh SMTP-Client thdc hien nhiem vu ket noi v6i Server Mail cua nha
dich vu cung cap doch vu mail va nhé chdéng trinh Server nay goi cac
boc mail nay t6i cac fita che cua ngddi nhan.

Nho vay, chédng trinh SMTPD & fay phai phan biet fid6c fita chz ngddi
nhan la cuc bo va fita che ng66i nhan ben ngoai. Nieu nay co phan quan trong
trong boc mot boc mail, trédng “Return-path” 16u gi6 fita chz ngdo6i goi, fita chz
I6u gi6 trong trobng nay se fAd6c sd dung trong trédng hép ngddi nhan AdG6GC
mail muon hoi fiap lai vdi ng6di gbi hoac béc mail khong the fien Aid6c ngooi
nhan do sai fita chz hoac do mot ly do nao fio thi cac chédng trinh mail server
se dba vao fita chg nay fie goi tra lai boc mail cho ng6di goéi. Do fio, neu la
ngdoi nhan cuc bo thi viec gbi fién gian chz la fida boc mail vao mailbox cua
ngodi nhan va troéng “Return-path” fién gian chz chda fida chz cua ngodi gobi
trong cuc bo.

Trong tréong hop boc mail iddc goi ra ben ngoai, toc la ngddi nhan
khong nam trong he thong. Luc nay, do he thong mail cua chung ta la dung
chung mot account Internet mail, nen ben ngoai chz biet id6c¢ chung ta dda tren
fita che mail nay, fiieu nay co nghéa la co the ben trong he thong cua chung ta

SVTH : Tran Ngoc S6n & Hoang Néc Quang Trang 55



LUAN VAN TOT NGHIEP GVHD : NGUYEN CAO NAT

co nhieu users, account mail cuc bo cua cac users nay co the khac nhau. Nhong
khi cac users nay gbi mail ra ben ngoai thi ben ngoai chz nhin thay fidéc ho
d6di mot fica che duy nhat, fio la fida che mail fia fi6dc fiang Ky véi nha dich vu.
Do fio, fie phan biet fiddc ai la ngd6i gbdi boc mail fie fida vao trobng “Return-
path”, chung ta fia giai quyet bang cach fida them vao trd6c fiba che mail fia
fiang ky vOi nha doch vu mot phan fita che mo rong, fio chinh la phan ten fiay fiu
cua user trong he thong cua chung ta. Do fio, phan fita che mail trong trédng
“Return-path” khi goi ra ngoai se co dang: fullname_of user <mail_account>.

Ne co the lam fi6oc fiieu nay, chéong trinh SMTPD fia thic hien chuyen
fioi t0: username la ten login cua user trong he thong cua chung ta thanh
fullname cua user nay. Qua trinh chuyen fioi nay doa tren file: “/etc/passwd”,
fiay la file choa cac thong tin ve user cua he thong. Trong file “/etc/passwd”,
thong tin cua moi user fid6c 16u gid tren mot hang, bao gom nhieu trodng, moi
troong cach nhau bang dau “:”. Dang format cua mot hang trong file
“/etc/passwd” la: login-name:encrypted-password:user-1D:group-
ID:miscellany:login-directory:shell.

Sau khi chuyen fioi xong, phan m6 rong cua user se fidéc ket hop voi fiva
chz mail AGdc cap bdi nha cung cap dich vu fie fida vao trodng “Return-path”.

Il. CAC CAU TRUC CUA SMTPD:

1. CAUTRUC LOU GIO TRANG THAI:

typedef fd_set smtp_state_set;

typedef fd_set *smtp_state;

Hai cau truc nay dung fie 16u gi6 trang thai cua SMTPD trong qua trinh
nhan cac yeu cau to client. Cac trang thai se Ai6oc thiet lap khi nhan fi66c lenh:
“HELO” hoac “EHLO”, “MAIL FROM:”, “RCPT TO:”, “DATA” t0 client,
theo tho td. Trong trédng hop cac lenh nhan fidéc khong nam trong cac lenh
tren thi ch6dng trinh se thdc hien cac lenh nay va trang thai se khong fiéoc thiet
lap. Neu cac lenh nhan fi66c la cac lenh tren, nhéng khong theo fiung tho to thi
mot thong bao loi se fiddc tra lai cho client.

2. CAUTRUC LOU GIO THONG TIN:
typedef struct smtp_info
{
FILE *ifile;
[*input socket™/
int ofile;
[*output socket*/
char myhostname[MAXHOSTNAMELEN + 1];
[*computer run this program*/
char myaddr[15];
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[*address of this computer*/

char clientname[MAXHOSTNAMELEN + 1];

/*name of client*/

char clientaddr[15];

[*address of this client*/

unsigned short port;

char sender[256];

[*user send this mail*/

char receiver[MAX_USER][256];

[*list of local reciever*/

int num_recv;

/*number of local receiver*/

char userfarfMAX_USER][256];

[*list of non_local receiver*/

int num_userfar;

/*number of non_local receiver*/
}smtp_info;

3. CACH HOAT NONG CUA CHOONG TRINH SMTPD:

Khi chédng trinh SMTPD thoc thi, fiau tien, no se khoéi tao mot khoi
smtp_info bang cach goi ham:

smtp = (smtp_info *)malloc(sizeof (smtp_info));

Sau khi khoi tao khoi smtp_info xong, tiep fien, no I6u lai ten may va
fita chz IP ma chddng trinh SMTPD fiang chay vao trong bien smtp-
>myhostname va smtp->myaddr. Sau khi hoan thanh xong tac vu nay, SMTPD
se khdi tao socket va chd yeu cau ket noi t6 may client. Neu co yeu cau ket noi
to client, no se 16u lai fida chg IP cua may client trong smtp->clientaddr va thdc
hien viec tim kiem ten may client bang gethostbyaddr(), neu co, se 16u lai ten
may trong smtp->clientname. Sau fio, SMTPD se tao ra hai stream dung cho
viec trao fioi do lieu voi mot fiau vao Ad6c 16u gid bdi smtp->ifile (vbi FILE
*smtp->ifile) va fiau ra fidoc 16u gid boi smtp->ofile (vOi int smtp->ofile), ket
hop voi socket 0 tren.

Sau khi ket noi thanh cong, SMTPD se gdi lai cho client thong bao:

220 smtp->myhostname Simple Mail Transfer Service Ready.

Sau fio, no se bat fiau vao vong lap chdé nhan cac yeu cau to client goi
fien va thoc hien no.

while (1)

{

readlh(smtp->ifile, inbuf, SIZBUF);

memcpy(last_state, current_state, sizeof(smtp_state_set));
chop(inbuf);
smtp_parse_cmd(inbuf, current_state);
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Khi co yeu cau t6 phia client gbi qua, SMTPD se I6u gi6 no vao bien
inbuf, sau fio no se goi ham smtp_parse_cmd(inbuf, current_state) fie phan tich
yeu cau nay va xoé ly no.

Nho chung ta biet, cac lenh cua giao théc SMTP (Simple Mail Transfer
Protocol) thodng co fio dai la 4 ky t6. Do fio, khi iddc goi len thoc thi, ham
smtp_parse_cmd() se lay 4 ky t6 fiau tien cua inbuf fie kiem tra xem fio la lenh
gi fie thdc hien theo yeu cau cua client. Trong tré6ng hép lenh bo sai hoac
SMTPD khong ho tré lenh nay thi no se thong bao lai cho client biet fie x6 ly.

Khi client goi lenh “helo” SMTPD se tra ve cho client chuoi:

“250 smtp->myhostname Hello smtp->clientname [ smtp->clientaddr ],
please to meet you.”

Ne bao cho client biet phien théc hien véa roi la thanh cong, yeu cau
client goi lenh tiep theo theo trinh t6 cua nghi théc.

Phan code mo ta qua trinh thoc hien nhiem vu nay:

if ((strcasecmp(verb, "HELO") == 0) || (cmd_ok(EHLO, state) &&
(strcasecmp(verb, "EHLQO") == 0)))
{

[*kiem tra xem lenh “helo” fia i66c goi hay choa */

if (Icmd_ok(HELO, state))

{
sprintf(outbuf, "503 Duplicate HELO/EHLO\n");
writeline(smtp->ofile, outbuf);
state_change(state, HELO, FAILURE);
return;
}
SPANBLANK (buf);
/*kiem tra xem co phan do lieu fii theo sau lenh helo hay khong*/
if (*buf =="0")
{

sprintf(outbuf, "501 %s requires domain address\n",verb);
writeline(smtp->ofile, outbuf);

state_change(state, HELO, FAILURE);

return;

¥

sendinghost = strdup(buf);
if (sendinghost == NULL) exit(-1);

if (Istrcasecmp(verb, "HELO"))
{
sprintf(outbuf, "250 %s Hello %s [%s], pleased to meet you\n",
smtp->myhostname, smtp->clientname, smtp->clientaddr);
writeline(smtp->ofile, outbuf);
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¥

else
{
sprintf(outbuf, "250-%s Hello %s [%s], pleased to meet you\n",
smtp->myhostname, smtp->clientname, smtp->clientaddr);
writeline(smtp->ofile, outbuf);
}
state_change(state, HELO, SUCCESS);

}

Khi client goi tiep lenh “mail from: sender@domain “, thong so
sender@domain se fidbc dung lam “Return-path” cua béc mail trong trédng
hop ngddi nhan thuoc he thong cua chung ta. Neu ng66i nhan khong thuoc he
thong (béc mail gdi ra ben ngoai thi chddng trinh se théc hien viec anh xa to
sender@domain thanh fullname_of sender < mail_address > fie lam “Return-
path” cho bdc mail, voi fullname_of sender la ten fiay fiu cua user trong he
thong cua chung ta, va mail_address la fita chz mail do nha cung cap dich vu
mail cap cho chung ta.

Neu thoc hien lenh nay thanh cong, SMTPD se géi lai cho client thong
bao: “250 sender@domain ... Sender Ok™. Trong tré6ng hép ngdéc lai, SMTPD
se g6i thong bao loi lai cho client fie client X6 ly.

Phan code mo ta qua trinh thoc hien nhiem vu nay:

if (strcasecmp(verb, "MAIL") == 0)
{

char *name;

if (lcmd_ok(MAIL, state))
{
[*kiem tra xem fia co lenh “helo” choa ?*/
if (cmd_ok(HELO, state))
{
sprintf(outbuf, "503 Need HELO before MAIL\n");
writeline(smtp->ofile, outbuf);
state_change(state, MAIL, FAILURE);
}
/*kiem tra xem client fia goi lenh “mail” chéa ?*/
else
{
sprintf(outbuf, "503 Sender already specified\n™);
writeline(smtp->ofile, outbuf);
state_change(state, MAIL, ERROR);
}

return;
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}
[*kiem tra xem sau chuoi “mail” co phai la chuoi “from” khong ?*/
SPANBLANK(buf);
if (strncasecmp(buf, "FROM:", 5) 1= 0)
{
sprintf(outbuf, "501 Syntax error in parameters or arguments\n");
writeline(smtp->ofile, outbuf);
state_change(state, MAIL, ERROR);
return;
}
buf +=5;
SPANBLANK (buf);

/*x6 ly phan fita chz nhan fig6¢c™*/
return_path = del_bracket(buf);
if (strstr(return_path, smtp->myhostname) || strstr(return_path,
"localhost™))
{
name = username(return_path);
strcpy(smtp->sender, name);
free(name);
}
else
strcpy(smtp->sender, return_path);

sprintf(outbuf, *250 %s... Sender ok\n", buf);
writeline(smtp->ofile, outbuf);
state_change(state, MAIL, SUCCESS);

}

Ke tiep, client se g6i lenh “rcpt to: receiver@domain” . Vi mot la tho
co the fi6dc gbi cho nhieu ngtdi nen phan fida chz ngddi nhan se fiddc kiem tra
va l6u gio lai. Neu ng6di nhan 6 trong cung he thong thi phan fita chz nay fid6c
I6u gid lai 6 trong day smtp->receiver (fioi voi ngdoi nhan cuc bo, ta co the chz
goi ten user thoi, khong can them dau “@” va ten domain cua no). Va neu
ngddi nhan khong 6 trong he thong, tdc la gbi ra ben ngoai thi fita che ngdbi
nhan se fi6oc 16u gid trong day smtp->userfar.

Trong qua trinh kiem tra ngd6i nhan, neu co loi xay ra, thong bao loi se
fiddc goi cho client. Trong trodng hép ngddc lai, chuoi “250 receiver@domain
... Receiver Ok” se fi66c goi lai cho client.

Phan code mo ta qua trinh théc hien nhiem vu nay:

if (strcasecmp(verb, "RCPT") == 0)
{
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char *victim, *name;

struct passwd *pwd,;

inti, yes_user;

/*kiem tra xem client fia goi lenh “mail” chéa*/
if (cmd_ok(RCPT, state))

{

}

sprintf(outbuf, "503 Need MAIL before RCPT\n");
writeline(smtp->ofile, outbuf);
state_change(state, RCPT, ERROR);

return;

[*kiem tra xem fii sau chuoi “rcpt” co phai la chuoi “to:” hay khong ?*/
SPANBLANK (buf);
if ((strlen(buf) < 3) || strncasecmp(buf, "TO:", 3) 1= 0)

{

}

sprintf(outbuf, "501 Syntax error in parameters or arguments\n®);
writeline(smtp->ofile, outbuf);

state_change(state, RCPT, ERROR);

return;

buf +=3;

SPANBLANK (buf);

[*tr6dng hop khong co dau “@”, fiay la ngddi nhan cuc bo, 16u gid lai
vao day smtp->receiver*/

victim = del_bracket(buf);

if (Istrchr(victim, '@"))

{

if (smtp->num_recv < MAX_USER)
{
i=0;
yes _user = 0;
while (i < smtp->num_recv)
{
if (Istrcmp(pwd->pw_name, smtp->receiverl[i]))
{
yes user =1;
break;
}
else i++;
}
if (lyes_user)
{

strcpy(smtp->receiver[smtp->num_recv], victim);
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smtp->num_recv++;
}
}
}
else
{
name = username(victim);
[*tr6dng hop co dau “@”, kiem tra xem user co nam trong he
thong hay khong ?*/
if ((pwd = getpwnam(name)) && ((strstr(victim, smtp->
myhostname)) || (strstr(victim, "localhost™))))

{
if (smtp->num_recv < MAX_USER)

{
i=0;
yes_user = 0;
while (i < smtp->num_recv)

{

if (Istrcmp(pwd->pw_name, smtp->receiver[i]))
{
yes_user =1,
break;
}
else i++;

}

if (lyes_user)

{
strcpy(smtp->receiver[smtp->num_recv], pwd->

pw_name);

smtp->num_recv++;

}

}
}

else /*goi cho user o ben ngoai he thong*/

{
if (smtp->num_userfar < MAX_USER)

{
i=0;
yes_user = 0;
while (i < smtp->num_userfar)
{

if (Istrcmp(pwd->pw_name, smtp->userfar[i]))

{

yes_user =1,
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break;
}
else i++;
}
if ('yes_user)
{
strcpy(smtp->userfar[smtp->num_userfar], pwd->
pw_name);
smtp->num_userfar++;
}
}
}
}

sprintf(outbuf, "250 %s... Ricipient ok\n™, victim);
writeline(smtp->ofile, outbuf);
state_change(state, RCPT, SUCCESS);

}

Tiep fien, client se gb6i lenh “data” va sau fio, no se tuan té gbi noi dung
cua boc mail. Phan do lieu nay se khong qua x6 ly cua ham smtp_parse_cmd(),
bdi vi flay la phan noi dung cua béc mail, khong phai la lenh. SMTPD nhan
phan do lieu nay va I6u gio vao trong mot file tam. D6 lieu fi6dc ket thuc bang
chuoi “\r\n”.

Phan code mo ta qua trinh théc hien nhiem vu nay:

if (("test_state(SNARF_DATA, last_state)) &&
(test_state(SNARF_DATA, current_state)))
{

tempfile = (char *)malloc(80*sizeof(char));

strcpy(tempfile, TMPFILE);

if ((f_tmp = fdopen(mkstemp(tempfile), "w+t")) == NULL)

{
[*tr6dng hdp mo file khong thanh cong*/
clear_state(SNARF_DATA, current_state);
clear_state(OK_RCPT, current_state);
clear_state(OK_MAIL, current_state);

}

else

{
readlh(smtp->ifile, inbuf, SIZBUF);
while (inbuf[0] '=".")
{
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fixcrlf(inbuf, 0);
fputs(inbuf, f_tmp);
readlh(smtp->ifile, inbuf, SIZBUF);
}
fclose(f_tmp);
}
}

Noi voi ng6di nhan cuc bo thi thd se fiddc chuyen ngay fien mailbox cua
ngoo6i nhan ngay sau khi client goi lenh “data” va do lieu qua. Con fioi vOi cac
ngddi nhan khong cuc bo thi thté se fidéc chuyen fien hop thé outbox
“/var/spool/sharedmail/outbox” fie gdi ra ngoai.

Khi client goi lenh “quit”, SMTPD se ga6i lai cho client chuoi:

“221 smtp->hostname Service closing transmission channel”

va ket noi se i60c fiong lai.
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CAC LOU NO

L6u fio lenh HELO

Client fia goi ves

lenh “helo” choa

~

no

Lou lai domain cua sender
return(message(250, ...))
( Sender send “MAIL FROM:)

Lou fio lenh QUIT

|

\ 4

return(message(503, ...))

return(message(221, ...))
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Lou Ao lenh MAIL FROM

Na co lenh HELO
choéa ?

yes

Na co lenh MAIL
choa ?

no

no

yes

\

L6u lai phan fida che ngdoi goi.
Return(message(250,...)).

L6u fio lenh RCPT TO

Na co lenh

no

Return(message(503,...)).

MAIL choa ?

Na co lenh

yes

»

DATA choa ?

Ng66i nhan co 6

yes

\

Return(message(503,...)).

trong he thong ?

no

\

L6u lai phan fita chz ngddi trong
danh sach smtp->receiver.
Return(message(250,...)).

Lou lai phan fita chz ng6di trong
danh sach smtp->userfar.
Return(message(250,...)).
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L6u fio lenh DATA v6i ngddi nhan cuc bo

Na co lenh RCPT no
choa ?

yes

Return(message(354,...)). Return(message(503,...)).

(end with <CRLF>.<CRLF>)

\

M6 file tam fie chda message t6
client gdi qua.

\

Co bao nhieu ng6di nhan.

»

) 4

M hop thd cua
tong ngd6i nhan
va lock lai

no

yes

Chuyen tho tdi ngd6i nhan tédng 6ng

Het ngtdi nhan
choa ?

A
Return(quit()).

Return(message(250,...)).
Chuyen thé thanh cong.
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L6u fio lenh DATA v6i ngdi nhan ben ngoai

Na co lenh RCPT no
choa ?

yes

Y

Return(message(354,...)). Return(message(503,...)).

(end with <CRLF>.<CRLF>)

\

<%

M6 file tam fie chda message t6
client goi qua.

\

%

Co bao nhieu ngd6i nhan.

»
|

Y

M©b outbox va

) no
lock lai

A J

yes

Chuyen thd cua ngd6i nhan td xa t6i outbox.

Het ngddi nhan
choa ?

A 4

Return(message(250,...)).

Chuyen th thanh cong. Return(quit()).
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Khaéi tao cac thong tin can thiet

|

Khéi tao khoi smtp_info

Lay ten Host
cua may Server

Lay fioa chg IP
cua may Client

Tao hai Stream
cho Input,

A

Return (+OK)

Return (-1)
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Qua trinh thoc hien lenh

l

Khoi tao cac thong tin can thiet

\

Return (message(250, +0K))

»

|

Y

Lay message t0
Input

yes

no

\

Phan tich do lieu nhan A66c fie
lav lenh can thoc hien

Return (message(550, -ERR)).
Nona ket noi va thoat.

Lenh nhan ra

AAAr hAi Smtnd

yes

Thoc hien lenh t66ng 6ng

Thoc hien lenh
thanh cong

yes

no

no

\J

A

Y

A

Return(message(250, +OK)).

Return(message( , -
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LUAN VAN TOT NGHIEP GVHD : NGUYEN CAO NAT

PHAN IV:

NHAN XET VA HOONG PHAT
TRIEN

MOT SO KHA NANG CUA CHOONG TRINH:
Chdbng trinh fia thoc hien fiddc tac vu cho phep nhieu ngddi cung goéi va
nhan Mail ma chz s6 dung mot Account Mail fi6dc cap bbi nha cung cap
dich vu.
Mail cua cac user cuc bo goi cho nhau se i6oc goi troc tiep toi mailbox cua
moi ngooi.
Mail cua cac user goi ra ngoai he thong se id6c I6u gi6 lai trong mailbox
rieng. Ket noi véi nha cung cap dich vu thong qua modem vao nhoéng théi
filem fonh trodc. Khi co ket noi thi cac mail nay se fiddc goi fi.
Cho phep Administrator co the cau hinh fioi voi he thong t6 xa thong qua
Webmin.
HOONG PHAT TRIEN CUA CHOONG TRINH:

Tuy chdbng trinh fia giai quyet id6¢c mot so van fie fia fat ra, nhong

chddng trinh van con nhieu van fie co the phat trien len fid6c¢ nho:

X6 ly them cac dang fiba chz fie cho phep ng6di s6 dung fidéc uyen chuyen
hén trong viec gbi va nhan Mail.

Nen thoc hien tac vu loc Mail khi nhan Mail t6 Server ve fie phong chong
Spam.

Cho phep co the lam viec tren mot so chuan Mail khac.

Trangchu | Muc luc
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